
IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA

Alexandria Division

DXC TECHNOLOGY COMPANY, a
Nevada corporation,

Plaintiffs,

JOHN DOES 1-2,

Defendants.

Civil Action No:

FILED UNDER SEAL PURSUANT TO
LOCAL RULE 5

COMPLAINT

Plaintiff DXC Technology Company hereby complains and alleges that John Does 1-

2 (collectively "Defendants"), have engaged in a coordinated cyberattack against DXC. There

was significant orchestration in the execution of the attack. The attack targeted DXC's systems

or infrastructure with a malicious type of software known as ransomware, in order to exfiltrate

information from those systems. Internet domains used by Defendants in the attack are set

forth at Appendix A to this Complaint and are referred to as the "Command and Control

Infrastructure." DXC alleges as follows:

NATURE OF THE ACTION

1. This is an action based upon: (1) the Computer Fraud and Abuse Act, 18 U.S.C. §

1030; (2) Electronic Communications Privacy Act, 18 U.S.C. § 2701, (3) common law trespass

to chattels, (4) conversion, and (5) unjust enrichment. Plaintiffs seek injunctive and other

equitable relief and damages against Defendants, who through their illegal activities, have caused

and continue to cause irreparable injury to DXC.
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APPENDIX A

.SPACE DOMAINS

Resistrar

PDR Ltd. d/b/a PublicDomainRegistry.com
c/o Endurance International Group Inc.
10 Corporate Drive
Burlington, MA 01803

Resistrv

DotSpace Inc. (Radix)
F/19, BCl, Ras A1 Khaimah FTZ, P.O Box # 16113
Ras A1 Khaimah, Ras A1 Khaimah 16113
AE

Tel: +1 415 449 4774

Email: contact@radixregistry.com
http://radixregistry.com/

Probes.space Domain Name: PROBES.SPACE

Registry Domain ID: Not Available From Registry
Registrar WHOIS Server: whois.publicdomainregistry.com
Registrar URL: www.publicdomainregistry.com
Updated Date: 2020-06-25T12:09:09Z
Creation Date: 2020-06-25T12:09:08Z

Registrar Registration Expiration Date: 2021-06-25X23:59:59Z
Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com
Registrar lANA ID: 303
Domain Status: clientTransferProhibited

https://icann.0rg/epp#clientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: Sergey

- Registrant Organization:
Registrant Street: Moscow
Registrant City: Moscow
Registrant State/Province: Moscow
Registrant Postal Code: 143900
Registrant Country: RU
Registrant Phone: +7.9124531269
Registrant Phone Ext:
Registrant Fax:
Registrant Fax Ext:
Registrant Email: Drobeswork666iS),amail.com

Registry Admin ID: Not Available From Registry
Admin Name: Sergey
Admin Organization:
Admin Street: Moscow

Admin City: Moscow
Admin State/Province: Moscow
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1001 Pennsylvania Avenue, N.W., Washingtop^U^(p0|1^^^^^p202 624-2500 ■ f202 628-5116

croweUf-lnioring
2020 JUL 20 P 12: IN

JuHaMilewski Cl Li^\ I i^lSirxiu i i N-URT
(202)624-2514 ALtAMRUKlA, ViRGirilA
JMilewski®crowen.com

July 20,2020

VIA COURIER

Clerk

U.S. District Court for the Eastern District of Virginia
Albert V. Bryan U.S. Courthouse
401 Courthouse Square
Alexandria, VA 22314

Re: DXC Technology Company v. John Does 1-2 (E.D. Va.)

Dear Sir or Madam,

We have enclosed filing fees and three copies of the filings listed below.

• Civil Cover Sheet

• Complaint
o Complaint
o Appendix A

• Appearances
o Notice of Appearance of Julia Milewski
o Motion for Pro Hac Vice for Gabriel Ramsey
o Motion for Pro Hac Vice for Matthew Welling
o Motion for Pro Hac Vice for Kayvan Ghaffari

• Rule 7.1 Statement

• Ex Parte Application for Emergency Temporary Restraining Order and Order to
Show Cause Re Preliminary Injunction

o Motion

o Brief In Support
o Declaration of Mark Hughes
o Declaration of Matthew Welling
o Proposed Order
o Notice of Telephonic Hearing

• Motion for Protective Order

o Motion

o Brief In Support
o Declaration of Gabriel Ramsey
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JS44 (Rev. 09/19) CIVIL COVER SHEET

The JS 44 civil cover sheet and the information contained herein neither replace nor supplement the filing and service of pleadings ot other papers as required by law, except as
provided by local rules of court This form, approved by the Judicial Conference of the United States in September 1974, is required for the use of the Clerk of Court for the
purpose of initiating the civil docket sheet (SEE INSTRUCTIONS ON NEXT PAGE OF THIS FORM.)

PLAINTIFFS

DXC TECHNOLOGY COMPANY, a Nevada corporation

(b) County of Residence of First Listed Plaintiff Fairfax CountV, VA
(EXCEPTIN U.S. PLAINTIFF CASES)

(c) Attorneys (Firm Name, Address, and Telephone Number)

Julia Milewski, CROWELL & MORING LLP, 1001 Pennsylvania Ave.
NW, Washington DC 20004, (202) 624-2500

DEFENDANTS

JOHN DOES 1-2

Coimty of Residence of First Listed Defendant Unknown
(IN U.S. PLAINTIFF CASES ONLY)

NOTE: IN LAND CONDEMNATION CASES, USE THE LOCATION OF
THE TRACT OF LAND INVOLVED.

Attorneys (IfKnovm)

n. BASIS OF JURISDICTION (Place an "X" in One Box Only)

�  I U .S . Govemment

P la intifr

a 3 F edera l Question
(U .S . Govemment Not a Party)

�  2 U .S . Govemment
De fendant

�  4 D iversity
(Indica te C itizenship of Parties in Item HI)

ni. CITIZ E NSHIP O F PRIN CIPAL PARTIE S (P lace an "X " in One Box for P la intiff
(For D iversity C ases Only) ond One Box for Drfendant)

PT F D E F PT F D E F
C itizen of This S ta te 1 �  1 Incotpora ted or Principa l P lace O 4 0 4

of Business In This S ta te

C itizen of Another S ta te

C itizen or Subject of a
Fore ign Country

�  2 a 2 Incorpora ted and Principa l P lace
of Business In Another S ta te

�  3 0 3 Fore ign Na tion

a 5 0 5

�  6 0 6

IV . NATUR E O F SUIT (P lace an "X " in One Box Only) C lick here for Na ture of Suit Code Descriptions.
C O NTRA C T torts F O R F EITPRB ffgNALTY BJOngjO lgT C V O C T E RSTATDTBS

110 Insurance

120 Marine
130 Miller Act
140 Negotiable Instrument
150 Recovery of Overpayment

& Enforcement of Judgment
151 Medicare Act
152 Recovery of De faulted

S tudent Loans
(Excludes Ve terans)

153 Recovery of Overpayment
of Ve teran's Bene fits

160 S tockholders' Suits
190 O ther Contract
195 Contract Product Liability
196 Franchise

-R E AHBR C B E RT^--

F E RS O NAL INJURY
�  310 A irplane
�  315 A irplane Product

Liability
�  320 Assault, Libe l &

S lander
�  330 F edera l Employers'

Liability
�  340 Marine
S 345 Marine Product

Liability
�  350 Motor Vehicle
�  355 Motor Vehicle

Product Liability
�  360 O ther Persona l

Injury
�  362 Persona l Injury -

P E RS O NAL INJURY
�  365 Persona l Injiuy -

Product Liability
a 367 Hea lth C are/

Pharmaceutica l
Persona l Injury
Product Liability

�  368 Asbestos Persona l
Injury Product
Liability

P E RS O NAL PR O P E RTY
O 370 O ther Fraud
�  371 Truth in Lending
�  380 O ther Persona l

Property Damage
�  385 Property Damage

Product Liability

�  625 Drug Re la ted Se izure
of Property 21 US C 881

�  690 O ther

�  422 Appea l 28 US C 158
�  423 W ithdrawa l

28 US C 157

P«^g«»gg«R iegTS

�  820 Copyrights
�  830 Pa tent
�  835 Pa tent • Abbrevia ted

New Dmg Applica tion
�  840 Trademark

civniRHaHTS
�  210 Land Condemna tion
�  220 Foreclosure
�  230 Rent Lease & E jectment
�  240 Torts to Land
�  245 Tort Product Liability
�  290 A ll O ther Rea l Property

�  440 O ther C ivil R ights
O 441 Voting
�  442 Employment
�  443 Housing/

Accommoda tions
�  445 Amer. w/D isabilities'

Employment
�  446 Amer. w/D isabilities'

O ther
�  448 Educa tion

IT O S Q N F aRPBTITIQ NSI

Habeas Corpus:
�  463 A lien De ta inee
�  510 Motions to Vaca te

Sentence
�  530 G enera l
�  535 Dea th Pena lty

O ther:
�  540 Mandamus & O ther
�  550 C ivil R ights
�  555 Prison Condition
�  560 C ivil De ta inee-

Conditions of
Confinement

�  710F a ir Labor S tandards
Act

�  720 Labor/Management
Re la tions

�  740 Ra ilway Labor Act
�  751 F amily and Medica l

Leave Act
�  790 O ther Labor Litiga tion
�  791 Employee Re tirement

Income Security Act

�  861HIA(1395fi)
�  862 B lack Lung (923)
O 863 DIW C/DIWW (405(g))
�  864 SSID T itle XVI
�  865 RSI (405(g))

F EMiRaa iiE jaBse iasg

�  870 Taxes (U .S . P la intiff
or De fendant)

�  871 IRS—Third Party
26 US C 7609

IMMlC a ia lT l^
�  462 Na tura liza tion Applica tion
�  465 O ther Immigra tion

Actions

�  375 F a lse C la ims Act
�  376QuiTam(31US C

3729(a))
�  400 S ta te Reapportionment
�  410 Antitrust
�  430 Banks and Banking
�  450 Cotmnerce
�  460 Deporta tion
�  470 Racke teer Influenced and

Corrupt Organiza tions
�  480 Consumer Credit

(15 US C 1681 or 1692)
�  485 Te lephone Consumer

Protection Act
�  490 C able/Sa t TV
�  850 Securities/Commodities/

Exchange
K 890 O ther S ta tutmy Actions
�  891 Agricultura l Acts
�  893 Environmenta l Ma tters
�  895 Freedom of Informa tion

Act

�  896 Arbitra tion
�  899 Administra tive Procedure

Act/Review or Appea l of
Agency Decision

�  950 Constitutiona lity of
S ta te S ta tutes

V . O RIGIN (P lace an "X " in One Box Only)
i^l Origina l �  2 Removed from

Proceeding S ta te Court
�  3 Remanded from

Appe lla te Court
�  4 Re insta ted or

Reopened
^ Transferred from

Another D istrict
(specify)

�  6 Multidistrict
Litiga tion -
Transfer

�  8 Multidistrict
Litiga tion -
D irect F ile

VI. C AUS E O F A C TIO N

C ite the U .S . C ivil S ta tute imder which yo\xa itG i\ag(Donotdujuris^ctiona lsta txttestinless^versiiy):
18 US C 1030,18 US C 2701
Brie f description of cause:

Vn. R E Q U E ST E D IN
C OMPLAINT:

�  C H E C K IF  T fflS IS A CLASS A C TIO N
UND E R RULE 23, F .R . Cv.P .

D EMANDS C H E C K Y E S only if demanded in conqrla int:
JURY D EMAND: MVes O No

vm. R ELAT E D C AS E(S)
IF  ANY

(See instructions):
JUD G E D O C K E T NUMB E R

DAT E

07/20/2020
SIG NATUR E O F ATT O RN E Y O F R E C O RD

F O R O FnC E US E O NLY
J

R E C EIPT# AMO UNT APPLYIN G IF P JUD G E MA G . JUD G E
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