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UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF NEW YORK

MICROSOFT CORPORATION, a Washington
Corporation, FORTRA, LLC, a Delaware Limited Case No.
Liability Company, and HEALTH-ISAC, INC., a
Florida Corporation, FILED UNDER SEAL

Plaintiffs,
V.

JOHN DOES 1-2, JOHN DOES 3-4 (AKA CONTI
RANSOMWARE GROUP), JOHN DOES 5-6 (AKA
LOCKBIT RANSOMWARE GROUP), JOHN DOES
7-8 (AKA DEV-0193), JOHN DOES 9-10 (AKA
DEV-0206), JOHN DOES 11-12 (AKA DEV-0237),
JOHN DOES 13-14 (AKA DEV-0243), JOHN DOES
15-16 (AKA DEV-0504), Controlling Computer
Networks and Thereby Injuring Plaintiffs and Their
Customers,

Defendants.

COMPLAINT

Plaintiff Microsoft Corporation (“Microsoft”), Fortra, LLC (“Fortra”), and Health-ISAC,
Inc., (“H-ISAC”) hereby complain and allege that John Does 1-16 (collectively “Defendants’)
have abused the legitimate security testing tool called Cobalt Strike, illegally created cracked
versions of the tool!, and used the cracked versions for illegal purposes. Cobalt Strike is a
commercial security testing tool made by the company Fortra, LLC. The application functions as
a threat emulation program developed to simulate “Red Team” operations that are designed to

execute targeted attacks and emulate post-exploitation activities of advanced threat actors for the

! As used in this action, "cracked versions of Cobalt Strike" refer to stolen, unlicensed, or otherwise unauthorized
versions or copies of Cobalt Strike.
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purpose of testing the resilience of an organization’s cyber defenses. Defendants abuse Cobalt
Strike’s capabilities by altering the authentic code to communicate with malicious command and
control infrastructure to engage in illegal activities once a malware infiltrates a victim’s systems.
More specifically, cracked versions of Cobalt Strike allow Defendants to gain control of their
victim’s machine and move laterally through the connected network to find other victims and
install malware. This includes installing ransomware like Conti, LockBit, Quantum Locker, Royal,
Cuba, BlackBasta BlackCat and PlayCrypt, to arrest access to the systems. In essence, Defendants
are able to leverage cracked versions of Cobalt Strike to brutally force their way into victim
machines and deploy malware. Additionally, once the Defendants deploy the malware or
ransomware onto computers running Microsoft’s Window operating system, Defendants are able
to execute a series of actions involving abuse of Microsoft’s copyrighted declaring code. Not only
do Defendants abuse Microsoft’s copyrighted declaring code in connection with their use of
cracked Cobalt Strike, but Defendants further abuse Microsoft’s code when ransomware such as
Conti of LockBit replicate the copyrighted declaring code in connection with executing various
commands, such as terminating services that allow the system to encrypt files, disable real time
monitoring of threats, or uninstalling the Windows Defender application (all which leave the
victims’ computer further vulnerable). Unless enjoined and held accountable, Defendants will
continue to use cracked versions of Cobalt Strike to proliferate malware, including ransomware.
Defendants control the malicious command and control infrastructure leveraging cracked versions
of Cobalt Strike by hosting and operating through the Internet Protocol addresses (“IP Addresses™)
and domains set forth in Appendix A. Plaintiffs allege as follows:
NATURE OF THE ACTION

1. This is an action based upon: (i) Circumvention of Copyright Protection Systems

2
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under the Digital Millennium Copyright Act, 17 U.S.C. § 1201, (ii) Copyright Infringement, 17
U.S.C. §§ 101 et seq., (iii)) Computer Fraud and Abuse Act, 18 U.S.C. § 1030, (iv) Electronic
Communications Privacy Act, 18 U.S.C. § 2701, (v) False Designation of Origin under the Lanham
Act, 15 U.S.C. § 1125(a), (vi) Trademark Infringement under the Lanham Act, 15 U.S.C. § 1114
et seq., (vii) Trademark Dilution under the Lanham Act, 15 U.S.C. § 1125(c), (viii) Racketeer
Influenced and Corrupt Organizations Act, 18 U.S.C. § 1962, (ix) Conspiracy to Violate the
Racketeer Influenced and Corrupt Organizations Act (RICO) — 18 U.S.C. § 1962(d), (x) Trespass
to Chattels, (xi) Conversion, and (xii) Unjust Enrichment. Plaintiffs seek injunctive and other
equitable relief and damages against Defendants who operate and control the command and control
infrastructure leveraging cracked versions of Cobalt Strike. Defendants, through their illegal
activities involving cracked Cobalt Strike, have caused and continue to cause irreparable injury to

Plaintiffs, their customers, members, and the public.

PARTIES

2. Plaintiff Microsoft is a corporation duly organized and existing under the laws of
the State of Washington, having its headquarters and principal place of business in Redmond,
Washington.

3. Plaintiff Fortra is a limited liability company duly organized and existing under the
laws of the State of Delaware, having its headquarters and principal place of business in Eden
Prairie, Minnesota. Fortra is the creator of the authentic and commercially available Cobalt Strike
security testing tool.

4. Plaintiff H-ISAC is a non-profit corporation duly organized and existing under the

laws of the State of Florida, having its headquarters and principal place of business in Ormond

3
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Beach, Florida. H-ISAC is a membership organization comprised of public & private hospitals,
ambulatory providers, health insurance payers, pharmaceutical/biotech manufacturers, laboratory,
diagnostic, medical device manufacturers, medical schools, medical R&D organizations and other
relevant health sector stakeholders. H-ISAC represents the interests of its healthcare industry
members in combating and defending against cyber threats that pose risk and loss to the industry.

5. Defendant John Doe 1 is associated with the cracked versions of Cobalt Strike. John
Doe 1 controls the malicious command and control infrastructure in furtherance of conduct
designed to cause harm to Plaintiffs, their customers and members, and the public. Plaintiffs are
informed and believe, and thereupon allege, that John Doe 1 can likely be contacted directly or
through third-parties using the information set forth in Appendix A.

6. Defendant John Doe 2 is associated with the cracked versions of Cobalt Strike. John
Doe 2 controls the malicious command and control infrastructure in furtherance of conduct
designed to cause harm to Plaintiffs, their customers and members, and the public. Plaintiffs are
informed and believe, and thereupon allege, that John Doe 2 can likely be contacted directly or
through third-parties using the information set forth in Appendix A.

7. Defendant John Doe 3 is associated with the Conti ransomware. John Doe 3
controls the malicious command and control infrastructure in furtherance of conduct designed to
cause harm to Plaintiffs, their customers and members, and the public. Plaintiffs are informed and
believe, and thereupon allege, that John Doe 3 can likely be contacted directly or through third-
parties using the information set forth in Appendix A.

8. Defendant John Doe 4 is associated with the Conti ransomware. John Doe 4
controls the malicious command and control infrastructure in furtherance of conduct designed to

cause harm to Plaintiffs, their customers and members, and the public. Plaintiffs are informed and
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believe, and thereupon allege, that John Doe 4 can likely be contacted directly or through third-
parties using the information set forth in Appendix A.

9. Defendant John Doe 5 is associated with the LockBit ransomware. John Doe 5
controls the malicious command and control infrastructure in furtherance of conduct designed to
cause harm to Plaintiffs, their customers and members, and the public. Plaintiffs are informed and
believe, and thereupon allege, that John Doe 5 can likely be contacted directly or through third-
parties using the information set forth in Appendix A.

10. Defendant John Doe 6 is associated with the LockBit ransomware. John Doe 6
controls the malicious command and control infrastructure in furtherance of conduct designed to
cause harm to Plaintiffs, their customers and members, and the public. Plaintiffs are informed and
believe, and thereupon allege, that John Doe 6 can likely be contacted directly or through third-
parties using the information set forth in Appendix A.

11. Defendant John Doe 7, a part of threat group DEV-0193 develops, distributes, and
manages many different payloads, including Trickbot, Bazaloader, and AnchorDNS. John Doe 7
also manages ransomware as a service (RaaS) programs that are developed as a result of leveraging
cracked Cobalt Strike Beacons to drop ransomware payloads, in furtherance of conduct designed
to cause harm to Plaintiffs, their customers and members, and the public. Plaintiffs are informed
and believe, and thereupon allege, that John Doe 7 can likely be contacted directly or through
third-parties using the information set forth in Appendix A.

12. Defendant John Doe 8, a part of threat group DEV-0193 develops, distributes, and
manages many different payloads, including Trickbot, Bazaloader, and AnchorDNS. John Doe 8
also manages ransomware as a service (RaaS) programs that are developed as a result of leveraging

cracked Cobalt Strike Beacons to drop ransomware payloads, in furtherance of conduct designed
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to cause harm to Plaintiffs, their customers and members, and the public. Plaintiffs are informed
and believe, and thereupon allege, that John Doe 8 can likely be contacted directly or through
third-parties using the information set forth in Appendix A.

13. Defendant John Doe 9, a part of threat group DEV-0206, is an access broker that
uses malvertising technique to gain access to and profile networks using Cobalt Strike payloads
and in numerous instances, leading to custom cracked Cobalt Strike loaders created by malware
families, in furtherance of conduct designed to cause harm to Plaintiffs, their customers and
members, and the public. Plaintiffs are informed and believe, and thereupon allege, that John Doe
9 can likely be contacted directly or through third-parties using the information set forth in
Appendix A.

14. Defendant John Doe 10, a part of threat group DEV-0206, is an access broker that
uses malvertising technique to gain access to and profile networks using Cobalt Strike payloads
and in numerous instances, leading to custom cracked Cobalt Strike loaders created by malware
families, in furtherance of conduct designed to cause harm to Plaintiffs, their customers and
members, and the public. Plaintiffs are informed and believe, and thereupon allege, that John Doe
10 can likely be contacted directly or through third-parties using the information set forth in
Appendix A.

15. Defendant John Doe 11, a part of threat group DEV-0237, is a prolific RaaS affiliate
that alternates between different payloads in their operations based on what is available. John Doe
11 uses the cybercriminal gig economy to also gain initial access to networks and leverages
cracked Cobalt Strike Beacons dropped by the malware they purchased to conduct reconnaissance,
in furtherance of conduct designed to cause harm to Plaintiffs, their customers and members, and

the public. Plaintiffs are informed and believe, and thereupon allege, that John Doe 11 can likely
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be contacted directly or through third-parties using the information set forth in Appendix A.

16. Defendant John Doe 12, a part of threat group DEV-0237, is a prolific RaaS affiliate
that alternates between different payloads in their operations based on what is available. John Doe
12 uses the cybercriminal gig economy to also gain initial access to networks and leverages
cracked Cobalt Strike Beacons dropped by the malware they purchased to conduct reconnaissance,
in furtherance of conduct designed to cause harm to Plaintiffs, their customers and members, and
the public. Plaintiffs are informed and believe, and thereupon allege, that John Doe 12 can likely
be contacted directly or through third-parties using the information set forth in Appendix A.

17. Defendant John Doe 13, a part of threat group DEV-0243, is an EvilCorp group
that develops Cobalt Strike loaders for other malware campaigns, in furtherance of conduct
designed to cause harm to Plaintiffs, their customers and members, and the public. Plaintiffs are
informed and believe, and thereupon allege, that John Doe 13 can likely be contacted directly or
through third-parties using the information set forth in Appendix A.

18. Defendant John Doe 14, a part of threat group DEV-0243, is an EvilCorp group
that develops Cobalt Strike loaders for other malware campaigns, in furtherance of conduct
designed to cause harm to Plaintiffs, their customers and members, and the public. Plaintiffs are
informed and believe, and thereupon allege, that John Doe 14 can likely be contacted directly or
through third-parties using the information set forth in Appendix A.

19. Defendant John Doe 15, a part of threat group DEV-0504, relies on access brokers
to enter a network, using Cobalt Strike beacons they purchased access to, to move laterally and
stage their payloads. They frequently disable antivirus products that are not protected with tamper
protection, in furtherance of conduct designed to cause harm to Plaintiffs, their customers and

members, and the public. Plaintiffs are informed and believe, and thereupon allege, that John Doe
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15 can likely be contacted directly or through third-parties using the information set forth in
Appendix A.

20. Defendant John Doe 16, a part of threat group DEV-0504, relies on access brokers
to enter a network, using Cobalt Strike beacons they purchased access to, to move laterally and
stage their payloads. They frequently disable antivirus products that are not protected with tamper
protection, in furtherance of conduct designed to cause harm to Plaintiffs, their customers and
members, and the public. Plaintiffs are informed and believe, and thereupon allege, that John Doe
16 can likely be contacted directly or through third-parties using the information set forth in
Appendix A.

21. Defendants own, operate, control, and maintain the malicious command and control
infrastructure hosted at and/or operating at the IP Addresses and domains set forth in Appendix
A. The command and control infrastructure hosted and operated at the [P Addresses and domains
are maintained by the third-party hosting companies set forth at Appendix A. Plaintiffs will amend
this complaint to allege the Doe Defendants’ true names and capacities when ascertained.
Plaintiffs will exercise due diligence to determine Doe Defendants’ true names, capacities, and
contact information, and to effect service upon those Doe Defendants.

22. Plaintiffs are informed and believe, and thereupon allege, that each of the
fictitiously named Doe Defendants is responsible in some manner for the occurrences herein
alleged, and that the injuries of Plaintiffs, their customers and members and the public, as herein
alleged, were proximately caused by such Defendants.

23. On information and belief, the actions and omissions alleged herein to have been
undertaken by John Does 1-16 were actions that Defendants, and each of them, authorized,

controlled, directed, or had the ability to authorize, control or direct, and/or were actions and
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omissions each Defendant assisted, participated in, or otherwise encouraged, and are actions for
which each Defendant is liable. Each Defendant aided and abetted the actions of Defendants set
forth below, in that each Defendant had knowledge of those actions and omissions, aided and
benefited from those actions and omissions, in whole or in part. Each Defendant was the agent of
each of the remaining Defendants, and in engaging in the activities hereinafter alleged, was acting
within the course and scope of such agency and with the permission and consent of other
Defendants.
JURISDICTION AND VENUE

24. The Court has subject matter jurisdiction over this action pursuant to 28 U.S.C. §
1331 because this action arises out of Defendants’ violation of the Digital Millennium Copyright
Act (17 U.S.C. § 1201), the Copyright Act (17 U.S.C. §§ 101 et seq.), Computer Fraud and Abuse
Act (18 U.S.C. § 1030), Electronic Communications Privacy Act (18 U.S.C. § 2701), the Lanham
Act (15 U.S.C. §§ 1114, 1125), and the Racketeer Influenced and Corrupt Organizations Act (18
U.S.C. § 1962). The Court also has subject matter jurisdiction under 28 U.S.C. § 1367 for trespass
to chattels, conversion, and unjust enrichment.

25. Venue is proper in this judicial district pursuant to 28 U.S.C. § 1391(b) because a
substantial part of the events or omissions giving rise to Plaintiffs’ claims has occurred in this
judicial district, because a substantial part of the property that is the subject of Plaintiffs’ claims is
situated in this judicial district, and because a substantial part of the harm caused by Defendants
has occurred in this judicial district. Defendants engage in conduct availing themselves of the
privilege of conducting business in New York, and utilize instrumentalities located in New York
and the Eastern District of New York to carry out acts alleged herein.

26. Defendants have affirmatively directed actions at New York and the Eastern

9
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District of New York by directing their activities, including gaining control of their victim’s
machine and moving laterally through the connected network to find other victims and install
malware. This includes installing ransomware like Conti, LockBit, Quantum Locker, Royal, Cuba,
BlackBasta BlackCat and PlayCrypt, to arrest access to the systems of individual users located in
the Eastern District of New York. Defendants leveraged cracked versions of Cobalt Strike to
brutally force their way into victim machines and deploy malware at the computers of individual
users located in New York and the Eastern District of New York. The development of cracked
versions of Cobalt Strike includes the use of code that contains, without authorization, Microsoft’s
copyrighted computer code and instructions to Microsoft’s Windows operating system, and which
compromises the security of those systems, as well as Fortra’s copyrighted program code, all to
the grievous harm and injury of Plaintiffs, their customers and members, and the public. Figure 1,
below, depicts the geographic location of computing devices in the Eastern District of New York,
against which Defendants are known to have directed cracked versions of Cobalt Strike to

computers in Brooklyn, Queens, Hempstead, and Stony Brook.
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27. Pursuant to 28 U.S.C. § 1391(b), venue is proper in this judicial district. A
substantial part of the events or omissions giving rise to Plaintiffs’ claims, together with a
substantial part of the property that is the subject of Plaintiffs’ claims, are situated in this judicial
district. Venue is proper in this judicial district under 28 U.S.C. § 1391(c) because Defendants are
subject to personal jurisdiction in this judicial district.

FACTUAL BACKGROUND

28. Microsoft is one of the world’s leading technology companies, providing complete,
open, and integrated computer software programs and hardware systems. Microsoft® is a provider
of the Windows® operating system, Microsoft Word, Microsoft’s word processing software.
Microsoft has invested substantial resources in developing high-quality products and services. Due

to the high quality and effectiveness of Microsoft’s products and services and the expenditure of
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significant resources by Microsoft to market those products and services, Microsoft has generated
substantial goodwill with its customers, establishing a strong brand and developing the Microsoft
name and the names of its products and services into strong and famous world-wide symbols that
are well-recognized within its channels of trade. Microsoft has registered trademarks representing
the quality of its products and services and its brand, including Microsoft® and Windows.® Copies
of the trademark registrations for these trademarks are attached as Appendix B to this Complaint.

29. One of the pillars of Microsoft’s comprehensive portfolio of software programs is
its Microsoft Windows operating system. Microsoft Windows is a group of proprietary graphical
operating system families. Microsoft also spends considerable time and energy building its
Windows platform and making it available to third-party developers to create programs that are
compatible with Windows. With every Windows release, Microsoft also makes available a
software development kit (“SDK”). The SDK is a package of programming tools including
creative and original APIs, header files, libraries, documentation, code samples, processes, and
guides that developers can use and integrate into their own applications. Microsoft’s SDKs are
required when developing any application, program, or tool for Microsoft Windows. The code at
issue in this case encompasses a type of code called “declarations” within header files and within
libraries contained in the SDK, and referred to in this Complaint as the “Declaring Code.”

30. Microsoft owns copyrights in the code, documentation, specifications, libraries,
and other materials that comprise the Windows operating system, including the Declaring Code.
Microsoft’s Windows SDK copyrights, encompassing the Declaring Code, are registered with the
United States Copyright Office, including those attached as Appendix C.

31. Microsoft makes its SDK and the code contained within the SDK, including the

Declaring Code, available to the public through a license (“SDK License”). This enables Microsoft
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to maintain an open platform for third-party developers while preventing malicious actors from
using the code in the SDK, including the Declaring Code, in a harmful way. Any developer who
downloads Microsoft’s SDK tools, including the Declaring Code, must accept the terms of the
SDK License.

32. Microsoft’s SDK License agreements make clear to end users that they are
acquiring a license to use the software subject to certain limitations around the use of the software
and place certain restrictions, including prohibiting end-users from using certain portions of the
software code, including the header files in the SDK and associated Declaring Code, “in malicious,
deceptive, or unlawful programs.”

33. Plaintiff Fortra is a technology company that manufactures, distributes and sells a
variety of software products and services to businesses, professional organizations and educational
institutions around the world. Fortra’s products address a wide range of cybersecurity and
automation needs across a multitude of platforms. In cybersecurity, Fortra’s solutions typically fall
into four categories: Infrastructure Protection, Data Protection, Security Awareness Training &
Managed Services. In particular, Fortra offers the “Cobalt Strike” product which is a commercial
security testing tool to enable threat-representative security tests and threat emulation. Fortra owns
copyrights in the code, documentation, specifications, libraries, and other materials that comprise
the Cobalt Strike software. Fortra’s copyrights in Cobalt Stroke is attached as Appendix D.
Additionally Fortra has registered trademarks representing the quality of its products and services
and its brand, including Cobalt Strike.® Copies of the trademark registrations for these trademarks
are attached as Appendix E to this Complaint.

34, Plaintiff H-ISAC is a membership organization comprised of public and private

hospitals, ambulatory providers, health insurance payers, pharmaceutical/biotech manufacturers,
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laboratory, diagnostic, medical device manufacturers, medical schools, medical R&D
organizations, and other relevant health sector stakeholders. H-ISAC represents the interests of its
health care and public health industry members in combating and defending against cyber threats
that pose risk and loss to the industry. It was established in 2010 to enable and preserve the public
trust by advancing the global health sector’s cyber and physical security protection and resilience
as well as enabling the ability to prepare for and respond to cyber and physical threats and
vulnerabilities. H-ISAC’s activities include sharing timely, actionable and relevant information,
including intelligence on threats, incidents, and vulnerabilities that can include data such as
indicators of compromise, tactics, techniques and procedures (TTPs) of threat actors, and acting
upon that intelligence to mitigate cybersecurity threats and risk. Health care and public health
institutions that are members of H-ISAC have generated substantial goodwill with their customers,
established a strong brand, and developed their respective names and the names of their products
and services into strong and famous world-wide symbols that are well recognized within their
channels of trade.
OVERVIEW OF LEGITIMATE VERSIONS COBALT STRIKE

35. Cobalt Strike is a commercial security testing tool made by Plaintiff Fortra LLC.
The application functions as a threat emulation program developed to simulate “Red Team”
operations that are designed to execute targeted attacks and emulate post-exploitation activities of
advanced threat actors for the purpose of testing the resilience of an organization’s cyber defenses.

36. Cobalt Strike itself is a command and control application with two primary
components: the team server and the client. A team server accepts client connections. The client
is how operators connect to a team server. These two components are contained in a Java

executable file (a “JAR file”). “Beacon” is the name for Cobalt Strike’s default simulated malware
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payload used to create a connection to the team server. The beacon file contains contact
information such as the command and control IP address or domain, connection port information,
watermark, and encryption keys. Legitimate penetration testers use this application to test whether
an organization’s system would potentially succumb to the infiltration of malware into the
network.

CRACKED VERSIONS OF COBALT STRIKE

37. Compromised and cracked versions of Cobalt Strike are commonly referred to in
the cybersecurity community as “cracked” versions and often consist of manipulated beacon files
that are programmed to communicate with malicious command and control infrastructure to
engage in illegal activities once a malware infiltrates a victim’s systems. More specifically,
cracked versions of Cobalt Strike allow Defendants to gain control of their victim’s machine and
move laterally through the connected network to find other victims and install malware. This
includes installing ransomware like Conti, LockBit, Quantum Locker, Royal, Cuba, BlackBasta,
BlackCat, and PlayCrypt, to gain access to the systems. In essence, Defendants are able to leverage
cracked versions of Cobalt Strike to brutally force their way into victim machines and deploy
malware.

38. Cracked versions of Cobalt Strike are distributed in various forums. Typically,
these are the result of someone modifying a trial JAR file to bypass the license check and
rebuilding the JAR file, or by crafting an authorization file with a fake license ID and distributing
that with the JAR file.

COMMAND AND CONTROL INFRASTRUCTURE OF CRACKED COBALT STRIKE

39. Cobalt Strike is the command and control application itself. This has two primary

components: the team server and the client. These are both contained in the same Java executable
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(“JAR file”) and the only difference is what arguments an operator uses to execute it:

a. First component: Team server (Java component) is the command and control
(““C2”) server portion of Cobalt Strike. It can accept client connections, BEACON callbacks, and
general web requests.

b. Second component: Client (Java Component) is how operators connect to a team
server. Clients can run on the same system as a Team server or connect remotely and can be run
on Windows, macOS, or Linux systems.

40. Beacon is the name for Cobalt Strike’s default malware payload used to create a
connection to the team server. It is a point for egress and once connected, an encrypted beacon
binary is downloaded from the Cobalt Strike infrastructure. The Cobalt Strike beacon loader is
responsible for downloading, decrypting the beacon binary, injecting code into a Windows
process, and passing the control to the beacon binary. Essentially, when an cracked version of
Cobalt Strike is created, the beacon that is part of the authentic Cobalt Strike tool is manipulated
and repurposed to include in its code, malicious code that allows it to compromise victims’
computers.

41. The command and control computers are specialized computers and/or software
(“servers”). Defendants purchased or leased these servers and used them to send commands to
control the infected victim computers. The command and control computers send the most
fundamental instructions, modules, updates, and commands, and overall control of the malware is
carried out from these computers. Command and control computers include the servers at various
IP addresses and domains listed in Appendix A.

42. Each instance of cracked versions of Cobalt Strike infecting a user’s computing

device is pre-programmed to connect and communicate with command and control servers. When
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such a connection is made, the servers can download instructions or additional malware to the
infected computing device and upload stolen information from it.

43. To create the command and control computers, Defendants set up accounts with
web-hosting providers - i.e., companies, usually legitimate, that provide facilities where computers
can be connected through high-capacity connections to the Internet and locate their servers in those
facilities. By contacting a command and control server, the cracked versions of Cobalt Strike can
receive updated commands and modules from and communicate with the Defendants.

44. Figure 2 illustrates the communication channels of the cracked versions of Cobalt

Strike, between the command and control servers and infected victim computers.

Cobalt Strike Command and Control

Cobalt Strike

C2 Server Cobalt Strike
(Team Server) Distribution Server
(Domains, Botnet)

Victim

Beacon DLL

Figure 2

INFECTION OF VICTIM COMPUTERS
45. The cracked versions of Cobalt Strike are used by Defendants to compromise
countless end user computers, of the type commonly found in businesses, living rooms, schools,
libraries, and Internet cafes around the world. The Defendants are suspected of using various

means of infecting end-user computers. Cracked versions of Cobalt Strike are disseminated via

17



Case 1:23-cv-02447-RER-LKE  Document 1

Filed 03/30/23 Page 18 of 223 PagelD #:

18

technical exploits of victim computers, malicious

spam email, or spearphishing campaigns. These

campaigns send unsolicited emails that direct users to download the cracked versions, constituting

malware, from malicious websites, or trick the user into opening malware through an attachment,

such as a Microsoft Word document.

46.

Post-exploitation features of cracked, cracked versions of Cobalt Strike are

implemented as Windows DLLs (modules). To execute these features, Cobalt Strike “spawns” a

temporary process, and injects the module into it

. Process injection is highly customizable to fit

the individual operator’s preferences including but not limited to memory allocation, protections,

obfuscation, and how to execute codes.
47. Figure 3 outlines the popular leg

Strike for injecting the malicious modules.

itimate Windows processes utilized by Cobalt
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48.

Although Cobalt Strike has the capability to upload and execute any tools based on

malware operator’s choice, the cracked, cracked Cobalt Strike framework contains built-in

commands that are implemented via modules (DLL). These tools are sent to the beacon DLL
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running on the victim machines and injected to the Windows processes (for example, the process
svchost.exe), execute the module, and then report the result back to the operators via command

and control server via HTTP post request. Chart 1 provides a breakdown of the modules and their

purposes.
Module Purpose
Screenshots Take screenshots of the victim screen.
Desktop Control Interact with the desktop on the victim machine. The command and

control server will initiate a VNC server and establish a tunnel to the
beacon DLL running on the victim machine.

Keylogger Monitor and log keyboard strokes that current user generated. Operators
have the option to take continuous screenshots or use different method
to take screenshots. In connection with deploying cracked Cobalt Strike,
modules such as Keyloggers are used to intercept and gain access to the
contents of such wire and electronic communications, including access
to the passwords, personal identifying information, sensitive financial
information, or personal health information contained in such
communications.

Mimikatz Tool use to extract sensitive information, such as passwords and
credentials, from the system’s memory. It is also use to bypass multi-
factor authentication, escalate privileges, and move laterally within the

network
Credential and Hash | Dump credential hashes (like LM and NTLM hashes) from LSASS. It
Harvesting can also be used to recover credentials from Google Chrome.

Malleable Command | Open source guide and tools for designing and generating Cobalt Strike
and Control Design | command and control profiles.
and Reference Guide

Chart 1
49. Figure 4 reflects the resulting infection vectors for cracked Cobalt Strike and the

ransomware that it facilitates.
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Background Infection Vectors for Unauthorized Cobalt Strike/Ransomwares

LockBit
Botnet
(Emotet, Qakbot, and Zloader)

Quantum Locker

Spear Phishing

Royal
VPNs
Fortinet, SonicWall Cuba :
Infection Cobalt Strike
Stealers BlackBasta Associated
vectors
Ransomware
Exploits BlackCat
RDP
Remote Access tools PlayCrypt
(AnyDesk, Atera, TeamViewer)
Ragnarlocker
Sfcia\&eng'\ne%ﬂng
(Fake Software — Adobe) @
. Dagon
Figure 4
USE OF RANSOMWARE
50. Ransomware as a Service (RaaS) is a business model between ransomware

operators and affiliates in which affiliates pay to launch ransomware attacks developed by
operators. Due to the evolution to RaaS, cracked, versions of Cobalt Strike have become one of
the go-to tools for the malware operators to persist in the victim machines and to monitor and carry
on the intended attacks including installing ransomware, once suitable targets are identified. Each
attacker group utilizes its own versions of cracked versions of Cobalt Strike and in most cases
modifies/replaces the existing watermark with its own preferred value. Conti and LockBit are two
such ransomware families leveraging cracked versions of Cobalt Strike.

51. Conti is an incredibly dangerous and damaging ransomware. Once the Conti
ransomware is deployed and executed on a victim’s device, a variety of actions involving DLLs
and Microsoft copyrighted APIs take place. Once deployed on a victim’s system, Conti will try to
terminate a number of services to ensure that it can encrypt files, disable real time monitoring, and

uninstalls the Windows Defender application, and subsequently demand a ransom or to engage in
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other malicious activity directed at the victims.

52. LockBit ransomware is malicious software designed to block user access to
computer systems in exchange for a ransom payment. Later iterations of LockBit (LockBit 2.0 and
3.0) have increased sophistication: the “fastest encryption software” in the world, the ability to
perform distributed denial-of-service (DDoS) attacks on the victims’ infrastructure, the ability to
steal sensitive data, and the ability to use leak sites to expose companies’ proprietary data.

DEFENDANTS JOINTLY LEVERAGE THE ENTERPRISE AND EACH OTHER’S WORKS

53.  John Does 1-16 constitute a group of criminal persons associated together for a
common purpose of engaging in a course of conduct, as part of an ongoing organization, with the
various associates functioning as a continuing unit (hereinafter the “Racketeering Enterprise”).

54.  Plaintiffs are informed and believe and thereupon allege that the Defendants’
cooperative involvement in the development of cracked Cobalt Strike, the leverage of its
capabilities to infiltrate victim computers, the development of malicious loaders to proliferate
malware for the purpose of infecting victim computers, and the use of the cracked Cobalt Strike
infrastructure to establish an attack framework (such as ransomware as a service), demonstrates
that Defendants are acting in concert to cause significant harm to Plaintiffs, its customers, and
member organizations, in order to achieve great monetary gain.

55. The Racketeering Enterprise has a purpose, with relationships among those
associated with the enterprise, and longevity sufficient to permit those associates to pursue the
enterprise’s purpose. As Chart 2 below demonstrates, John Does 1-16 each have specialized roles
in the Racketeering Enterprise, on which the success and furtherance of the Enterprise is entirely
dependent. Namely, the Defendants leverage each other’s work to create, distribute and operate

cracked Cobalt Strike infrastructure, distribute, and use customized Cobalt Strike loaders, gain
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access to victim computers using such infrastructure, and to install ransomware on victim
computers and steal money from victims. The Defendants’ ongoing association with one another
and reliance on each other’s contributions, allows the Enterprise to function as a continuing unit

and within a lucrative operational structure.

JOHN THREAT GROUP FUNCTION
DOES
John Does | Various entities Cracked Cobalt Strike proliferation, providing
1-2 collectively referred to in | infrastructure as a service for cybercriminals.
this matter as John Does
1-2
John Does | Various entities Conti ransomware proliferation after compromise
3-4 collectively referred to in | using cracked Cobalt Strike.
this matter as John Does
3-4
John Does | Various entities LockBit ransomware proliferation after
5-6 collectively referred to in | compromise using cracked Cobalt Strike.
this matter as Does 5-6
John Does | DEV-0193 Develops, distributes, and manages many different
7-8 payloads, including Trickbot, Bazaloader, and
AnchorDNS. Also manages ransomware as a
service (RaaS) programs that are developed as a
result of leveraging cracked Cobalt Strike Beacons
to drop ransomware payloads.
John Does | DEV-0206 Access broker that uses malvertising technique to
9-10 gain access to and profile networks using Cobalt
Strike payloads and in numerous instances, led to
custom cracked Cobalt Strike loaders created by
malware families.
John Does | DEV-0237 Prolific ransomware as a service affiliate that
11-12 alternates between different payloads in their
operations based on what is available. Uses the
cybercriminal gig economy to also gain initial
access to networks. Leverages cracked Cobalt
Strike Beacons dropped by the malware they
purchased to conduct reconnaissance.
John Does | DEV-0243 EvilCorp group that develops Cobalt Strike loaders
13-14 for other malware campaigns.
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JOHN THREAT GROUP FUNCTION
DOES
John Does | DEV-0504 Relies on access brokers to enter a network, using
15-16 Cobalt Strike beacons they purchased access to, to
move laterally and stage their payloads. They
frequently disable antivirus products that are not
protected with tamper protection.

Chart 2 — Threat Group Function Summary.

56. Upon information and belief, John Does 1-2, the creators and proliferators of
cracked Cobalt Strike, work together with the purchasers, developers, and other sellers of the
payloads, ransomware as a service options, cracked Cobalt Strike loaders in a continuous and
coordinated manner to control, operate, and maintain the cracked Cobalt Strike infrastructure to
distribute malicious code.

57. John Does 7-12 behave much like service providers and offer other groups the
ability to leverage cracked Cobalt Strike to develop, distribute, and manage payloads, access
networks, conduct reconnaissance into victim computers, and offer ransomware as a service. This
allows purchasers like John Does 15-16 to leverage access obtained through John Does 7-12 to
move laterally and stage Cobalt Strike payloads developed by John Does 13-14 to facilitate
malware campaigns.

58. Plaintiffs’ investigation reveals that the Defendants work together in a continuous
and coordinated manner to control, operate, distribute and maintain cracked Cobalt Strike, its
infrastructure, and malicious payloads.

THE CRACKED COBALT STRIKE RACKETEERING ENTERPRISE

59. The Racketeering Enterprise emerged in the past twenty-four months after certain
JAR files of Cobalt Strike was reverse engineered and disseminated, and when subsequently John

Doe 1 and John Doe 2 developed and established a command and control infrastructure to
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proliferate its use. John Does 3-16 joined the enterprise when they leveraged the command and
control infrastructure to proliferate the ransomware, malicious payloads, and unauthorized
network access.

60. The Racketeering Enterprise has continuously and effectively carried out its
purpose of developing and operating a global command and control infrastructure that gains
control of their victim’s machine, moves laterally through the connected network to find other
victims, installs malware, and continues to do so absent the judicial relief that Plaintiffs request.

61. Both the purpose of the Racketeering Enterprise and the relationship between the
Defendants is proven by: (1) the repeated development and dissemination of cracked versions of
Cobalt Strike, (2) the subsequent development and operation of the command and control
infrastructure to proliferate malware and leveraging of the infrastructure for Ransomware as a
Service; and (3) Defendants’ respective and interrelated roles in the sale, operation of, and profiting
from the cracked Cobalt Strike in furtherance of Defendants’ common financial interests.

62. Upon information and belief, Defendants have conspired to, and have, conducted
and participated in the operations of the Racketeering Enterprise through a continuous pattern of
racketeering activity as set forth herein. Each predicate act is related to and in furtherance of the
common unlawful purpose shared by the members of the Racketeering Enterprise. These acts are
continuing and will continue unless and until this Court grants Plaintiffs’ request for a temporary
restraining order.

63. Upon information and belief, Defendants have conspired to, and have, knowingly
and with intent to defraud trafficked in thousands of unauthorized access devices in the form of
malware or ransomware infected end user terminals and network systems.

64. As set forth in detail herein, Defendants have used the command and control
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infrastructure to steal, intercept and obtain this access device information from countless
individuals.

65. Upon information and belief, Defendants have also conspired to, and have,
knowingly and with intent to defraud, possessed, and do possess, thousands of such unauthorized
access devices fraudulently obtained as described herein.

66. Upon information and belief, Defendants have conspired to, and have, knowingly
and with intent to defraud, extorted victims to receive millions of dollars in payment.

67. Upon information and belief, Defendants have conspired to, and have, executed a
scheme to extort scores of healthcare institutions by enabling members of the Racketeering
Enterprise to infect their healthcare network systems, encrypt data, and only release control of its
systems and data through payment of ransom.

68. Each of the foregoing illegal acts were conducted using interstate ACH and/or
interstate and/or foreign wires as described herein, and therefore affected interstate and/or foreign

commerce.

DEFENDANT’S UNAUTHORIZED USE OF MICROSOFT’S AND FORTRA’S
COPYRIGHTED SOFTWARE

69. When Defendants developed cracked versions of Cobalt Strike, and when they
create the Conti and LockBit ransomware, they reproduce hundreds of lines of Microsoft’s
copyrighted Declaring Code in connection with their use of cracked Cobalt Strike to deploy
malware and their creation of the Conti and LockBit ransomware. Defendants’ conduct was
without authorization because the SDK License explicitly prohibits the use of Declaring Code in
any malicious software. Defendants then transmit this malicious code through the Internet to the

millions of infected computers, and reproduce the Declaring Code on command and control servers
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and infected device.

70. Hundreds of lines of Microsoft’s declaring code and the structure, sequence, and
organization of that code are copied with and across cracked Cobalt Strike modules and
ransomware like LockBit. An exemplary set of Declaring Code copied by Defendants in the

LockBit ransomware, is reflected Figure S below.
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71.  When Defendants reproduced and distributed cracked versions of Cobalt Strike,
Defendants copied the entirety of Fortra’s copyrighted Cobalt Strike team server code in cracked
versions used for malicious purposes. The infringement involves unauthorized copying of
executable code for all of the Cobalt Strike team server’s web server, beacon and configuration
features and functionality, including all of Fortra’s creative and original method implementations,
interfaces, parameters, variables, arrays, data types, operators, and objects.

HARM TO PLAINTIFFS, THEIR CUSTOMERS AND MEMBER ORGANIZATIONS,
AND THE PUBLIC

Defendants Cause Severe Harm by Engaging in Malicious Activities Against Victims Such
as Deploying Ransomware

72.  Defendants inflict severe harm on individuals whose computing devices are
infected by their use of cracked versions of Cobalt Strike. Once a computing device is
compromised by cracked versions of Cobalt Strike, Defendants can use the victim’s computer to

send commands and instructions to the infected computing device to control it surreptitiously and
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deliver malware that, among other things, enables Defendants to take control of the victim’s
computer and extort money from them. Defendants’ primary goal is to deliver ransomware and
enable attacks against other computers.

73. The scope and scale of Defendants’ targeting of healthcare institutions is broad and
global in nature. Healthcare organizations such as hospitals in the United States and the European
Union have also been targeted by the Defendants. Thus, the threat posed by cracked versions of
Cobalt Strike is shared by the entire healthcare industry, many other industries, and Microsoft as
all must take substantial steps and make significant investments in defending against these types
of activities.

Defendants Cause Severe Harm by Distributing and Installing Other Types of Dangerous
Malware

74. Defendants use cracked versions of Cobalt Strike to carry out a variety of illegal
activities, but such cracked versions are well-known known as downloaders/droppers for
delivering major malware families in what is known as a “malware-as-a-service” criminal
business model that delivers ransomware that locks a victim’s computer and demands payment
to unlock it, banking Trojans that steal funds from victim accounts, and a wide range of other
types of malware.

75. In other words, one of the major activities associated with Defendants’ use of
cracked versions of Cobalt Strike is downloading and spreading secondary malware and other
malicious code onto infected computers, including the ransomware discussed in this declaration.
Each of these secondary malware infections makes further changes to the user’s computing device,
including by adding files, changing registry settings, opening additional backdoors that allow

control by other cybercriminals, and allowing yet further sets of malware to be downloaded onto
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the computing device.

Defendants Cause Severe Harm to Plaintiffs’ Reputation, Brands and Goodwill with Its
Customers and Member Organizations

76. Defendants’ activities using the cracked versions of Cobalt Strike harm Microsoft
and Microsoft’s customers by damaging the customers’ computing devices and the software
installed on their computing devices, including Microsoft’s proprietary Windows operating
systems. The cracked versions of Cobalt Strike are used by Defendants to infect and run on
computer devices equipped with the Windows operating system. The Windows operating system
is licensed by Microsoft to its users.

77. Microsoft’s customers whose computing devices are infected with cracked versions
of Cobalt Strike used by Defendants are damaged by these changes to Windows, which alter the
normal and approved settings and functions of the user’s operating system, place hooks into the
operating system, destabilize it, and forcibly conscript the computing device into the Defendants’
malicious activities. Customers are usually unaware of the fact that their computing devices are
infected and have become part of the Defendants’ malicious Cobalt Strike infrastructure.

78. Defendants’ activities using the cracked versions of Cobalt Strike harm Fortra, by
creating malicious instruments that are branded with Fortra’s trademark, to carry out cybercrime
activities. Defendants’ activities risk substantial confusion among Fortra’s security community
customers and consumers in general, and risk injuring Fortra’s commercial reputation.

79. Defendants’ activities using cracked versions of Cobalt Strike harm H-ISAC’s
member healthcare organizations, not only through the infiltration of their healthcare network by
ransomware, but also because of the injury to their brand and reputation of the member healthcare

institutions. Defendants’ activities prompted H-ISAC’s pursuit of the interests of its member
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organizations, given the repeated attacks to its member organizations’ network systems. Further,
with H-ISAC member organizations’ inability to provide consistent and reliable healthcare as a
result of the impact on its network systems, the member organizations’ reputation is weakened
given Defendants’ malicious activities.

FIRST CLAIM FOR RELIEF

Circumvention of Copyright Protection Systems under the Digital Millennium Copyright
Act, 17 U.S.C. § 1201
(Microsoft, Fortra)

80. Plaintiffs incorporate by reference each and every allegation set forth in paragraphs
1 through 79 above.

81. Microsoft owns copyrights in the code, documentation, specifications, libraries,
and other materials that comprise the Windows system and the associated SDK.

82. Fortra own copyrights in the code, documentation, specifications, libraries, and
other materials that comprise Fortra’s Cobalt Strike software.

83. Defendants circumvent technological measures in relation to cracked Cobalt Strike
software, which includes Fortra’s and Microsoft’s copyrighted code, in order to access and
reproduce that code for the purpose of proliferating malware, including ransomware. By creating
cracked versions of Cobalt Strike in this way, Defendants thereby manufacture, distribute, and use
software that is primarily designed, produced, or marketed for the purpose of circumventing
technological measures that control access to and copying of copyrighted works.

84. As a result of the Defendants’ actions, Microsoft’s and Fortra’s copyrighted code
has been accessed, copied, distributed, or otherwise used without authorization or compensation,

causing Microsoft to suffer irreparable harm and damages.
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85. Microsoft and Fortra therefore seeks injunctive relief, damages, and any other
remedies available under the DMCA and other applicable laws, as well as attorney’s fees and costs.

86. As a direct result of Defendant’s actions, Microsoft and Fortra suffered and
continue to suffer irreparable harm for which there is no adequate remedy at law, and which will
continue unless Defendants’ actions are enjoined.

SECOND CLAIM FOR RELIEF

Copyright Infringement, 17 U.S.C. §§ 101 et seq.
(Microsoft, Fortra)

87. Plaintiffs incorporate by reference each and every allegation set forth in paragraphs
1 through 86 above.

88. Microsoft owns copyrights in the code, documentation, specifications, libraries,
and other materials that comprise the Windows system and the associated SDK.

89. By Defendants’ actions alleged above, Defendants have infringed and will continue
to infringe, the Declaring Code by, inter alia, distributing, and creating derivative works in their
cracked version of Cobalt Strike, which reproduce Microsoft’s copyrighted declaring code for
Windows 8 Software Development Kit, which is required for the functionality of the cracked
versions of Cobalt Strike, in violation of Microsoft’s exclusive rights at least under 17 U.S.C. §
101 et seq. without any authorization or other permission from Microsoft.

90. Defendants have reproduced and distributed cracked versions of Cobalt Strike
containing Microsoft’s Declaring Code on devices worldwide. Defendants proliferate them from
hosting companies that provide “hosting services,” which assign to those devices particular 1P
addresses to have a presence on the Internet. Defendants use the hosting services to transmit the

malicious software through the Internet to the victims. Such use is not authorized. Defendants have
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thus induced, caused, and materially contributed to the infringing acts of others by inducing,
allowing, and assisting others to copy and distribute the infringing code.

91. Defendants’ infringement of Microsoft’s copyrights has been deliberate, willful,
and in utter disregard of Microsoft’s rights.

92. Defendants’ malicious software also infringes Fortra’s copyright by literally
copying the entirety of its copyrighted Cobalt Strike “team server” code in a cracked version used
for malicious purposes. The infringement involves cracked copying of executable code for all of
the Cobalt Strike team server’s web server, beacon and configuration features and functionality,
including all of Fortra’s creative and original method implementations, interfaces, parameters,
variables, arrays, data types, operators, and objects.

93. Defendants have realized unjust profits, gain, and advantages as a proximate result
of their infringement.

94, Defendants will continue to realize unjust profits, gain, and advantages as a
proximate result of their infringement as long as such infringement is permitted to continue.

95. As a direct and proximate result of Defendants’ willful copyright infringement,
Microsoft has suffered, and will continue to suffer, monetary loss to its business, reputation, and
goodwill. Microsoft is entitled to recover from Defendants, in amounts to be determined at trial,
the damages it has sustained and will sustain, and any gains, profits, and advantages obtained by
Defendants as a result of Defendants’ acts of infringement and use and publication of copied
materials.

96. Plaintiffs Microsoft and Fortra are entitled to an injunction restraining Defendants
from engaging in any further such acts in violation of the United States copyright laws. Unless

Defendants are enjoined and prohibited from infringing Microsoft’s and Fortra’s copyrights,
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inducing others to infringe Microsoft’s and Fortra’s copyrights, and unless all infringing products
and advertising materials are seized, Defendants will continue to intentionally infringe and induce

infringement of Microsoft’s and Fortra’s registered copyrights.

THIRD CLAIM FOR RELIEF

Computer Fraud and Abuse Act, 18 U.S.C. § 1030
(Microsoft, H-ISAC)

97. Plaintiffs incorporate by reference each and every allegation set forth in paragraphs
1 through 96 above.

98. Defendants knowingly and intentionally accessed and continue to access protected
computers without authorization and knowingly caused the transmission of a program,
information, code and commands, resulting in damage to the protected computers, the software
residing thereon, Microsoft, and Fortra.

99. Defendants’ conduct involved interstate and/or foreign communications.

100. Defendants’ conduct has caused a loss to Microsoft during a one-year period
aggregating at least $5,000.

101. Defendants’ conduct has caused a loss to H-ISAC during a one-year period
aggregating at least $5,000.

102.  Plaintiffs Microsoft and H-ISAC seek injunctive relief and compensatory and
punitive damages under 18 U.S.C. §1030(g) in an amount to be proven at trial.

103. As a direct result of Defendants’ actions, Plaintiffs have suffered and continue to
suffer irreparable harm for which there is no adequate remedy at law, and which will continue

unless Defendants’ actions are enjoined.

FOURTH CLAIM FOR RELIEF
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Violation of the Electronic Communications Privacy Act, 18 U.S.C. § 2701
(Microsoft, H-ISAC)

104.  Plaintiffs incorporate by reference each and every allegation set forth in paragraphs
1 through 103 above.

105. Microsoft’s Windows operating system software, and Microsoft’s customers’
computers running such software, and the network infrastructure of H-ISAC’s member healthcare
institutions are facilities through which electronic communication service is provided to users,
customers, and patients.

106. Defendants knowingly and intentionally accessed the Windows operating system
and H-ISAC’s members’ healthcare network infrastructure, and associated software, services and
computers upon which this software and services run without authorization or in excess of any
authorization granted by Microsoft or H-ISAC’s members.

107.  Through this unauthorized access, Defendants intercepted, had access to, obtained
and altered, and/or prevented legitimate, authorized access to, wire and electronic communications
transmitted through the computers and infrastructure of Microsoft and its users and H-ISAC’s
members and their users.

108. In connection with this interception, Defendants have used modules such as
Keyloggers to intercept and gain access to the contents of such wire and electronic
communications, including acess to the passwords, personal identifying information, sensitive
financial information, or personal health information contained in such communications.

109. Plaintiffs seek injunctive relief and compensatory and punitive damages in an
amount to be proven at trial.

110. As a direct result of Defendants’ actions, Plaintiffs have suffered and continue to
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suffer irreparable harm for which there is no adequate remedy at law, and which will continue
unless Defendants’ actions are enjoined.

FIFTH CLAIM FOR RELIEF

False Designation of Origin under the Lanham Act, 15 U.S.C. § 1125(a)
(Microsoft, Fortra, H-ISAC)

111. Plaintiffs incorporate by reference each and every allegation set forth in paragraphs
1 through 110 above.

112. Microsoft’s, Fortra’s, and H-ISAC member institutions’ trademarks are distinctive
marks that are associated with Microsoft, Fortra, and H-ISAC’s member institutions and
exclusively identify their businesses, products, and services.

113. Defendants make unauthorized use of Microsoft’s, Fortra’s, and H-ISAC’s member
institutions’ trademarks. By doing so, Defendants create false designations of origin as to tainted
Microsoft products, cracked Fortra Cobalt Strike, and H-ISAC member institution services that
are likely to cause confusion, mistake, or deception.

114. As a result of their wrongful conduct, Defendants are liable to Plaintiffs for
violation of the Lanham Act, 15 U.S.C. § 1125(a).

115. Plaintiffs seek injunctive relief and compensatory and punitive damages in an
amount to be proven at trial.

116. As a direct result of Defendants’ actions, Plaintiffs have suffered and continue to
suffer irreparable harm for which they have no adequate remedy at law, and which will continue
unless Defendants’ actions are enjoined.

SIXTH CLAIM FOR RELIEF

Trademark Infringement under the Lanham Act, 15 U.S.C. § 1114 ef seq.
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(Microsoft, Fortra, H-ISAC)

117.  Plaintiffs incorporate by reference each and every allegation set forth in paragraphs
1 through 116 above.

118. Defendants have used Microsoft’s, Fortra’s and H-ISAC’s member institutions’
trademarks in interstate commerce.

119. The command and control infrastructure of cracked Cobalt Strike generates and
uses unauthorized copies of Microsoft’s trademarks in fake and unauthorized versions of the
Windows® operating system, and Word software and content, including through the software
operating from and through the cracked Cobalt Strike Command and Control Servers, as well as
using Microsoft’s trademarks in interstate commerce, including Microsoft’s federally registered
trademarks for the word marks Microsoft®, Windows®, and Word, among other trademarks. The
cracked Cobalt Strike hosted at the malicious IP addresses also contains malicious software
including unauthorized copies of Fortra’s trademarks, including at least the Cobalt Strike
trademark. It also uses H-ISAC member institutions’ trademarks without authorization. By doing
so, Defendants are likely to cause confusion, mistake, or deception as to the origin, sponsorship,
or approval of the fake and unauthorized versions of the Windows operating system and software
and fake and unauthorized penetration testing tool, and healthcare institution online or network
sites.

120.  Further, the content hosted at the malicious IP addresses violates the law as it
contains malicious code including unauthorized copies of Fortra’s trademarks, including at least
the Cobalt Strike trademark.

121.  As a result of their wrongful conduct, Defendants are liable to Plaintiffs for

violation of the Lanham Act.

36



Case 1:23-cv-02447-RER-LKE  Document 1  Filed 03/30/23 Page 37 of 223 PagelD #:
37

122.  Plaintiffs seek injunctive relief and compensatory and punitive damages in an
amount to be proven at trial.

123.  As a direct result of Defendants’ actions, Plaintiffs have suffered and continue to
suffer irreparable harm for which they have no adequate remedy at law, and which will continue
unless Defendants’ actions are enjoined.

124. Defendants’ wrongful and unauthorized use of Plaintiffs’ trademarks to promote,
market, or sell products and services constitutes trademark infringement pursuant to 15 U.S.C. §
1114 et seq.

SEVENTH CLAIM FOR RELIEF

Trademark Dilution under the Lanham Act, 15 U.S.C. § 1125(¢)
(Microsoft, Fortra, H-ISAC)

125.  Plaintiffs incorporate by reference each and every allegation set forth in paragraphs
1 through 124 above.

126. Microsoft’s, Fortra’s, and H-ISAC’s member institutions’ trademarks are famous
marks that are associated with Microsoft, Fortra, and H-ISAC’s member institutions and
exclusively identify their businesses, products, and services.

127. Defendants make unauthorized use of Microsoft’s, Fortra’s, and H-ISAC’s member
institutions’ trademarks. By doing so, Defendants are likely to cause dilution by tarnishment of
Plaintiffs’ trademarks.

128.  Plaintiffs seek injunctive relief and compensatory and punitive damages in an
amount to be proven at trial.

129. As a direct result of Defendants’ actions, Plaintiffs have suffered and continue to

suffer irreparable harm for which they have no adequate remedy at law, and which will continue
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unless Defendants’ actions are enjoined.

EIGHTH CLAIM FOR RELIEF

Racketeer Influenced and Corrupt Organizations Act, 18 U.S.C. § 1962
(Microsoft, Fortra, H-ISAC)

130. Plaintiffs incorporate by reference each and every allegation set forth in paragraphs
1 through 129 above.

131. Beginning in or before March 2021 and continuing up through the filing of this
Complaint, Defendants John Doe 1 and John Doe 2 were and are associated in fact with the cracked
Cobalt Strike Racketeering Enterprise and have conducted its affairs through a pattern of
racketeering activity, with such conduct and activities affecting interstate and foreign commerce.
At various dates thereafter and continuing through the filing of this Complaint, Defendants John
Doe 3 and John Doe 4 also became associated in fact with the LockBit ransomware group of the
Cobalt Strike Racketeering Enterprise and have conducted its affairs through a pattern of
racketeering activity that affects interstate and foreign commerce. At various dates thereafter and
continuing through the filing of this Complaint, Defendants John Doe 5 and John Doe 6 also
become associated in fact with the Conti ransomware group of the Cobalt Strike Racketeering
Enterprise and have conducted its affairs through a pattern of racketeering activity that affects
interstate and foreign commerce.

132.  Defendants conduct their affairs through a pattern of racketeering activity affecting
interstate and foreign commerce. Defendants engage in an unlawful pattern of racketeering activity
involving thousands of predicate acts of fraud, extortion, and related activity in connection with
violations of the Computer Fraud and Abuse Act (18 U.S.C. § 1030(a)(5)(A)), incorporated as a

RICO predicate act under 18 U.S.C. § 1961(1)(G) and 18 U.S.C. § 2332b(g)(5)(B), criminal
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infringement of a copyright (18 U.S.C. § 2319), access device fraud (18 U.S.C. § 1029), and wire
fraud (18 U.S.C. § 1343).

133. Defendants proliferate ransomware used to steal, intercept and obtain health
information through access device fraud and extort healthcare institutions by threatening
operations disruptions and illegal publication if H-ISAC member institutions do not comply.

134. The members of the Cobalt Strike Racketeering Enterprise share the common
purpose of developing and operating a malicious command and control infrastructure that
proliferates malware, including ransomware, that arrests the use and function of computers and
network systems worldwide, as noted above.

135. Defendants have knowingly and with intent, infringed on Microsoft and Fortra’s
copyrighted code, APIs, and SDK code, all in violation of 18 U.S.C. § 2319.

136. Defendants have knowingly and with intent to defraud, possessed, and do possess,
thousands of unauthorized devices fraudulently obtained as described above, in violation of 18
U.S.C. § 1029.

137. Defendants have knowingly and with intent to proliferate ransomware used to steal,
intercept and obtain health information through access device fraud and extort, Microsoft
customers and healthcare institutions by threatening operations disruptions and illegal publication
if Plaintiffs do not comply, in violation of 18 U.S.C. § 1343.

138.  Plaintiffs Microsoft, Fortra, and H-ISAC have been and continue to be directly
injured by Defendants’ conduct. But-for the alleged pattern of racketeering activity, Microsoft,
Fortra, and H-ISAC would not have incurred damages.

139. Plaintiffs Microsoft, Fortra, and H-ISAC seek injunctive relief and compensatory

and punitive damages in an amount to be proven at trial.
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NINTH CLAIM FOR RELIEF

Conspiracy to Violate the Racketeer Influenced and Corrupt Organizations Act (RICO), 18
U.S.C. § 1962(d)
(Microsoft, Fortra, H-ISAC)

140. Plaintiffs reallege and incorporate by this reference each and every allegation set
forth in paragraphs 1 through 139 above.

141. Beginning in or before March 2021 and continuing up through the filing of this
Complaint, Defendants John Does 1-16 conspired to associate in fact with the cracked Cobalt
Strike Racketeering Enterprise and conduct its affairs through a pattern of racketeering activity,
with such conduct and activities affecting interstate and foreign commerce. Defendants further
conspired to engage in an unlawful pattern of racketeering activity involving thousands of
predicate acts of violations of the Computer Fraud and Abuse Act (18 U.S.C. § 1030(a)(5)(A)),
incorporated as a RICO predicate act under 18 U.S.C. § 1961(1)(G) and 18 U.S.C. §
2332b(g)(5)(B)), criminal infringement of a copyright (18 U.S.C. § 2319), access device fraud (18
U.S.C. § 1029), and wire fraud (18 U.S.C. § 1343).

142. The members of the cracked Cobalt Strike Racketeering Enterprise conspired for
the common purpose of developing and operating a global command and control infrastructure
malware proliferating operation as set forth in detail above.

143.  Microsoft, Fortra, and H-ISAC have been and continue to be directly injured by
Defendants’ conduct. But-for the alleged conspiracy to conduct a pattern of racketeering activity,
Microsoft, Fortra, and H-ISAC would not have incurred damages.

144. Plaintiffs Microsoft, Fortra, and H-ISAC seek injunctive relief and compensatory

and punitive damages in an amount to be proven at trial.
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TENTH CLAIM FOR RELIEF

Trespass to Chattels
(Microsoft, H-ISAC)

145.  Plaintiffs incorporate by reference each and every allegation set forth in paragraphs
1 through 144 above.

146. Defendants’ activities resulted in the unauthorized access to the computers and
servers of Microsoft’s customers that resulted in an unauthorized intrusion into those computers,
theft of information, account credentials, and funds.

147. Defendants’ activities resulted in the unauthorized access to the computers and
servers of H-ISAC member institutions that resulted in an unauthorized intrusion into those
computers, theft of patient health information, and account credentials.

148.  Defendants have used a computer and/or computer network, without authority, with
the intent to cause physical injury to the property of another.

149. Defendants have, without authority, used a computer and/or computer network,
without authority, with the intent to trespass on the computers and computer networks of Microsoft
and its customers and of H-ISAC’s member institutions.

150. Defendants’ actions in operating the command and control infrastructure of cracked
Cobalt Strike result in unauthorized access to Microsoft’s Windows operating system software and
the computers on which such programs run, as well as unauthorized access to the healthcare
network infrastructure of H-ISAC’s member institutions, and result in unauthorized intrusion into
those computers and theft of information, account credentials, and funds.

151. Defendants intentionally caused this conduct and this conduct was unlawful and

unauthorized.
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152. Defendants’ actions have caused injury to Microsoft and its customers and to H-
ISAC’s member institutions, and have interfered with the possessory interests of Microsoft over
its software and with the H-ISAC’s member institutions’ possessory interests in their respective
computers and computer networks.

153. Plaintiffs’ seek injunctive relief and compensatory and punitive damages in an
amount to be proven at trial.

154.  As a direct result of Defendants’ actions, Plaintiffs have suffered and continues to
suffer irreparable harm for which there is no adequate remedy at law, and which will continue
unless Defendants’ actions are enjoined.

ELEVENTH CLAIM FOR RELIEF

Conversion
(Microsoft, Fortra, H-ISAC)

155.  Plaintiffs incorporate by reference each and every allegation set forth in paragraphs
1 through 154 above.

156. Microsoft owns all right, title, and interest in its Windows operating system
software. Fortra owns all right, title, and interest in Cobalt Strike penetration testing tool. H-
ISAC’s member institutions own all right, title and interest in their healthcare network
infrastructure. Defendants have interfered with, unlawfully and without authorization, and
dispossessed Microsoft of control over its Windows operating system software, dispossessed
Fortra of control over Cobalt Strike, and dispossessed H-ISAC’s member institutions of control
over their healthcare network infrastructure.

157. Defendants interfered with and converted computers running Windows operating

systems and deprived Microsoft and its customers of possession and use of their property and
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systems.

158. Defendants interfered with and converted Cobalt Strike into illegal versions of the
legitimate penetration testing tool and deprived legitimate Fortra customers of the use of their
licenses.

159. Defendants interfered with and converted healthcare computers and systems and
deprived H-ISAC member institutions of the possession and use of their network and systems,
severely impacting the provision of health care.

160. Defendants have, without authority, used a computer and/or computer network,
without authority, with the intent to remove, halt, or otherwise disable computer data, computer
programs, and computer software from a computer or computer network.

161. Defendants have, without authority, used a computer and/or computer network,
without authority, with the intent to cause a computer to malfunction.

162. Defendants have converted healthcare computers and systems and deprived H-
ISAC member institutions of the possession and use of their property and healthcare network
infrastructure.

163. Plaintiffs seek injunctive relief and compensatory and punitive damages in an
amount to be proven at trial, including without limitation the return of Defendants’ ill-gotten
profits.

164. Asadirect result of Defendants’ actions, Plaintiffs and their customers and member
institutions suffered and continue to suffer irreparable harm for which no adequate remedy at law
exists, and which will continue unless Defendants’ actions are enjoined.

TWELFTH CLAIM FOR RELIEF

Unjust Enrichment
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(Microsoft, Fortra, H-ISAC)

165. Plaintiffs incorporate by reference each and every allegation set forth in paragraphs
1 through 164 above.

166. The acts of Defendants complained of herein constitute unjust enrichment of the
Defendants at the expense of Microsoft, Fortra, and H-ISAC’s member institutions in violation of
the common law. Defendants used, without authorization or license, software belonging to
Microsoft, Fortra’s product Cobalt Strike, and healthcare network infrastructure belonging to H-
ISAC’s member institutions to facilitate unlawful conduct inuring to the benefit of Defendants.

167. Defendants profited unjustly from their unauthorized and unlicensed use of
Microsoft’s, Fortra’s, and H-ISAC’s member institutions’ property.

168. Defendants used, without authorization, the facilities of Microsoft’s software,
servers, and computers to deliver malware, steal personal information, and infringe on trademarks.
Defendants profited unjustly from Microsoft’s intellectual property.

169. Defendants profited from the development of cracked versions of Cobalt Strike and
its subsequent proliferation on distribution domains. Further, they used without authorization,
Fortra’s software to deliver malware, steal personal information, and infringe on trademarks.
Defendants profited unjustly from Fortra’s intellectual property.

170. Defendants used, without authorization, H-ISAC member institutions’ servers and
computers to steal patient health information. Further, Defendants’ proliferation of ransomware
that target H-ISAC member institutions result in the extortion and blackmail of those institutions
for profit.

171.  Upon information and belief, Defendants had an appreciation and knowledge of the

benefit they derived from their unauthorized and unlicensed use of that property.
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Maria S. Little (of counsel)

MICROSOFT CORPORATION

One Microsoft Way

Redmond, WA 98052

Telephone: (425) 704-0867
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rbosco@microsoft.com
Maria.Little@microsoft.com

Joseph Belton (of counsel)
FORTRA, LLC

11095 Viking Drive
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Eden Prairie, MN 55344
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APPENDIX A

IP ADDRESSES OF COMMAND AND CONTROL SERVERS — Pages 1 to 11
DOMAIN ADDRESSES — Pages 12 to 147

APPENDIX A - IP ADDRESSES

Hosting Companies/Data Ace Data Centers, Inc.

Centers Where Defendants | 727 North 1550 East, Suite 400
Placed the Command and | Orem, UT 84097

Control Servers
Delta Centric LLC
2711 Centerville Road
Wilmington, DE

IPXO LLC

3132 State Street
Dallas, TX 75204

IP Addresses of Command | 108.165.178.42 | 139.177.146.162 140.99.171.91 | 157.254.194.3
and Control Servers 108.165.178.43 | 139.177.146.20 140.99.171.92 | 157.254.194.4
139.177.146.161

Hosting Companies/Data Akamai Technologies, Inc.
Centers Where Defendants | 145 Broadway

Placed the Command and Cambridge, MA 02142
Control Servers
Linode

249 Arch St.
Philadelphia, PA 19106
IP Addresses of Command | 23.92.17.245
and Control Servers

Hosting Companies/Data Alibaba.com LLC

Centers Where Defendants | 400 S El Camino Real, Suite 400
Placed the Command and San Mateo, CA 94402

Control Servers

IP Addresses of Command | 47.243.44.143 47.88.88.59 47.87.161.134
and Control Servers 47.254.44.87 47.87.137.200
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Hosting Companies/Data
Centers Where Defendants
Placed the Command and
Control Servers

Aoyou LLC
530 West 6th Street Ste. 601
Los Angeles, CA 90014

IP Addresses of Command | 23.236.67.17
and Control Servers
Hosting Companies/Data BG-Network

Centers Where Defendants
Placed the Command and
Control Servers

2039 Philadelphia Pike #6009
Claymont, DE 19703

IP Addresses of Command
and Control Servers

194.135.104.48

Hosting Companies/Data
Centers Where Defendants
Placed the Command and
Control Servers

CenturyLink Communications, LLC
100 Centurylink Dr.
Monroe, LA 71201

IP Addresses of Command
and Control Servers

97.114.129.11

Hosting Companies/Data
Centers Where Defendants
Placed the Command and
Control Servers

CloudRadium LLC
530 West 6th street
Los Angeles, CA 90014

IP Addresses of Command
and Control Servers

172.247.38.157
23.224.39.41

23.224.49.29
23.225.14.10
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Hosting Companies/Data
Centers Where
Defendants Placed the
Command and Control
Servers

ColoCrossing

325 Delaware Avenue, Suite 300

Buffalo, NY 14202

RackNerd LLC

10602 N. Trademark Pkwy Suite 511
Rancho Cucamonga, CA 91730

Virtual Machine Solutions LLC
1600 Sawtelle Blvd. Ste. 308
Los Angeles, CA 90025

Virtual Private Servers ACE

350 Main Street
Buffalo, NY 14202

IP Addresses of
Command and Control
Servers

107.172.201.137
107.173.122.167
107.173.70.169
107.173.111.16
104.168.11.90
104.168.57.106

107.174.66.104
107.174.95.204
104.168.76.112
104.168.64.52
104.168.68.35
107.172.206.62

192.227.155.185
192.3.231.108
104.168.9.28
107.172.208.88
107.172.61.62
107.172.78.195

172.245.92.226
198.23.223.145
107.175.111.199
107.173.251.222
107.174.186.22
107.174.247.46

192.210.170.174 | 192.3.127.76 198.12.116.52 23.94.202.169
192.227.165.47 | 192.3.251.157 | 198.46.131.172 | 23.95.67.59
107.174.69.116 | 23.95.44.80 172.245.27.233
Hosting Companies/Data Constant Company, LLC
Centers Where 319 Clematis St. Suite 900
Defendants Placed the West Palm Beach, FL 33401
Command and Control
Servers Vultr Holdings, LLC
2001 6th Avenue, Suite 300
Seattle, WA 98121
IP Addresses of Command | 104.207.158.118 | 149.248.16.58 45.63.60.187 45.77.117.28
and Control Servers 108.61.87.191 149.28.200.190 | 45.63.7.176 45.77.209.195
140.82.3.52 149.28.93.113 45.76.175.177 | 66.42.101.142
144.202.22.121 155.138.210.204 | 45.77.1.198 66.42.72.220

Hosting Companies/Data
Centers Where Defendants
Placed the Command and
Control Servers

DediPath

7209 Lancaster Pike, Suite 4-1005
Hockessin, PA 19707

IP Addresses of Command
and Control Servers

185.166.163.115
23.147.227.150
45.88.170.91

23.147.227.175
45.80.184.18
45.89.199.128

45.82.247.132
45.86.74.243
74.201.28.102

45.88.170.140
45.88.170.141
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Hosting Companies/Data
Centers Where Defendants
Placed the Command and
Control Servers

DigitalOcean, LLC

101 Ave of the Americas
New York, NY 10013

IP Addresses of Command
and Control Servers

104.236.180.75
134.209.226.73
134.209.237.134
137.184.10.246
143.198.80.98
146.190.104.133
147.182.192.243
147.182.250.103
157.230.241.207

157.245.153.146
157.245.153.7
157.245.202.4
159.223.141.48
159.223.190.172
159.223.38.183
159.65.5.102
161.35.208.95

161.35.24.74
164.90.171.143
164.90.184.80
164.90.191.46
164.90.235.50
165.22.241.234
165.227.85.160
165.232.173.90

167.172.172.43
167.172.74.110
167.172.82.21
64.226.96.134
64.227.104.246
68.183.184.89
68.183.21.224
161.35.197.61

Hosting Companies/Data
Centers Where Defendants
Placed the Command and
Control Servers

Dignitas Technology Inc

PO Box 3665

Los Altos, CA 94024

IP Addresses of Command
and Control Servers

104.219.215.184

Hosting Companies/Data
Centers Where Defendants
Placed the Command and
Control Servers

Enzu Cloud and Colocation Services

Nick Rose

10120 S Eastern Ave, # 248
Henderson, NV 89052, USA

IP Addresses of Command
and Control Servers

45.66.159.41
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FranTech Solutions
1621 Central Ave

Hosting Companies/Data
Centers Where

Defendants Placed the
Command and Control
Servers

Cheyenne, WY 82001

IP Addresses of Command
and Control Servers

209.141.36.163
144.172.118.74
198.98.50.31
198.98.55.58
198.98.57.127
199.195.248.79
199.195.249.113
199.195.251.219
199.195.254.96
172.86.120.123
172.86.120.189

144.172.118.79
144.172.118.86
205.185.115.214
205.185.121.247
205.185.121.78
205.185.122.49
205.185.125.109
209.141.41.151
209.141.52.22
172.93.181.244
172.93.193.41

144.172.118.88
209.141.53.178
209.141.54.116
209.141.55.224
209.141.56.152
209.141.57.73
45.61.185.16
45.61.185.216
64.44.101.133
64.44.101.73

45.61.186.121
45.61.186.18
45.61.186.9
45.61.187.167
45.61.187.242
45.61.188.128
205.185.114.97
45.61.186.108
64.44.102.128
64.44.102.204

Hosting Companies/Data
Centers Where Defendants
Placed the Command and
Control Servers

Green Floid LLC

2707 East Jefferson Street,

Orlando, FL, 32803

IP Addresses of Command
and Control Servers

195.123.241.193

195.123.241.82

Hosting Companies/Data
Centers Where Defendants
Placed the Command and
Control Servers

GLOBALAXS MIAMI NOC
36 NE Second Street Suite 400
Miami, Florida 33132

IP Addresses of Command
and Control Servers

86.106.87.157

Hosting Companies/Data
Centers Where Defendants
Placed the Command and
Control Servers

Hivelocity, Inc.

8010 Woodland Center Blvd, Suite 500

Tampa, FL 33614

IP Addresses of Command
and Control Servers

23.227.196.17
23.227.196.174
23.227.196.194
23.227.196.23
23.227.198.227

23.227.198.239
23.227.198.246
23.227.199.188
23.29.115.190

68.233.238.123
149.255.35.131
217.79.243.148
37.72.168.213

149.255.35.160
23.227.202.66
23.227.203.70
66.165.243.44
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Hosting Companies/Data
Centers Where Defendants
Placed the Command and
Control Servers

IT7 Networks Inc.
3402 E. University Dr.
Phoenix, AZ 85034

IP Addresses of Command
and Control Servers

144.168.58.147
144.34.189.30

23.105.214.171
23.105.215.114

95.169.0.244
98.142.143.85

Hosting Companies/Data
Centers Where Defendants
Placed the Command and
Control Servers

Jazz Network Inc.
600 Tampa Oaks Blvd.
Tampa, FL 33637

IP Addresses of Command
and Control Servers

50.93.205.252

Hosting Companies/Data
Centers Where Defendants
Placed the Command and
Control Servers

Krypt Technologies
600 West 7th Street, Suite 510
Los Angeles, CA 90017

IP Addresses of Command
and Control Servers

174.139.150.224
98.126.23.204

Hosting Companies/Data
Centers Where Defendants
Placed the Command and
Control Servers

Leaseweb USA, Inc.
9480 Innovation Dr.
Manassas, VA 20109

LeaseWeb USA, Inc. Phoenix
8521 E Princess Dr.
Scottsdale, AZ 85255

LeaseWeb USA, Inc. Seattle

12201 Tukwila International Blvd Suite #100

Tukwila, WA 98168

IP Addresses of Command
and Control Servers

108.62.118.165
108.62.118.202
108.62.118.248
23.108.57.114
23.108.57.45
23.82.140.115

23.81.246.129
23.81.246.132

23.106.215.198
23.106.215.203
23.106.215.204
23.106.215.231
23.106.215.241
23.106.223.225
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Hosting Companies/Data
Centers Where Defendants
Placed the Command and
Control Servers

M247 Los Angeles NOC
530 W 6th Street
Los Angeles CA 90014

IP Addresses of Command
and Control Servers

146.70.87.155
146.70.87.167

Hosting Companies/Data
Centers Where Defendants
Placed the Command and
Control Servers

Martin Marietta Riverside OH
101 Woodman Ave.
Dayton, OH 45431

IP Addresses of Command
and Control Servers

206.223.33.170

Hosting Companies/Data
Centers Where Defendants
Placed the Command and
Control Servers

Media Temple, Inc.
8520 National Blvd.
Building B

Culver City, CA 90232

IP Addresses of Command
and Control Servers

216.70.80.16

Hosting Companies/Data
Centers Where
Defendants Placed the
Command and Control
Servers

Multacom Corporation
16654 Soledad Canyon Rd #150
Canyon Country, CA 91387

IP Addresses of Command
and Control Servers

173.82.206.56
64.112.43.238
108.166.220.43
170.178.217.120

173.82.135.18
173.82.209.248
173.82.236.167
173.82.26.63

173.82.90.51
198.148.102.150
198.148.111.17
198.211.9.165

198.52.127.146
216.24.252.36
72.44.78.22
173.82.121.42

Hosting Companies/Data
Centers Where Defendants
Placed the Command and
Control Servers

Namecheap, Inc.
11400 W. Olympic Blvd. Suite 200
Los Angeles, CA 90064

IP Addresses of Command
and Control Servers

162.0.224.16
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Hosting Companies/Data
Centers Where Defendants
Placed the Command and
Control Servers

Newfold Digital, Inc.
5535 Gate Parkway
Jacksonwville, FL 32256

IP Addresses of Command | 69.49.229.88
and Control Servers
Hosting Companies/Data Newtrend

Centers Where Defendants
Placed the Command and
Control Servers

FastLink Network - Newtrend Division
P.O. Box 17295
Encino, CA 91416

IP Addresses of Command
and Control Servers

156.96.157.101

Hosting Companies/Data
Centers Where Defendants
Placed the Command and
Control Servers

Oracle Corporation
Attn: Domain Administrator
500 Oracle Parkway
Redwood Shores, CA 94065

IP Addresses of Command
and Control Servers

129.150.60.95
152.67.117.125
158.101.89.127

Hosting Companies/Data
Centers Where Defendants
Placed the Command and
Control Servers

OVH US LLC
12110 Sunset Hills
Reston, VA 20190

IP Addresses of Command | 51.81.168.62
and Control Servers
Hosting Companies/Data Peg Tech Inc.

Centers Where Defendants
Placed the Command and
Control Servers

55 South Market Street, Suite 320
San Jose, CA95113

IP Addresses of Command
and Control Servers

107.148.130.143
107.148.49.57
107.148.49.58

107.148.51.222
38.55.144.121
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Hosting Companies/Data
Centers Where Defendants
Placed the Command and
Control Servers

PSINet, Inc.
2450 N Street NW
Washington, DC 20037

IP Addresses of Command
and Control Servers

38.54.30.7 154.40.42.163
38.54.31.137 154.64.228.155
38.54.31.252 154.26.192.11

154.29.75.199 154.29.75.225

154.26.192.32
154.38.108.253
154.38.240.241
38.47.122.243

38.34.246.34
38.60.31.200
38.60.39.41

Hosting Companies/Data
Centers Where Defendants
Placed the Command and
Control Servers

QuadraNet Enterprises LLC
530 W 6th St.
Los Angeles, CA 90014

IP Addresses of Command
and Control Servers

185.183.84.13
155.94.129.7

155.94.135.33
198.55.123.236

Hosting Companies/Data
Centers Where Defendants
Placed the Command and
Control Servers

ReliableSite.Net LLC
2115 NW 22nd St
Miami, FL 33142

IP Addresses of Command
and Control Servers

172.96.141.10
172.96.141.20
104.243.41.123

Hosting Companies/Data
Centers Where Defendants
Placed the Command and
Control Servers

Serverion LLC
600 N. Broadstreet, Suite 5#3252
Middleton, DE 19709

IP Addresses of Command
and Control Servers

163.123.142.172
163.123.142.213

208.67.105.176
208.67.105.87
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Hosting Companies/Data
Centers Where Defendants
Placed the Command and
Control Servers

Sharkteck Inc.
8560 S. Eastern Ave Suite 210
Las Vegas, NV 89120

Sharkteck Inc.
427 S La Salle St.
Chicago, IL 60605

IP Addresses of Command
and Control Servers

204.188.203.212

Hosting Companies/Data
Centers Where Defendants
Placed the Command and
Control Servers

Tier.Net Technologies LLC
981 E. Eau Galle Blvd. Ste. E. MR183
Melbourne, FL 32937

IP Addresses of Command
and Control Servers

170.39.214.187

Hosting Companies/Data
Centers Where Defendants
Placed the Command and
Control Servers

Unified Layer
1958 South 950 East
Provo, UT 84606

IP Addresses of Command
and Control Servers

162.241.115.71

Hosting Companies/Data
Centers Where Defendants
Placed the Command and
Control Servers

Vinters Corp
30 Broad Street 14th Floor PMB #14153
New York, NY 10004

IP Addresses of Command
and Control Servers

204.10.120.109

Hosting Companies/Data
Centers Where Defendants
Placed the Command and
Control Servers

VolumeDrive
1143 Northern Blvd
Clarks Summit, PA 18411

IP Addresses of Command
and Control Servers

23.146.242.76
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Hosting Companies/Data Yunxin LLC

Centers Where Defendants | 70 W 3900 2-C

Placed the Command and Salt Lake City, UT 84107
Control Servers

IP Addresses of Command | 104.243.143.71
and Control Servers
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APPENDIX A - DOMAINS

.COM Registry

VeriSign, Inc.

VeriSign Information Services, Inc.

VeriSign Global Registry Services

12061 Bluemont Way, Reston Virginia 20190

.COM Domains

Domain Registrant Information

ABILITYTECHSERVICES.COM | Domain Name: ABILITYTECHSERVICES.COM

Registry Domain ID: 2766539607_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.netearthone.com

Registrar URL: http://www.netearthone.com

Updated Date: 2023-03-20T16:57:10Z

Creation Date: 2023-03-20T16:48:417

Registrar Registration Expiration Date: 2024-03-20T16:48:41Z

Registrar: NetEarth One, Inc.

Registrar IANA ID: 1005

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: Not Available From Registry

Registrant Name: Domain Admin

Registrant Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Registrant Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Registrant City: London

Registrant State/Province: London

Registrant Postal Code: E14 9NN

Registrant Country: GB

Registrant Phone: +44.2030262854

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@idcprivacy.com

Registry Admin ID: Not Available From Registry

Admin Name: Domain Admin

Admin Organization: WHOIS IDCPrivacy Service c¢/o IDC (BVI) Limited

Admin Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Admin City: London

Admin State/Province: London

Admin Postal Code: E14 9NN

Admin Country: GB

Admin Phone: +44.2030262854

Admin Phone Ext:
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Admin Fax:

Admin Fax Ext:

Admin Email: contact@idcprivacy.com

Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited
Tech Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Tech City: London

Tech State/Province: London

Tech Postal Code: E14 9NN

Tech Country: GB

Tech Phone: +44.2030262854

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@idcprivacy.com

Name Server: hawk-host.earth.orderbox-dns.com

Name Server: hawk-host.mars.orderbox-dns.com

Name Server: hawk-host.mercury.orderbox-dns.com

Name Server: hawk-host.venus.orderbox-dns.com

DNSSEC: Unsigned

Registrar Abuse Contact Email: a-b-u-s-e.whois.field@netearthone.com
Registrar Abuse Contact Phone: +44 02030 26 99 87

ACROSERVER.COM

Domain Name: ACROSERVER.COM

Registry Domain ID: 2765797968 DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.netearthone.com

Registrar URL: http://www.netearthone.com

Updated Date: 2023-03-17T12:02:24Z

Creation Date: 2023-03-17T09:53:50Z

Registrar Registration Expiration Date: 2024-03-17T09:53:50Z

Registrar: NetEarth One, Inc.

Registrar IANA ID: 1005

Domain Status: clientTransferProhibited https://icann.org/eppticlientTransferProhibited
Registry Registrant ID: Not Available From Registry

Registrant Name: Domain Admin

Registrant Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Registrant Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Registrant City: London

Registrant State/Province: London

Registrant Postal Code: E14 SNN

Registrant Country: GB

Registrant Phone: +44.2030262854

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@idcprivacy.com
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Registry Admin ID: Not Available From Registry

Admin Name: Domain Admin

Admin Organization: WHOIS IDCPrivacy Service c¢/o IDC (BVI) Limited

Admin Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Admin City: London

Admin State/Province: London

Admin Postal Code: E14 9NN

Admin Country: GB

Admin Phone: +44.2030262854

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact@idcprivacy.com

Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Tech Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Tech City: London

Tech State/Province: London

Tech Postal Code: E14 9NN

Tech Country: GB

Tech Phone: +44.2030262854

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@idcprivacy.com

Name Server: hawk-host.earth.orderbox-dns.com

Name Server: hawk-host.mars.orderbox-dns.com

Name Server: hawk-host.mercury.orderbox-dns.com

Name Server: hawk-host.venus.orderbox-dns.com

DNSSEC: Unsigned

Registrar Abuse Contact Email: a-b-u-s-e.whois.field@netearthone.com

Registrar Abuse Contact Phone: +44 02030 26 99 87

ALLOWEDCLOUD.COM

Domain Name: ALLOWEDCLOUD.COM

Registry Domain ID: 2749300564_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.netearthone.com

Registrar URL: http://www.netearthone.com

Updated Date: 2023-03-07T02:16:54Z

Creation Date: 2023-01-05T13:40:527

Registrar Registration Expiration Date: 2024-01-05T13:40:52Z

Registrar: NetEarth One, Inc.

Registrar IANA ID: 1005

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: Not Available From Registry

Registrant Name: Domain Admin

Registrant Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited
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Registrant Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Registrant City: London

Registrant State/Province: London

Registrant Postal Code: E14 9NN

Registrant Country: GB

Registrant Phone: +44.2030262854

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@idcprivacy.com

Registry Admin ID: Not Available From Registry

Admin Name: Domain Admin

Admin Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Admin Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Admin City: London

Admin State/Province: London

Admin Postal Code: E14 9NN

Admin Country: GB

Admin Phone: +44.2030262854

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact@idcprivacy.com

Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: WHOIS IDCPrivacy Service ¢/o IDC (BVI) Limited

Tech Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Tech City: London

Tech State/Province: London

Tech Postal Code: E14 9NN

Tech Country: GB

Tech Phone: +44.2030262854

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@idcprivacy.com

Name Server: hawk-host.earth.orderbox-dns.com

Name Server: hawk-host.mars.orderbox-dns.com

Name Server: hawk-host.mercury.orderbox-dns.com

Name Server: hawk-host.venus.orderbox-dns.com

DNSSEC: Unsigned

Registrar Abuse Contact Email: a-b-u-s-e.whois.field@netearthone.com

Registrar Abuse Contact Phone: +44 02030 26 99 87

ALWAYSASUSUAL.COM

Domain Name: alwaysasusual.com
Registry Domain ID: 2739304865_DOMAIN_COM-VRSN
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Registrar WHOIS Server: whois.gandi.net

Registrar URL: http://www.gandi.net

Updated Date: 2022-11-18T13:42:00Z

Creation Date: 2022-11-18T12:41:572

Registrar Registration Expiration Date: 2023-11-18T13:41:57Z
Registrar: GANDI SAS

Registrar IANA ID: 81

Registrar Abuse Contact Email: abuse@support.gandi.net
Registrar Abuse Contact Phone: +33.170377661
Reseller:

Domain Status: clientTransferProhibited
http://www.icann.org/epp#clientTransferProhibited
Domain Status:

Domain Status:

Domain Status:

Domain Status:

Registry Registrant ID: REDACTED FOR PRIVACY
Registrant Name: REDACTED FOR PRIVACY
Registrant Organization:

Registrant Street: REDACTED FOR PRIVACY
Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: California

Registrant Postal Code: REDACTED FOR PRIVACY
Registrant Country: US

Registrant Phone: REDACTED FOR PRIVACY
Registrant Phone Ext:

Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext:

Registrant Email: bca295eb3f6eccb80b2f6ce9cd1fcbc6-39505383 @contact.gandi.net
Registry Admin ID: REDACTED FOR PRIVACY

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY
Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY
Admin Postal Code: REDACTED FOR PRIVACY

Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext:

Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext:

Admin Email: bca295eb3f6eccb80b2f6ce9cd1fcbc6-39505383 @contact.gandi.net
Registry Tech ID: REDACTED FOR PRIVACY

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY
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Tech Postal Code: REDACTED FOR PRIVACY
Tech Country: REDACTED FOR PRIVACY
Tech Phone: REDACTED FOR PRIVACY
Tech Phone Ext:

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext:

Tech Email: bca295eb3f6eccb80b2f6ce9cdlfcbc6-39505383 @contact.gandi.net
Name Server: NS-37-A.GANDI.NET

Name Server: NS-129-B.GANDI.NET

Name Server: NS-30-C.GANDI.NET

Name Server:

Name Server:

Name Server:

Name Server:

Name Server:

Name Server:

Name Server:

DNSSEC: Unsigned

APPDEVTECHNOLOGY.COM

Domain Name: APPDEVTECHNOLOGY.COM

Registry Domain ID: 2754820240 _DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.netearthone.com

Registrar URL: http://www.netearthone.com

Updated Date: 2023-01-30T11:20:30Z

Creation Date: 2023-01-30T09:28:27Z

Registrar Registration Expiration Date: 2024-01-30T09:28:27Z

Registrar: NetEarth One, Inc.

Registrar IANA ID: 1005

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: Not Available From Registry

Registrant Name: Domain Admin

Registrant Organization: WHOIS IDCPrivacy Service c¢/o IDC (BVI) Limited

Registrant Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Registrant City: London

Registrant State/Province: London

Registrant Postal Code: E14 9NN

Registrant Country: GB

Registrant Phone: +44.2030262854

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@idcprivacy.com

Registry Admin ID: Not Available From Registry

Admin Name: Domain Admin

Admin Organization: WHOIS IDCPrivacy Service c¢/o IDC (BVI) Limited

Admin Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Admin City: London
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Admin State/Province: London

Admin Postal Code: E14 9NN

Admin Country: GB

Admin Phone: +44.2030262854

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact@idcprivacy.com

Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: WHOIS IDCPrivacy Service c¢/o IDC (BVI) Limited
Tech Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Tech City: London

Tech State/Province: London

Tech Postal Code: E14 9NN

Tech Country: GB

Tech Phone: +44.2030262854

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@idcprivacy.com

Name Server: hawk-host.earth.orderbox-dns.com

Name Server: hawk-host.mars.orderbox-dns.com

Name Server: hawk-host.mercury.orderbox-dns.com

Name Server: hawk-host.venus.orderbox-dns.com

DNSSEC: Unsigned

Registrar Abuse Contact Email: a-b-u-s-e.whois.field@netearthone.com
Registrar Abuse Contact Phone: +44 02030 26 99 87

ASPNETCENTER.COM

Domain Name: ASPNETCENTER.COM

Registry Domain ID: 2755626705_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.netearthone.com

Registrar URL: http://www.netearthone.com

Updated Date: 2023-02-02T720:04:47Z

Creation Date: 2023-02-02T716:41:187

Registrar Registration Expiration Date: 2024-02-02T16:41:18Z

Registrar: NetEarth One, Inc.

Registrar IANA ID: 1005

Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Registry Registrant ID: Not Available From Registry

Registrant Name: Domain Admin

Registrant Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Registrant Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Registrant City: London

Registrant State/Province: London

Registrant Postal Code: E14 SNN

Registrant Country: GB
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Registrant Phone: +44.2030262854

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@idcprivacy.com

Registry Admin ID: Not Available From Registry

Admin Name: Domain Admin

Admin Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Admin Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Admin City: London

Admin State/Province: London

Admin Postal Code: E14 9NN

Admin Country: GB

Admin Phone: +44.2030262854

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact@idcprivacy.com

Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Tech Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Tech City: London

Tech State/Province: London

Tech Postal Code: E14 9NN

Tech Country: GB

Tech Phone: +44.2030262854

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@idcprivacy.com

Name Server: hawk-host.earth.orderbox-dns.com

Name Server: hawk-host.mars.orderbox-dns.com

Name Server: hawk-host.mercury.orderbox-dns.com

Name Server: hawk-host.venus.orderbox-dns.com

DNSSEC: Unsigned

ATECHNIQUES.COM

Domain Name: ATECHNIQUES.COM

Registry Domain ID: 2765813679 _DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.netearthone.com

Registrar URL: http://www.netearthone.com

Updated Date: 2023-03-17T712:01:25Z

Creation Date: 2023-03-17T10:51:427

Registrar Registration Expiration Date: 2024-03-17T710:51:427

Registrar: NetEarth One, Inc.

Registrar IANA ID: 1005

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
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Registry Registrant ID: Not Available From Registry

Registrant Name: Domain Admin

Registrant Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Registrant Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Registrant City: London

Registrant State/Province: London

Registrant Postal Code: E14 9NN

Registrant Country: GB

Registrant Phone: +44.2030262854

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@idcprivacy.com

Registry Admin ID: Not Available From Registry

Admin Name: Domain Admin

Admin Organization: WHOIS IDCPrivacy Service c¢/o IDC (BVI) Limited

Admin Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Admin City: London

Admin State/Province: London

Admin Postal Code: E14 9NN

Admin Country: GB

Admin Phone: +44.2030262854

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact@idcprivacy.com

Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: WHOIS IDCPrivacy Service ¢/o IDC (BVI) Limited

Tech Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Tech City: London

Tech State/Province: London

Tech Postal Code: E14 9NN

Tech Country: GB

Tech Phone: +44.2030262854

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@idcprivacy.com

Name Server: hawk-host.earth.orderbox-dns.com

Name Server: hawk-host.mars.orderbox-dns.com

Name Server: hawk-host.mercury.orderbox-dns.com

Name Server: hawk-host.venus.orderbox-dns.com

DNSSEC: Unsigned

Registrar Abuse Contact Email: a-b-u-s-e.whois.field@netearthone.com
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Registrar Abuse Contact Phone: +44 02030 26 99 87

AVTOSHOPPING.COM

Domain Name: avtoshopping.com

Registry Domain ID: 2765849408 _DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.namesilo.com

Registrar URL: https://www.namesilo.com/

Updated Date: 2023-03-18T07:00:00Z

Creation Date: 2023-03-17T07:00:00Z

Registrar Registration Expiration Date: 2024-03-17T07:00:00Z
Registrar: NameSilo, LLC

Registrar IANA ID: 1479

Registrar Abuse Contact Email: abuse@namesilo.com
Registrar Abuse Contact Phone: +1.4805240066

Domain Status: clientTransferProhibited
https://www.icann.org/epp#clientTransferProhibited
Registry Registrant ID:

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: PrivacyGuardian.org llc
Registrant Street: 1928 E. Highland Ave. Ste F104 PMB# 255
Registrant City: Phoenix

Registrant State/Province: AZ

Registrant Postal Code: 85016

Registrant Country: US

Registrant Phone: +1.3478717726

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: pw-f75a17110b90600d69fc2e7b24db0bef@privacyguardian.org
Registry Admin ID:

Admin Name: Domain Administrator

Admin Organization: PrivacyGuardian.org llc

Admin Street: 1928 E. Highland Ave. Ste F104 PMB# 255
Admin City: Phoenix

Admin State/Province: AZ

Admin Postal Code: 85016

Admin Country: US

Admin Phone: +1.3478717726

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: pw-f75a17110b90600d69fc2e7b24db0bef@privacyguardian.org
Registry Tech ID:

Tech Name: Domain Administrator

Tech Organization: PrivacyGuardian.org llc

Tech Street: 1928 E. Highland Ave. Ste F104 PMB# 255
Tech City: Phoenix

Tech State/Province: AZ

Tech Postal Code: 85016

Tech Country: US
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Tech Phone: +1.3478717726

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: pw-f75a17110b90600d69fc2e7b24db0bef@privacyguardian.org
Name Server: NS1.DNSOWL.COM

Name Server: NS2.DNSOWL.COM

Name Server: NS3.DNSOWL.COM

DNSSEC: unsigned

BODAYIF.COM

Domain name: bodayif.com

Registry Domain ID: 2757725021 _DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-02-11T13:49:15.00Z

Registrar Registration Expiration Date: 2024-02-11T13:49:15.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: addPeriod https://icann.org/eppttaddPeriod

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: 65432c0b2a944e6c87444540ae5c66d5.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:
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Admin Email: 65432c0b2a944e6c87444540ae5c66d5.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: 65432c0b2a944e6c87444540ae5c66d5.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

DEVCLOUDPRO.COM

Domain Name: DEVCLOUDPRO.COM

Registry Domain ID: 2754563098 _DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.netearthone.com

Registrar URL: http://www.netearthone.com

Updated Date: 2023-01-28721:33:16Z

Creation Date: 2023-01-28T20:36:31Z

Registrar Registration Expiration Date: 2024-01-28T20:36:31Z

Registrar: NetEarth One, Inc.

Registrar IANA ID: 1005

Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Registry Registrant ID: Not Available From Registry

Registrant Name: Domain Admin

Registrant Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Registrant Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Registrant City: London

Registrant State/Province: London

Registrant Postal Code: E14 9NN

Registrant Country: GB

Registrant Phone: +44.2030262854

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@idcprivacy.com

Registry Admin ID: Not Available From Registry

Admin Name: Domain Admin

Admin Organization: WHOIS IDCPrivacy Service c¢/o IDC (BVI) Limited

Admin Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Admin City: London

Admin State/Province: London
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Admin Postal Code: E14 9NN

Admin Country: GB

Admin Phone: +44.2030262854

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact@idcprivacy.com

Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: WHOIS IDCPrivacy Service c¢/o IDC (BVI) Limited
Tech Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Tech City: London

Tech State/Province: London

Tech Postal Code: E14 9NN

Tech Country: GB

Tech Phone: +44.2030262854

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@idcprivacy.com

Name Server: hawk-host.earth.orderbox-dns.com

Name Server: hawk-host.mars.orderbox-dns.com

Name Server: hawk-host.mercury.orderbox-dns.com

Name Server: hawk-host.venus.orderbox-dns.com

DNSSEC: Unsigned

Registrar Abuse Contact Email: a-b-u-s-e.whois.field@netearthone.com
Registrar Abuse Contact Phone: +44 02030 26 99 87

DEVOINNANOTE.COM

Domain name: devoinnanote.com

Registry Domain ID: 2763842772_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.ordertld.com

Registrar URL: http://www.ordertld.com

Updated Date: 2023-03-09T15:49:17Z

Creation Date: 2023-03-09T00:00:00Z

Registrar Registration Expiration Date: 2024-03-09T00:00:00Z
Registrar: CNOBIN INFORMATION TECHNOLOGY LIMITED
Registrar IANA ID: 3254

Registrar Abuse Contact Email: abuse@ordertld.com
Registrar Abuse Contact Phone: +852.81926949

Reseller:

Domain Status: clientDeleteProhibited (http://www.icann.org/epp#clientDeleteProhibited)
Domain Status: clientTransferProhibited
(http://www.icann.org/epp#clientTransferProhibited)
Registry Registrant ID: Not Available From Registry

Registry Registrant ID: REDACTED FOR PRIVACY

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: REDACTED FOR PRIVACY

Registrant Street: REDACTED FOR PRIVACY
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Registrant City: REDACTED FOR PRIVACY
Registrant State/Province: NC

Registrant Postal Code: REDACTED FOR PRIVACY
Registrant Country: us

Registrant Phone: REDACTED FOR PRIVACY
Registrant Phone Ext: REDACTED FOR PRIVACY
Registrant Fax: REDACTED FOR PRIVACY
Registrant Fax Ext: REDACTED FOR PRIVACY
Registrant Email: please send email to whois@ordertld.com to request the domain whois
Registry Admin ID: REDACTED FOR PRIVACY
Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY
Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY
Admin Postal Code: REDACTED FOR PRIVACY
Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY
Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY

Admin Email: please send email to whois@ordertld.com to request the domain whois
Registry Tech ID: REDACTED FOR PRIVACY

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY
Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY
Tech Postal Code: REDACTED FOR PRIVACY
Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: please send email to whois@ordertld.com to request the domain whois
Name Server: nsl.devoinnanote.com

Name Server: ns2.devoinnanote.com

DNSSEC: unsignedDelegation

DEVSECURITYSERVICES.COM

Domain Name: DEVSECURITYSERVICES.COM

Registry Domain ID: 2760549840 _DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.netearthone.com

Registrar URL: http://www.netearthone.com

Updated Date: 2023-02-23T15:06:08Z

Creation Date: 2023-02-23T14:40:02Z

Registrar Registration Expiration Date: 2024-02-23T14:40:02Z

Registrar: NetEarth One, Inc.

Registrar IANA ID: 1005

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
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Registry Registrant ID: Not Available From Registry

Registrant Name: Domain Admin

Registrant Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Registrant Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Registrant City: London

Registrant State/Province: London

Registrant Postal Code: E14 9NN

Registrant Country: GB

Registrant Phone: +44.2030262854

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@idcprivacy.com

Registry Admin ID: Not Available From Registry

Admin Name: Domain Admin

Admin Organization: WHOIS IDCPrivacy Service c¢/o IDC (BVI) Limited

Admin Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Admin City: London

Admin State/Province: London

Admin Postal Code: E14 9NN

Admin Country: GB

Admin Phone: +44.2030262854

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact@idcprivacy.com

Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: WHOIS IDCPrivacy Service ¢/o IDC (BVI) Limited

Tech Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Tech City: London

Tech State/Province: London

Tech Postal Code: E14 9NN

Tech Country: GB

Tech Phone: +44.2030262854

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@idcprivacy.com

Name Server: hawk-host.earth.orderbox-dns.com

Name Server: hawk-host.mars.orderbox-dns.com

Name Server: hawk-host.mercury.orderbox-dns.com

Name Server: hawk-host.venus.orderbox-dns.com

DNSSEC: Unsigned

Registrar Abuse Contact Email: a-b-u-s-e.whois.field@netearthone.com
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Registrar Abuse Contact Phone: +44 02030 26 99 87

DIDIMUTELE.COM

Domain name: didimutele.com

Registry Domain ID: 2755853880_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-02-03T12:32:40.00Z

Registrar Registration Expiration Date: 2024-02-03T12:32:40.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: clientHold https://icann.org/epp#clientHold

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: e06d6c5c6bb4436d8cdf23b75e933ad4.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: e06d6c5c6bb4436d8cdf23b75e933ad4.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

27




Case 1:23-cv-02447-RER-LKE  Document 1  Filed 03/30/23 Page 75 of 223 PagelD #:

75

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: e06d6c5c6bb4436d8cdf23b75e933ad4.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

DIGITALENERGETIC.COM

Domain Name: DIGITALENERGETIC.COM

Registry Domain ID: 2718639527 DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.netearthone.com

Registrar URL: http://www.netearthone.com

Updated Date: 2022-10-16T02:18:32Z

Creation Date: 2022-08-16T19:43:092

Registrar Registration Expiration Date: 2023-08-16T719:43:09Z

Registrar: NetEarth One, Inc.

Registrar IANA ID: 1005

Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Registry Registrant ID: Not Available From Registry

Registrant Name: Domain Admin

Registrant Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Registrant Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Registrant City: London

Registrant State/Province: London

Registrant Postal Code: E14 9NN

Registrant Country: GB

Registrant Phone: +44.2030262854

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@idcprivacy.com

Registry Admin ID: Not Available From Registry

Admin Name: Domain Admin

Admin Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Admin Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Admin City: London

Admin State/Province: London

Admin Postal Code: E14 9NN

Admin Country: GB

Admin Phone: +44.2030262854

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact@idcprivacy.com

Registry Tech ID: Not Available From Registry
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Tech Name: Domain Admin

Tech Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Tech Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Tech City: London

Tech State/Province: London

Tech Postal Code: E14 9NN

Tech Country: GB

Tech Phone: +44.2030262854

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@idcprivacy.com

Name Server: hawk-host.earth.orderbox-dns.com

Name Server: hawk-host.mars.orderbox-dns.com

Name Server: hawk-host.mercury.orderbox-dns.com

Name Server: hawk-host.venus.orderbox-dns.com

DNSSEC: Unsigned

Registrar Abuse Contact Email: a-b-u-s-e.whois.field@netearthone.com

Registrar Abuse Contact Phone: +44 02030 26 99 87

DSIXONSAT.COM

Domain Name: dsixonsat.com

Registry Domain ID: 1602258

Registrar WHOIS Server: whois.ownregistrar.com
Registrar URL: http://www.ownregistrar.com
Updated Date: 2023-03-07T00:00:00Z

Creation Date:2023-03-07T00:00:00Z

Registrar Registration Expiration Date: 2024-03-07T00:00:00Z
Registrar: OwnRegistrar, Inc.

Registrar IANA ID: 1250

Registrar Abuse Contact Email: abuse@ownregistrar.com
Registrar Abuse Contact Phone:+91.2261426042
Reseller: RH Web Hosting Group

Registry Registrant ID: OR_1396

Registrant Name: WhoisSecure

Registrant Organization: WhoisSecure

Registrant Street: 18 San Carlos Street

Registrant City: Los Angeles

Registrant State/Province: California

Registrant Postal Code: 94110

Registrant Country: United States

Registrant Phone:+1.6144481974

Registrant Phone Ext: 1

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@whoissecure.net
Registry Admin ID: OR_1396

Admin Name: WhoisSecure

Admin Organization: WhoisSecure
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Admin Street: 18 San Carlos Street
Admin City: Los Angeles

Admin State/Province: California

Admin Postal Code: 94110

Admin Country: United States

Admin Phone:+1-6144481974

Admin Phone Ext: 1

Admin Fax:

Admin Fax Ext:

Admin Email: contact@whoissecure.net
Registry Tech ID: OR_1396

Tech Name: WhoisSecure

Tech Organization: WhoisSecure

Tech Street: 18 San Carlos Street

Tech City: Los Angeles

Tech State/Province: California

Tech Postal Code: 94110

Tech Country: United States

Tech Phone:+1-6144481974

Tech Phone Ext: 1

Tech Fax:

Tech Fax Ext:

Tech Email: contact@whoissecure.net
Name Server: 5068.dns1.managedns.org
Name Server: 5068.dns2.managedns.org
Name Server: 5068.dns3.managedns.org
Name Server: 5068.dns4.managedns.org
DNSSEC: Unsigned

DUHEGIV.COM

Domain name: duhegiv.com

Registry Domain ID: 2753191660_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-01-22T722:06:08.00Z

Registrar Registration Expiration Date: 2024-01-22T722:06:08.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: addPeriod https://icann.org/eppttaddPeriod

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region
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Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: d6367de9f9974f11958721f805b2a97b.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: d6367de9f9974f11958721f805b2a97b.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: d6367de9f9974f11958721f805b2a97b.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

EDGE-CHROME.COM

Domain Name: edge-chrome.com

Registry Domain ID: 2607545664 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.godaddy.com

Registrar URL: https://www.godaddy.com

Updated Date: 2022-03-16T04:19:25Z

Creation Date: 2021-04-25T05:02:10Z

Registrar Registration Expiration Date: 2023-04-25T05:02:10Z
Registrar: GoDaddy.com, LLC

Registrar IANA ID: 146

Registrar Abuse Contact Email: abuse@godaddy.com
Registrar Abuse Contact Phone: +1.4806242505

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
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Domain Status: clientUpdateProhibited https://icann.org/eppttclientUpdateProhibited
Domain Status: clientRenewProhibited https://icann.org/eppttclientRenewProhibited
Domain Status: clientDeleteProhibited https://icann.org/eppttclientDeleteProhibited
Registry Registrant ID: Not Available From Registry

Registrant Name: Registration Private

Registrant Organization: Domains By Proxy, LLC

Registrant Street: DomainsByProxy.com

Registrant Street: 2155 E Warner Rd

Registrant City: Tempe

Registrant State/Province: Arizona

Registrant Postal Code: 85284

Registrant Country: US

Registrant Phone: +1.4806242599

Registrant Phone Ext:

Registrant Fax: +1.4806242598

Registrant Fax Ext:

Registrant Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=edge-chrome.com
Registry Admin ID: Not Available From Registry

Admin Name: Registration Private

Admin Organization: Domains By Proxy, LLC

Admin Street: DomainsByProxy.com

Admin Street: 2155 E Warner Rd

Admin City: Tempe

Admin State/Province: Arizona

Admin Postal Code: 85284

Admin Country: US

Admin Phone: +1.4806242599

Admin Phone Ext:

Admin Fax: +1.4806242598

Admin Fax Ext:

Admin Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=edge-chrome.com
Registry Tech ID: Not Available From Registry

Tech Name: Registration Private

Tech Organization: Domains By Proxy, LLC

Tech Street: DomainsByProxy.com

Tech Street: 2155 E Warner Rd

Tech City: Tempe

Tech State/Province: Arizona

Tech Postal Code: 85284

Tech Country: US

Tech Phone: +1.4806242599

Tech Phone Ext:

Tech Fax: +1.4806242598

Tech Fax Ext:

Tech Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=edge-chrome.com
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Name Server: NS29.DOMAINCONTROL.COM
Name Server: NS30.DOMAINCONTROL.COM
DNSSEC: unsigned

E-SERVICESOLUTIONS.COM

Domain Name: E-SERVICESOLUTIONS.COM

Registry Domain ID: 2760549823_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.netearthone.com

Registrar URL: http://www.netearthone.com

Updated Date: 2023-02-23T15:10:45Z

Creation Date: 2023-02-23T14:39:51Z

Registrar Registration Expiration Date: 2024-02-23T14:39:51Z

Registrar: NetEarth One, Inc.

Registrar IANA ID: 1005

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: Not Available From Registry

Registrant Name: Domain Admin

Registrant Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Registrant Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Registrant City: London

Registrant State/Province: London

Registrant Postal Code: E14 9NN

Registrant Country: GB

Registrant Phone: +44.2030262854

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@idcprivacy.com

Registry Admin ID: Not Available From Registry

Admin Name: Domain Admin

Admin Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Admin Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Admin City: London

Admin State/Province: London

Admin Postal Code: E14 9NN

Admin Country: GB

Admin Phone: +44.2030262854

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact@idcprivacy.com

Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Tech Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Tech City: London

Tech State/Province: London
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Tech Postal Code: E14 9NN

Tech Country: GB

Tech Phone: +44.2030262854

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@idcprivacy.com

Name Server: hawk-host.earth.orderbox-dns.com
Name Server: hawk-host.mars.orderbox-dns.com
Name Server: hawk-host.mercury.orderbox-dns.com
Name Server: hawk-host.venus.orderbox-dns.com
DNSSEC: Unsigned

EXPOGLOBALSERVICE.COM

Domain Name: EXPOGLOBALSERVICE.COM

Registry Domain ID: 2742708097_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.netearthone.com

Registrar URL: http://www.netearthone.com

Updated Date: 2023-02-04T02:17:05Z

Creation Date: 2022-12-05T17:01:227

Registrar Registration Expiration Date: 2023-12-05T17:01:22Z

Registrar: NetEarth One, Inc.

Registrar IANA ID: 1005

Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Registry Registrant ID: Not Available From Registry

Registrant Name: Domain Admin

Registrant Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Registrant Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Registrant City: London

Registrant State/Province: London

Registrant Postal Code: E14 9NN

Registrant Country: GB

Registrant Phone: +44.2030262854

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@idcprivacy.com

Registry Admin ID: Not Available From Registry

Admin Name: Domain Admin

Admin Organization: WHOIS IDCPrivacy Service c¢/o IDC (BVI) Limited

Admin Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Admin City: London

Admin State/Province: London

Admin Postal Code: E14 9NN

Admin Country: GB

Admin Phone: +44.2030262854

Admin Phone Ext:

Admin Fax:
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Admin Fax Ext:

Admin Email: contact@idcprivacy.com

Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited
Tech Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Tech City: London

Tech State/Province: London

Tech Postal Code: E14 9NN

Tech Country: GB

Tech Phone: +44.2030262854

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@idcprivacy.com

Name Server: hawk-host.earth.orderbox-dns.com

Name Server: hawk-host.mars.orderbox-dns.com

Name Server: hawk-host.mercury.orderbox-dns.com

Name Server: hawk-host.venus.orderbox-dns.com

DNSSEC: Unsigned

FZUPDATE.COM

Domain Name: fzupdate.com

Registry Domain ID: 2607518954 _DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.godaddy.com

Registrar URL: https://www.godaddy.com

Updated Date: 2022-03-01T01:52:36Z

Creation Date: 2021-04-24721:33:257

Registrar Registration Expiration Date: 2023-04-24T21:33:25Z

Registrar: GoDaddy.com, LLC

Registrar IANA ID: 146

Registrar Abuse Contact Email: abuse@godaddy.com

Registrar Abuse Contact Phone: +1.4806242505

Domain Status: clientTransferProhibited https://icann.org/epptclientTransferProhibited
Domain Status: clientUpdateProhibited https://icann.org/epp#clientUpdateProhibited
Domain Status: clientRenewProhibited https://icann.org/epp#clientRenewProhibited
Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited
Registry Registrant ID: Not Available From Registry

Registrant Name: Registration Private

Registrant Organization: Domains By Proxy, LLC

Registrant Street: DomainsByProxy.com

Registrant Street: 2155 E Warner Rd

Registrant City: Tempe

Registrant State/Province: Arizona

Registrant Postal Code: 85284

Registrant Country: US

Registrant Phone: +1.4806242599

Registrant Phone Ext:

Registrant Fax: +1.4806242598
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Registrant Fax Ext:

Registrant Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=fzupdate.com
Registry Admin ID: Not Available From Registry
Admin Name: Registration Private

Admin Organization: Domains By Proxy, LLC

Admin Street: DomainsByProxy.com

Admin Street: 2155 E Warner Rd

Admin City: Tempe

Admin State/Province: Arizona

Admin Postal Code: 85284

Admin Country: US

Admin Phone: +1.4806242599

Admin Phone Ext:

Admin Fax: +1.4806242598

Admin Fax Ext:

Admin Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=fzupdate.com
Registry Tech ID: Not Available From Registry

Tech Name: Registration Private

Tech Organization: Domains By Proxy, LLC

Tech Street: DomainsByProxy.com

Tech Street: 2155 E Warner Rd

Tech City: Tempe

Tech State/Province: Arizona

Tech Postal Code: 85284

Tech Country: US

Tech Phone: +1.4806242599

Tech Phone Ext:

Tech Fax: +1.4806242598

Tech Fax Ext:

Tech Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=fzupdate.com
Name Server: NSO5.DOMAINCONTROL.COM

Name Server: NSO6.DOMAINCONTROL.COM

DNSSEC: unsigned

GAYUSADEN.COM

Domain name: gayusaden.com

Registry Domain ID: 2758409789 _DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-02-14T17:39:13.00Z

Registrar Registration Expiration Date: 2024-02-14T17:39:13.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545
Reseller: NAMECHEAP INC
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Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Domain Status: addPeriod https://icann.org/eppttaddPeriod

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: 732be4efb8e04639a3b9f07671088602.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: 732be4efb8e04639a3b9f07671088602.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: 732bed4efb8e04639a3b9f07671088602.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

GIMSVALUED.COM

Domain Name: gimsvalued.com

Registry Domain ID: 2747190693 _DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.gandi.net

Registrar URL: http://www.gandi.net
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Updated Date: 2023-01-10T14:44:41Z

Creation Date: 2022-12-26T13:41:11Z

Registrar Registration Expiration Date: 2023-12-26T14:41:117Z
Registrar: GANDI SAS

Registrar IANA ID: 81

Registrar Abuse Contact Email: abuse@support.gandi.net
Registrar Abuse Contact Phone: +33.170377661

Reseller:

Domain Status: clientHold http://www.icann.org/epp#clientHold
Domain Status: clientTransferProhibited
http://www.icann.org/epp#clientTransferProhibited
Domain Status:

Domain Status:

Domain Status:

Registry Registrant ID: REDACTED FOR PRIVACY
Registrant Name: REDACTED FOR PRIVACY

Registrant Organization:

Registrant Street: REDACTED FOR PRIVACY

Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: California

Registrant Postal Code: REDACTED FOR PRIVACY
Registrant Country: US

Registrant Phone: REDACTED FOR PRIVACY

Registrant Phone Ext:

Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext:

Registrant Email: bcb2af245389f9c8d0ddbb4c6276014e-40141468@contact.gandi.net
Registry Admin ID: REDACTED FOR PRIVACY

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY

Admin Postal Code: REDACTED FOR PRIVACY

Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext:

Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext:

Admin Email: bcb2af245389f9c8d0ddbb4c6276014e-40141468 @contact.gandi.net
Registry Tech ID: REDACTED FOR PRIVACY

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY

Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY
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Tech Phone: REDACTED FOR PRIVACY
Tech Phone Ext:

Tech Fax: REDACTED FOR PRIVACY
Tech Fax Ext:

Tech Email: bcb2af245389f9c8d0ddbb4c6276014e-40141468 @contact.gandi.net
Name Server: NS-243-A.GANDI.NET
Name Server: NS-244-B.GANDI.NET
Name Server: NS-225-C.GANDI.NET
Name Server:

Name Server:

Name Server:

Name Server:

Name Server:

Name Server:

Name Server:

DNSSEC: Unsigned

GLOBALTECHLINE.COM

Domain Name: GLOBALTECHLINE.COM

Registry Domain ID: 2761408239 _DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.netearthone.com

Registrar URL: http://www.netearthone.com

Updated Date: 2023-02-27T09:06:57Z

Creation Date: 2023-02-27T01:45:15Z

Registrar Registration Expiration Date: 2024-02-27T01:45:15Z

Registrar: NetEarth One, Inc.

Registrar IANA ID: 1005

Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Registry Registrant ID: Not Available From Registry

Registrant Name: Domain Admin

Registrant Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Registrant Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Registrant City: London

Registrant State/Province: London

Registrant Postal Code: E14 9NN

Registrant Country: GB

Registrant Phone: +44.2030262854

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@idcprivacy.com

Registry Admin ID: Not Available From Registry

Admin Name: Domain Admin

Admin Organization: WHOIS IDCPrivacy Service c¢/o IDC (BVI) Limited

Admin Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Admin City: London

Admin State/Province: London

Admin Postal Code: E14 9NN
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Admin Country: GB

Admin Phone: +44.2030262854

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact@idcprivacy.com

Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: WHOIS IDCPrivacy Service c¢/o IDC (BVI) Limited
Tech Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Tech City: London

Tech State/Province: London

Tech Postal Code: E14 9NN

Tech Country: GB

Tech Phone: +44.2030262854

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@idcprivacy.com

Name Server: hawk-host.earth.orderbox-dns.com

Name Server: hawk-host.mars.orderbox-dns.com

Name Server: hawk-host.mercury.orderbox-dns.com

Name Server: hawk-host.venus.orderbox-dns.com

DNSSEC: Unsigned

GOSAVUSIG.COM

Domain name: gosavusig.com

Registry Domain ID: 2758850781 _DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-02-16T10:53:17.00Z

Registrar Registration Expiration Date: 2024-02-16T10:53:17.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: addPeriod https://icann.org/epp#taddPeriod
Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434
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Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: 2f1135ebe6dd4679b164e83820eadbe0.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: 2f1135ebe6dd4679b164e83820eadbel.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: 2f1135ebe6dd4679b164e83820eadbel.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

HAOPPAY.COM

Domain Name: HAOPPAY.COM

Registry Domain ID: 2667459006_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.syrahost.com

Registrar URL: http://www.crazydomains.com

Updated Date: 2023-01-30T20:26:13Z

Creation Date: 2022-01-11T00:00:00Z

Registrar Registration Expiration Date: 2024-01-11T00:00:00Z
Registrar: Dreamscape Networks International Pte Ltd
Registrar IANA ID: 1291

Registrar Abuse Contact Email: abuse@dreamscapenetworks.com
Registrar Abuse Contact Phone: +65.69147880

Reseller: ONEHOSTING SINGAPORE

Domain Status: ok https://icann.org/epp#ok

Registry Registrant ID: R-028362515-SN

Registrant Name: ASDASD ADSASD
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Registrant Organization:

Registrant Street: SDFSF SADFSDFSD
Registrant City: SDFSDF

Registrant State/Province: SDFSDFSF
Registrant Postal Code: 42342
Registrant Country: SG

Registrant Phone: +65.156767567
Registrant Phone Ext:

Registrant Email: ASDCZCZAA@PROTONMAIL.COM
Registry Admin ID: C-010819575-SN
Admin Name: ASDASD ADSASD
Admin Organization:

Admin Street: SDFSF SADFSDFSD
Admin City: SDFSDF

Admin State/Province: SDFSDFSF
Admin Postal Code: 42342

Admin Country: SG

Admin Phone: +65.156767567
Admin Phone Ext:

Admin Email: ASDCZCZAA@PROTONMAIL.COM
Registry Tech ID: C-010819575-SN
Tech Name: ASDASD ADSASD

Tech Organization:

Tech Street: SDFSF SADFSDFSD

Tech City: SDFSDF

Tech State/Province: SDFSDFSF

Tech Postal Code: 42342

Tech Country: SG

Tech Phone: +65.156767567

Tech Phone Ext:

Tech Email: ASDCZCZAA@PROTONMAIL.COM
Name Server: NS1.INDOVIRTUE.COM
Name Server: NS2.INDOVIRTUE.COM
Name Server: NS1.SHANA.SG

Name Server: NS2.SHANA.SG
DNSSEC: unsigned

HUGERUDO.COM

Domain name: hugerudo.com

Registry Domain ID: 2766698236_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-03-21T00:19:16.00Z

Registrar Registration Expiration Date: 2024-03-21T00:19:16.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545
Reseller: NAMECHEAP INC
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Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Domain Status: addPeriod https://icann.org/eppttaddPeriod

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: 96192b558a52408791c5b04fbaa01ff9.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: 96192b558a52408791c5b04fbaa01ff9.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: 96192b558a52408791c5b04fbaa01ff9.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

IMVCATOOL.COM

Domain Name: IMVCATOOL.COM

Registry Domain ID: 2758626068 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.netearthone.com
Registrar URL: http://www.netearthone.com
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Updated Date: 2023-02-15T714:03:17Z

Creation Date: 2023-02-15T13:38:03Z

Registrar Registration Expiration Date: 2024-02-15T13:38:03Z

Registrar: NetEarth One, Inc.

Registrar IANA ID: 1005

Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Registry Registrant ID: Not Available From Registry

Registrant Name: Domain Admin

Registrant Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Registrant Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Registrant City: London

Registrant State/Province: London

Registrant Postal Code: E14 9NN

Registrant Country: GB

Registrant Phone: +44.2030262854

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@idcprivacy.com

Registry Admin ID: Not Available From Registry

Admin Name: Domain Admin

Admin Organization: WHOIS IDCPrivacy Service c¢/o IDC (BVI) Limited

Admin Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Admin City: London

Admin State/Province: London

Admin Postal Code: E14 9NN

Admin Country: GB

Admin Phone: +44.2030262854

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact@idcprivacy.com

Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Tech Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Tech City: London

Tech State/Province: London

Tech Postal Code: E14 9NN

Tech Country: GB

Tech Phone: +44.2030262854

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@idcprivacy.com
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Name Server: hawk-host.earth.orderbox-dns.com

Name Server: hawk-host.mars.orderbox-dns.com

Name Server: hawk-host.mercury.orderbox-dns.com

Name Server: hawk-host.venus.orderbox-dns.com

DNSSEC: Unsigned

Registrar Abuse Contact Email: a-b-u-s-e.whois.field@netearthone.com
Registrar Abuse Contact Phone: +44 02030 26 99 87

INDUSTRIALTECHSERVICES.C
oM

Domain Name: INDUSTRIALTECHSERVICES.COM

Registry Domain ID: 2766929322 DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.netearthone.com

Registrar URL: http://www.netearthone.com

Updated Date: 2023-03-21T20:39:28Z

Creation Date: 2023-03-21T20:15:46Z

Registrar Registration Expiration Date: 2024-03-21T20:15:46Z

Registrar: NetEarth One, Inc.

Registrar IANA ID: 1005

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: Not Available From Registry

Registrant Name: Domain Admin

Registrant Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Registrant Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Registrant City: London

Registrant State/Province: London

Registrant Postal Code: E14 9NN

Registrant Country: GB

Registrant Phone: +44.2030262854

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@idcprivacy.com

Registry Admin ID: Not Available From Registry

Admin Name: Domain Admin

Admin Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Admin Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Admin City: London

Admin State/Province: London

Admin Postal Code: E14 9NN

Admin Country: GB

Admin Phone: +44.2030262854

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact@idcprivacy.com

Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: WHOIS IDCPrivacy Service c¢/o IDC (BVI) Limited
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Tech Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Tech City: London

Tech State/Province: London

Tech Postal Code: E14 9NN

Tech Country: GB

Tech Phone: +44.2030262854

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@idcprivacy.com

Name Server: hawk-host.earth.orderbox-dns.com

Name Server: hawk-host.mars.orderbox-dns.com

Name Server: hawk-host.mercury.orderbox-dns.com

Name Server: hawk-host.venus.orderbox-dns.com

DNSSEC: Unsigned

Registrar Abuse Contact Email: a-b-u-s-e.whois.field@netearthone.com

Registrar Abuse Contact Phone: +44 02030 26 99 87

JEFFRASTUDIO.COM

Domain Name: JEFFRASTUDIO.COM

Registry Domain ID: 2766258447 _DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.tucows.com

Registrar URL: http://tucowsdomains.com

Updated Date: 2023-03-19T711:03:12

Creation Date: 2023-03-19T10:46:39

Registrar Registration Expiration Date: 2024-03-19T10:46:39

Registrar: TUCOWS, INC.

Registrar IANA ID: 69

Domain Status: clientTransferProhibited https://icann.org/eppticlientTransferProhibited
Domain Status: clientUpdateProhibited https://icann.org/epp#clientUpdateProhibited
Registry Registrant ID:

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: REDACTED FOR PRIVACY

Registrant Street: REDACTED FOR PRIVACY

Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: Charlestown

Registrant Postal Code: REDACTED FOR PRIVACY

Registrant Country: KN

Registrant Phone: REDACTED FOR PRIVACY

Registrant Phone Ext:

Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext:

Registrant Email: https://tieredaccess.com/contact/0Ofalac4b-a93f-4ed2-9e13-
99dd657675cf

Registry Admin ID:

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY
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Admin State/Province: REDACTED FOR PRIVACY
Admin Postal Code: REDACTED FOR PRIVACY
Admin Country: REDACTED FOR PRIVACY
Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext:

Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext:

Admin Email: REDACTED FOR PRIVACY

Registry Tech ID:

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY
Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY
Tech Postal Code: REDACTED FOR PRIVACY
Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext:

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext:

Tech Email: REDACTED FOR PRIVACY

Name Server: 1-you.njalla.no

Name Server: 2-can.njalla.in

Name Server: 3-get.njalla.fo

DNSSEC: unsigned

Registrar Abuse Contact Email: domainabuse@tucows.com
Registrar Abuse Contact Phone: +1.4165350123

JERUNOPI.COM

Domain name: jerunopi.com

Registry Domain ID: 2764978239_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-03-14T02:31:06.00Z

Registrar Registration Expiration Date: 2024-03-14T02:31:06.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545
Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited

Domain Status: addPeriod https://icann.org/epp#taddPeriod

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101
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Registrant Country: IS
Registrant Phone: +354.4212434
Registrant Phone Ext:
Registrant Fax:

Registrant Fax Ext:

Registrant Email: 7878792a9de54d4c95474f83528fc068.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf

Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: 7878792a9de54d4c95474f83528fc068.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: 7878792a9de54d4c95474f83528fc068.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

JIWIHIHEDA.COM

Domain name: JIWIHIHEDA.COM

Registry Domain ID: 2764961902_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-03-13T23:11:07.00Z

Registrar Registration Expiration Date: 2024-03-13723:11:07.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
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Domain Status: addPeriod https://icann.org/epp#addPeriod

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: f5a42e1501114af8b7f226b28c¢654020.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: f5a42e1501114af8b7f226b28c654020.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: f5a42e1501114af8b7f226b28c654020.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

JOVUWIDANE.COM

Domain name: jovuwidane.com

Registry Domain ID: 2753235167 _DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z
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Creation Date: 2023-01-23T10:44:08.00Z

Registrar Registration Expiration Date: 2024-01-23T710:44:08.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: addPeriod https://icann.org/epp#addPeriod

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: cb7d52f050b246d38b03d842eaf65845.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: cb7d52f050b246d38b03d842eaf65845.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: cb7d52f050b246d38b03d842eaf65845.protect@withheldforprivacy.com
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Name Server: dnsl.registrar-servers.com
Name Server: dns2.registrar-servers.com
DNSSEC: unsigned

JQUERYMAINGAME.COM

Domain Name: jguerymaingame.com

Registry Domain ID: 2763292889 _DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.regtons.com
Registrar URL: http://regtons.com

Updated Date: 2023-03-07T00:00:00Z

Creation Date: 2023-03-07T00:00:00Z

Registrar Registration Expiration Date: 2024-03-07T00:00:00Z
Registrar: GRANSY S.R.0O D/B/A SUBREG.CZ
Registrar IANA ID: 1505

Registrar Abuse Contact Email: abuse@regtons.com
Registrar Abuse Contact Phone: +420.734463373
Domain Status: clienttransferprohibited
https://www.icann.org/epp#clienttransferprohibited
Registry Registrant ID: Not Disclosed

Registrant Name: Not Disclosed Not Disclosed
Registrant Organization: My Domain Provider
Registrant Street: Not Disclosed

Registrant City: Not Disclosed

Registrant State/Province:

Registrant Postal Code: Not Disclosed

Registrant Country: NL

Registrant Phone: Not Disclosed

Registrant Phone Ext: Not Disclosed

Registrant Fax: Not Disclosed

Registrant Fax Ext: Not Disclosed

Registrant Email: webproxy@whoisprotection.domains
Registry Admin ID: Not Disclosed

Admin Name: Not Disclosed Not Disclosed

Admin Organization:

Admin Street: Not Disclosed

Admin City: Not Disclosed

Admin State/Province: Not Disclosed

Admin Postal Code: Not Disclosed

Admin Country: Not Disclosed

Admin Phone: Not Disclosed

Admin Phone Ext: Not Disclosed

Admin Fax: Not Disclosed

Admin Fax Ext: Not Disclosed

Admin Email: webproxy@whoisprotection.domains
Registry Tech ID: Not Disclosed

Tech Name: Not Disclosed Not Disclosed

Tech Organization:

Tech Street: Not Disclosed

Tech City: Not Disclosed

Tech State/Province: Not Disclosed
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Tech Postal Code: Not Disclosed

Tech Country: Not Disclosed

Tech Phone: Not Disclosed

Tech Phone Ext: Not Disclosed

Tech Fax: Not Disclosed

Tech Fax Ext: Not Disclosed

Tech Email: webproxy@whoisprotection.domains
Name Server: nsl.dns-parking.com

Name Server: ns2.dns-parking.com

DNSSEC: unsigned

jquerysslx.com

Domain Name: jqueryssix.com

Registry Domain ID: 2756799528 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.rrpproxy.net

Registrar URL:

Updated Date: 2023-02-07T17:55:38Z

Creation Date: 2023-02-07T17:54:217

Registrar Registration Expiration Date: 2024-02-07T17:54:21Z
Registrar: Key-Systems GmbH

Registrar IANA ID: 269

Registrar Abuse Contact Email: abusereport@key-systems.net
Registrar Abuse Contact Phone: +49.68949396850

Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Registry Registrant ID: Not Available From Registry

Registrant Name: On behalf of jqueryssix.com OWNER
Registrant Organization: c/o whoisproxy.com

Registrant Street: 604 Cameron Street

Registrant City: Alexandria

Registrant State/Province: VA

Registrant Postal Code: 22314

Registrant Country: US

Registrant Phone: +64.48319528

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:
7cc20d5c3fe987f3ce2b69d8c0a317281ac1c099404747f8b7a5fde70829efeb@jqueryssix.co
m.whoisproxy.org

Registry Admin ID: Not Available From Registry

Admin Name: On behalf of jqueryssix.com ADMIN

Admin Organization: ¢/o whoisproxy.com

Admin Street: 604 Cameron Street

Admin City: Alexandria

Admin State/Province: VA

Admin Postal Code: 22314

Admin Country: US

Admin Phone: +64.48319528

Admin Phone Ext:

Admin Fax:
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Admin Fax Ext:

Admin Email:
7cc20d5c3fe987f3ce2b69d8c0a317281ac1c099404747f8b7a5fde70829efeb@jqueryssix.co
m.whoisproxy.org

Registry Tech ID: Not Available From Registry
Tech Name: On behalf of jqueryssix.com TECH
Tech Organization: c¢/o whoisproxy.com

Tech Street: 604 Cameron Street

Tech City: Alexandria

Tech State/Province: VA

Tech Postal Code: 22314

Tech Country: US

Tech Phone: +64.48319528

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email:
7cc20d5c3fe987f3ce2b69d8c0a317281ac1c099404747f8b7a5fde70829efeb@jqueryssix.co
m.whoisproxy.org

Registry Billing ID: Not Available From Registry
Billing Name: On behalf of jqueryssix.com BILLING
Billing Organization: c/o whoisproxy.com

Billing Street: 604 Cameron Street

Billing City: Alexandria

Billing State/Province: VA

Billing Postal Code: 22314

Billing Country: US

Billing Phone: +64.48319528

Billing Phone Ext:

Billing Fax:

Billing Fax Ext:

Billing Email:
7cc20d5c3fe987f3ce2b69d8c0a317281ac1c099404747f8b7a5fde70829%efeb@jquerysslix.co
m.whoisproxy.org

Name Server: nsl.dns-parking.com

Name Server: ns2.dns-parking.com

DNSSEC: unsigned

KAYEVABUNU.COM

Domain name: kayevabunu.com

Registry Domain ID: 2753191661 _DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-01-22T22:06:08.00Z

Registrar Registration Expiration Date: 2024-01-22T722:06:08.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545
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Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Domain Status: clientHold https://icann.org/epp#clientHold

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: 8604bee4b4664e229fe056d391184cf2.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: 8604beedb4664e229fe056d391184cf2.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: 8604bee4b4664e229fe056d391184cf2.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

KBNEXC.COM

Domain Name: kbnexc.com
Registry Domain ID: 2758860682 _DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.lexsynergy.com
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Registrar URL: http://www.lexsynergy.com/

Updated Date: 2023-03-02T718:37:23Z

Creation Date: 2023-02-16T12:51:26Z

Registrar Registration Expiration Date: 2024-02-16T12:51:26Z
Registrar: Lexsynergy Limited

Registrar IANA ID: 1466

Registrar Abuse Contact Email: abuse@lexsynergy.com
Registrar Abuse Contact Phone: +44.2031370459
Reseller:

Domain Status: clientDeleteProhibited http://www.icann.org/epp#clientDeleteProhibited
Domain Status: clientTransferProhibited
http://www.icann.org/epp#clientTransferProhibited
Domain Status: clientUpdateProhibited http://www.icann.org/epp#clientUpdateProhibited
Registry Registrant ID:

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: Whois Privacy Protection Foundation
Registrant Street: REDACTED FOR PRIVACY

Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: Zuid-Holland

Registrant Postal Code: REDACTED FOR PRIVACY
Registrant Country: NL

Registrant Phone: REDACTED FOR PRIVACY

Registrant Phone Ext: REDACTED FOR PRIVACY
Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext: REDACTED FOR PRIVACY

Registrant Email: info@privacyprotected.domains
Registry Admin ID:

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY
Admin Postal Code: REDACTED FOR PRIVACY

Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY

Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY

Admin Email: info@privacyprotected.domains
Registry Tech ID:

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY

Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY
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Tech Phone Ext: REDACTED FOR PRIVACY
Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: info@privacyprotected.domains
Name Server: verifyl.registrar.eu

Name Server: verify2.registrar.eu

Name Server: verify3.registrar.eu

DNSSEC: unsigned

KKKSEX.COM

Domain Name: kkksex.com

Registry Domain ID: 2747193935 DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.godaddy.com

Registrar URL: https://www.godaddy.com

Updated Date: 2022-12-26T10:26:53Z

Creation Date: 2022-12-26T10:26:52Z

Registrar Registration Expiration Date: 2023-12-26T10:26:52Z

Registrar: GoDaddy.com, LLC

Registrar IANA ID: 146

Registrar Abuse Contact Email: abuse@godaddy.com

Registrar Abuse Contact Phone: +1.4806242505

Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Domain Status: clientUpdateProhibited https://icann.org/epptclientUpdateProhibited
Domain Status: clientRenewProhibited https://icann.org/eppttclientRenewProhibited
Domain Status: clientDeleteProhibited https://icann.org/eppttclientDeleteProhibited
Registry Registrant ID: Not Available From Registry

Registrant Name: Registration Private

Registrant Organization: Domains By Proxy, LLC

Registrant Street: DomainsByProxy.com

Registrant Street: 2155 E Warner Rd

Registrant City: Tempe

Registrant State/Province: Arizona

Registrant Postal Code: 85284

Registrant Country: US

Registrant Phone: +1.4806242599

Registrant Phone Ext:

Registrant Fax: +1.4806242598

Registrant Fax Ext:

Registrant Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=kkksex.com

Registry Admin ID: Not Available From Registry

Admin Name: Registration Private

Admin Organization: Domains By Proxy, LLC

Admin Street: DomainsByProxy.com

Admin Street: 2155 E Warner Rd

Admin City: Tempe

Admin State/Province: Arizona

Admin Postal Code: 85284

Admin Country: US

Admin Phone: +1.4806242599
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Admin Phone Ext:

Admin Fax: +1.4806242598

Admin Fax Ext:

Admin Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=kkksex.com
Registry Tech ID: Not Available From Registry
Tech Name: Registration Private

Tech Organization: Domains By Proxy, LLC

Tech Street: DomainsByProxy.com

Tech Street: 2155 E Warner Rd

Tech City: Tempe

Tech State/Province: Arizona

Tech Postal Code: 85284

Tech Country: US

Tech Phone: +1.4806242599

Tech Phone Ext:

Tech Fax: +1.4806242598

Tech Fax Ext:

Tech Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=kkksex.com
Name Server: DELL.NS.CLOUDFLARE.COM

Name Server: JAMES.NS.CLOUDFLARE.COM
DNSSEC: unsigned

KOJIFUCEVO.COM

Domain name: kojifucevo.com

Registry Domain ID: 2764978241 _DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-03-14T02:31:07.00Z

Registrar Registration Expiration Date: 2024-03-14T02:31:07.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/eppticlientTransferProhibited
Domain Status: addPeriod https://icann.org/epp#addPeriod
Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:
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Registrant Fax Ext:

Registrant Email: 3559cab66763447ch48falb7334d5d25.protect@withheldforprivacy.com

Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: 3559cab66763447cb48falb7334d5d25.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: 3559¢ab66763447cb48falb7334d5d25.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

LIKOBIZ.COM

Domain name: likobiz.com

Registry Domain ID: 2764941468 DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-03-13720:08:23.00Z

Registrar Registration Expiration Date: 2024-03-13T20:08:23.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Domain Status: addPeriod https://icann.org/epp#taddPeriod

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
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Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: 300f98b53b054b13ae394a0738bfaa29.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: 300f98b53b054b13ae394a0738bfaa29.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: 300f98b53b054b13ae394a0738bfaa29.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

LOZUSALAR.COM

Domain name: lozusalar.com

Registry Domain ID: 2753193692 _DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-01-22T22:42:21.00Z

Registrar Registration Expiration Date: 2024-01-22T722:42:21.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068
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Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Domain Status: addPeriod https://icann.org/eppttaddPeriod

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: 991ab6f2c83a439eb12244d4ad82d81f.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: 991ab6f2c83a439eb12244d4ad82d81f.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: 991ab6f2c83a439eb12244d4ad82d81f.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

MIYOMEJOSA.COM

Domain name: miyomejosa.com
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Registry Domain ID: 2752135162_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-01-18T00:04:52.00Z

Registrar Registration Expiration Date: 2024-01-18T00:04:52.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: addPeriod https://icann.org/epp#addPeriod

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: e0c26b03252744c7b6d6bb12be218e8a.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: e0c26b03252744c7b6d6bb12be218e8a.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434
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Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: e0c26b03252744c7b6d6bb12be218e8a.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

MOCIMAXOM.COM

Domain name: mocimaxom.com

Registry Domain ID: 2762133759 DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-03-01T21:59:50.00Z

Registrar Registration Expiration Date: 2024-03-01T21:59:50.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Domain Status: clientHold https://icann.org/epp#clientHold

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: e5a7fb10ce4949c38e92824d0816ffa8.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: e5a7fb10ce4949c38e92824d0816ffa8.protect@withheldforprivacy.com
Registry Tech ID:
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Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: e5a7fb10ce4949¢38e92824d0816ffa8.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

MORSHALMATTERS.COM

Domain Name: morshalmatters.com

Registry Domain ID: 2764066574_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.gandi.net

Registrar URL: http://www.gandi.net

Updated Date: 2023-03-10T12:34:36Z

Creation Date: 2023-03-10T11:34:33Z

Registrar Registration Expiration Date: 2024-03-10T12:34:33Z
Registrar: GANDI SAS

Registrar IANA ID: 81

Registrar Abuse Contact Email: abuse@support.gandi.net
Registrar Abuse Contact Phone: +33.170377661
Reseller:

Domain Status: clientTransferProhibited
http://www.icann.org/epp#clientTransferProhibited
Domain Status:

Domain Status:

Domain Status:

Domain Status:

Registry Registrant ID: REDACTED FOR PRIVACY
Registrant Name: REDACTED FOR PRIVACY

Registrant Organization:

Registrant Street: REDACTED FOR PRIVACY

Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: California

Registrant Postal Code: REDACTED FOR PRIVACY
Registrant Country: US

Registrant Phone: REDACTED FOR PRIVACY

Registrant Phone Ext:

Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext:

Registrant Email: f540c04a1c87e9d440ac247ac84cfa81-41192265@contact.gandi.net
Registry Admin ID: REDACTED FOR PRIVACY

Admin Name: REDACTED FOR PRIVACY
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Admin Organization: REDACTED FOR PRIVACY
Admin Street: REDACTED FOR PRIVACY
Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY
Admin Postal Code: REDACTED FOR PRIVACY
Admin Country: REDACTED FOR PRIVACY
Admin Phone: REDACTED FOR PRIVACY
Admin Phone Ext:

Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext:

Admin Email: f540c04a1c87e9d440ac247ac84cfa81-41192265@contact.gandi.net
Registry Tech ID: REDACTED FOR PRIVACY
Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY
Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY
Tech Postal Code: REDACTED FOR PRIVACY
Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext:

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext:

Tech Email: f540c04a1c87e9d440ac247ac84cfa81-41192265@contact.gandi.net
Name Server: NS-248-A.GANDI.NET

Name Server: NS-196-B.GANDI.NET

Name Server: NS-190-C.GANDI.NET

Name Server:

Name Server:

Name Server:

Name Server:

Name Server:

Name Server:

Name Server:

DNSSEC: Unsigned

MOVAVAGOB.COM

Domain name: movavagob.com

Registry Domain ID: 2765733610_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-03-16T20:06:35.00Z

Registrar Registration Expiration Date: 2024-03-16T20:06:35.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545
Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
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Domain Status: addPeriod https://icann.org/eppttaddPeriod

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: 74f7a39¢758148c98157bb3492b00aec.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: 74f7a39¢758148c¢98157bb3492b00aec.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: 74f7a39¢c758148c98157bb3492b00aec.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

MYJQUERYSS.COM

Domain Name: MYJQUERYSS.COM

Registry Domain ID: 2750186374 _DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.hostinger.com

Registrar URL: https://www.hostinger.com

Updated Date: 2023-03-11702:17:43Z
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Creation Date: 2023-01-09T17:39:07Z

Registrar Registration Expiration Date: 2024-01-09T17:39:07Z
Registrar: Hostinger, UAB

Registrar IANA ID: 1636

Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: Domain Admin

Registrant Organization: Privacy Protect, LLC (PrivacyProtect.org)
Registrant Street: 10 Corporate Drive

Registrant City: Burlington

Registrant State/Province: MA

Registrant Postal Code: 01803

Registrant Country: US

Registrant Phone: +1.8022274003

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@privacyprotect.org

Registry Admin ID: Not Available From Registry

Admin Name: Domain Admin

Admin Organization: Privacy Protect, LLC (PrivacyProtect.org)
Admin Street: 10 Corporate Drive

Admin City: Burlington

Admin State/Province: MA

Admin Postal Code: 01803

Admin Country: US

Admin Phone: +1.8022274003

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact@privacyprotect.org

Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: Privacy Protect, LLC (PrivacyProtect.org)
Tech Street: 10 Corporate Drive

Tech City: Burlington

Tech State/Province: MA

Tech Postal Code: 01803

Tech Country: US

Tech Phone: +1.8022274003

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@privacyprotect.org

Name Server: nsl.dns-parking.com

Name Server: ns2.dns-parking.com

DNSSEC: Unsigned

Registrar Abuse Contact Email: abuse@hostinger.com

66




Case 1:23-cv-02447-RER-LKE  Document 1  Filed 03/30/23 Page 114 of 223 PagelD

#:114

Registrar Abuse Contact Phone: +37064503378

NOTFOUNDSOUND.COM

Domain Name: NOTFOUNDSOUND.COM

Registry Domain ID: 2762183806_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.tucows.com

Registrar URL: http://tucowsdomains.com

Updated Date: 2023-03-02T07:51:12

Creation Date: 2023-03-02T07:35:07

Registrar Registration Expiration Date: 2024-03-02T07:35:07
Registrar: TUCOWS, INC.

Registrar IANA ID: 69

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: clientUpdateProhibited https://icann.org/epptclientUpdateProhibited
Registry Registrant ID:

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: REDACTED FOR PRIVACY
Registrant Street: REDACTED FOR PRIVACY

Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: Charlestown

Registrant Postal Code: REDACTED FOR PRIVACY
Registrant Country: KN

Registrant Phone: REDACTED FOR PRIVACY

Registrant Phone Ext:

Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext:

Registrant Email: https://tieredaccess.com/contact/cabd589a-fee8-402f-ale5-
e347274d5e07

Registry Admin ID:

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY

Admin Postal Code: REDACTED FOR PRIVACY

Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext:

Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext:

Admin Email: REDACTED FOR PRIVACY

Registry Tech ID:

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY

Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

67




Case 1:23-cv-02447-RER-LKE  Document 1  Filed 03/30/23 Page 115 of 223 PagelD

#: 115

Tech Phone Ext:

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext:

Tech Email: REDACTED FOR PRIVACY

Name Server: 1-you.njalla.no

Name Server: 2-can.njalla.in

Name Server: 3-get.njalla.fo

DNSSEC: unsigned

Registrar Abuse Contact Email: domainabuse@tucows.com
Registrar Abuse Contact Phone: +1.4165350123

NXSIMDEVELOP.COM

Domain Name: NXSIMDEVELOP.COM

Registry Domain ID: 2755293985_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.netearthone.com

Registrar URL: http://www.netearthone.com

Updated Date: 2023-02-01T02:10:09Z

Creation Date: 2023-02-01T01:45:38Z

Registrar Registration Expiration Date: 2024-02-01T01:45:38Z

Registrar: NetEarth One, Inc.

Registrar IANA ID: 1005

Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Registry Registrant ID: Not Available From Registry

Registrant Name: Domain Admin

Registrant Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Registrant Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Registrant City: London

Registrant State/Province: London

Registrant Postal Code: E14 9NN

Registrant Country: GB

Registrant Phone: +44.2030262854

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@idcprivacy.com

Registry Admin ID: Not Available From Registry

Admin Name: Domain Admin

Admin Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Admin Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Admin City: London

Admin State/Province: London

Admin Postal Code: E14 9NN

Admin Country: GB

Admin Phone: +44.2030262854

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact@idcprivacy.com
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Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited
Tech Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Tech City: London

Tech State/Province: London

Tech Postal Code: E14 9NN

Tech Country: GB

Tech Phone: +44.2030262854

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@idcprivacy.com

Name Server: hawk-host.earth.orderbox-dns.com

Name Server: hawk-host.mars.orderbox-dns.com

Name Server: hawk-host.mercury.orderbox-dns.com

Name Server: hawk-host.venus.orderbox-dns.com

DNSSEC: Unsigned

Registrar Abuse Contact Email: a-b-u-s-e.whois.field@netearthone.com
Registrar Abuse Contact Phone: +44 02030 26 99 87

POASNM.COM

Domain Name: POASNM.COM

Registry Domain ID: 2745901195 _DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.netearthone.com

Registrar URL: http://www.netearthone.com

Updated Date: 2023-02-18T02:17:31Z

Creation Date: 2022-12-20T02:05:33Z

Registrar Registration Expiration Date: 2023-12-20T02:05:33Z

Registrar: NetEarth One, Inc.

Registrar IANA ID: 1005

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: Not Available From Registry

Registrant Name: Domain Admin

Registrant Organization: WHOIS IDCPrivacy Service ¢/o IDC (BVI) Limited

Registrant Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Registrant City: London

Registrant State/Province: London

Registrant Postal Code: E14 SNN

Registrant Country: GB

Registrant Phone: +44.2030262854

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@idcprivacy.com

Registry Admin ID: Not Available From Registry

Admin Name: Domain Admin

Admin Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited
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Admin Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Admin City: London

Admin State/Province: London

Admin Postal Code: E14 9NN

Admin Country: GB

Admin Phone: +44.2030262854

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact@idcprivacy.com

Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: WHOIS IDCPrivacy Service c¢/o IDC (BVI) Limited

Tech Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Tech City: London

Tech State/Province: London

Tech Postal Code: E14 9NN

Tech Country: GB

Tech Phone: +44.2030262854

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@idcprivacy.com

Name Server: hawk-host.earth.orderbox-dns.com

Name Server: hawk-host.mars.orderbox-dns.com

Name Server: hawk-host.mercury.orderbox-dns.com

Name Server: hawk-host.venus.orderbox-dns.com

DNSSEC: Unsigned

Registrar Abuse Contact Email: a-b-u-s-e.whois.field@netearthone.com

Registrar Abuse Contact Phone: +44 02030 26 99 87

URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/
>>> Last update of WHOIS database: 2023-03-27T722:49:227 <<<

POTUNIYAGA.COM

Domain name: POTUNIYAGA.COM
Registry Domain ID: 2764944811_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com
Updated Date: 0001-01-01T00:00:00.00Z
Creation Date: 2023-03-13T20:46:42.00Z
Registrar Registration Expiration Date: 2024-03-13T720:46:42.00Z
Registrar: NAMECHEAP INC
Registrar IANA ID: 1068
Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545
Reseller: NAMECHEAP INC
Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
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Domain Status: addPeriod https://icann.org/eppttaddPeriod

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: a236307ee80245829526b3cdc08e5e54.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: a236307ee80245829526b3cdc08e5e54.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: a236307ee80245829526b3cdc08e5e54.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

POWERSUPPORTPLAN.COM

Domain Name: POWERSUPPORTPLAN.COM

Registry Domain ID: 2765833660 _DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.netearthone.com
Registrar URL: http://www.netearthone.com

Updated Date: 2023-03-17T16:21:06Z
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Creation Date: 2023-03-17T14:23:59Z

Registrar Registration Expiration Date: 2024-03-17T14:23:59Z

Registrar: NetEarth One, Inc.

Registrar IANA ID: 1005

Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Registry Registrant ID: Not Available From Registry

Registrant Name: Domain Admin

Registrant Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Registrant Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Registrant City: London

Registrant State/Province: London

Registrant Postal Code: E14 9NN

Registrant Country: GB

Registrant Phone: +44.2030262854

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@idcprivacy.com

Registry Admin ID: Not Available From Registry

Admin Name: Domain Admin

Admin Organization: WHOIS IDCPrivacy Service c¢/o IDC (BVI) Limited

Admin Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Admin City: London

Admin State/Province: London

Admin Postal Code: E14 9NN

Admin Country: GB

Admin Phone: +44.2030262854

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact@idcprivacy.com

Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Tech Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Tech City: London

Tech State/Province: London

Tech Postal Code: E14 9NN

Tech Country: GB

Tech Phone: +44.2030262854

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@idcprivacy.com

Name Server: hawk-host.earth.orderbox-dns.com
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Name Server: hawk-host.mars.orderbox-dns.com

Name Server: hawk-host.mercury.orderbox-dns.com

Name Server: hawk-host.venus.orderbox-dns.com

DNSSEC: Unsigned

Registrar Abuse Contact Email: a-b-u-s-e.whois.field@netearthone.com
Registrar Abuse Contact Phone: +44 02030 26 99 87

PUTONIRA.COM

Domain name: PUTONIRA.COM

Registry Domain ID: 2758850782_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-02-16T10:53:18.00Z

Registrar Registration Expiration Date: 2024-02-16T10:53:18.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Domain Status: addPeriod https://icann.org/eppttaddPeriod

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: 8578a496884f4efcbc19b4c0c0760908.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: 8578a496884f4efcbc19b4c0c0760908.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy
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Tech Orga’nization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: 8578a496884f4efcbc19b4c0c0760908.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

quickconnect.cloud

Domain Name: quickconnect.cloud

Registry Domain ID: DDF2274D2617A4F8E8ASFEA5D88225803-GDREG
Registrar WHOIS Server: whois.publicdomainregistry.com

Registrar URL: publicdomainregistry.com

Updated Date: 2023-02-18T02:06:35Z

Creation Date: 2023-02-13T02:06:35Z

Registry Expiry Date: 2024-02-13T02:06:35Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com

Registrar IANA ID: 303

Registrar Abuse Contact Email: abuse@publicdomainregistry.com
Registrar Abuse Contact Phone: +1.2013775952

Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Registry Registrant ID: REDACTED FOR PRIVACY

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: Privacy Protect, LLC (PrivacyProtect.org)
Registrant Street: REDACTED FOR PRIVACY

Registrant Street: REDACTED FOR PRIVACY

Registrant Street: REDACTED FOR PRIVACY

Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: MA

Registrant Postal Code: REDACTED FOR PRIVACY

Registrant Country: US

Registrant Phone: REDACTED FOR PRIVACY

Registrant Phone Ext: REDACTED FOR PRIVACY

Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext: REDACTED FOR PRIVACY

Registrant Email: Please query the RDDS service of the Registrar of Record identified in this
output for information on how to contact the Registrant, Admin, or Tech contact of the
gueried domain name.

Registry Admin ID: REDACTED FOR PRIVACY

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY
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Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY

Admin Postal Code: REDACTED FOR PRIVACY

Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY

Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY

Admin Email: Please query the RDDS service of the Registrar of Record identified in this
output for information on how to contact the Registrant, Admin, or Tech contact of the
gueried domain name.

Registry Tech ID: REDACTED FOR PRIVACY

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY

Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: Please query the RDDS service of the Registrar of Record identified in this
output for information on how to contact the Registrant, Admin, or Tech contact of the
qgueried domain name.

Name Server: igor.ns.cloudflare.com

Name Server: daphne.ns.cloudflare.com

DNSSEC: unsignedDomain Name: quickconnect.cloud

Registry Domain ID: DDF2274D2617A4F8ESASFEA5D88225803-GDREG

Registrar WHOIS Server: whois.publicdomainregistry.com

Registrar URL: publicdomainregistry.com

Updated Date: 2023-02-18T02:06:35Z

Creation Date: 2023-02-13T02:06:35Z

Registry Expiry Date: 2024-02-13T02:06:35Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com

Registrar IANA ID: 303

Registrar Abuse Contact Email: abuse@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Registry Registrant ID: REDACTED FOR PRIVACY

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: Privacy Protect, LLC (PrivacyProtect.org)

Registrant Street: REDACTED FOR PRIVACY

Registrant Street: REDACTED FOR PRIVACY
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Registrant Street: REDACTED FOR PRIVACY

Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: MA

Registrant Postal Code: REDACTED FOR PRIVACY

Registrant Country: US

Registrant Phone: REDACTED FOR PRIVACY

Registrant Phone Ext: REDACTED FOR PRIVACY

Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext: REDACTED FOR PRIVACY

Registrant Email: Please query the RDDS service of the Registrar of Record identified in this
output for information on how to contact the Registrant, Admin, or Tech contact of the
gueried domain name.

Registry Admin ID: REDACTED FOR PRIVACY

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY

Admin Postal Code: REDACTED FOR PRIVACY

Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY

Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY

Admin Email: Please query the RDDS service of the Registrar of Record identified in this
output for information on how to contact the Registrant, Admin, or Tech contact of the
qgueried domain name.

Registry Tech ID: REDACTED FOR PRIVACY

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY

Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: Please query the RDDS service of the Registrar of Record identified in this
output for information on how to contact the Registrant, Admin, or Tech contact of the
qgueried domain name.

Name Server: igor.ns.cloudflare.com

Name Server: daphne.ns.cloudflare.com
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DNSSEC: unsignedDomain Name: quickconnect.cloud

Registry Domain ID: DDF2274D2617A4F8ESASFEA5D88225803-GDREG

Registrar WHOIS Server: whois.publicdomainregistry.com

Registrar URL: publicdomainregistry.com

Updated Date: 2023-02-18T02:06:35Z

Creation Date: 2023-02-13T702:06:35Z

Registry Expiry Date: 2024-02-13T02:06:35Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com

Registrar IANA ID: 303

Registrar Abuse Contact Email: abuse@publicdomainregistry.com

Registrar Abuse Contact Phone: +1.2013775952

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: REDACTED FOR PRIVACY

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: Privacy Protect, LLC (PrivacyProtect.org)

Registrant Street: REDACTED FOR PRIVACY

Registrant Street: REDACTED FOR PRIVACY

Registrant Street: REDACTED FOR PRIVACY

Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: MA

Registrant Postal Code: REDACTED FOR PRIVACY

Registrant Country: US

Registrant Phone: REDACTED FOR PRIVACY

Registrant Phone Ext: REDACTED FOR PRIVACY

Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext: REDACTED FOR PRIVACY

Registrant Email: Please query the RDDS service of the Registrar of Record identified in this
output for information on how to contact the Registrant, Admin, or Tech contact of the
qgueried domain name.

Registry Admin ID: REDACTED FOR PRIVACY

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY

Admin Postal Code: REDACTED FOR PRIVACY

Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY

Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY

Admin Email: Please query the RDDS service of the Registrar of Record identified in this
output for information on how to contact the Registrant, Admin, or Tech contact of the
qgueried domain name.

Registry Tech ID: REDACTED FOR PRIVACY

Tech Name: REDACTED FOR PRIVACY
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Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY

Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: Please query the RDDS service of the Registrar of Record identified in this
output for information on how to contact the Registrant, Admin, or Tech contact of the
gueried domain name.

Name Server: igor.ns.cloudflare.com

Name Server: daphne.ns.cloudflare.com

DNSSEC: unsigned

RASPOOLNE.COM

Domain Name: raspoolne.com

Registry Domain ID: 2764778506_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.registrar.eu

Registrar URL: http://www.registrar.eu

Updated Date: 2023-03-13T13:22:16Z

Creation Date: 2023-03-13T12:13:217

Registrar Registration Expiration Date: 2024-03-13T12:13:21Z
Registrar: Hosting Concepts B.V. d/b/a Registrar.eu

Registrar IANA ID: 1647

Registrar Abuse Contact Email: abuse@registrar.eu

Registrar Abuse Contact Phone: +31.104482297

Reseller:

Domain Status: clientTransferProhibited https://icann.org/eppticlientTransferProhibited
Registry Registrant ID: REDACTED FOR PRIVACY

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: Whois Privacy Protection Foundation
Registrant Street: REDACTED FOR PRIVACY

Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: Zuid-Holland

Registrant Postal Code: REDACTED FOR PRIVACY

Registrant Country: NL

Registrant Phone: REDACTED FOR PRIVACY

Registrant Phone Ext: REDACTED FOR PRIVACY

Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext: REDACTED FOR PRIVACY

Registrant Email: https://contact-
form.registrar.eu/?domainName=raspoolne.com&purpose=owner
Registry Admin ID: REDACTED FOR PRIVACY

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY
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Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY
Admin Postal Code: REDACTED FOR PRIVACY
Admin Country: REDACTED FOR PRIVACY
Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY
Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY

Admin Email: https://contact-
form.registrar.eu/?domainName=raspoolne.com&purpose=admin
Registry Tech ID: REDACTED FOR PRIVACY

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY
Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY
Tech Postal Code: REDACTED FOR PRIVACY
Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: https://contact-
form.registrar.eu/?domainName=raspoolne.com&purpose=tech
Name Server: tara.ns.cloudflare.com

Name Server: piers.ns.cloudflare.com

DNSSEC: unsigned

RAVOMARIRI.COM

Domain name: RAVOMARIRI.COM

Registry Domain ID: 2757724489_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-02-11T13:40:39.00Z

Registrar Registration Expiration Date: 2024-02-11T13:40:39.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545
Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited

Domain Status: addPeriod https://icann.org/epp#addPeriod

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region
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Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: e4c80d2a317f4d4091f6f278e88090df.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: e4c80d2a317f4d4091f6f278e88090df.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: e4c80d2a317f4d4091f6f278e88090df.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

RIFOVEKINA.COM

Domain name: RIFOVEKINA.COM

Registry Domain ID: 2766700210 _DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-03-21T00:49:34.00Z

Registrar Registration Expiration Date: 2024-03-21T00:49:34.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545
Reseller: NAMECHEAP INC
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Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Domain Status: clientHold https://icann.org/epp#clientHold

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: c0a46c7bdb7e48e4b6d2863fa89886¢a.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: cOa46c7bdb7e48e4b6d2863fa89886¢ca.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: c0a46c7bdb7e48e4b6d2863fa89886¢ca.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

serviceclv-firefox.com

Domain Name: serviceclv-firefox.com

Registry Domain ID: 2602053786_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.godaddy.com

Registrar URL: https://www.godaddy.com
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Updated Date: 2022-03-16T04:19:29Z

Creation Date: 2021-04-01T01:45:08Z

Registrar Registration Expiration Date: 2023-04-01T01:45:08Z

Registrar: GoDaddy.com, LLC

Registrar IANA ID: 146

Registrar Abuse Contact Email: abuse@godaddy.com

Registrar Abuse Contact Phone: +1.4806242505

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: clientUpdateProhibited https://icann.org/epptclientUpdateProhibited
Domain Status: clientRenewProhibited https://icann.org/epp#clientRenewProhibited
Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited
Registry Registrant ID: Not Available From Registry

Registrant Name: Registration Private

Registrant Organization: Domains By Proxy, LLC

Registrant Street: DomainsByProxy.com

Registrant Street: 2155 E Warner Rd

Registrant City: Tempe

Registrant State/Province: Arizona

Registrant Postal Code: 85284

Registrant Country: US

Registrant Phone: +1.4806242599

Registrant Phone Ext:

Registrant Fax: +1.4806242598

Registrant Fax Ext:

Registrant Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=serviceclv-firefox.com
Registry Admin ID: Not Available From Registry

Admin Name: Registration Private

Admin Organization: Domains By Proxy, LLC

Admin Street: DomainsByProxy.com

Admin Street: 2155 E Warner Rd

Admin City: Tempe

Admin State/Province: Arizona

Admin Postal Code: 85284

Admin Country: US

Admin Phone: +1.4806242599

Admin Phone Ext:

Admin Fax: +1.4806242598

Admin Fax Ext:

Admin Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=serviceclv-firefox.com
Registry Tech ID: Not Available From Registry

Tech Name: Registration Private

Tech Organization: Domains By Proxy, LLC

Tech Street: DomainsByProxy.com

Tech Street: 2155 E Warner Rd

Tech City: Tempe

Tech State/Province: Arizona

82




Case 1:23-cv-02447-RER-LKE  Document 1  Filed 03/30/23 Page 130 of 223 PagelD

#: 130

Tech Postal Code: 85284

Tech Country: US

Tech Phone: +1.4806242599

Tech Phone Ext:

Tech Fax: +1.4806242598

Tech Fax Ext:

Tech Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=serviceclv-firefox.com
Name Server: NS71.DOMAINCONTROL.COM
Name Server: NS72.DOMAINCONTROL.COM
DNSSEC: unsigned

SERVICEMECHANICALCONT
ROLS.COM

Domain Name: SERVICEMECHANICALCONTROLS.COM

Registry Domain ID: 2765984719 _DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.netearthone.com

Registrar URL: http://www.netearthone.com

Updated Date: 2023-03-17T721:16:38Z

Creation Date: 2023-03-17T20:40:30Z

Registrar Registration Expiration Date: 2024-03-17T720:40:30Z

Registrar: NetEarth One, Inc.

Registrar IANA ID: 1005

Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Registry Registrant ID: Not Available From Registry

Registrant Name: Domain Admin

Registrant Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Registrant Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Registrant City: London

Registrant State/Province: London

Registrant Postal Code: E14 9NN

Registrant Country: GB

Registrant Phone: +44.2030262854

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@idcprivacy.com

Registry Admin ID: Not Available From Registry

Admin Name: Domain Admin

Admin Organization: WHOIS IDCPrivacy Service c¢/o IDC (BVI) Limited

Admin Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Admin City: London

Admin State/Province: London

Admin Postal Code: E14 9NN

Admin Country: GB

Admin Phone: +44.2030262854

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:
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Admin Email: contact@idcprivacy.com

Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Tech Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Tech City: London

Tech State/Province: London

Tech Postal Code: E14 9NN

Tech Country: GB

Tech Phone: +44.2030262854

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@idcprivacy.com

Name Server: hawk-host.earth.orderbox-dns.com

Name Server: hawk-host.mars.orderbox-dns.com

Name Server: hawk-host.mercury.orderbox-dns.com

Name Server: hawk-host.venus.orderbox-dns.com

DNSSEC: Unsigned

SOBOSIZI.COM

Domain name: sobosizi.com

Registry Domain ID: 2757934112_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-02-12T14:43:42.00Z

Registrar Registration Expiration Date: 2024-02-12T14:43:42.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/epptclientTransferProhibited
Domain Status: addPeriod https://icann.org/epp#addPeriod

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: cd650d8eeaa84b6186270baa87caecc4.protect@withheldforprivacy.com
Registry Admin ID:
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Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: cd650d8eeaa84b6186270baa87caecc4.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: cd650d8eeaa84b6186270baa87caeccd.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

SOJEJOZOL.COM

Domain name: sojejozol.com

Registry Domain ID: 2762133760_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-03-01721:59:50.00Z

Registrar Registration Expiration Date: 2024-03-01T21:59:50.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/epptclientTransferProhibited
Domain Status: addPeriod https://icann.org/eppttaddPeriod

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region
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Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: ad3ab019f28247df94a29b416954cd85.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: ad3ab019f28247df94a29b416954cd85.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: ad3ab019f28247df94a29b416954cd85.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

SVCHOSEXEC.COM

Domain Name: svchosexec.com

Registry Domain ID: 2761676168 _DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.lexsynergy.com
Registrar URL: http://www.lexsynergy.com/

Updated Date: 2023-03-14T11:55:25Z

Creation Date: 2023-02-28T08:04:597

Registrar Registration Expiration Date: 2024-02-28T08:04:59Z
Registrar: Lexsynergy Limited

Registrar IANA ID: 1466

Registrar Abuse Contact Email: abuse@lexsynergy.com
Registrar Abuse Contact Phone: +44.2031370459
Reseller:
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Domain Status: clientDeleteProhibited http://www.icann.org/epp#clientDeleteProhibited
Domain Status: clientTransferProhibited
http://www.icann.org/epp#clientTransferProhibited
Domain Status: clientUpdateProhibited http://www.icann.org/epp#clientUpdateProhibited
Registry Registrant ID:

Registrant Name: REDACTED FOR PRIVACY
Registrant Organization: Whois Privacy Protection Foundation
Registrant Street: REDACTED FOR PRIVACY
Registrant City: REDACTED FOR PRIVACY
Registrant State/Province: Zuid-Holland
Registrant Postal Code: REDACTED FOR PRIVACY
Registrant Country: NL

Registrant Phone: REDACTED FOR PRIVACY
Registrant Phone Ext: REDACTED FOR PRIVACY
Registrant Fax: REDACTED FOR PRIVACY
Registrant Fax Ext: REDACTED FOR PRIVACY
Registrant Email: info@privacyprotected.domains
Registry Admin ID:

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY
Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY
Admin Postal Code: REDACTED FOR PRIVACY
Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY
Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY

Admin Email: info@privacyprotected.domains
Registry Tech ID:

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY
Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: info@privacyprotected.domains
Name Server: verifyl.registrar.eu

Name Server: verify2.registrar.eu

Name Server: verify3.registrar.eu

DNSSEC: unsigned
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TECHLINEENGINEERING.CO
M

Domain Name: TECHLINEENGINEERING.COM

Registry Domain ID: 2761622231_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.netearthone.com

Registrar URL: http://www.netearthone.com

Updated Date: 2023-02-27723:16:19Z

Creation Date: 2023-02-27T720:42:54Z

Registrar Registration Expiration Date: 2024-02-27T20:42:547

Registrar: NetEarth One, Inc.

Registrar IANA ID: 1005

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: Not Available From Registry

Registrant Name: Domain Admin

Registrant Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Registrant Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Registrant City: London

Registrant State/Province: London

Registrant Postal Code: E14 9NN

Registrant Country: GB

Registrant Phone: +44.2030262854

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@idcprivacy.com

Registry Admin ID: Not Available From Registry

Admin Name: Domain Admin

Admin Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Admin Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Admin City: London

Admin State/Province: London

Admin Postal Code: E14 9NN

Admin Country: GB

Admin Phone: +44.2030262854

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact@idcprivacy.com

Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Tech Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Tech City: London

Tech State/Province: London

Tech Postal Code: E14 9NN

Tech Country: GB

Tech Phone: +44.2030262854
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Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@idcprivacy.com

Name Server: hawk-host.earth.orderbox-dns.com
Name Server: hawk-host.mars.orderbox-dns.com
Name Server: hawk-host.mercury.orderbox-dns.com
Name Server: hawk-host.venus.orderbox-dns.com
DNSSEC: Unsigned

Registrar Abuse Contact Email: a-b-u-s-e.whois.field@netearthone.com
Registrar Abuse Contact Phone: +44 02030 26 99 87

TECHSECURITY?®.COM

Domain Name: TECHSECURITY365.COM

Registry Domain ID: 2761242619 _DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.netearthone.com

Registrar URL: http://www.netearthone.com

Updated Date: 2023-02-26T11:30:53Z

Creation Date: 2023-02-26T11:15:527

Registrar Registration Expiration Date: 2024-02-26T11:15:52Z

Registrar: NetEarth One, Inc.

Registrar IANA ID: 1005

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: Not Available From Registry

Registrant Name: Domain Admin

Registrant Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited

Registrant Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Registrant City: London

Registrant State/Province: London

Registrant Postal Code: E14 9NN

Registrant Country: GB

Registrant Phone: +44.2030262854

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@idcprivacy.com

Registry Admin ID: Not Available From Registry

Admin Name: Domain Admin

Admin Organization: WHOIS IDCPrivacy Service c¢/o IDC (BVI) Limited

Admin Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Admin City: London

Admin State/Province: London

Admin Postal Code: E14 9NN

Admin Country: GB

Admin Phone: +44.2030262854

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:
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Admin Email: contact@idcprivacy.com

Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited
Tech Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit www.idcprivacy.com to
contact the domain contacts. Email to contact@idcprivacy.com for alternative instructions.
Tech City: London

Tech State/Province: London

Tech Postal Code: E14 9NN

Tech Country: GB

Tech Phone: +44.2030262854

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@idcprivacy.com

Name Server: hawk-host.earth.orderbox-dns.com

Name Server: hawk-host.mars.orderbox-dns.com

Name Server: hawk-host.mercury.orderbox-dns.com

Name Server: hawk-host.venus.orderbox-dns.com

DNSSEC: Unsigned

Registrar Abuse Contact Email: a-b-u-s-e.whois.field@netearthone.com
Registrar Abuse Contact Phone: +44 02030 26 99 87

TIBENOROTE.COM

Domain name: TIBENOROTE.COM

Registry Domain ID: 2757069382_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-02-08718:18:31.00Z

Registrar Registration Expiration Date: 2024-02-08T18:18:31.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/eppticlientTransferProhibited
Domain Status: clientHold https://icann.org/epp#clientHold
Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:
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Registrant Email: c4aae52530c148818e0defb22e516892.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf

Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: c4aae52530c148818e0defb22e516892.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: c4aae52530c148818e0defb22e516892.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

TILOJEJEZA.COM

Domain name: TILOJEJEZA.COM

Registry Domain ID: 2764933030_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-03-13718:43:35.00Z

Registrar Registration Expiration Date: 2024-03-13T18:43:35.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Domain Status: addPeriod https://icann.org/epp#addPeriod

Domain Status: clientHold https://icann.org/epp#clientHold

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
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Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: 21561e980fa640b69¢2c04f095301493.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: 21561e980fa640b69c2c04f095301493.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: 21561e980fa640b69c2c04f095301493.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

TISOYINUM.COM

Domain name: tisoyinum.com

Registry Domain ID: 2766700211_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-03-21T00:49:34.00Z

Registrar Registration Expiration Date: 2024-03-21T00:49:34.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068
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Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Domain Status: addPeriod https://icann.org/eppttaddPeriod

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: 6384298951fe4837848cf5390a75a4a8.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: 6384298951fe4837848cf5390a75a4a8.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: 6384298951fe4837848cf5390a75a4a8.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

TOVEMADUV.COM

Domain name: TOVEMADUV.COM
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Registry Domain ID: 2743353569 _DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2022-12-08T14:20:02.00Z

Registrar Registration Expiration Date: 2023-12-08T14:20:02.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: addPeriod https://icann.org/epp#addPeriod

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:
ab4a8876e8844b539e323d75a3d35179.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: ab4a8876e8844b539e323d75a3d35179.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS]
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Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: ab4a8876e8844b539e323d75a3d35179.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

TWITFLICKER.COM

Domain Name: twitflicker.com

Registry Domain ID: 2758142826_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.gandi.net

Registrar URL: http://www.gandi.net

Updated Date: 2023-02-13T13:29:25Z

Creation Date: 2023-02-13712:29:217

Registrar Registration Expiration Date: 2024-02-13T13:29:21Z
Registrar: GANDI SAS

Registrar IANA ID: 81

Registrar Abuse Contact Email: abuse@support.gandi.net
Registrar Abuse Contact Phone: +33.170377661
Reseller:

Domain Status: clientTransferProhibited
http://www.icann.org/epp#clientTransferProhibited
Domain Status:

Domain Status:

Domain Status:

Domain Status:

Registry Registrant ID: REDACTED FOR PRIVACY
Registrant Name: REDACTED FOR PRIVACY

Registrant Organization:

Registrant Street: REDACTED FOR PRIVACY

Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: New York

Registrant Postal Code: REDACTED FOR PRIVACY
Registrant Country: US

Registrant Phone: REDACTED FOR PRIVACY

Registrant Phone Ext:

Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext:

Registrant Email: 8bdbde318fb2fb4c96414daelal5f447-40798965@contact.gandi.net
Registry Admin ID: REDACTED FOR PRIVACY

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY

Admin Postal Code: REDACTED FOR PRIVACY

Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY
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Admin Phone Ext:

Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext:

Admin Email: 8bdbde318fb2fb4c96414daelal5f447-40798965@contact.gandi.net
Registry Tech ID: REDACTED FOR PRIVACY
Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY
Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY
Tech Postal Code: REDACTED FOR PRIVACY
Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext:

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext:

Tech Email: 8bdbde318fb2fb4c96414daelal5f447-40798965@contact.gandi.net
Name Server: NS-66-A.GANDI.NET

Name Server: NS-6-B.GANDI.NET

Name Server: NS-34-C.GANDI.NET

Name Server:

Name Server:

Name Server:

Name Server:

Name Server:

Name Server:

Name Server:

DNSSEC: Unsigned

UPDATEWININSTACE.COM

Domain Name: UPDATEWININSTACE.COM

Registry Domain ID: 2766268933_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.dynadot.com

Registrar URL: http://www.dynadot.com

Updated Date: 2023-03-19T15:55:42.0Z

Creation Date: 2023-03-19T13:04:34.0Z

Registrar Registration Expiration Date: 2024-03-19T13:04:34.0Z
Registrar: DYNADOT LLC

Registrar IANA ID: 472

Registrar Abuse Contact Email: abuse@dynadot.com
Registrar Abuse Contact Phone: +1.6502620100
Domain Status: clientTransferProhibited

Registry Registrant ID:

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: Dynadot Privacy Service
Registrant Street: PO Box 701

Registrant Street:

Registrant City: San Mateo

Registrant State/Province: California

Registrant Postal Code: 94401
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Registrant Country: US

Registrant Phone: +1.6505854708

Registrant Email: https://www.dynadot.com/domain/contact-
request?domain=updatewininstace.com
Registry Admin ID:

Admin Name: REDACTED FOR PRIVACY
Admin Organization: Dynadot Privacy Service
Admin Street: PO Box 701

Admin Street:

Admin City: San Mateo

Admin State/Province: California

Admin Postal Code: 94401

Admin Country: US

Admin Phone: +1.6505854708

Admin Email: https://www.dynadot.com/domain/contact-
request?domain=updatewininstace.com
Registry Tech ID:

Tech Name: REDACTED FOR PRIVACY

Tech Organization: Dynadot Privacy Service
Tech Street: PO Box 701

Tech Street:

Tech City: San Mateo

Tech State/Province: California

Tech Postal Code: 94401

Tech Country: US

Tech Phone: +1.6505854708

Tech Email: https://www.dynadot.com/domain/contact-
request?domain=updatewininstace.com
Name Server: nsl.dyna-ns.net

Name Server: ns2.dyna-ns.net

DNSSEC: unsigned

VD-NTDS.COM

Domain Name: VD-NTDS.COM

Registry Domain ID: 2752999037_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.hostinger.com

Registrar URL: https://www.hostinger.com

Updated Date: 2023-03-23T02:17:44Z

Creation Date: 2023-01-21T723:09:517

Registrar Registration Expiration Date: 2024-01-21T723:09:51Z
Registrar: Hostinger, UAB

Registrar IANA ID: 1636

Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Registry Registrant ID: Not Available From Registry

Registrant Name: Domain Admin

Registrant Organization: Privacy Protect, LLC (PrivacyProtect.org)
Registrant Street: 10 Corporate Drive

Registrant City: Burlington

Registrant State/Province: MA

Registrant Postal Code: 01803
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Registrant Country: US

Registrant Phone: +1.8022274003

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@privacyprotect.org
Registry Admin ID: Not Available From Registry
Admin Name: Domain Admin

Admin Organization: Privacy Protect, LLC (PrivacyProtect.org)
Admin Street: 10 Corporate Drive

Admin City: Burlington

Admin State/Province: MA

Admin Postal Code: 01803

Admin Country: US

Admin Phone: +1.8022274003

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact@privacyprotect.org
Registry Tech ID: Not Available From Registry
Tech Name: Domain Admin

Tech Organization: Privacy Protect, LLC (PrivacyProtect.org)
Tech Street: 10 Corporate Drive

Tech City: Burlington

Tech State/Province: MA

Tech Postal Code: 01803

Tech Country: US

Tech Phone: +1.8022274003

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@privacyprotect.org
Name Server: lily.ns.cloudflare.com

Name Server: rex.ns.cloudflare.com

DNSSEC: Unsigned

VIBOTUCO.COM

Domain name: VIBOTUCO.COM

Registry Domain ID: 2752585299 _DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.namecheap.com
Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-01-19T21:11:05.00Z

Registrar Registration Expiration Date: 2024-01-19T21:11:05.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545
Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
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Domain Status: clientHold https://icann.org/epp#clientHold

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: f09e7f0a8240473ba9bd6bfe0c3bf3ba.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: f09e7f0a8240473ba9bd6bfeOc3bf3ba.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: f09e7f0a8240473ba9bd6bfe0c3bf3ba.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

VNSSINC.COM

Domain Name: vnssinc.com

Registry Domain ID: 2760834562 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.regtons.com

Registrar URL: http://regtons.com

Updated Date: 2023-03-16T00:00:00Z
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Creation Date: 2023-02-24T00:00:00Z

Registrar Registration Expiration Date: 2024-02-24T00:00:00Z
Registrar: GRANSY S.R.0O D/B/A SUBREG.CZ
Registrar IANA ID: 1505

Registrar Abuse Contact Email: abuse@regtons.com
Registrar Abuse Contact Phone: +420.734463373
Domain Status: clienttransferprohibited
https://www.icann.org/epp#clienttransferprohibitedDomain Status: clienthold
https://www.icann.org/epp#clienthold

Registry Registrant ID: Not Disclosed

Registrant Name: Not Disclosed Not Disclosed
Registrant Organization: My Domain Provider
Registrant Street: Not Disclosed

Registrant City: Not Disclosed

Registrant State/Province:

Registrant Postal Code: Not Disclosed

Registrant Country: NL

Registrant Phone: Not Disclosed

Registrant Phone Ext: Not Disclosed

Registrant Fax: Not Disclosed

Registrant Fax Ext: Not Disclosed

Registrant Email: webproxy@whoisprotection.domains
Registry Admin ID: Not Disclosed

Admin Name: Not Disclosed Not Disclosed

Admin Organization:

Admin Street: Not Disclosed

Admin City: Not Disclosed

Admin State/Province: Not Disclosed

Admin Postal Code: Not Disclosed

Admin Country: Not Disclosed

Admin Phone: Not Disclosed

Admin Phone Ext: Not Disclosed

Admin Fax: Not Disclosed

Admin Fax Ext: Not Disclosed

Admin Email: webproxy@whoisprotection.domains
Registry Tech ID: Not Disclosed

Tech Name: Not Disclosed Not Disclosed

Tech Organization:

Tech Street: Not Disclosed

Tech City: Not Disclosed

Tech State/Province: Not Disclosed

Tech Postal Code: Not Disclosed

Tech Country: Not Disclosed

Tech Phone: Not Disclosed

Tech Phone Ext: Not Disclosed

Tech Fax: Not Disclosed

Tech Fax Ext: Not Disclosed

Tech Email: webproxy@whoisprotection.domains
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Name Server: braden.ns.cloudflare.com
Name Server: karsyn.ns.cloudflare.com
DNSSEC: unsigned

VRGHOSST.COM

omain Name: vrghosst.com

Registry Domain ID: 2764802615_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.registrar.eu

Registrar URL: http://www.registrar.eu

Updated Date: 2023-03-27T17:58:03Z

Creation Date: 2023-03-13T15:37:06Z

Registrar Registration Expiration Date: 2024-03-13T15:37:06Z
Registrar: Hosting Concepts B.V. d/b/a Registrar.eu

Registrar IANA ID: 1647

Registrar Abuse Contact Email: abuse@registrar.eu

Registrar Abuse Contact Phone: +31.104482297

Reseller:

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: REDACTED FOR PRIVACY

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: Whois Privacy Protection Foundation
Registrant Street: REDACTED FOR PRIVACY

Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: Zuid-Holland

Registrant Postal Code: REDACTED FOR PRIVACY

Registrant Country: NL

Registrant Phone: REDACTED FOR PRIVACY

Registrant Phone Ext: REDACTED FOR PRIVACY

Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext: REDACTED FOR PRIVACY

Registrant Email: https://contact-
form.registrar.eu/?domainName=vrghosst.com&purpose=owner
Registry Admin ID: REDACTED FOR PRIVACY

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY

Admin Postal Code: REDACTED FOR PRIVACY

Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY

Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY

Admin Email: https://contact-
form.registrar.eu/?domainName=vrghosst.com&purpose=admin
Registry Tech ID: REDACTED FOR PRIVACY

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY
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Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY
Tech Postal Code: REDACTED FOR PRIVACY
Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY
Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: https://contact-form.registrar.eu/?domainName=vrghosst.com&purpose=tech
Name Server: nsl.site-dns.com

Name Server: ns3.site-dns.com

Name Server: ns2.site-dns.com

DNSSEC: unsigned

VSRSSUP.COM

Domain Name: vsrssup.com

Registry Domain ID: 2763336233_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.regtons.com

Registrar URL: http://regtons.com

Updated Date: 2023-03-16T00:00:00Z

Creation Date: 2023-03-07T00:00:00Z

Registrar Registration Expiration Date: 2024-03-07T00:00:00Z
Registrar: GRANSY S.R.O D/B/A SUBREG.CZ

Registrar IANA ID: 1505

Registrar Abuse Contact Email: abuse@regtons.com
Registrar Abuse Contact Phone: +420.734463373
Domain Status: clienttransferprohibited
https://www.icann.org/epp#clienttransferprohibitedDomain Status: clienthold
https://www.icann.org/epp#clienthold

Registry Registrant ID: Not Disclosed

Registrant Name: Not Disclosed Not Disclosed
Registrant Organization: My Domain Provider
Registrant Street: Not Disclosed

Registrant City: Not Disclosed

Registrant State/Province:

Registrant Postal Code: Not Disclosed

Registrant Country: NL

Registrant Phone: Not Disclosed

Registrant Phone Ext: Not Disclosed

Registrant Fax: Not Disclosed

Registrant Fax Ext: Not Disclosed

Registrant Email: webproxy@whoisprotection.domains
Registry Admin ID: Not Disclosed

Admin Name: Not Disclosed Not Disclosed

Admin Organization:

Admin Street: Not Disclosed

Admin City: Not Disclosed

Admin State/Province: Not Disclosed

Admin Postal Code: Not Disclosed

Admin Country: Not Disclosed
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Admin Phone: Not Disclosed

Admin Phone Ext: Not Disclosed

Admin Fax: Not Disclosed

Admin Fax Ext: Not Disclosed

Admin Email: webproxy@whoisprotection.domains
Registry Tech ID: Not Disclosed

Tech Name: Not Disclosed Not Disclosed
Tech Organization:

Tech Street: Not Disclosed

Tech City: Not Disclosed

Tech State/Province: Not Disclosed
Tech Postal Code: Not Disclosed

Tech Country: Not Disclosed

Tech Phone: Not Disclosed

Tech Phone Ext: Not Disclosed

Tech Fax: Not Disclosed

Tech Fax Ext: Not Disclosed

Tech Email: webproxy@whoisprotection.domains
Name Server: nsl.dns-parking.com
Name Server: ns2.dns-parking.com
DNSSEC: unsigned

WACUVOSA.COM

Domain name: WACUVOSA.COM

Registry Domain ID: 2753235168 _DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-01-23T10:44:08.00Z

Registrar Registration Expiration Date: 2024-01-23T10:44:08.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: addPeriod https://icann.org/epp#addPeriod

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: 157ae39a2af1408c8d73693e8a2clfcb.protect@withheldforprivacy.com
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Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: 157ae39a2af1408c8d73693e8a2cl1fcb.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: 157ae39a2af1408c8d73693e8a2c1fch.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

WINDOWSPOWERR.COM

Domain Name: windowspowerr.com

Registry Domain ID: 2663027117_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.godaddy.com

Registrar URL: https://www.godaddy.com

Updated Date: 2021-12-21T707:27:27Z

Creation Date: 2021-12-21T07:27:26Z

Registrar Registration Expiration Date: 2023-12-21T07:27:26Z

Registrar: GoDaddy.com, LLC

Registrar IANA ID: 146

Registrar Abuse Contact Email: abuse@godaddy.com

Registrar Abuse Contact Phone: +1.4806242505

Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Domain Status: clientUpdateProhibited https://icann.org/epptclientUpdateProhibited
Domain Status: clientRenewProhibited https://icann.org/eppttclientRenewProhibited
Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited
Registry Registrant ID: Not Available From Registry

Registrant Name: Registration Private

Registrant Organization: Domains By Proxy, LLC

Registrant Street: DomainsByProxy.com
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Registrant Street: 2155 E Warner Rd

Registrant City: Tempe

Registrant State/Province: Arizona

Registrant Postal Code: 85284

Registrant Country: US

Registrant Phone: +1.4806242599

Registrant Phone Ext:

Registrant Fax: +1.4806242598

Registrant Fax Ext:

Registrant Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=windowspowerr.com
Registry Admin ID: Not Available From Registry
Admin Name: Registration Private

Admin Organization: Domains By Proxy, LLC
Admin Street: DomainsByProxy.com

Admin Street: 2155 E Warner Rd

Admin City: Tempe

Admin State/Province: Arizona

Admin Postal Code: 85284

Admin Country: US

Admin Phone: +1.4806242599

Admin Phone Ext:

Admin Fax: +1.4806242598

Admin Fax Ext:

Admin Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=windowspowerr.com
Registry Tech ID: Not Available From Registry
Tech Name: Registration Private

Tech Organization: Domains By Proxy, LLC

Tech Street: DomainsByProxy.com

Tech Street: 2155 E Warner Rd

Tech City: Tempe

Tech State/Province: Arizona

Tech Postal Code: 85284

Tech Country: US

Tech Phone: +1.4806242599

Tech Phone Ext:

Tech Fax: +1.4806242598

Tech Fax Ext:

Tech Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=windowspowerr.com
Name Server: BRIANNA.NS.CLOUDFLARE.COM
Name Server: DAN.NS.CLOUDFLARE.COM

DNSSEC: unsigned

WINSATOOM.COM

Domain Name: winsatoom.com

Registry Domain ID: 2765033306_DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.registrar.eu

Registrar URL: http://www.registrar.eu
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Updated Date: 2023-03-14T14:11:50Z

Creation Date: 2023-03-14T12:54:58Z

Registrar Registration Expiration Date: 2024-03-14T12:54:58Z
Registrar: Hosting Concepts B.V. d/b/a Registrar.eu

Registrar IANA ID: 1647

Registrar Abuse Contact Email: abuse@registrar.eu

Registrar Abuse Contact Phone: +31.104482297

Reseller:

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: REDACTED FOR PRIVACY

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: Whois Privacy Protection Foundation
Registrant Street: REDACTED FOR PRIVACY

Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: Zuid-Holland

Registrant Postal Code: REDACTED FOR PRIVACY

Registrant Country: NL

Registrant Phone: REDACTED FOR PRIVACY

Registrant Phone Ext: REDACTED FOR PRIVACY

Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext: REDACTED FOR PRIVACY

Registrant Email: https://contact-
form.registrar.eu/?domainName=winsatoom.com&purpose=owner
Registry Admin ID: REDACTED FOR PRIVACY

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY

Admin Postal Code: REDACTED FOR PRIVACY

Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY

Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY

Admin Email: https://contact-
form.registrar.eu/?domainName=winsatoom.com&purpose=admin
Registry Tech ID: REDACTED FOR PRIVACY

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY

Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY
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Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: https://contact-
form.registrar.eu/?domainName=winsatoom.com&purpose=tech
Name Server: seth.ns.cloudflare.com

Name Server: zainab.ns.cloudflare.com

DNSSEC: unsigned

WIPUREFIC.COM

Domain name: WIPUREFIC.COM

Registry Domain ID: 2760063575_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-02-21T18:23:39.00Z

Registrar Registration Expiration Date: 2024-02-21T18:23:39.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: addPeriod https://icann.org/eppttaddPeriod

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: 4d24b10c01b8427a3a39738fdc13fc025.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: 4d24b10c01b8427aa39738fdc13fc025.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy
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Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: 4d24b10c01b8427aa39738fdc13fc025.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

WITAKUC.COM

Domain name: WITAKUC.COM

Registry Domain ID: 2764961903_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-03-13T23:11:07.00Z

Registrar Registration Expiration Date: 2024-03-13T723:11:07.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Domain Status: clientHold https://icann.org/epp#clientHold

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: d64c50ab37a34fd99eee2fd0969da314.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101
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Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: d64c50ab37a34fd99eee2fd0969da314.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: d64c50ab37a34fd99eee2fd0969da314.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

XIBAJIYEX.COM

Domain name: xibajiyex.com

Registry Domain ID: 2757724490 _DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-02-11T13:40:39.00Z

Registrar Registration Expiration Date: 2024-02-11T13:40:39.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/eppticlientTransferProhibited
Domain Status: addPeriod https://icann.org/epp#addPeriod
Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:
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Registrant Email: 11565f294bcc43a6a098654137d6fb8a.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf

Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: 11565f294bcc43a6a098654137d6fb8a.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf

Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: 11565f294bcc43a6a098654137d6fb8a.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

YEZIFJI.COM

Domain name: yezifiji.com

Registry Domain ID: 2752135163_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-01-18T00:04:52.00Z

Registrar Registration Expiration Date: 2024-01-18T00:04:52.00Z

Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Domain Status: addPeriod https://icann.org/epp#addPeriod

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2
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Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: ccb3ec8266f4471f91b0eb8cee0f397a.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: ccb3ec8266f4471f91b0eb8cee0f397a.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: cch3ec8266f4471f91b0eb8cee0f397a.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

YOYIWEVIGO.COM

Domain name: YOYIWEVIGO.COM

Registry Domain ID: 2766698237 DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-03-21T00:19:16.00Z

Registrar Registration Expiration Date: 2024-03-21T00:19:16.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
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Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/eppttclientTransferProhibited
Domain Status: addPeriod https://icann.org/eppttaddPeriod

Domain Status: clientHold https://icann.org/epp#clientHold

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: 53853b920a8d46f7829a5067cbc6a678.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: 53853b920a8d46f7829a5067cbc6a678.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: 53853b920a8d46f7829a5067cbc6a678.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

ZUVAHIJAC.COM

Domain name: ZUVAHIJAC.COM
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Registry Domain ID: 2750600905_DOMAIN_COM-VRSN

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2023-01-11T09:23:39.00Z

Registrar Registration Expiration Date: 2024-01-11T09:23:39.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com

Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
Domain Status: addPeriod https://icann.org/epp#addPeriod

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: 51524b509f1b48a889ecc03e47f623a6.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: 51524b509f1b48a889ecc03e47f623a6.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434
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Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: 51524b509f1b48a889ecc03e47f623a6.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

MSC-MVC-UPDATES.COM

Domain Name: msc-mvc-updates.com

Registry Domain ID: 2767303284 _DOMAIN_COM-VRSN
Registrar WHOIS Server: whois.onlinenic.com
Registrar URL: http://www.onlinenic.com

Updated Date: 2023-03-23T09:29:49Z

Creation Date: 2023-03-23T04:00:00Z

Registrar Registration Expiration Date: 2024-03-23T04:00:00Z
Registrar: Onlinenic Inc

Registrar IANA ID: 82

Registrar Abuse Contact Email: abuse@onlinenic.com
Registrar Abuse Contact Phone: +1.5107698492
Domain Status: ok https://icann.org/epp#ok
Registry Registrant ID: Not Available From Registry
Registrant Name: Drobin | Igorevich

Registrant Organization: Drobin | Igorevich
Registrant Street: 125009, Moskva, Kalashnii per., 2/10
Registrant City: Moskva

Registrant State/Province: Rossiya

Registrant Postal Code: 125009

Registrant Country: RU

Registrant Phone: +7.9914556283

Registrant Phone Ext:

Registrant Fax: +7.9914556283

Registrant Fax Ext:

Registrant Email: crazybumble@tutanota.com
Registry Admin ID: Not Available From Registry
Admin Name: Drobin | Igorevich

Admin Organization: Drobin | Igorevich

Admin Street: 125009, Moskva, Kalashnii per., 2/10
Admin City: Moskva

Admin State/Province: Rossiya

Admin Postal Code: 125009

Admin Country: RU

Admin Phone: +7.9914556283

Admin Phone Ext:

Admin Fax: +7.9914556283

Admin Fax Ext:

Admin Email: crazybumble@tutanota.com

Registry Tech ID: Not Available From Registry

Tech Name: Drobin | Igorevich

Tech Organization: Drobin | Igorevich
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Tech Street: 125009, Moskva, Kalashnii per., 2/10
Tech City: Moskva

Tech State/Province: Rossiya

Tech Postal Code: 125009

Tech Country: RU

Tech Phone: +7.9914556283

Tech Phone Ext:

Tech Fax: +7.9914556283

Tech Fax Ext:

Tech Email: crazybumble@tutanota.com
Name Server: gabriella.ns.cloudflare.com
Name Server: pablo.ns.cloudflare.com
DNSSEC: unsigned

.CC Registry

Registry Customer Service
VeriSign Global Registry Services
12061 Bluemont Way

Reston VA 20190

.CC Domains

Domain Registrant Information

NOCC.CC
Domain Name: nocc.cc

Registry Domain ID: 147648113 _DOMAIN_CC-VRSN

Registrar WHOIS Server: grs-whois.hichina.com

Registrar URL: http://www.net.cn

Updated Date: 2022-12-13T06:45:51Z

Creation Date: 2020-03-14T06:31:38Z

Registrar Registration Expiration Date: 2024-03-14T06:31:38Z
Registrar: Alibaba Cloud Computing (Beijing) Co., Ltd.
Registrar IANA ID: 420

Reseller:

Domain Status: ok https://icann.org/epp#ok

Registrant City:

Registrant State/Province:

Registrant Country:

Registrant Email:https://whois.aliyun.com/whois/whoisForm
Registry Registrant ID: Not Available From Registry

Name Server: DNS23.HICHINA.COM

Name Server: DNS24.HICHINA.COM

DNSSEC: unsigned

Registrar Abuse Contact Email: DomainAbuse@service.aliyun.com
Registrar Abuse Contact Phone: +86.95187
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.CYOU Regqistry

CentralNic

Saddlers House, 4th Floor

44 Gutter Lane

London EC2V 6BR

United Kingdom of Great Britain and Northern Ireland

.CYOU Domains

Domain

Registrant Information

I-AM.CYOU Domain name: I-AM.CYOU

Registry Domain ID: D299552332-CNIC

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2022-05-28T12:27:46.00Z

Registrar Registration Expiration Date: 2023-05-28T12:27:46.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: clientTransferProhibited
https://icann.org/epptclientTransferProhibited

Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:
7bd0e4022ae141349122b9a602c346b0.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS
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Admin Phone: +354.4212434

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email:
7bd0e4022ae141349122b9a602c346b0.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email:
7bd0e4022ae141349122b9a602c346b0.protect@withheldforprivacy.com
Name Server: arya.ns.cloudflare.com

Name Server: kevin.ns.cloudflare.com

DNSSEC: unsigned

.FYI Registry

.FYI Domains

Domain

Registrant Information

ccb.fyi

Domain Name: ccb.fyi

Registry Domain ID: 59a123ed79904a1e889a95433a2b0410-DONUTS
Registrar WHOIS Server: whois.godaddy.com

Registrar URL: https://www.godaddy.com

Updated Date: 2023-02-10T15:35:44Z

Creation Date: 2023-02-10T15:35:20Z

Registrar Registration Expiration Date: 2024-02-10T15:35:20Z
Registrar: GoDaddy.com, LLC

Registrar IANA ID: 146

Registrar Abuse Contact Email: abuse@godaddy.com
Registrar Abuse Contact Phone: +1.4806242505

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Domain Status: clientUpdateProhibited
https://icann.org/epp#clientUpdateProhibited

Domain Status: clientRenewProhibited
https://icann.org/epp#clientRenewProhibited

Domain Status: clientDeleteProhibited
https://icann.org/epp#clientDeleteProhibited
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Registry Registrant ID: CR611351199

Registrant Name: Registration Private

Registrant Organization: Domains By Proxy, LLC
Registrant Street: DomainsByProxy.com
Registrant Street: 2155 E Warner Rd

Registrant City: Tempe

Registrant State/Province: Arizona

Registrant Postal Code: 85284

Registrant Country: US

Registrant Phone: +1.4806242599

Registrant Phone Ext:

Registrant Fax: +1.4806242598

Registrant Fax Ext:

Registrant Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=ccb.fyi
Registry Admin ID: CR611351201

Admin Name: Registration Private

Admin Organization: Domains By Proxy, LLC
Admin Street: DomainsByProxy.com

Admin Street: 2155 E Warner Rd

Admin City: Tempe

Admin State/Province: Arizona

Admin Postal Code: 85284

Admin Country: US

Admin Phone: +1.4806242599

Admin Phone Ext:

Admin Fax: +1.4806242598

Admin Fax Ext:

Admin Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=ccb.fyi
Registry Tech ID: CR611351200

Tech Name: Registration Private

Tech Organization: Domains By Proxy, LLC

Tech Street: DomainsByProxy.com

Tech Street: 2155 E Warner Rd

Tech City: Tempe

Tech State/Province: Arizona

Tech Postal Code: 85284

Tech Country: US

Tech Phone: +1.4806242599

Tech Phone Ext:

Tech Fax: +1.4806242598

Tech Fax Ext:

Tech Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=ccb.fyi
Name Server: HEIDI.NS.CLOUDFLARE.COM

Name Server: STANLEY.NS.CLOUDFLARE.COM
DNSSEC: unsigned
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.ICU Registry

ShortDot SA

120 High Road, East Finchley
London N2 9ED

United Kingdom

.ICU Domains

#: 166

Domain

Registrant Information

VIVIO.ICU

Registry Domain ID: D296308396-CNIC

Registrar WHOIS Server: whois.dynadot.com

Registrar URL: http://www.dynadot.com

Updated Date: 2023-03-24T02:04:58.0Z

Creation Date: 2022-05-11T716:18:14.0Z

Registry Expiry Date: 2023-05-11723:59:59.0Z

Registrar: Dynadot LLC

Registrar IANA ID: 472

Domain Status: serverHold https://icann.org/epp#serverHold

Domain Status: clientTransferProhibited
https://icann.org/epptclientTransferProhibited

Registrant Organization:

Registrant State/Province: California

Registrant Country: US

Registrant Email: Please query the RDDS service of the Registrar of Record
identified in this output for information on how to contact the Registrant,
Admin, or Tech contact of the queried domain name.

Admin Email: Please query the RDDS service of the Registrar of Record
identified in this output for information on how to contact the Registrant,
Admin, or Tech contact of the queried domain name.

Tech Email: Please query the RDDS service of the Registrar of Record identified
in this output for information on how to contact the Registrant, Admin, or Tech
contact of the queried domain name.

Name Server: DARL.NS.CLOUDFLARE.COM

Name Server: HATTIE.NS.CLOUDFLARE.COM

DNSSEC: unsigned

Billing Email: Please query the RDDS service of the Registrar of Record identified
in this output for information on how to contact the Registrant, Admin, or Tech
contact of the queried domain name.

Registrar Abuse Contact Email: abuse@dynadot.com

Registrar Abuse Contact Phone: +1.6502620100

.INFO Registry

Identity Digital (Afilias Limited)
300 Welsh Road
Building 3, Suite 105
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Horsham, PA 19044

Identity Digital (Donuts Inc.)
5808 Lake Washington Blvd. NE, Suite 300 Kirkland, WA 98033

.INFO Domains

Domain Registrant Information

dyshangcheng.info Domain Name: dyshangcheng.info

Registry Domain ID: f27213d875b74e85a3c7f22c0fale2c2-DONUTS
Registrar WHOIS Server: whois.godaddy.com

Registrar URL: https://www.godaddy.com

Updated Date: 2023-03-01T06:41:59Z

Creation Date: 2023-03-01T06:41:59Z

Registrar Registration Expiration Date: 2024-03-01T06:41:59Z
Registrar: GoDaddy.com, LLC

Registrar IANA ID: 146

Registrar Abuse Contact Email: abuse@godaddy.com

Registrar Abuse Contact Phone: +1.4806242505

Domain Status: clientTransferProhibited
https://icann.org/epptclientTransferProhibited

Domain Status: clientUpdateProhibited
https://icann.org/epptclientUpdateProhibited

Domain Status: clientRenewProhibited https://icann.org/eppttclientRenewProhibited
Domain Status: clientDeleteProhibited https://icann.org/epptclientDeleteProhibited
Registry Registrant ID: CR615583039

Registrant Name: Registration Private

Registrant Organization: Domains By Proxy, LLC

Registrant Street: DomainsByProxy.com

Registrant Street: 2155 E Warner Rd

Registrant City: Tempe

Registrant State/Province: Arizona

Registrant Postal Code: 85284

Registrant Country: US

Registrant Phone: +1.4806242599

Registrant Phone Ext:

Registrant Fax: +1.4806242598

Registrant Fax Ext:

Registrant Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=dyshangcheng.info
Registry Admin ID: CR615583041

Admin Name: Registration Private

Admin Organization: Domains By Proxy, LLC

Admin Street: DomainsByProxy.com

Admin Street: 2155 E Warner Rd

Admin City: Tempe

Admin State/Province: Arizona

Admin Postal Code: 85284
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Admin Country: US

Admin Phone: +1.4806242599

Admin Phone Ext:

Admin Fax: +1.4806242598

Admin Fax Ext:

Admin Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=dyshangcheng.info
Registry Tech ID: CR615583040

Tech Name: Registration Private

Tech Organization: Domains By Proxy, LLC

Tech Street: DomainsByProxy.com

Tech Street: 2155 E Warner Rd

Tech City: Tempe

Tech State/Province: Arizona

Tech Postal Code: 85284

Tech Country: US

Tech Phone: +1.4806242599

Tech Phone Ext:

Tech Fax: +1.4806242598

Tech Fax Ext:

Tech Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=dyshangcheng.info
Name Server: NS31.DOMAINCONTROL.COM
Name Server: NS32.DOMAINCONTROL.COM
DNSSEC: unsigned

testnow.info

Registry Domain ID: 3cd1546c59564f939142c9066b4668db-DONUTS
Registrar WHOIS Server: whois.godaddy.com/

Registrar URL: http://www.godaddy.com/domains/search.aspx?ci=8990
Updated Date: 2023-01-29T21:05:40Z

Creation Date: 2023-01-24T21:04:53Z

Registry Expiry Date: 2024-01-24T21:04:53Z

Registrar: GoDaddy.com, LLC

Registrar IANA ID: 146

Registrar Abuse Contact Email: abuse@godaddy.com

Registrar Abuse Contact Phone: +1.4806242505

Domain Status: clientDeleteProhibited https://icann.org/epp#clientDeleteProhibited
Domain Status: clientRenewProhibited https://icann.org/epp#clientRenewProhibited
Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Domain Status: clientUpdateProhibited
https://icann.org/epp#clientUpdateProhibited

Registry Registrant ID: REDACTED FOR PRIVACY

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: Domains By Proxy, LLC

Registrant Street: REDACTED FOR PRIVACY

Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: Arizona
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Registrant Postal Code: REDACTED FOR PRIVACY

Registrant Country: US

Registrant Phone: REDACTED FOR PRIVACY

Registrant Phone Ext: REDACTED FOR PRIVACY

Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext: REDACTED FOR PRIVACY

Registrant Email: Please query the RDDS service of the Registrar of Record identified
in this output for information on how to contact the Registrant, Admin, or Tech
contact of the queried domain name.

Registry Admin ID: REDACTED FOR PRIVACY

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY

Admin Postal Code: REDACTED FOR PRIVACY

Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY

Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY

Admin Email: Please query the RDDS service of the Registrar of Record identified in
this output for information on how to contact the Registrant, Admin, or Tech contact
of the queried domain name.

Registry Tech ID: REDACTED FOR PRIVACY

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY

Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: Please query the RDDS service of the Registrar of Record identified in this
output for information on how to contact the Registrant, Admin, or Tech contact of
the queried domain name.

Name Server: ns41l.domaincontrol.com

Name Server: ns42.domaincontrol.com

DNSSEC: unsigned

.INK Registry

Top Level Design

21370 SW Langer Farms Parkway, Suite 142-429
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Sherwood, OR 97140, US

Top Level Design, LLC

Attn: Andrew Merriam

742 Ocean Club Place
Fernandina Beach, FL 32034

.INK Domains

#: 170

Domain

Registrant Information

ilink.ink

Domain Name: ilink.ink

Registry Domain ID: D268716502CNIC-GDREG

Registrar WHOIS Server: whois.aliyun.com

Registrar URL: www.net.cn

Updated Date: 2022-11-04T04:02:22Z

Creation Date: 2022-01-09T07:36:49Z

Registrar Registration Expiration Date: 2025-01-09T23:59:597
Registrar: Alibaba Cloud Computing Ltd. d/b/a HiChina (www.net.cn)
Registrar IANA ID: 1599

Reseller:

Domain Status: ok https://icann.org/epp#ok

Domain Status: renewPeriod https://icann.org/epp#renewPeriod
Registrant State/Province: he bei

Registrant Country: CN

Name Server: hairtail.dnspod.net

Name Server: contract.dnspod.net

DNSSEC: unsigned

Registrar Abuse Contact Email: domainabuse@service.aliyun.com
Registrar Abuse Contact Phone: +86.95187

.LIFE Registry

Donuts Inc.

10500 NE 8th Street, Suite 750
Bellevue WA 98004

United States of America

.LIFE Domains

Domain

Registrant Information

linkkedin.life

Domain Name: linkkedin.life

Registry Domain ID: c073866d90f64c4482029cce5ad56495-DONUTS
Registrar WHOIS Server: whois.namesilo.com

Registrar URL: https://www.namesilo.com/

Updated Date: 2023-03-27T07:00:00Z

Creation Date: 2022-12-19T07:00:00Z
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Registrar Registration Expiration Date: 2023-12-19T07:00:00Z
Registrar: NameSilo, LLC

Registrar IANA ID: 1479

Registrar Abuse Contact Email: abuse@namesilo.com
Registrar Abuse Contact Phone: +1.4805240066

Domain Status: clientTransferProhibited
https://www.icann.org/eppttclientTransferProhibited
Registry Registrant ID:

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: PrivacyGuardian.org lic

Registrant Street: 1928 E. Highland Ave. Ste F104 PMB# 255
Registrant City: Phoenix

Registrant State/Province: AZ

Registrant Postal Code: 85016

Registrant Country: US

Registrant Phone: +1.3478717726

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: pw-
b5d59d60c587e41841e81d7098e53ac3@privacyguardian.org
Registry Admin ID:

Admin Name: Domain Administrator

Admin Organization: PrivacyGuardian.org llc

Admin Street: 1928 E. Highland Ave. Ste F104 PMB# 255
Admin City: Phoenix

Admin State/Province: AZ

Admin Postal Code: 85016

Admin Country: US

Admin Phone: +1.3478717726

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: pw-b5d59d60c587e41841e81d7098e53ac3@privacyguardian.org
Registry Tech ID:

Tech Name: Domain Administrator

Tech Organization: PrivacyGuardian.org llc

Tech Street: 1928 E. Highland Ave. Ste F104 PMB# 255
Tech City: Phoenix

Tech State/Province: AZ

Tech Postal Code: 85016

Tech Country: US

Tech Phone: +1.3478717726

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: pw-b5d59d60c587e41841e81d7098e53ac3@privacyguardian.org
Name Server: NS1.DNSOWL.COM
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Name Server: NS2.DNSOWL.COM
Name Server: NS3.DNSOWL.COM
DNSSEC: unsigned

.LIVE Registry

Identity Digital Inc.

10500 NE 8th Street, Ste. 750
Bellevue, WA 98004

.LIVE Domains

Domain

Registrant Information

domprocloud.live

Registry Domain ID: 080f39a56f184bdebaf8e3ca41993549-DONUTS
Registrar WHOIS Server: http://whois.iisp.com

Registrar URL: http://www.nicenic.net

Updated Date: 2023-03-26T19:29:57Z

Creation Date: 2023-03-21719:29:247

Registry Expiry Date: 2024-03-21T19:29:24Z

Registrar: NICENIC INTERNATIONAL GROUP CO., LIMITED
Registrar IANA ID: 3765

Registrar Abuse Contact Email: nicenic@139.com
Registrar Abuse Contact Phone: +86.7563366365
Domain Status: clientDeleteProhibited
https://icann.org/epptclientDeleteProhibited

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Registry Registrant ID: REDACTED FOR PRIVACY
Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: Owen Linschoten

Registrant Street: REDACTED FOR PRIVACY

Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: Overijssel

Registrant Postal Code: REDACTED FOR PRIVACY
Registrant Country: NL

Registrant Phone: REDACTED FOR PRIVACY

Registrant Phone Ext: REDACTED FOR PRIVACY
Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext: REDACTED FOR PRIVACY

Registrant Email: Please query the RDDS service of the Registrar of Record
identified in this output for information on how to contact the Registrant, Admin,
or Tech contact of the queried domain name.

Registry Admin ID: REDACTED FOR PRIVACY

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY
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Admin Postal Code: REDACTED FOR PRIVACY

Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY

Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY

Admin Email: Please query the RDDS service of the Registrar of Record identified in
this output for information on how to contact the Registrant, Admin, or Tech
contact of the queried domain name.

Registry Tech ID: REDACTED FOR PRIVACY

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY

Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: Please query the RDDS service of the Registrar of Record identified in
this output for information on how to contact the Registrant, Admin, or Tech
contact of the queried domain name.

Name Server: ns2.my-ndns.com

Name Server: ns1l.my-ndns.com

DNSSEC: unsigned

networktest.live

Domain Name: networktest.live

Registry Domain ID: 1f0df3ff516a4e55b12b5bbd035167d6-DONUTS
Registrar WHOIS Server: whois.godaddy.com
Registrar URL: https://www.godaddy.com

Updated Date: 2022-07-28T03:12:13Z

Creation Date: 2022-07-28T03:12:127

Registrar Registration Expiration Date: 2023-07-28T03:12:127
Registrar: GoDaddy.com, LLC

Registrar IANA ID: 146

Registrar Abuse Contact Email: abuse@godaddy.com
Registrar Abuse Contact Phone: +1.4806242505
Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Domain Status: clientUpdateProhibited
https://icann.org/epp#clientUpdateProhibited
Domain Status: clientRenewProhibited
https://icann.org/epp#clientRenewProhibited
Domain Status: clientDeleteProhibited
https://icann.org/epptclientDeleteProhibited
Registry Registrant ID: CR569542243

Registrant Name: Registration Private
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Registrant Organization: Domains By Proxy, LLC
Registrant Street: DomainsByProxy.com
Registrant Street: 2155 E Warner Rd

Registrant City: Tempe

Registrant State/Province: Arizona

Registrant Postal Code: 85284

Registrant Country: US

Registrant Phone: +1.4806242599

Registrant Phone Ext:

Registrant Fax: +1.4806242598

Registrant Fax Ext:

Registrant Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=networktest.live
Registry Admin ID: CR569542245

Admin Name: Registration Private

Admin Organization: Domains By Proxy, LLC
Admin Street: DomainsByProxy.com

Admin Street: 2155 E Warner Rd

Admin City: Tempe

Admin State/Province: Arizona

Admin Postal Code: 85284

Admin Country: US

Admin Phone: +1.4806242599

Admin Phone Ext:

Admin Fax: +1.4806242598

Admin Fax Ext:

Admin Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=networktest.live
Registry Tech ID: CR569542244

Tech Name: Registration Private

Tech Organization: Domains By Proxy, LLC

Tech Street: DomainsByProxy.com

Tech Street: 2155 E Warner Rd

Tech City: Tempe

Tech State/Province: Arizona

Tech Postal Code: 85284

Tech Country: US

Tech Phone: +1.4806242599

Tech Phone Ext:

Tech Fax: +1.4806242598

Tech Fax Ext:

Tech Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=networktest.live
Name Server: NS53.DOMAINCONTROL.COM
Name Server: NS54.DOMAINCONTROL.COM
DNSSEC: unsigned
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.LOL Registry

XYZ.COM LLC

2121 E Tropicana Ave, Suite 2
Las Vegas NV 89119

.LOL Domains

Domain Registrant Information

MICROFRONT.LOL Domain name: MICROFRONT.LOL

Registry Domain ID: D331486566-CNIC

Registrar WHOIS Server: whois.namecheap.com

Registrar URL: http://www.namecheap.com

Updated Date: 0001-01-01T00:00:00.00Z

Creation Date: 2022-11-02T12:14:09.00Z

Registrar Registration Expiration Date: 2023-11-02T12:14:09.00Z
Registrar: NAMECHEAP INC

Registrar IANA ID: 1068

Registrar Abuse Contact Email: abuse@namecheap.com
Registrar Abuse Contact Phone: +1.9854014545

Reseller: NAMECHEAP INC

Domain Status: serverTransferProhibited
https://icann.org/epp#tserverTransferProhibited

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Domain Status: addPeriod https://icann.org/epp#addPeriod
Registry Registrant ID:

Registrant Name: Redacted for Privacy

Registrant Organization: Privacy service provided by Withheld for Privacy ehf
Registrant Street: Kalkofnsvegur 2

Registrant City: Reykjavik

Registrant State/Province: Capital Region

Registrant Postal Code: 101

Registrant Country: IS

Registrant Phone: +354.4212434

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email:
d7733e7131474391a05097a487eb22el.protect@withheldforprivacy.com
Registry Admin ID:

Admin Name: Redacted for Privacy

Admin Organization: Privacy service provided by Withheld for Privacy ehf
Admin Street: Kalkofnsvegur 2

Admin City: Reykjavik

Admin State/Province: Capital Region

Admin Postal Code: 101

Admin Country: IS

Admin Phone: +354.4212434
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Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email:
d7733e7131474391a05097a487eb22el.protect@withheldforprivacy.com
Registry Tech ID:

Tech Name: Redacted for Privacy

Tech Organization: Privacy service provided by Withheld for Privacy ehf
Tech Street: Kalkofnsvegur 2

Tech City: Reykjavik

Tech State/Province: Capital Region

Tech Postal Code: 101

Tech Country: IS

Tech Phone: +354.4212434

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email:
d7733e7131474391a05097a487eb22el.protect@withheldforprivacy.com
Name Server: dnsl.registrar-servers.com

Name Server: dns2.registrar-servers.com

DNSSEC: unsigned

.LTD Registry

Senior Director, DNS Infrastructure Group

Donuts Inc.

10500 NE 8th Street, Suite 750

Bellevue WA 98004

.LTD Domains

Domain

Registrant Information

ndtv.Itd

Domain Name: ndtv.Itd

Registry Domain ID: 0aa78d0243c241ed87fc9ce25bc2cf26-DONUTS
Registrar WHOIS Server: whois.godaddy.com/

Registrar URL: http://www.godaddy.com/domains/search.aspx?ci=8990
Updated Date: 2022-11-21T12:50:42Z

Creation Date: 2022-11-10T09:07:28Z

Registry Expiry Date: 2023-11-10T09:07:28Z

Registrar: GoDaddy.com, LLC

Registrar IANA ID: 146

Registrar Abuse Contact Email: abuse@godaddy.com

Registrar Abuse Contact Phone: +1.4806242505

Domain Status: clientDeleteProhibited
https://icann.org/epp#clientDeleteProhibited

Domain Status: clientRenewProhibited
https://icann.org/epp#clientRenewProhibited

129




Case 1:23-cv-02447-RER-LKE  Document 1  Filed 03/30/23 Page 177 of 223 PagelD
#:177

Domain Status: clientTransferProhibited
https://icann.org/epptclientTransferProhibited
Domain Status: clientUpdateProhibited
https://icann.org/epp#clientUpdateProhibited
Registry Registrant ID: REDACTED FOR PRIVACY
Registrant Name: REDACTED FOR PRIVACY
Registrant Organization: Domains By Proxy, LLC
Registrant Street: REDACTED FOR PRIVACY
Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: Arizona

Registrant Postal Code: REDACTED FOR PRIVACY
Registrant Country: US

Registrant Phone: REDACTED FOR PRIVACY
Registrant Phone Ext: REDACTED FOR PRIVACY
Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext: REDACTED FOR PRIVACY
Registrant Email: Please query the RDDS service of the Registrar of Record
identified in this output for information on how to contact the Registrant,
Admin, or Tech contact of the queried domain name.
Registry Admin ID: REDACTED FOR PRIVACY

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY
Admin Postal Code: REDACTED FOR PRIVACY

Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY

Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY

Admin Email: Please query the RDDS service of the Registrar of Record
identified in this output for information on how to contact the Registrant,
Admin, or Tech contact of the queried domain name.
Registry Tech ID: REDACTED FOR PRIVACY

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY

Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY
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Tech Email: Please query the RDDS service of the Registrar of Record identified
in this output for information on how to contact the Registrant, Admin, or Tech
contact of the queried domain name.

Name Server: ns45.domaincontrol.com

Name Server: ns46.domaincontrol.com

DNSSEC: unsigned

.ME Reqistry

University of Montenegro, Faculty of Electrical Engineering

DZordza Vasingtona bb
Podgorica 81000

Montenegro

TLD Tech

Center of Information System (CIS) University of Montenegro

Cetinjski put 2
Podgorica 81000

Montenegro

.ME Domains
Domain Registrant Information
HKDD.ME Domain Name: HTL502.TECH

Registry Domain ID: D352675254-CNIC

Registrar WHOIS Server: whois.dnspod.com

Registrar URL: http://www.dnspod.cn

Updated Date: 2023-03-13T01:28:42.0Z

Creation Date: 2023-03-08T01:21:12.0Z

Registry Expiry Date: 2024-03-08T23:59:59.0Z

Registrar: DNSPod, Inc.

Registrar IANA ID: 1697

Domain Status: serverTransferProhibited
https://icann.org/epp#serverTransferProhibited

Registrant Organization: limo

Registrant State/Province: bei jing shi

Registrant Country: CN

Registrant Email: Please query the RDDS service of the Registrar of Record
identified in this output for information on how to contact the Registrant,
Admin, or Tech contact of the queried domain name.

Admin Email: Please query the RDDS service of the Registrar of Record
identified in this output for information on how to contact the Registrant,
Admin, or Tech contact of the queried domain name.

Tech Email: Please query the RDDS service of the Registrar of Record identified
in this output for information on how to contact the Registrant, Admin, or Tech
contact of the queried domain name.

131




Case 1:23-cv-02447-RER-LKE  Document 1  Filed 03/30/23 Page 179 of 223 PagelD
#: 179

Name Server: LARS.NS.CLOUDFLARE.COM

Name Server: LAYLAH.NS.CLOUDFLARE.COM

DNSSEC: unsigned

Billing Email: Please query the RDDS service of the Registrar of Record identified
in this output for information on how to contact the Registrant, Admin, or Tech
contact of the queried domain name.

Registrar Abuse Contact Email: abuse@dnspod.com

Registrar Abuse Contact Phone: +86.4009100100

.NET Registry

VeriSign, Inc.

Verisign Worldwide Headquarters
12061 Bluemont Way

Reston, VA 20190

.NET Domains

Domain Registrant Information

INTERNETMEDIATECH.NET Domain Name: INTERNETMEDIATECH.NET

Registry Domain ID: 2764960878 _DOMAIN_NET-VRSN
Registrar WHOIS Server: whois.netearthone.com

Registrar URL: http://www.netearthone.com

Updated Date: 2023-03-14T11:38:40Z

Creation Date: 2023-03-13T722:58:20Z

Registrar Registration Expiration Date: 2024-03-13T22:58:20Z
Registrar: NetEarth One, Inc.

Registrar IANA ID: 1005

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Registry Registrant ID: Not Available From Registry

Registrant Name: Domain Admin

Registrant Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited
Registrant Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit
www.idcprivacy.com to contact the domain contacts. Email to
contact@idcprivacy.com for alternative instructions.
Registrant City: London

Registrant State/Province: London

Registrant Postal Code: E14 9NN

Registrant Country: GB

Registrant Phone: +44.2030262854

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@idcprivacy.com

Registry Admin ID: Not Available From Registry

Admin Name: Domain Admin
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Admin Organization: WHOIS IDCPrivacy Service c¢/o IDC (BVI) Limited
Admin Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit
www.idcprivacy.com to contact the domain contacts. Email to
contact@idcprivacy.com for alternative instructions.

Admin City: London

Admin State/Province: London

Admin Postal Code: E14 9NN

Admin Country: GB

Admin Phone: +44.2030262854

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact@idcprivacy.com

Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: WHOIS IDCPrivacy Service c¢/o IDC (BVI) Limited
Tech Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit
www.idcprivacy.com to contact the domain contacts. Email to
contact@idcprivacy.com for alternative instructions.

Tech City: London

Tech State/Province: London

Tech Postal Code: E14 9NN

Tech Country: GB

Tech Phone: +44.2030262854

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@idcprivacy.com

Name Server: hawk-host.earth.orderbox-dns.com

Name Server: hawk-host.mars.orderbox-dns.com

Name Server: hawk-host.mercury.orderbox-dns.com

Name Server: hawk-host.venus.orderbox-dns.com

DNSSEC: Unsigned

Registrar Abuse Contact Email: a-b-u-s-e.whois.field@netearthone.com
Registrar Abuse Contact Phone: +44 02030 26 99 87

VOICEINFOSYS.NET

Domain Name: VOICEINFOSYS.NET

Registry Domain ID: 2766500383_DOMAIN_NET-VRSN
Registrar WHOIS Server: whois.netearthone.com
Registrar URL: http://www.netearthone.com

Updated Date: 2023-03-20T11:40:05Z

Creation Date: 2023-03-20T11:08:47Z

Registrar Registration Expiration Date: 2024-03-20T11:08:47Z
Registrar: NetEarth One, Inc.

Registrar IANA ID: 1005

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: Domain Admin
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Registrant Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited
Registrant Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit
www.idcprivacy.com to contact the domain contacts. Email to
contact@idcprivacy.com for alternative instructions.
Registrant City: London

Registrant State/Province: London

Registrant Postal Code: E14 9NN

Registrant Country: GB

Registrant Phone: +44.2030262854

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@idcprivacy.com

Registry Admin ID: Not Available From Registry

Admin Name: Domain Admin

Admin Organization: WHOIS IDCPrivacy Service c¢/o IDC (BVI) Limited
Admin Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit
www.idcprivacy.com to contact the domain contacts. Email to
contact@idcprivacy.com for alternative instructions.

Admin City: London

Admin State/Province: London

Admin Postal Code: E14 9NN

Admin Country: GB

Admin Phone: +44.2030262854

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact@idcprivacy.com

Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited
Tech Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit
www.idcprivacy.com to contact the domain contacts. Email to
contact@idcprivacy.com for alternative instructions.

Tech City: London

Tech State/Province: London

Tech Postal Code: E14 9NN

Tech Country: GB

Tech Phone: +44.2030262854

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@idcprivacy.com

Name Server: hawk-host.earth.orderbox-dns.com

Name Server: hawk-host.mars.orderbox-dns.com

Name Server: hawk-host.mercury.orderbox-dns.com

Name Server: hawk-host.venus.orderbox-dns.com

DNSSEC: Unsigned

134




Case 1:23-cv-02447-RER-LKE  Document 1  Filed 03/30/23 Page 182 of 223 PagelD

#: 182

Registrar Abuse Contact Email: a-b-u-s-e.whois.field@netearthone.com
Registrar Abuse Contact Phone: +44 02030 26 99 87

XMWIW.NET

Domain Name: xmwjw.net

Registry Domain ID: 2694798332_DOMAIN_NET-VRSN
Registrar WHOIS Server: whois.godaddy.com
Registrar URL: https://www.godaddy.com

Updated Date: 2022-05-09T02:35:27Z

Creation Date: 2022-05-09T02:35:27Z

Registrar Registration Expiration Date: 2023-05-09T02:35:27Z
Registrar: GoDaddy.com, LLC

Registrar IANA ID: 146

Registrar Abuse Contact Email: abuse@godaddy.com
Registrar Abuse Contact Phone: +1.4806242505
Domain Status: clientTransferProhibited
https://icann.org/epptclientTransferProhibited
Domain Status: clientUpdateProhibited
https://icann.org/epptclientUpdateProhibited
Domain Status: clientRenewProhibited
https://icann.org/epptclientRenewProhibited
Domain Status: clientDeleteProhibited
https://icann.org/epp#clientDeleteProhibited
Registry Registrant ID: Not Available From Registry
Registrant Name: Registration Private

Registrant Organization: Domains By Proxy, LLC
Registrant Street: DomainsByProxy.com

Registrant Street: 2155 E Warner Rd

Registrant City: Tempe

Registrant State/Province: Arizona

Registrant Postal Code: 85284

Registrant Country: US

Registrant Phone: +1.4806242599

Registrant Phone Ext:

Registrant Fax: +1.4806242598

Registrant Fax Ext:

Registrant Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=xmwjw.net
Registry Admin ID: Not Available From Registry
Admin Name: Registration Private

Admin Organization: Domains By Proxy, LLC

Admin Street: DomainsByProxy.com

Admin Street: 2155 E Warner Rd

Admin City: Tempe

Admin State/Province: Arizona

Admin Postal Code: 85284

Admin Country: US

Admin Phone: +1.4806242599

Admin Phone Ext:

Admin Fax: +1.4806242598
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Admin Fax Ext:

Admin Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=xmwjw.net
Registry Tech ID: Not Available From Registry
Tech Name: Registration Private

Tech Organization: Domains By Proxy, LLC

Tech Street: DomainsByProxy.com

Tech Street: 2155 E Warner Rd

Tech City: Tempe

Tech State/Province: Arizona

Tech Postal Code: 85284

Tech Country: US

Tech Phone: +1.4806242599

Tech Phone Ext:

Tech Fax: +1.4806242598

Tech Fax Ext:

Tech Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=xmwjw.net
Name Server: NS13.DOMAINCONTROL.COM
Name Server: NS14.DOMAINCONTROL.COM
DNSSEC: unsigned

OPENTECHCORP.NET

Domain Name: OPENTECHCORP.NET

Registry Domain ID: 2767204832_DOMAIN_NET-VRSN
Registrar WHOIS Server: whois.netearthone.com

Registrar URL: http://www.netearthone.com

Updated Date: 2023-03-22T20:44:05Z

Creation Date: 2023-03-22720:02:417

Registrar Registration Expiration Date: 2024-03-22T20:02:417
Registrar: NetEarth One, Inc.

Registrar IANA ID: 1005

Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Registry Registrant ID: Not Available From Registry

Registrant Name: Domain Admin

Registrant Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited
Registrant Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit
www.idcprivacy.com to contact the domain contacts. Email to
contact@idcprivacy.com for alternative instructions.
Registrant City: London

Registrant State/Province: London

Registrant Postal Code: E14 9NN

Registrant Country: GB

Registrant Phone: +44.2030262854

Registrant Phone Ext:

Registrant Fax:

Registrant Fax Ext:

Registrant Email: contact@idcprivacy.com

Registry Admin ID: Not Available From Registry
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Admin Name: Domain Admin

Admin Organization: WHOIS IDCPrivacy Service c¢/o IDC (BVI) Limited
Admin Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit
www.idcprivacy.com to contact the domain contacts. Email to
contact@idcprivacy.com for alternative instructions.

Admin City: London

Admin State/Province: London

Admin Postal Code: E14 9NN

Admin Country: GB

Admin Phone: +44.2030262854

Admin Phone Ext:

Admin Fax:

Admin Fax Ext:

Admin Email: contact@idcprivacy.com

Registry Tech ID: Not Available From Registry

Tech Name: Domain Admin

Tech Organization: WHOIS IDCPrivacy Service c/o IDC (BVI) Limited
Tech Street: Suite 5, 7th Floor, 5 Greenwich View Place Visit
www.idcprivacy.com to contact the domain contacts. Email to
contact@idcprivacy.com for alternative instructions.

Tech City: London

Tech State/Province: London

Tech Postal Code: E14 9NN

Tech Country: GB

Tech Phone: +44.2030262854

Tech Phone Ext:

Tech Fax:

Tech Fax Ext:

Tech Email: contact@idcprivacy.com

Name Server: hawk-host.earth.orderbox-dns.com

Name Server: hawk-host.mars.orderbox-dns.com

Name Server: hawk-host.mercury.orderbox-dns.com

Name Server: hawk-host.venus.orderbox-dns.com

DNSSEC: Unsigned

Registrar Abuse Contact Email: a-b-u-s-e.whois.field@netearthone.com
Registrar Abuse Contact Phone: +44 02030 26 99 87

.ONLINE Regqgistry

Radix FZC

F/19, Business Center 1, Ras Al Khaimah FTZ, P.O Box # 16113 Ras Al Khaimah, Ras Al Khaimah 16113
United Arab Emirates

Directiplex

Next to Andheri Subway

Old Nagardas Road, Andheri (East)
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Domain

Registrant Information

CLOUDFORCEGET.ONLINE

Domain Name: CLOUDFORCEGET.ONLINE

Registry Domain ID: D351277518-CNIC

Registrar WHOIS Server: whois.nicenic.net

Registrar URL: http://nicenic.net/

Updated Date: 2023-03-08T01:16:01.0Z

Creation Date: 2023-02-28T14:39:46.0Z

Registry Expiry Date: 2024-02-28T23:59:59.0Z

Registrar: NICENIC INTERNATIONAL GROUP CO., LIMITED

Registrar IANA ID: 3765

Domain Status: serverTransferProhibited
https://icann.org/epp#serverTransferProhibited

Domain Status: clientHold https://icann.org/epp#clientHold

Domain Status: clientTransferProhibited
https://icann.org/epptclientTransferProhibited

Domain Status: clientDeleteProhibited
https://icann.org/epp#clientDeleteProhibited

Registrant Organization: Owen Linschoten

Registrant State/Province: Overijssel

Registrant Country: NL

Registrant Email: Please query the RDDS service of the Registrar of Record
identified in this output for information on how to contact the Registrant,
Admin, or Tech contact of the queried domain name.

Admin Email: Please query the RDDS service of the Registrar of Record
identified in this output for information on how to contact the Registrant,
Admin, or Tech contact of the queried domain name.

Tech Email: Please query the RDDS service of the Registrar of Record
identified in this output for information on how to contact the Registrant,
Admin, or Tech contact of the queried domain name.

Name Server: NS1.MY-NDNS.COM

Name Server: NS2.MY-NDNS.COM

DNSSEC: unsigned

Billing Email: Please query the RDDS service of the Registrar of Record
identified in this output for information on how to contact the Registrant,
Admin, or Tech contact of the queried domain name.

Registrar Abuse Contact Email: support@nicenic.net

Registrar Abuse Contact Phone:

DATABASEPORTALADMIN.ONLINE

Domain Name: DATABASEPORTALADMIN.ONLINE
Registry Domain ID: D344123562-CNIC

Registrar WHOIS Server: whois.reg.ru

Registrar URL: https://www.reg.ru/

Updated Date: 2023-03-17T21:30:39.0Z

Creation Date: 2023-01-17T13:08:16.0Z

Registry Expiry Date: 2024-01-17T23:59:59.0Z
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Registrar: Registrar of Domain Names REG.RU, LLC

Registrar IANA ID: 1606

Domain Status: ok https://icann.org/epp#ok

Registrant Organization: Private Person

Registrant State/Province: Moscow

Registrant Country: RU

Registrant Email: Please query the RDDS service of the Registrar of Record
identified in this output for information on how to contact the Registrant,
Admin, or Tech contact of the queried domain name.

Admin Email: Please query the RDDS service of the Registrar of Record
identified in this output for information on how to contact the Registrant,
Admin, or Tech contact of the queried domain name.

Tech Email: Please query the RDDS service of the Registrar of Record
identified in this output for information on how to contact the Registrant,
Admin, or Tech contact of the queried domain name.

Name Server: NS1.REG.RU

Name Server: NS2.REG.RU

DNSSEC: unsigned

Billing Email: Please query the RDDS service of the Registrar of Record
identified in this output for information on how to contact the Registrant,
Admin, or Tech contact of the queried domain name.

Registrar Abuse Contact Email: abuse@reg.ru

Registrar Abuse Contact Phone: +7.4955801111

.ORG Registry

Public Interest Registry
11911 Freedom Drive, 10th Floor, Suite 1000
Reston, VA 20190

.ORG Domains

Domain Registrant Information

ssl443.org Domain Name: ssl443.org

Registry Domain ID: 0ed827del11bf4646ale5f576b3b74dca-LROR
Registrar WHOIS Server: http://whois.publicdomainregistry.com
Registrar URL: http://www.publicdomainregistry.com

Updated Date: 2021-05-30T09:01:41Z

Creation Date: 2012-06-07T12:59:147

Registry Expiry Date: 2023-06-07T12:59:147Z

Registrar: PDR Ltd. d/b/a PublicDomainRegistry.com

Registrar IANA ID: 303

Registrar Abuse Contact Email: abuse@publicdomainregistry.com
Registrar Abuse Contact Phone: +1.2013775952

Domain Status: ok https://icann.org/epp#ok

Registry Registrant ID: REDACTED FOR PRIVACY

Registrant Name: REDACTED FOR PRIVACY
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Registrant Organization: Not Available

Registrant Street: REDACTED FOR PRIVACY

Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: FL

Registrant Postal Code: REDACTED FOR PRIVACY

Registrant Country: US

Registrant Phone: REDACTED FOR PRIVACY

Registrant Phone Ext: REDACTED FOR PRIVACY

Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext: REDACTED FOR PRIVACY

Registrant Email: Please query the RDDS service of the Registrar of Record
identified in this output for information on how to contact the Registrant,
Admin, or Tech contact of the queried domain name.

Registry Admin ID: REDACTED FOR PRIVACY

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY

Admin Postal Code: REDACTED FOR PRIVACY

Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY

Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY

Admin Email: Please query the RDDS service of the Registrar of Record
identified in this output for information on how to contact the Registrant,
Admin, or Tech contact of the queried domain name.

Registry Tech ID: REDACTED FOR PRIVACY

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY

Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY

Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: Please query the RDDS service of the Registrar of Record identified
in this output for information on how to contact the Registrant, Admin, or Tech
contact of the queried domain name.

Name Server: nsl.changeip.com

Name Server: ns2.changeip.com

Name Server: ns3.changeip.com

Name Server: ns4.changeip.com

Name Server: ns5.changeip.com
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DNSSEC: unsigned

virginiaservice.org

Domain Name: virginiaservice.org

Registry Domain ID: de6b12df93554060b5ce464254ae5e77-LROR
Registrar WHOIS Server: https://rdapserver.net/

Registrar URL: http://www.hostinger.com

Updated Date: 2023-03-14T23:36:12Z

Creation Date: 2023-03-09T23:35:527

Registry Expiry Date: 2024-03-09T23:35:527

Registrar: Hostinger, UAB

Registrar IANA ID: 1636

Registrar Abuse Contact Email:

Registrar Abuse Contact Phone:

Domain Status: clientTransferProhibited
https://icann.org/epptclientTransferProhibited

Registry Registrant ID: REDACTED FOR PRIVACY

Registrant Name: REDACTED FOR PRIVACY

Registrant Organization: Privacy Protect, LLC (PrivacyProtect.org)
Registrant Street: REDACTED FOR PRIVACY

Registrant City: REDACTED FOR PRIVACY

Registrant State/Province: MA

Registrant Postal Code: REDACTED FOR PRIVACY

Registrant Country: US

Registrant Phone: REDACTED FOR PRIVACY

Registrant Phone Ext: REDACTED FOR PRIVACY

Registrant Fax: REDACTED FOR PRIVACY

Registrant Fax Ext: REDACTED FOR PRIVACY

Registrant Email: Please query the RDDS service of the Registrar of Record
identified in this output for information on how to contact the Registrant,
Admin, or Tech contact of the queried domain name.

Registry Admin ID: REDACTED FOR PRIVACY

Admin Name: REDACTED FOR PRIVACY

Admin Organization: REDACTED FOR PRIVACY

Admin Street: REDACTED FOR PRIVACY

Admin City: REDACTED FOR PRIVACY

Admin State/Province: REDACTED FOR PRIVACY

Admin Postal Code: REDACTED FOR PRIVACY

Admin Country: REDACTED FOR PRIVACY

Admin Phone: REDACTED FOR PRIVACY

Admin Phone Ext: REDACTED FOR PRIVACY

Admin Fax: REDACTED FOR PRIVACY

Admin Fax Ext: REDACTED FOR PRIVACY

Admin Email: Please query the RDDS service of the Registrar of Record
identified in this output for information on how to contact the Registrant,
Admin, or Tech contact of the queried domain name.

Registry Tech ID: REDACTED FOR PRIVACY

Tech Name: REDACTED FOR PRIVACY

Tech Organization: REDACTED FOR PRIVACY

Tech Street: REDACTED FOR PRIVACY
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Tech City: REDACTED FOR PRIVACY

Tech State/Province: REDACTED FOR PRIVACY

Tech Postal Code: REDACTED FOR PRIVACY

Tech Country: REDACTED FOR PRIVACY

Tech Phone: REDACTED FOR PRIVACY

Tech Phone Ext: REDACTED FOR PRIVACY

Tech Fax: REDACTED FOR PRIVACY

Tech Fax Ext: REDACTED FOR PRIVACY

Tech Email: Please query the RDDS service of the Registrar of Record identified
in this output for information on how to contact the Registrant, Admin, or Tech
contact of the queried domain name.

Name Server: dom.ns.cloudflare.com

Name Server: serena.ns.cloudflare.com

DNSSEC: unsigned

.SBS Registry

Manager, Strategy & Innovation

SPECIAL BROADCASTING SERVICE CORPORATION

14 Herbert Street
Artarmon NSW 2064
Australia

CentralNic

Saddlers House, 4th Floor
44 Gutter Lane

London EC2V 6BR

United Kingdom of Great Britain and Northern Ireland

.SBS Domains

Domain

Registrant Information

FIXX.SBS

Registry Domain ID: D342049218-CNIC

Registrar WHOIS Server: whois.registrar.eu

Registrar URL: https://www.openprovider.com/

Updated Date: 2023-03-24T02:05:16.0Z

Creation Date: 2023-01-06T00:03:19.0Z

Registry Expiry Date: 2024-01-06T23:59:59.0Z

Registrar: Hosting Concepts B.V. d/b/a Registrar.eu

Registrar IANA ID: 1647

Domain Status: serverHold https://icann.org/epp#serverHold
Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited

Registrant Organization: Whois Privacy Protection Foundation
Registrant State/Province: Zuid-Holland

Registrant Country: NL
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Registrant Email: Please query the RDDS service of the Registrar of Record
identified in this output for information on how to contact the Registrant,
Admin, or Tech contact of the queried domain name.

Admin Email: Please query the RDDS service of the Registrar of Record
identified in this output for information on how to contact the Registrant,
Admin, or Tech contact of the queried domain name.

Tech Email: Please query the RDDS service of the Registrar of Record identified
in this output for information on how to contact the Registrant, Admin, or Tech
contact of the queried domain name.

Name Server: NS1.BITT.SHOP

Name Server: NS2.BITT.SHOP

DNSSEC: unsigned

.SPACE Registry

Radix FZC
Directiplex

Next to Andheri Subway

Old Nagardas Road, Andheri (East)

Mumbai Maharashtra 400069

India

CentralNic

Saddlers House, 4th Floor

44 Gutter Lane

London EC2V 6BR

United Kingdom of Great Britain and Northern Ireland

.SPACE Domains

Domain

Registrant Information

GITHPORTAL.SPACE

Domain Name: GITHPORTAL.SPACE

Registry Domain ID: D347250834-CNIC
Registrar WHOIS Server: whois.reg.ru

Registrar URL: https://www.reg.ru/

Updated Date: 2023-02-09T19:41:53.0Z
Creation Date: 2023-02-04T19:27:58.0Z
Registry Expiry Date: 2024-02-04T23:59:59.0Z
Registrar: Registrar of Domain Names REG.RU, LLC
Registrar IANA ID: 1606

Domain Status: serverTransferProhibited
https://icann.org/epp#serverTransferProhibited
Domain Status: clientTransferProhibited
https://icann.org/epp#clientTransferProhibited
Registrant Organization: Private Person
Registrant State/Province: Moscow

Registrant Country: RU
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Registrant Email: Please query the RDDS service of the Registrar of Record
identified in this output for information on how to contact the Registrant,
Admin, or Tech contact of the queried domain name.

Admin Email: Please query the RDDS service of the Registrar of Record
identified in this output for information on how to contact the Registrant,
Admin, or Tech contact of the queried domain name.

Tech Email: Please query the RDDS service of the Registrar of Record identified
in this output for information on how to contact the Registrant, Admin, or Tech
contact of the queried domain name.

Name Server: NS1.REG.RU

Name Server: NS2.REG.RU

DNSSEC: unsigned

Billing Email: Please query the RDDS service of the Registrar of Record identified
in this output for information on how to contact the Registrant, Admin, or Tech
contact of the queried domain name.

Registrar Abuse Contact Email: abuse@reg.ru

Registrar Abuse Contact Phone: +7.4955801111

.STORE Registry

Radix FZC
Directiplex
Next to Andheri Subway

Old Nagardas Road, Andheri (East)

Mumbai Maharashtra 400069
India

CentralNic

Saddlers House, 4th Floor
44 Gutter Lane

London EC2V 6BR

United Kingdom of Great Britain and Northern Ireland

.STORE Domains

Domain

Registrant Information

SF-EXPRESS.STORE

Domain Name: sf-express.store

Registry Domain ID: D324122554-CNIC

Registrar WHOIS Server: whois.godaddy.com
Registrar URL: https://www.godaddy.com

Updated Date: 2022-09-23T05:15:35Z

Creation Date: 2022-09-23T05:15:347

Registrar Registration Expiration Date: 2023-09-23T23:59:59Z
Registrar: GoDaddy.com, LLC

Registrar IANA ID: 146

Registrar Abuse Contact Email: abuse@godaddy.com
Registrar Abuse Contact Phone: +1.4806242505
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Domain Status: clientTransferProhibited
https://icann.org/epptclientTransferProhibited
Domain Status: clientUpdateProhibited
https://icann.org/epp#clientUpdateProhibited
Domain Status: clientRenewProhibited
https://icann.org/eppt#clientRenewProhibited
Domain Status: clientDeleteProhibited
https://icann.org/epp#clientDeleteProhibited
Registry Registrant ID: CR582220203
Registrant Name: Registration Private
Registrant Organization: Domains By Proxy, LLC
Registrant Street: DomainsByProxy.com
Registrant Street: 2155 E Warner Rd

Registrant City: Tempe

Registrant State/Province: Arizona

Registrant Postal Code: 85284

Registrant Country: US

Registrant Phone: +1.4806242599

Registrant Phone Ext:

Registrant Fax: +1.4806242598

Registrant Fax Ext:

Registrant Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=sf-express.store
Registry Admin ID: CR582220206

Admin Name: Registration Private

Admin Organization: Domains By Proxy, LLC
Admin Street: DomainsByProxy.com

Admin Street: 2155 E Warner Rd

Admin City: Tempe

Admin State/Province: Arizona

Admin Postal Code: 85284

Admin Country: US

Admin Phone: +1.4806242599

Admin Phone Ext:

Admin Fax: +1.4806242598

Admin Fax Ext:

Admin Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=sf-express.store
Registry Tech ID: CR582220204

Tech Name: Registration Private

Tech Organization: Domains By Proxy, LLC
Tech Street: DomainsByProxy.com

Tech Street: 2155 E Warner Rd

Tech City: Tempe

Tech State/Province: Arizona

Tech Postal Code: 85284

Tech Country: US

Tech Phone: +1.4806242599
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Tech Phone Ext:

Tech Fax: +1.4806242598

Tech Fax Ext:

Tech Email: Select Contact Domain Holder link at
https://www.godaddy.com/whois/results.aspx?domain=sf-express.store
Name Server: CAPRICORNUS.DNSPOD.NET

Name Server: ALCYONE.DNSPOD.NET

DNSSEC: unsigned

.XYZ Registry

XYZ.COM LLC
2121 E Tropicana Ave, Suite 2
Las Vegas NV 89119

CentralNic

Saddlers House, 4th Floor
44 Gutter Lane

London EC2V 6BR

United Kingdom of Great Britain and Northern Ireland

.XYZ Domains

Domain

Registrant Information

DARK777.XYZ

Domain Name: DARK777.XYZ

Registry Domain ID: D285166709-CNIC

Registrar WHOIS Server: whois.dnspod.com

Registrar URL: http://www.dnspod.cn

Updated Date: 2023-02-15T16:01:49.0Z

Creation Date: 2022-03-28T10:42:41.0Z

Registry Expiry Date: 2023-03-28T23:59:59.0Z

Registrar: DNSPod, Inc.

Registrar IANA ID: 1697

Domain Status: ok https://icann.org/epp#ok

Registrant Organization: Xu Te

Registrant State/Province: bei jing shi

Registrant Country: CN

Registrant Email: Please query the RDDS service of the Registrar of Record
identified in this output for information on how to contact the Registrant,
Admin, or Tech contact of the queried domain name.

Admin Email: Please query the RDDS service of the Registrar of Record
identified in this output for information on how to contact the Registrant,
Admin, or Tech contact of the queried domain name.

Tech Email: Please query the RDDS service of the Registrar of Record identified
in this output for information on how to contact the Registrant, Admin, or Tech
contact of the queried domain name.
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Name Server: POLYHEDRON.DNSPOD.NET

Name Server: JAMES.DNSPOD.NET

DNSSEC: unsigned

Billing Email: Please query the RDDS service of the Registrar of Record identified
in this output for information on how to contact the Registrant, Admin, or Tech
contact of the queried domain name.

Registrar Abuse Contact Email: abuse@dnspod.com

Registrar Abuse Contact Phone: +86.4009100100
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Eited States of Anyp,

United States Patent and Trabemark Office tt&

MICROSOFT

Reg. No. 5,449,084
Registered Apr. 17, 2018
Int. Cl.: 9

Trademark

Principal Register

Potnc b

Director of the United States
Patent and Trademark Office

Microsoft Corporation (WASHINGTON CORPORATION)
One Microsoft Way
Redmond, WASHINGTON 980526399

CLASS 9: Computer peripherals;, computer keyboards; computer mice; Computer programs
for wallet-sized personal computers, namely, personal information manager programs with
calendars, contact information files and to do lists; note taking programs; programs for
facilitating voice, text and pen input; electronic mail program; access programs for global
communication networks; programs for wireless communications; computer programsfor use
in developing other programs for use on wallet-sized personal computers; computer programs
for use with phones and pagers, computer programs for accessing global communication
networks and displaying content therefrom; computer programs for use with hand-held
computers, namely, operating system and utility programs; business application programs for
use with hand-held computers; Computer operating system programs and utilities; computer
application software for wireless telecommunications for use with wireless devices; computer
software to enable uploading, downloading, accessing, posting, displaying, tagging, blogging,
streaming, linking, sharing or otherwise providing electronic media or information via
computer and communication networks; software for allowing communication and interaction
between phones, mobile devices, televisions, video game consoles, media players, computers,
digital media hubs, and audiovisual devices; computer software for use by computer network
administrators to deploy and manage application software and network server software;
computer network server software for managing user content on computer networks and
global computer networks; computer software for managing secure communications over
computer networks and global computer networks, computer software for developing,
managing and operating intranet sites; computer network operating software and utilities;
computer software development tools for network servers and applications;, computer
software for inventorying and monitoring computer hardware and software assets and use
within an organization; computer application programs and operating system programs for
use with communications servers; computer programs for managing communications and data
exchange between computers and electronic devices; operating systems software for use in
playing electronic games; computer hardware and peripherals; computer mice and wireless
computer mice; wireless communications devices, namely, mobile phones, cellular
telephones, personal digital assistants, and hand-held computers, hardware for
telecommunications for connecting devices via in-home phone and electrical wiring, namely,
computer networks hubs, computer servers, set-top boxes, computer switches and computer
routers designed to provide in-home voice over Internet protocol (VolP) communications;
computer and video game systems devices, namely, electronic sensor devices, cameras,
projectors, headphones, and microphones; electronic game equipment, namely, eguipment
communicating with a television or computer for playing electronic games, Computer
software for virtual reality visualization, manipulation, immersion and integration of audio,
video, text, binary, still images, graphics and multimedia files; wearable computers; wearable
computer peripherals; virtual reality headsets for use in visuaization, manipulation,
immersion and integration of audio, video, text, binary, still images, graphics and multimedia
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files; computer peripherals for mobile devices for remotely accessing and transmitting data;
computer peripherals for displaying data and video; computer software, namely, software for
setting up, operating, configuring, and controlling wearable computer hardware and wearable
computer peripherals, apparatus for recording, transmission or reproduction of sound, images,
or data; electronic and optical communications instruments and components, namely, display
screens for virtual reality visualization, manipulation, immersion and integration of audio,
video, text, binary, still images, graphics and multimedia files; 3D spectacles; hologram
apparatus; holographic apparatus for projecting holographic video, still images, graphics and
multimediafiles

FIRST USE 11-12-1975; IN COMMERCE 11-12-1975

THE MARK CONSISTS OF STANDARD CHARACTERS WITHOUT CLAIM TO ANY
PARTICULAR FONT STYLE, SIZE OR COLOR

SER. NO. 87-047,436, FILED 05-23-2016

Page: 2 of 3/ RN # 5449084
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REQUIREMENTSTO MAINTAIN YOUR FEDERAL TRADEMARK REGISTRATION

WARNING: YOUR REGISTRATION WILL BE CANCELLED IF YOU DO NOT FILE THE
DOCUMENTSBELOW DURING THE SPECIFIED TIME PERIODS.

Requirementsin theFirst Ten Years*
What and When to File:

« First Filing Deadline: You must file a Declaration of Use (or Excusable Nonuse) between the 5th and 6th
years after the registration date. See 15 U.S.C. 881058, 1141k. If the declaration isaccepted, the
registration will continue in force for the remainder of the ten-year period, calculated from the registration
date, unless cancelled by an order of the Commissioner for Trademarks or afederal court.

o Second Filing Deadline: You must file a Declaration of Use (or Excusable Nonuse) and an Application
for Renewal between the 9th and 10th years after the registration date.* See 15 U.S.C. §1059.

Requirementsin Successive Ten-Year Periods*
What and When to File:

e You must file a Declaration of Use (or Excusable Nonuse) and an Application for Renewa
between every 9th and 10th-year period, calculated from the registration date.*

Grace Period Filings*

The above documents will be accepted as timely if filed within six months after the deadlines listed above with
the payment of an additional fee.

*ATTENTION MADRID PROTOCOL REGISTRANTS: The holder of an international registration with an
extension of protection to the United States under the Madrid Protocol must timely file the Declarations of Use
(or Excusable Nonuse) referenced above directly with the United States Patent and Trademark Office (USPTO).
The time periods for filing are based on the U.S. registration date (not the international registration date). The
deadlines and grace periods for the Declarations of Use (or Excusable Nonuse) are identical to those for
nationally issued registrations. See 15 U.S.C. 881058, 1141k. However, owners of internationa registrations
do not file renewal applications at the USPTO. Instead, the holder must file a renewal of the underlying
international registration at the International Bureau of the World Intellectual Property Organization, under
Article 7 of the Madrid Protocol, before the expiration of each ten-year term of protection, calculated from the
date of the international registration. See 15 U.S.C. §1141j. For more information and renewal forms for the
international registration, see http://www.wipo.int/madrid/en/.

NOTE: Fees and requirements for maintaining registrations are subject to change. Please check the
USPTO website for further information. With the exception of renewal applications for registered
extensions of protection, you can file the registration maintenance documentsr efer enced above onlineat h
ttp://www.uspto.gov.

NOTE: A courtesy email reminder of USPTO maintenance filing deadlines will be sent to trademark
owner s’holders who authorize e-mail communication and maintain a current e-mail address with the
USPTO. To ensure that e-mail is authorized and your address is current, please use the Trademark
Electronic Application System (TEAS) Correspondence Address and Change of Owner Address Forms
available at http://www.uspto.gov.

Page: 3 of 3/ RN # 5449084
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Int. Cl.: 35

Prior U.S. Cls.: 100, 101 and 102
Reg. No. 2,463,509

United States Patent and Trademark Office  Registered June 26, 2001

SERVICE MARK
PRINCIPAL REGISTER

WINDOWS

MICROSOFT CORPORATION (WASHINGTON SOFTWARE RELATED PRODUCTS, IN CLASS 35
CORPORATION) (U.S. CLS. 100, 101 AND 102).

ONE MICROSOFT WAY

REDMOND, WA 98052 FIRST USE 5-0-1991; IN COMMERCE 5-0-1991.
FOR: MAIL ORDER AND ON-LINE DISTRIBU- ‘

TORSHIP SERVICES FEATURING COMPUTER OWNER OF US. REG. NOS. 1,872,264, 2,212,784

SOFTWARE AND PUBLICATIONS ON COMPUTER ~ AND OTHERS.

HARDWARE AND SOFTWARE; ON-LINE RETAIL

SERVICES FEATURING COMPUTER HARDWARE, SEC. 2(F).

SOFTWARE AND PUBLICATIONS ON COMPUTER

HARDWARE AND SOFTWARE; LICENSING OF

COMPUTER SOFTWARE; ARRANGING AND CON-

DUCTING TRADE SHOWS FEATURING COMPU-

TERS, COMPUTER SOFTWARE AND COMPUTER ~ ROBERT LORENZO, EXAMINING ATTORNEY

SER. NO. 75-868,853, FILED 12-10-1999.



Case 1:23-cv-02447-RER-LKE  Document 1  Filed 03/30/23  Page 200 of 223 PagelD
#: 200

Int. Cl.: 35

Prior U.S. Cls.: 100, 101 and 102
. Reg. No. 2,463,509
United States Patent and Trademark Office Registered June 26, 2001

SERVICE MARK
PRINCIPAL REGISTER

WINDOWS

MICROSOFT CORPORATION (WASHINGTON SOFTWARE RELATED PRODUCTS, IN CLASS 35

CORPORATION) (U.S. CLS. 100, 101 AND 102).
ONE MICROSOFT WAY

REDMOND, WA 98052 FIRST USE 5-0-1991; IN COMMERCE 5-0-1991.
FOR: MAIL ORDER AND ON-LINE DISTRIBU-

TORSHIP SERVICES FEATURING COMPUTER ~ OWNER OF US. REG. NOS. 1,872,264, 2,212,784
' SOFTWARE AND PUBLICATIONS ON COMPUTER ~ AND OTHERS. -

HARDWARE AND SOFTWARE; ON-LINE RETAIL

SERVICES FEATURING COMPUTER HARDWARE,  gpc o(F).

SOFTWARE AND PUBLICATIONS ON COMPUTER
CONPUERE SN fggrAwRﬁEﬁéﬁ%ﬁ}g%oﬁ SER. NO. 75-868,853, FILED 12-10-1999.

DUCTING TRADE SHOWS FEATURING COMPU- ‘

TERS, COMPUTER SOFTWARE AND COMPUTER ~ ROBERT LORENZO, EXAMINING ATTORNEY
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REQUIREMENTS TO MAINTAIN YOUR FEDERAL
TRADEMARK REGISTRATION

WARNING: YOUR REGISTRATION WILL BE CANCELLED IF YOU DO NOT FILE THE
DOCUMENTS BELOW DURING THE SPECIFIED TIME PERIODS.

Requirements in the First Ten Years*
What and When to File:

First Filing Deadline: You must file a Declaration of Use (or Excusable Nonuse) between the
5th and 6th years after the registration date. See 15 U.S.C. §§1058, 1141k. If the declaration is
accepted, the registration will continue in force for the remainder of the ten-year period, calculated
from the registration date, unless cancelled by an order of the Commissioner for Trademarks or a
federal court.

Second Filing Deadline: You must file a Declaration of Use (or Excusable Nonuse) and an
Application for Renewal between the 9th and 10th years after the registration date.*
See 15 U.S.C. §1059.

Requirements in Successive Ten-Year Periods*
What and When to File:

You must file a Declaration of Use (or Excusable Nonuse) and an Application for Renewal between
every 9th and 10th-year period, calculated from the registration date. *

Grace Period Filings*

The above documents will be accepted as timely if filed within six months after the deadlines listed above
with the payment of an additional fee.

The United States Patent and Trademark Office (USPTO) will NOT send you any future notice or
reminder of these filing requirements.

*ATTENTION MADRID PROTOCOL REGISTRANTS: The holder of an international registration with
an extension of protection to the United States under the Madrid Protocol must timely file the Declarations
of Use (or Excusable Nonuse) referenced above directly with the USPTO. The time periods for filing are
based on the U.S. registration date (not the international registration date). The deadlines and grace periods
for the Declarations of Use (or Excusable Nonuse) are identical to those for nationally issued registrations.
See 15U.8.C. §§1058, 1141k. However, owners of international registrations do not file renewal applications
at the USPTO. Instead, the holder must file a renewal of the underlying international registration at the
International Bureau of the World Intellectual Property Organization, under Article 7 of the Madrid Protocol,
before the expiration of each ten-year term of protection, calculated from the date of the international
registration. See 15 U.S.C. §1141j. For more information and renewal forms for the international registration,
see http://www.wipo.int/madrid/en/.

NOTE: Fees and requirements for maintaining registrations are subject to change. Please check the
USPTO website for further information. With the exception of renewal applications for registered
extensions of protection, you can file the registration maintenance documents referenced above online
at http://www.uspto.gov.

Page: 2 /RN # 4,355,444
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Registration #: TX0008888365
Service Request #:  1-9117545811

Microsoft Corporaticn

Elaine Peterson

One Microsoft Way

Redmond, WA 98052 United States

Filed 03/30/23

Page 203 of 223 PagelD
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This Certificate issued under the seal of the Copyright
Office in accordance with title 17, United States Code,
atfests that registrattion has been made for the work
identifid below. The information on this certificate has
been made a part of the Copyright Office records.

Acting United States Register of £opyrights and Director

Title

Filed 03/30/23

Registration Number

TX 8-888-365
Effective Date of Registration:
August 12, 2020

Registration Decision Date:
August 12, 2020

Page 204 of 223 PagelD

Title of Work:

Completion/Publication

Year of Completion:
Date of 1st Publication:

Nation of 1*' Publication:

Author

Windows 8 SDK

2012
November 15, 2012
United States

. Author:
Author Created:
Work made for hire:
Citizen of:

Copyright Claimant

Microsoft Corporation
computer program
Yes

United States

Copyright Claimant:

Limitation of copy ight claim

Material excluded fr m this claim:

New material included in claim:

Certification

Microsoft Corporation

One Microsoft Way, Redmond, WA, 98052, United States

computer program, previous version

computer program, revised version

Nanie:
Date:
Applicant's Tracking Number:

’_M

Dave Greén
August 12,2020
CPT-0055

Page 1 of 2
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This Certificate issued under the seal of the Copyright
Office in accordance with title 17, United States Code,
attests that registration has been made for the work
identified below. The information on this certificate has
been made a part of the Copyright Office records.

Ahin [ttt

United States Register of Copyrights and Director

Registration Number

TX 9-225-732

Effective Date of Registration:
February 14, 2023
Registration Decision Date:
February 17, 2023

Title of Work:

Completion/Publication

Year of Completion:
Date of 1st Publication:

Nation of 15t Publication:

Cobalt Strike 4.0

2019
February 22, 2020
United States

Author
o Author: Strategic Cyber, LLC
Author Created: computer program
Work made for hire: Yes
Domiciled in: United States
Copyright Claimant
Copyright Claimant: Fortra, LLC

Transfer statement:

Limitation of copyright claim

Material excluded from this claim:

New material included in claim:
Rights and Permissions

Organization Name:
Name:

Email:

Telephone:
Address:

11095 Viking Drive, Suite 100, Eden Prairie, MN, 55344, United States
By written agreement

previous version of computer program

new and revised computer program

Fredrikson & Byron, P.A.
John Pickerill
ip@fredlaw.com
(612)492-7700

200 South Sixth Street

Page 1 of 2
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Suite 4000
Minneapolis, MN 55402-1425 United States

Page 207 of 223 PagelD

Name:
Date:
Applicant's Tracking Number:

Michelle Hill
February 14, 2023
51940.193

Correspondence:

Yes

Page 2 of 2



Case 1:23-cv-02447-RER-LKE - Document 1
Certificate of Registration

Title

This Certificate issued under the seal of the Copyright
Office in accordance with title 17, United States Code,
attests that registration has been made for the work
identified below. The information on this certificate has
been made a part of the Copyright Office records.

W e

United States Register of Copyrights and Director

Filed 03/30/23 - Page 208 of 223 PagelD
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Registration Number

TX 9-229-798
Effective Date of Registration:
March 02, 2023

Registration Decision Date:
March 02, 2023 .

Title of Work:

Completion/Publication

Year of Completion:
Date of 1st Publication:
Nation of 15t Publication:

Cobalt Strike 4.1

2020
June 25, 2020
United States

Author
° Author: Strategic Cyber, LLC
Author Created: computer program
Work made for hire: Yes
Domiciled in: United States
Copyright Claimant

Copyright Claimant:

Transfer statement:
Limitation of copyright claim

Material excluded from this claim:

New material included in claim:

Rights and Permissions

Organization Name:
Name:

Email:

Telephone:
Address:

Fortra, LLC
11095 Viking Drive, Suite 100, Eden Prairie, MN, 55344, United States
By written agreement

computer program, Cobalt Strike V4.0

computer program

Fredrikson & Byron, P.A.
John Pickerill
ip@fredlaw.com
(612)492-7700

200 South Sixth Street

Page 1 of 2
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Suite 4000
" ‘Minneapolis, MN 55402-1425 United States; -
Certification
Name: Michelle Hill -:
s Date: February 14, 2023
Applicant's Tracking Number: 51940.193
Correspondence: Yes

Page 2 of 2
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Certificate of Registration Al

- This Certificate issued-under the seal of the Copyright
Office in accordance with title 17, United States Code;
attests that registration has been made for the work -
identified below. The information on this certificate has

‘been madé a part of the Copyright Office records. -

~ United States Register of Copyrights and Director

Title

Registration Number

TX 9-229-801
Effective Date of Registration:
March 02, 2023 - s :
Registration Decision Date: =
March 02, 2023 '

Title of Work:  Cobalt Strike 4.2

Completion/Publication

Year of Completion: 2020 ,
Date of 1st Publication: November 06, 2020
Nation of 1% Publication: United States

Author
e . Author: Strategic Cyber, LLC
Author Created: computer program
Work made for hire: Yes
Domiciled in: - United States
Copyright Claimant

Copyright Claimant: Fortra, LLC

»11095 Viking Drive, Suite 100, Eden Prairie, MN, 55344, United States

Transfer statement: = By written agreement -

Limitation of copyright claim

Material excluded from this claim: computer program, Cobalt Strike V4.0, V4.1

New material included in claim:  computer program

Rights and Permissions

Organization Name: Fredrikson & Byron, P.A.
Name: John Pickerill Wi
Email: ip@fredlaw.com
Telephone: (612)492-7700
Address: 200 South Sixth Street
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Suite 4000
Minneapolis, MN 55402-1425 United States

Certification

Name: - Michelle Hill:-
Date: ‘Februaljy 14,2023
Applicant's Tracking Number: . 51940.193 -

Correspondence: Yes

Page 2 of 2
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Page 212 of 223 PagelD

HelpSystems, LLC
computer program
Yes

United States
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Certification

#: 213

Suite 4000
Minneapolis, MN 55402-1425 United States

Page 213 of 223 PagelD

Name:
Date:
Applicant's Tracking Number:

Michelle Hill
February 14, 2023
51940.193

Correspondence:

Yes
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Case A 23 ~CV-= 02447 RER LKE Document 1
Certlﬁcate of Revlstratlon

* United States Register of Copyrightsand D ire_ﬁ_dr 3

" Title

#il'ed_"os/éd/% " Page 214 of 223 PagelD-

il 111:, C‘emhmie msueci undcr 111c se.ll of the Copyrlg:,hf
.- Office in accardance with titlen7, Unired States’ Code, DN
‘attests that registration has been made for the work:
identified below. The information on this ccrtlfcate has’
“been madn a part oflhe Copynght Otﬁce records. |

Regzstration Numher :

TX 9-224-201

] Effectwe Date of Reg:str.atlon. =400

. February 14,2023
/" Registration Decision Date
February 15, 2023 _

-~ Titleof Wo;-k'a

250 -Completlon/Publlcatlon

Year of Completlon:.
~ Date of 1st Publication:
Nat[on ot‘ 151 Pub]:cat:on:‘: {

€5 Author

'--cdb'_a,li Strike 44

2021

August 04, 2021
Unifed States

G Author:’-._ HelpSystems e
Author Created: ' computer program -

Work made for hlre: Yes(E =

E50) G Domlmled ln:': ~/ United:States: s

= _Copynght Clalmant
Copyrlght Clmmant:'. - :'.'Fortra, LLC, ) '
) 11095 V:klng Drwe, Suite. 10'0 Eden Pramc MN 55344 Umted Srates

Transfer statemem By wntten agreement - : : YE((E)

3  -'lemltation of copynght clalm -

' Materml exc!uded from thls clalm

New matenal mcluded in clalm:_
thhts and Permlssmns'i S

Orgamzatnon Name:ﬁ
- ; Namei: E
_ Emall:
5 -'I_‘élephoge:j_
~ Address:

computer prcgram _ )

computer program, Coba]t Smke 4. 3 4 2, 4 l 4 0 :

Fredriksen & Byror, BAL)” (050 X CefD) G0 X050 SO0 050 A G
T PIERat5) S  S  A  h
}1p@ﬁ'edlawcom =P Ot el e PR YAB IO

1(612)492-7306 -

; .200 Soulh Slxth SIJ'eet

¢ o
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Case 1:23-cv-02447-RER-LKE  Document 1
Certificate of Registration

Title

This Certificate 1ssued under the seal ot the Copyright
Office in accordance with title 17, United States Code,
attests that registration has been made for the work
identified below. The information on this certificate has
beenmade a part of the Copyright Office records.

Ain St

United States Register of Copyrights and Dirc@tur

Filed 03/30/23 ~ Page 218 of 223 PagelD
#. 218 ! DEUES

Registration Number

TX 9-224-203
Effective Date of Registration:
February 14, 2023

Registration Decision Date: -
February 15, 2023

Title of Work:  Cobalt Strike 4.6
Completion/Publication
Year of Completion: = 2022
Date of 1st Publication: May 23, 2022
Nation of 1% Publication: - United States
Author
° Author:  HelpSystems, LLC
. Author Created: computer program
Work made for hire:  Yes
Domiciled in:  United States
Copyright Claimant
Copyright Claimant: = Fortra, LLC
11095 Viking Drive, Suite 100, Eden Prairie. MN, 55344, United States
Transfer statement: By written agreement &

Limitation of copyright claim

Material excluded from this claim:

computer program, Cobalt Strike 4.5, 4.4, 4.3,4.2,4.1,4.0

New material included in claim: ' computer program
Rights and Permissions
Organization Name:  Fredrikson & Byron, P:A,
Name: John Pickerill
Email: ip@fredlaw.com
Telephone: (612)492-7306
Address: 200 South Sixth Street

Page 1 of 2
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Suite 4000 ;
Minneapolis, MN 55402 United States

Certification

Name: Emma Newby
Date; February 14, 2023
Applicant's Tracking Number: 051940.0193

Page 2 of 2




Casel: 23\ 02447 RER LKE Document 1 Flled 03/30/23 '.Pa'ge'2_20'.0'f-‘.223:-_F°a'g"e'l'l'3"
Certlﬁcate of Reglstratlon

-:_I:--' .'1 hxu Ccrllﬁume issued l.ll'ld{!l Ih(, '-}6‘110{ the Copvrlght Bl ) S () 1 () S (3 Yok o) g.% &
o lOffice in qccordanc‘,wlth title'iz, United States ngg, SN AE e i DS (B B S
1 attests. LhaLzegmtmtmn has. bcrn mac[e for the wark Il OO OSBRI
- “identified below. The information on this certificate h'{a :',_Reglstratmn Number A OE
_:been madeapart ﬂfthe C.upyrigthtﬁce records E=REE TX 9_224_204
AL iz S i"'.' B DNCED) EffectweDateofReglstratmn
~February 14,2023 = '

SR N S Yl e y 7553 e 8y e =) e =) .'_-'ReglstratmnDecismnDété S5,
/- United States Register of Copyrightsand Director, (05 750 February 13,2023°50 76 ) 51 e

__'.:Tutle | "

Tltle of Work Cob.alt-;ﬁﬁ'iké 4{7 .- CENE:

; CompletlonIPubllcatlon _
. : Year of Completmn i€ 2022

Date of 1st Publication: August 17, 2022
Nat:on of 15' Publlcatlon‘ < Umted Slates D)

) “3”1"'__Author -

S Author HelpSystems, LLC =
~~ Author Created: computer program :
Work made for hn:e 5§22 @75 ) (€
Dormcxled m~ = Umted Sta{cs

X ".Copynght Clalmant

Copynght Clalmant. . Fortm, LG 5 o Bl et A ; ¢ :
11095 Vtkmg Dnve Smtc 100 Eden Pramc, MN 55344 Umted States
Transfer s!atement -By wntten agreement eSS D!

'leltatron of copynght cla:m

| Mater:al excluded from th:s claun computer program Coball Smke 4 6 4 5, 4 4 4 3 4 2 4 1 4 0

New matenal mcluded m claun i.cornputcr pmgram ©5

Filghts and Permlssrons

Orgamzatmn Name. ~Fredrikson & Byron PA
- Name: - John, Pickerill = =0 7 = v
Email: ip@fredlaw. COm 5 )
Telephone. (612)492-7306 &
Address: 200 South Sixth Street

Pagélof2
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u d States Patent and Trademark Office

Home | Site Index | Search |FAQ | Clossary Contacts | eBusiness ofir alerts News
Trademarks > Trademark Electronic Search System (TESS)
TESS was last updaled on Mon Mar 6 03:32:23 EST 2023

ess o] e Fom o o searci 00 | eorou | “veir |

Logout | Please logout when you are done to release system resources allocated for you

Record 1 out of 1

ASSIGH Status ( Use the "Back” button of the Internet Browser to return to TESS)

COBALT STRIKE

Word Mark COBALT STRIKE
Goods and Services 1C 009. US 021023 026 036 038. G & 5: Computer software for penstration testing, namely, for evaluating the security of a computer or network. FIRST USE: 20120413, FIRST USE IN COMMERCE: 20120413
Standard Characters Claimed
Mark Drawing Code (4) STANDARD CHARACTER MARK
Serial Number 85631410
Filing Date May 22,2012
Current Basis 1A
Original Filing Basis 1A
Published for Opposition October 23, 2012
Registration Number 4272000
Registration Date January 8, 2013
Owner (REGISTRANT) Strategic Cyber LLC LIMITED LIABILITY COMPANY D.C. 1875 Connecticut Avenue, MW, 10th Floor Washington D.C. 20009
[LAST LISTED OWNER) FORTRA, LLC LIMITED LIABILITY COMPANY DELAWARE 11095 VIKING DRIVE SUITE 100 EDEN PRAIRIE MINNESOTA 55344
NT RECORDED
Anorney of Record John Pickerill
Type of Mark TRADEMARK
Register PRINCIPAL
Affidavit Text SECT 15. SECT 8 (6-YR)
Live/Dead Indicator LIVE
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INSTRUCTIONS FOR ATTORNEYS COMPLETING CIVIL COVER SHEET FORM JS 44
Authority For Civil Cover Sheet

The JS 44 civil cover sheet and the information contained herein neither replaces nor supplements the filings and service of pleading or other papers as
required by law, except as provided by local rules of court. This form, approved by the Judicial Conference of the United States in September 1974, is
required for the use of the Clerk of Court for the purpose of initiating the civil docket sheet. Consequently, a civil cover sheet is submitted to the Clerk of
Court for each civil complaint filed. The attorney filing a case should complete the form as follows:

I.(a) Plaintiffs-Defendants. Enter names (last, first, middle initial) of plaintiff and defendant. If the plaintiff or defendant is a government agency, use
only the full name or standard abbreviations. If the plaintiff or defendant is an official within a government agency, identify first the agency and then
the official, giving both name and title.

(b) County of Residence. For each civil case filed, except U.S. plaintiff cases, enter the name of the county where the first listed plaintiff resides at the
time of filing. In U.S. plaintiff cases, enter the name of the county in which the first listed defendant resides at the time of filing. (NOTE: In land
condemnation cases, the county of residence of the "defendant” is the location of the tract of land involved.)

(c) Attorneys. Enter the firm name, address, telephone number, and attorney of record. If there are several attorneys, list them on an attachment, noting
in this section "(see attachment)".

1I. Jurisdiction. The basis of jurisdiction is set forth under Rule 8(a), F.R.Cv.P., which requires that jurisdictions be shown in pleadings. Place an "X"
in one of the boxes. If there is more than one basis of jurisdiction, precedence is given in the order shown below.
United States plaintiff. (1) Jurisdiction based on 28 U.S.C. 1345 and 1348. Suits by agencies and officers of the United States are included here.
United States defendant. (2) When the plaintiff is suing the United States, its officers or agencies, place an "X" in this box.
Federal question. (3) This refers to suits under 28 U.S.C. 1331, where jurisdiction arises under the Constitution of the United States, an amendment
to the Constitution, an act of Congress or a treaty of the United States. In cases where the U.S. is a party, the U.S. plaintiff or defendant code takes
precedence, and box 1 or 2 should be marked.
Diversity of citizenship. (4) This refers to suits under 28 U.S.C. 1332, where parties are citizens of different states. When Box 4 is checked, the
citizenship of the different parties must be checked. (See Section III below; NOTE: federal question actions take precedence over diversity
cases.)

III.  Residence (citizenship) of Principal Parties. This section of the JS 44 is to be completed if diversity of citizenship was indicated above. Mark this
section for each principal party.

IV.  Nature of Suit. Place an "X" in the appropriate box. If there are multiple nature of suit codes associated with the case, pick the nature of suit code
that is most applicable. Click here for: Nature of Suit Code Descriptions.

V. Origin. Place an "X" in one of the seven boxes.
Original Proceedings. (1) Cases which originate in the United States district courts.
Removed from State Court. (2) Proceedings initiated in state courts may be removed to the district courts under Title 28 U.S.C., Section 1441.
Remanded from Appellate Court. (3) Check this box for cases remanded to the district court for further action. Use the date of remand as the filing
date.
Reinstated or Reopened. (4) Check this box for cases reinstated or reopened in the district court. Use the reopening date as the filing date.
Transferred from Another District. (5) For cases transferred under Title 28 U.S.C. Section 1404(a). Do not use this for within district transfers or
multidistrict litigation transfers.
Multidistrict Litigation — Transfer. (6) Check this box when a multidistrict case is transferred into the district under authority of Title 28 U.S.C.
Section 1407.
Multidistrict Litigation — Direct File. (8) Check this box when a multidistrict case is filed in the same district as the Master MDL docket.
PLEASE NOTE THAT THERE IS NOT AN ORIGIN CODE 7. Origin Code 7 was used for historical records and is no longer relevant due to
changes in statute.

VI.  Cause of Action. Report the civil statute directly related to the cause of action and give a brief description of the cause. Do not cite jurisdictional
statutes unless diversity. Example: U.S. Civil Statute: 47 USC 553 Brief Description: Unauthorized reception of cable service.

VII. Requested in Complaint. Class Action. Place an "X" in this box if you are filing a class action under Rule 23, F.R.Cv.P.
Demand. In this space enter the actual dollar amount being demanded or indicate other demand, such as a preliminary injunction.

Jury Demand. Check the appropriate box to indicate whether or not a jury is being demanded.

VIII. Related Cases. This section of the JS 44 is used to reference related pending cases, if any. If there are related pending cases, insert the docket
numbers and the corresponding judge names for such cases.

Date and Attorney Signature. Date and sign the civil cover sheet.



