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I. Introduction  

Cryptographic Cyber-Defense Group (“CCDG”) is an international 
association of private cyber-defense experts specializing in one of the most 
difficult and high-impact problems in modern incident response: identifying 
and neutralizing cryptographically aligned but operationally counterfeit 
electronic communications.  

We operate where “trust signals” appear perfect—messages that pass 
DKIM, DMARC, SPF, and DNSSEC—yet are nonetheless part of an 
adversary-in-the-middle campaign designed to misdirect, suppress, alter, or 
counterfeit official communications. In that narrow domain, CCDG’s work is 
not merely technical; it is decisive for determining whether a communications 
stream can be relied upon as authentic in high-stakes environments such as 
courts, regulated professional bodies, and critical infrastructure operators. 

CCDG is comprised of specialists from four countries and includes 
associates and collaborators aligned with the Joint Cyber Defense 
Collaborative (JCDC) and other formal and non-formal cybersecurity 
information-sharing networks. The operational premise is simple: modern 
cyber defense is not centralized. No single government agency, vendor, or 
corporation has complete visibility into the infrastructure, tactics, and rapidly 
evolving tradecraft used by today’s threat actors.  

The contemporary defense posture is therefore inherently decentralized and 
collaborative, relying on rapid synthesis across private-sector telemetry, 
independent researchers, critical infrastructure stakeholders, and cross-
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domain experts who can translate anomalies in one layer of the ecosystem 
into actionable indicators in another. 

CCDG’s core specialty—cryptographically aligned counterfeit 
communications—exists because of a fundamental reality: email 
authentication and DNS integrity are necessary but not sufficient to establish 
that a message is “real.” In theory, DKIM, DMARC, and SPF provide a robust 
authenticity framework. In practice, advanced persistent threat actors 
increasingly operate in ways that preserve these checks while undermining 
the integrity of the communication. 

SPF (Sender Policy Framework) is a DNS-published policy that lists which 
mail servers are authorized to send email on behalf of a domain. When SPF 
“passes,” it indicates the sending server’s IP address is authorized by the 
domain’s DNS.  

DKIM (DomainKeys Identified Mail) cryptographically signs an email with a 
private key held by the domain owner; recipients verify the signature with the 
public key published in DNS. A DKIM “pass” indicates that the message has 
not been altered after signing and that the signing key is valid for that 
domain.  

DMARC (Domain-based Message Authentication, Reporting and 
Conformance) ties SPF and DKIM together and instructs recipients what to 
do when authentication fails (reject, quarantine, or monitor), while providing 
reporting to the domain owner. DNSSEC (Domain Name System Security 



20260225.xrpt 

 

4 Cryptographic-Counterfeit Report: February 25, 2026 

Extensions) adds cryptographic signatures to DNS records so resolvers can 
verify DNS responses have not been tampered with. 

In a healthy ecosystem, these controls are powerful. In a compromised 
ecosystem, they can be weaponized. Cryptographically aligned 
counterfeiting occurs when a threat actor achieves sufficient control over one 
or more of the following: the domain’s DNS configuration, a legitimate 
authorized mail relay, the signing keys or key-management process, or a 
trusted third-party service that sends mail on behalf of the domain. Once that 
happens, an adversary can generate messages that “pass” SPF, DKIM, and 
DMARC—and can do so at scale—while still being operationally counterfeit: 
wrong content, wrong recipient set, wrong timing, wrong attachments, or 
wrong underlying intent. 

This matters because modern litigation and regulatory processes are now 
deeply dependent on electronic notice and e-service. When threat actors can 
forge court e-service notices or Florida Bar communications while keeping 
the cryptographic signals “green,” they gain the ability to shape procedural 
reality. They can induce missed deadlines by delaying or suppressing 
notices. They can create confusion by sending duplicates, “corrected” 
versions, or notices with altered case identifiers. They can redirect a 
respondent into a non-existent service path, or fabricate a seemingly official 
order that triggers panic, resignation, or strategic missteps. In high-stakes 
proceedings, these are not minor disruptions; they are integrity attacks on 
adjudication itself. 
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The danger is compounded by the fact that courts and regulated institutions 
often treat “authentication passed” as synonymous with “authentic.” In 
advanced campaigns, the attacker’s objective is precisely to live inside that 
assumption. By obtaining a foothold in the trusted relay chain—through DNS 
hijacking, registrar compromise, MX record tampering, credential theft, or 
compromise of a third-party e-service vendor—an attacker can control what 
a target receives while leaving behind records that appear regular. The result 
is a parallel communications reality: officials believe notice was transmitted; 
recipients never receive it; or recipients receive a counterfeit version that 
passes cryptographic checks and appears authoritative. 

CCDG exists because these attacks require a specialized response 
discipline. Detecting cryptographically aligned counterfeits is not a matter of 
checking whether DKIM says “pass.” It requires analysis of the entire trust 
pipeline: DNS histories and delegation integrity; historical SPF and DKIM 
selector changes; anomalous relay IP shifts; inconsistent ARC chains; 
unexpected mailer fingerprints or bulk-mail service artifacts; tokenized link 
behavior; recipient-list anomalies; timing correlations; and cross-validation 
against known operational workflows of the purported sender. In many 
cases, the “tell” is subtle: a valid signature applied by the wrong 
infrastructure, a domain’s DMARC policy set to monitor-only, a link path 
inconsistent with prior notices, or a recipient set that reveals service-list 
contamination. 

CCDG’s associates include legal professionals in both small and large law 
firms. Their role is not to provide legal opinions; it is to provide the contextual 
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expertise necessary to identify when a “procedural anomaly” is actually a 
cyber-integrity red flag. In real operations, it is often lawyers and litigation 
staff who first observe the signal: missing docket entries, orders never 
received, contradictory service lists, inexplicable deadline traps, or filings 
that appear “replaced” after submission. Those anomalies become the 
trigger that allows CCDG’s forensic specialists to locate the digital evidence 
of an otherwise near-perfect cryptographic forgery. In effect, legal procedural 
awareness functions as a sensor array for cyber-forensics. 

CCDG provides, upon request, rapidly deployable response teams that use 
these specialized capabilities to identify, mitigate, isolate, and contain 
damages caused by forged e-communications. Our operational goal is to 
restore trustworthy channels: harden DNS and mail controls, document 
chain-of-custody for communications, preserve and analyze header 
evidence, and determine whether a given communications ecosystem can 
be relied upon for critical decisions. In an era where threat actors seek to 
steal priceless secrets and cause paralyzing damage by operating inside 
trusted communications flows—against governments, courts, and the 
world’s largest corporations—this specialization is no longer niche. It is a 
necessary component of modern cyber defense. 
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A. Scope and Methodology 

This Cryptographic Cyber-Defense Group (“CCDG”) Expert Analysis Report 
was commissioned to examine whether previously identified compromises 
of Florida’s Judicial e-Communication Cyber-infrastructure have persisted 
and, thus, remain in a state of latent compromise through February 25, 2026, 
the date of this Expert Report.   More specifically, this Expert Analysis Report 
focuses on confirming the findings of Independent Experts who have 
reviewed, analyzed and determined that certain and specific threat actors 
targeted Florida’s judicial e-communication systems, networks and portals 
and then to determine whether those expert conclusions and attribution 
determinations exist in a series of anomalistic and otherwise inexplicable 
Florida ‘official’ e-Communications between late January 2026 and February 
17, 2026.    

To be clear, while CCDG independently reviewed several independent 
expert reports, sworn declaration, affidavit testimony, attribution appendixes 
and raw and normalized endpoint and other digital forensics, it used its own 
statistical and industry-standard ‘blind’ study such to confirm from 3 
independent modalities and also, separately, by extracting, examining and 
researching digital forensic data from one endpoint and over 57 Florida 
Judicial e-Communication metadata from October 2024 through February 
17, 2026.    

Thus, while the independent expert reports and forensic results were 
provided to us prior to our investigation, to the extent they supported our 
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understanding of the scope and methodology used or provided insight into 
data sets collected to arrive at any particular conclusions, the same were not 
used nor were they offered to be used as a directive to confirm calculations.   
In fact, our investigative approach under the circumstances of where several 
notable expert teams had previously and exhaustively engaged a robust 
inquiry and substantively aligned on attribution determinations was, in a 
sense, contextually adversarial.   

That said, this Expert Report was prepared pursuant to an extraordinary 
course of events involving e-Communications and e-Service of Orders 
executed by the Clerk of the Florida Supreme Court.   More specifically, on 
February 6, 2026, an Original Petition for Writ of Prohibition, Mandamus and 
All Writs was hand-filed with the Deputy Clerk of the Florida Supreme Court, 
accompanied by an Ex Parte Emergency Motion to Seal and for In-Camera 
Inspection of Highly Confidential Cyber-Crime Attribution Evidence which 
was provided within the Original Writ and Appendix thereto.   On February 
11, 2026, it was discovered that the Clerk did not docket this Original Petition 
for Writ.    

Additionally, on February 11, 2026, the Clerk of the Florida Supreme Court 
summarily denied the Exparte Motion to Seal the Writ, its Appendix, and 
delay service pending in Camera review by the Court without the Court 
reviewing the Ex Parte Motion or the Highly Confidential Evidence itself.   
Then, on February 12, 2026, a Deputy Clerk sent emails stating that the 
subject Original Petition was filed in a separate but related case and was not 
available for public viewing.  In that February 12, 2026 email, the Deputy 
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Clerk did not copy the Party who filed the Original Writ, but sent emails to 
accounts forensically confirmed to compromised by the threat actors.    

CCDG expresses no legal opinion on the validity of any court order under 
Florida law. CCDG does, however, make forensic governance 
determinations about whether a communication artifact should be treated as 
a judicial act or as an administrative surface event for purposes of integrity 
analysis. When a document purports to resolve confidentiality, sealing, in 
camera review, or access-to-record controls in a contested compromise 
posture—and is issued through a channel shown to be compromised or 
actively exploited—CCDG treats that document as an integrity-critical event 
requiring preservation, audit, and controlled handling, not as a routine 
ministerial communication. 

CCDG does not opine as to all the ends to which the threat actors perpetrate 
their actions, however, herein, to the extent we agree with other expert teams 
that, by cryptographically counterfeiting an official court communication or 
using infiltrations in a judicial cyber-network which allows the rerouting of, by 
example, the above referenced Original Writ, they have the capability and 
opportunity to direct and cause a specific judicial result.    

Finally, we note that we are in alignment with the industry consensus that 
any investigation into threat actor manipulations of cyber-infrastructure 
includes empirical observations of ‘real world’ events and red flag anomalies 
which, overtime, form patterns.  From those patterns, we, using industry 
standard modalities and statistical analysis to correlate the patterns to digital 
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footprints within, by example, mx metadata such as email headers.   In other 
words, the analysis of cryptographic e-communication forensics, like 
distinguishing between pure gold and gold-plated uses both chemistry and 
common sense.   

Thus, herein, we do recite and examine the extraordinary ‘real world’ events, 
anomalies, circumstances and their continuity with standards of ordinary and 
regular practice.  Here, we do have the benefit of a set of known rules and 
regulations and operating procedures which are, by design, rigid and specific 
in nature as they govern rules and local rules of courts of law such that they 
can function and operate to provide clean adjudicative environments.   
Hence, as we venue into our investigation and findings, we incorporate 
deviations of, by example, rules of procedure, not for a legal opinion that due 
process of law was or was not afforded, but that the deviation is a data point 
which may, after further investigation, be an indicator of compromise or 
indicator of attack.    

B. Two Independent Investigations Conducted in Tandem  

In this Expert Report, CCDG investigated and examined: (1) the correlation 
between endpoints and external threat actor e-Communication 
compromises; and (2) from a strict forensic metadata and digital footprint 
analysis, without the inclusion of endpoint Indicators of Compromise, the 
substantial evidentiary support underlying our conclusions that latent 
compromises of Florida’s official eFiling Portal myflcourtaccess.com, the 
relays used by Florida’s eFiling Authority and the Florida’s Bar’s Employee 
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and Membership Portal continue to be exploited by threat actors using some 
of the precise malicious cyber-infrastructure and identical Techniques, 
Tactics and Protocols in violation of at least one federal court permanent 
injunction.   

First, this Expert Report provides a case study using the forensic analysis of 
a Lenovo X1 Carbon laptop (the “X1”) to corroborate a sophisticated 
adversary-in-the-middle campaign targeting Florida’s legal system.   This 
independent expert report and analysis was completed and concluded in 
collaboration with other expert teams and their determinations relative to an 
ongoing Advanced Persistent Threat involving the manipulation of electronic 
communications within the legal and judicial federal and state systems.   
More specifically, our analysis and determinations focused on endpoint logs 
of an X1 used by an individual attorney, Jay Farrow, from February through 
July 2025.   

Second, this Expert Report examines Farrow filings in the Florida Supreme 
Court via a pro se ePortal account created on February 4, 2026 and his hand 
filing of an Original Writ of Prohibition, Mandamus and All Writs on February 
6, 2026, the failure to properly docket the Original Writ Petition and resulting 
e-service Orders from the Clerk of the Florida Supreme Court which, among 
other things, entering a substantive Order denying the Emergency Ex Parte 
Motion to Seal, for Paper Only Handling Pending In-Camera Inspection and 
for Delayed Service of Process which was hand-filed along with the February 
6, 2026 Original Writ.    
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C. Summary of Findings and Forensic Determinations (Independent, 

Multi-Modal; Not Reliant on Any Single Report) 

This CCDG Expert Analysis Report was commissioned to determine whether 
Florida’s judicial e-communications environment—including Florida’s official 
e-filing portal (myflcourtaccess.com), the relay infrastructure used by the 
Florida e-Filing Authority, and the Florida Bar’s employee and membership 
portals—remained under latent compromise through February 2026, and 
whether that compromised environment explains the February 2026 capture, 
misrouting, and disclosure events surrounding Farrow’s Original Writ and 
Emergency Motion to Seal / In-Camera review. Our findings are stated here 
in categorical forensic language because the record supports categorical 
conclusions. 

CCDG’s determinations do not depend on CNF’s October 22, 2025 report 
alone. CCDG conducted an independent, multi-modal investigation using (i) 
the three portal-infiltration datasets (myflcourtaccess, Florida Bar employee 
portal, Florida Bar membership portal), (ii) the Marlin Technologies 
December 5, 2024 expert report on DNS/MX hijacking and service-aided 
persistent threats, (iii) contemporaneous Florida Supreme Court docket 
artifacts and Clerk orders (including February 5 and February 11, 2026), (iv) 
contemporaneous written admissions by a Florida Bar staff investigator that 
key Bar emails were forged or changed in transit, (v) extracted and 
normalized header telemetry for Florida e-service messages through 
February 17, 2026, and (vi) industry baseline tradecraft mapping to MITRE 
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ATT&CK techniques for compromise infrastructure, valid accounts, and 
trust-subversion operations.  

These sources are then cross-correlated to the September 8, 2025 
permanent injunction record and the sworn Microsoft DCU and Google TAG 
declarations that describe the same infrastructure and tradecraft used by the 
Conti/TrickBot/Glupteba ecosystem. (CNF Oct. 22, 2025 Report, pp. 120–
121, 224–225, 317–318; CNF Oct. 22 Portal Infiltration Section, pp. 133–134, 
148–149, 159–160; Marlin Report, pp. 2–5 and 10; MITRE ATT&CK 
Techniques – Enterprise, p. 16 (T1584.001) and p. 84 (T1078).) 

Determination 1: Florida’s official e-filing portal and Florida Bar portals 

were infiltrated in tandem through a control-plane attack model 

CCDG determines that the Florida Bar employee portal, Florida Bar 
membership portal, and Florida’s official e-filing portal were compromised in 
tandem through a control-plane attack model: threat actors leveraged valid 
credentials at scale and timed unauthorized portal activity to coincide with 
DNS and registrar changes that gave them parallel routing and interception 
leverage. CNF’s Portal Infiltration Section describes the forensic foundation 
and provenance of the three portal infiltration reports and explains why the 
timing alignment with DNS/MX changes is significant, emphasizing that the 
data collection was “blind” and independent across teams and then 
correlated after the fact. (CNF Oct. 22 Portal Infiltration Section, pp. 133–
134.) It further states plainly that myflcourtaccess.com’s nameserver records 
oscillated between GoDaddy DomainControl and Amazon Route 53 
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nameservers during 2024 and that unauthorized login surges correlate with 
those oscillations; when DNS flipped to Route 53, illicit activity surged; when 
it flipped back, activity lulled—a classic on/off attack cadence. (CNF Oct. 22 
Portal Infiltration Section, p. 148.) CNF characterizes this as a textbook 
adversary-in-the-middle scenario and maps it to MITRE ATT&CK 
T1557.003. (Id., p. 148.) 

Determination 2: The Portal Infiltration datasets independently contain 

APT-adjacent infrastructure indicators 

CCDG independently reviewed the portal-infiltration spreadsheets and 
confirms that the Bar membership portal dataset contains multiple entries 
with source IP address 172.93.148.174, ASN AS20278, provider 
name “Nexeon Technologies, Inc.”, dated June 19, 2024, associated with 
member.floridabar.org URLs (Florida Bar Membership Portal spreadsheet, 
Excel rows 5–8). CCDG treats Nexeon-sourced access in this context as a 
high-value non-endpoint indicator consistent with the infrastructure overlap 
and attribution narrative described in CNF and in Microsoft DCU filings, 
because Nexeon AS20278 appears repeatedly in the Microsoft DCU 
ecosystem as a hosting environment used by Conti-aligned operators (e.g., 
IPs such as 172.93.181.244 and 172.93.193.41 appear in Microsoft DCU’s 
Conti infrastructure lists). (Coy Declaration, March 30, 2023, Appendix listing 
of C2 IPs; CNF Oct. 22, 2025 Report, pp. 159–160 (attribution alignment with 
Microsoft and September 8, 2025 Final Judgment).) 
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Determination 3: Compromise of Bar identity governance is the bridge to 

compromise of court e-filing access 

CCDG determines that compromise of Florida Bar identity governance is not 
ancillary; it is the bridge to court portal compromise. CNF’s Portal Infiltration 
Section explains the mechanism: once attackers access Bar portals using 
valid credentials, they can alter identity and profile information and then 
leverage those changes to obtain new credentials or account recovery for 
Florida’s e-filing portal, thereby hijacking attorney access to court e-service 
and filing systems. (CNF Oct. 22 Portal Infiltration Section, pp. 141–143.) 
This is the precise tradecraft MITRE characterizes as compromise of 
infrastructure and trust control subversion: compromise third-party 
infrastructure and accounts, then use that compromised identity layer to pivot 
into downstream systems without “hacking” them in the classic sense. 
(MITRE ATT&CK Techniques – Enterprise, p. 16 (T1584 Compromise 
Infrastructure; T1584.001 Domains / registration hijacking concept) and p. 
84 (T1078 Valid Accounts).) 

Determination 4: The record contains direct institutional admissions that 

Bar emails were forged or altered in transit 

CCDG determines that manipulation of Florida Bar communications is not 
alleged; it is admitted in writing within the discipline record. The March 13 
and March 17, 2025 staff-investigator emails confirm that a key Bar email 
“purportedly sent” from Bar counsel was not actually sent by that person and 
that another staff-investigator email in the record “has been changed” from 
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what he sent, with the original attached for comparison. (FSC Section 
Outline, citing Berrena emails, March 13 and March 17, 2025.) These 
admissions establish that Bar-domain communications in Farrow’s matter 
were subject to impersonation or in-transit modification. In forensic terms, 
that admission alone destroys any presumption that subsequent “notice” or 
“no response” narratives dependent on Bar email are reliable without 
corroborating server-side logs and chain-of-custody verification. 

Determination 5: Marlin independently diagnosed a persistent DNS/MX 

hijack campaign capable of creating “filing illusions” 

CCDG’s determinations are reinforced by Marlin Technologies’ December 5, 
2024 report, which independently described a persistent APT and articulated 
the exact control-plane mechanism relevant here: DNS changes create a 
foothold to modify email routing, add filters, clone domains, and induce a 
victim to believe they filed or uploaded a document when, in reality, it never 
reached the intended judicial system. (Marlin Report, pp. 5–7.) Marlin 
explicitly describes how domain hijacking can be used to make a victim 
believe a filing transaction occurred when it did not, and how direct man-in-
the-middle control allows an attacker to read, suppress, or respond to email 
as if they were the victim. (Id., pp. 5–7.) Marlin also concluded that Farrow 
and his practice were victims of an APT and that anomalistic “SAPT” conduct 
increased dramatically through mid-2024 until full administrative access over 
Farrow Law’s network/DNS/OneDrive was achieved by July 2024. (Marlin 
Report, pp. 2–3 and p. 10.) 
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Determination 6: February 2026 events are the continuation of the same 

APT control-plane exploitation, not isolated “clerical anomalies” 

CCDG determines that the February 2026 sequence—the transcript-
ordering denial trap, the nondocketing/misrouting of an original writ, the 
Clerk’s denial of sealing/in-camera relief, and the subsequent dissemination 
through contested service channels—	 are	 operational	 outcomes	 of	 a	

compromised	communications	environment,	not	isolated	procedural	missteps. 

The February 6 Emergency Ex Parte Motion to Seal expressly grounded its 
request in evidence of portal compromise, DNS hijacking affecting the 
statewide e-Portal, suppression or alteration of electronic submissions, and 
post-ingestion modification of scanned documents. It requested paper-only, 
non-digitized handling and in-camera review as the only method to preserve 
integrity where electronic pathways were demonstrably unreliable. 
(Emergency Motion to Seal, Feb. 6, 2026, pp. 1–3.) The motion’s premise is 
the same premise CNF documented: attackers can intercept filings, 
manipulate documents during scanning/upload, and weaponize e-service to 
shape procedural outcomes. (CNF Oct. 22, 2025 Report, pp. 80–88 
(cryptographically correct counterfeits); pp. 159–160 (portal infiltration 
attribution alignment).) 

The February 5, 2026 Clerk order denied extension relief based on Fla. R. 
App. P. 9.300(a) consultation certification and imposed a five-day 
disposition-threatening deadline tied to dismissal/approval of the referee 
report; the February 11, 2026 Clerk order denied emergency sealing/in-
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camera/paper-only relief in the discipline dockets rather than under a new 
original writ docket. (FSC Section Outline, describing Feb. 5 and Feb. 11 
orders and their disposition consequences.) In a matter saturated with 
compromise indicators and where the movant requested in-camera handling 
precisely to prevent further compromise, CCDG determines that these Clerk 
orders are integrity-critical workflow events, not routine ministerial notices. 

Determination 7: Attribution continuity is independently corroborated by 

independent sources beyond CNF 

CCDG determines that the threat actors’ infrastructure and tradecraft 
described in CNF’s October 22 report is independently corroborated by 
sworn evidence from Microsoft DCU and Google TAG describing botnet and 
ransomware operators’ use of cloud services, relay masking, and credential 
abuse to disguise malicious traffic as “trusted.” CNF’s report explicitly cites 
Shane Huntley (Google, 2021) describing Proofpoint bypass and domain 
masking as hallmarks of APT-grade botnets and then states that Farrow’s 
attackers demonstrated identical ambition—full ecosystem compromise and 
lateral movement using compromised attorney credentials. (CNF Oct. 22, 
2025 Report, pp. 224–225, citing Huntley ¶¶14–16.) CNF further ties Route 
53 nameserver IPs in the 205.251.192/19 block to the August 5 Florida 
Supreme Court alias path and explicitly identifies that block as a fingerprint 
of Route 53 control matched to Microsoft’s Conti appendix attribution. (CNF 
Oct. 22, 2025 Report, pp. 317–318.) Those are infrastructure-level matches, 
not thematic analogies. 
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Determination 8: Access-to-court reliability failed in both electronic and 

physical submission channels 

Finally, CCDG makes a categorical access determination grounded in chain-
of-custody outcomes, not in intent attribution. Farrow’s efforts to bypass 
electronic compromise by physical delivery did not restore integrity. The 
December 18, 2024 hand-filed response later manifested as truncated/blank 
after page 21 (an outcome incompatible with intact chain-of-custody). The 
February 6, 2026 hand-filed writ and emergency motion did not receive 
separate original-writ docketing and was instead routed into discipline 
dockets and met with Clerk-level denials of secure handling—followed by 
dissemination through contested e-service pathways. These outcomes 
establish that Farrow did not have a reliable pathway, electronic or physical, 
to ensure that filings and integrity evidence reached the tribunal as intended 
and were handled under secure, auditable protocols. 

These determinations are restated and supported in the Report’s Findings 
and Conclusions section and should be read as forensic conclusions: they 
address compromised communications, identity governance exploitation, 
chain-of-custody failures, and adjudicative workflow reliability—not the 
merits of disciplinary allegations. 

CCDG’s ultimate access determination is categorical: from June 2024 
through February 2026, Farrow lacked any reliably auditable pathway—
electronic or physical—to submit filings and receive dispositive court 
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communications without threat-actor interference, truncation, misrouting, 
substitution, or service-list contamination.   

By example: (i) after Bar counsel’s assistant confirmed receipt of Farrow’s 
response package, Bar counsel’s subsequent referrals and pleadings 
treated those same matters as ‘no response’; (ii) Farrow’s December 17, 
2024 portal-filed response was struck on an asserted certificate-of-service 
defect, and his December 18, 2024 hand-filed corrected response later 
manifested in the Court’s record in a structurally impossible truncated state 
(blank after page 21); and (iii) Farrow’s February 6, 2026 hand-filed Original 
Writ and Emergency Motion were not docketed as a new original proceeding, 
were routed into existing disciplinary dockets, and were met with a Clerk-
issued denial of in-camera/sealing relief followed by dissemination through 
contested service channels. These three events, alone, establish an 
operationally untrustworthy adjudicative communications environment. 

II. The Correlation Between Endpoints and External Threat Actor 

Judicial Cyber-Infrastructure Compromises  

A. Background 

In and about mid-2025, Farrow’s endpoint logs captured telltale signs 
of counterfeit judicial notices being delivered and manipulated. Notably, on 
June 18 and June 25, 2025, Farrow received official-looking court 
communications (a Bar disciplinary notice and a court order) which were later 
confirmed to be forgeries. By examining Windows Event Logs preserved on 
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July 2, 2025, along with network telemetry and email metadata, our 
investigators connected those fake notices to covert endpoint activity.  

The X1’s evidence shows how the attackers leveraged Farrow’s own device 
and credentials to intercept or alter legal notices – all while masking their 
interference through trusted channels. In parallel, the forensic findings align 
with tactics described by expert witnesses (Finones, Coy, Huntley, Marlin, 
Levy) and MITRE ATT&CK techniques for credential misuse, DLL injection, 
DKIM/SPF abuse, and persistent access. This analysis and investigation 
integrates those elements and also highlights structural vulnerabilities in 
Florida’s e-filing portal (a private system run by Civitek) that enabled the 
attack. 

B. Counterfeit Notices and Endpoint Activity (June 2025) 

Fake Florida Bar Notice (June 18, 2025): On June 18, 2025, Farrow received 
an email ostensibly from the Florida Bar’s Attorney Consumer Assistance 
Program, regarding his ongoing disciplinary matter. It bore all the hallmarks 
of authenticity: proper logos, official language, even a PDF attachment on 
Florida Bar letterhead. However, forensic review later revealed anomalies.  

The attachment’s metadata showed it was last edited on a system outside 
the Bar’s network (not on any Florida Bar server), suggesting it was 
generated by the attackers. Moreover, hidden tracking code in the email 
pointed to a commercial bulk-email service (Mandrill/MailChimp) – 
something a genuine Bar notice would never use. In fact, the message 
headers contained MailChimp tracker links (e.g. URLs 
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with mandrillapp.com), indicating the email was sent through a marketing 
platform rather than an official Bar mail server. This subtle indicator was a 
red flag: the threat actors crafted the Bar notice on their own infrastructure 
and dispatched it via an automated campaign tool, allowing them to monitor 
if/when Farrow opened it.  

Cryptographically, the fake email passed authentication checks (it was 
signed with a valid DKIM signature for the Bar’s domain), so to a recipient it 
appeared legitimate. The reason it passed is telling – the attackers had 
routed it through an authorized mail relay for the Bar’s systems, thereby 
hijacking the “supply chain” of trust. Farrow’s laptop logs around June 18 
show that when this email arrived, it was handled as legitimate by his Outlook 
client; nothing immediately flagged it as suspicious. Only later correlation of 
artifacts exposed that it had traveled an unusual path. 

Forged Court Order (June 25, 2025): A week later, on June 25, 2025, during 
a critical phase of Farrow’s court proceedings, another incident occurred. 
Farrow was expecting an important notice from the Florida Supreme Court 
(related to an emergency motion in his case). The notice did arrive in his 
inbox, but with odd irregularities. For one, it was delayed – arriving out of 
sequence and later than scheduled. Secondly, the email initially lacked a 
proper case number in the subject line, sowing confusion, and a “corrected” 
version followed hours afterward.  

These symptoms hinted that the message had been generated in a rogue 
workflow before being delivered. The forensic team confirmed that the 
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attackers intercepted the genuine e-service email and inserted their own 
version first, then eventually allowed the real notice to go through. Windows 
Event Logs on the X1 show that on June 25 the system engaged in network 
connections corresponding to this e-service transaction. Specifically, around 
the time the court’s e-filing system should have sent the order, Farrow’s 
laptop made an outbound TLS (HTTPS) connection to an address under the 
domain mfcrelay2.myfloridacounty.com.  

This domain – as revealed by our investigation – is the designated email 
relay for Florida’s statewide e-filing portal myflcourtaccess.com. In other 
words, when courts e-file orders or notices, the notifications are sent via a 
relay server named “MFCRelay2” under myfloridacounty.com, a domain 
operated by the e-filing portal’s vendor. Normally, that relay is trusted 
infrastructure. The attackers exploited that trust by either compromising the 
relay or spoofing it with a counterfeit instance.  

The X1’s log of an HTTPS session with mfcrelay2.myfloridacounty.com on 
June 25 corroborates that Farrow’s device communicated with what 
it thought was a legitimate court relay service. In reality, the adversary was 
man-in-the-middle, using the system’s own mail relay to delay or alter the 
Supreme Court’s notice. By abusing a relay that was authorized in the 
portal’s DNS records and SPF policy, the attackers ensured their fake/late 
emails still passed DKIM/SPF validation and appeared authentic to Farrow 
and other recipients.  
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Crucially, independent data from the Florida Courts portal supports what the 
endpoint was showing. Portal audit logs (later obtained via subpoena) 
recorded a login to Farrow’s e-filing account on June 25, 2025 from an IP 
address not associated with him. In other words, the attackers themselves 
logged into Farrow’s account that day – using his stolen credentials – likely 
to manipulate the notification settings or to manually pull the court order. This 
was the same timeframe when Farrow’s X1 was observed reaching out to 
the relay domain.  

The logical sequence is that the adversary, already in possession of Farrow’s 
username/password for the e-filing website, accessed his account to either 
resend, suppress, or tamper with the notice of the court’s decision. They then 
sent their doctored version via the relay. Only after some delay did the 
legitimate notice eventually reach Farrow (resulting in the confusing 
duplicate emails). To Farrow, it simply looked like a clerical mix-up; in reality 
it was the apex of a targeted sabotage – delaying official knowledge of the 
court’s action by a critical few hours. 

Endpoint Log Artifacts: Farrow’s Lenovo X1 provides a timeline of the 
attackers’ presence surrounding these incidents. On June 18–19, 2025 
(overnight after the first fake notice), and again between June 25 and July 2, 
2025, the X1’s Windows Event Logs show a pattern of no-user activity 
consistent with malware exfiltration.  

Dozens of instances of msedgewebview2.exe (Microsoft Edge WebView2) 
were launched in the early morning hours while Farrow was not logged in. 
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Each instance established HTTPS connections to external servers and 
transferred significant data out of the laptop. The forensic team correlated 
these events with firewall and network telemetry: for example, just after 
midnight on June 19, large, encrypted uploads (tens of megabytes) were 
observed from the X1 to an IP address in Eastern Europe that had no 
legitimate business with Farrow’s practice.  

Again, during the last week of June, a flurry of WebView2-driven 
communications occurred. This suggests the attackers were using a 
headless browser on Farrow’s machine to smuggle out data – likely including 
copies of emails and documents related to the Bar notice and court order. 
By using a trusted Windows component (WebView2 is a Microsoft-signed 
browser control), the malicious automation blended into normal traffic. Any 
security software would see “Microsoft Edge WebView” and treat it as benign 
or part of routine software like Office or Teams.  

Meanwhile, the malware controlled that process to stream out stolen data 
over TLS. This method corresponds to the “living off the land” approach to 
exfiltration: abusing legitimate binaries and protocols to hide malfeasance. 
As Microsoft’s Rodelio Finones observed in a 2023 Conti investigation, threat 
actors often design their beacons to “exfiltrate through ordinary web requests 
(HTTPS), blending into normal traffic.” Our case precisely reflects that – 
those WebView2 HTTPS transfers looked like any other web browsing, and 
only through retrospective analysis did we identify them as malicious 
beacons. 
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By July 2, 2025, Farrow (aided by consultants) had grown suspicious enough 
to take the X1 offline and preserve its state. A full forensic image was made, 
capturing the Event Logs, registry, memory, and filesystem as of that date. 
This allowed investigators to uncover dormant implants that survived the 
attackers’ cleanup efforts. They found, for instance, a malicious DLL loaded 
into the Windows Input Method Editor process (ctfmon.exe) – a classic 
injection technique used by advanced malware. This injected DLL was a 
stealthy Beacon (an in-memory backdoor) that had been active on the X1, 
enabling keylogging and remote access.  

The attackers chose the IME process for persistence because it auto-starts 
with Windows and runs under user context; by hijacking it, they obtained a 
reliable foothold. The forensic team discovered registry run keys and 
configuration indicating this IME hijack was in place – the same method 
earlier found on Farrow’s 2020 laptop. In short, the X1 had been implanted 
with fileless malware that maintained a covert channel to the adversary.  

Even after antivirus scans or software updates, the intruders remained 
entrenched via this DLL injection and a WMI-based scheduled task that 
reloaded the payload at intervals. This endpoint persistence lined up with 
what Sophos CTO Joe Levy warned about in 2020: modern APT attackers 
repurpose legitimate processes and credentials to maintain persistence via 
legitimate channels, a tactic often dubbed “living off the land.”  

Indeed, even when Farrow replaced hardware (introducing the new X1 in 
early 2025), the attackers quickly re-established control – not by brute-
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forcing Windows, but by leveraging subtle implants and stolen logins. 
Farrow’s case dramatically illustrated Levy’s point: the adversary could come 
and go on the endpoint almost at will, without triggering obvious alarms, 
because they were piggybacking on system components and valid accounts. 

 

C. Credential Theft and Portal Exploitation 

How did the attackers obtain the level of access needed to pull off these 
feats? The answer lies in a combination of spear-phishing and credential 
abuse, mapped neatly to known MITRE tactics T1566.001 (Spearphishing 
Attachment) and T1078 (Valid Accounts).  

Farrow’s cybersecurity team determined that the initial compromise of his 
systems traced back to phishing lures. For example, in early March 2025, 
Farrow opened a PDF attachment that he believed was a court document – 
in fact it contained a zero-day exploit that infected the X1. Such phishing 
attacks had happened before; throughout 2020–2024 Farrow and colleagues 
were bombarded with fake court notices and e-service emails carrying 
malicious links or files.  

Once the attackers breached an endpoint and harvested credentials (be it 
for Office 365, the Florida Bar portal, or the e-filing portal), they leveraged 
those logins extensively. Google’s Shane Huntley noted in a 2021 
declaration (about the Glupteba botnet) that these groups use stolen 
passwords and cloud proxies to impersonate lawyers and officials – precisely 
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what we saw here. Armed with valid credentials, the adversary logged 
into various systems as if they were the legitimate user.  

The threat actors, using stolen credentials, signed into the Florida Bar’s 
member portal, the E-Filing Authority website, and even email accounts, all 
to expand their reach without hacking in the traditional sense. In Farrow’s 
scenario, once the attackers controlled a Florida Bar staff account (they had 
compromised at least one Bar employee’s login by late 2024), they could 
and did update various attorney profiles to modify the information for 
strategic advantages.  

This allowed them to satisfy security checks when requesting password 
resets at the Florida Courts E-Filing portal (run by Civitek). Essentially, by 
manipulating records in one system (the Bar portal), they could socially 
engineer access to another (the court filing portal) – a cross-system attack 
enabled entirely by stolen credentials and insider-style moves.  

The Bar portal logs showed odd after-hours access and profile edits for 
Farrow’s account and others, which later matched up with the timing of 
fraudulent e-filing password resets. Through this method, the 
attackers enrolled themselves as authorized e-filers on cases of interest, so 
that they would receive all e-service notifications and could file documents 
illicitly. All of this was done with valid credentials – no malware needed on 
the portal. It’s a textbook example of MITRE T1078 Valid Accounts in action. 
The adversaries operated within the victim’s own accounts and systems, 
greatly complicating detection. 
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Beyond portal logins, the attackers also hijacked the email “mailroom” of the 
legal system by manipulating DNS MX records and abusing relay services. 
Whenever critical communications were set to occur, the threat actor would 
reroute email flow through their infrastructure.  

As documented by the Marlin technology report, more than 225 domains 
relevant to Farrow’s matters had their MX records tampered with between 
2019 and mid-2024 – often for short windows overlapping with key filings or 
meetings. Marlin’s analysis first flagged this pattern of temporary MX swaps 
as a likely deliberate strategy across Farrow’s network. Our own 
investigation confirmed it independently as well.   

This tactic corresponds to MITRE T1114 – Email Collection, where 
adversaries collect or divert emails via malicious forwarding rules or server 
reroutes. Here, they executed it at the network level (changing MX records 
to intercept law firm and court emails) and at the client level (placing hidden 
auto-forward rules in mailboxes). The combination ensured that every piece 
of relevant correspondence – whether a court filing, a scheduling email, or a 
Bar notice – was seen by the attackers.  

They were effectively wiretapping the legal email flow, but in such a 
seamless way that neither the senders nor recipients realized the detour. 
Even the sophisticated security scanners in use (like Cisco IronPort email 
gateways) did not detect the fraud: the messages still bore correct headers 
and passed through expected routes. In one instance, our forensic analysts 
found a subtle fingerprint left behind – an email header from the 
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compromised court notice had the string “IPHmx.com” with peculiar 
capitalization. This corresponded to Cisco’s IronPort cloud service. The odd 
capitalization only appeared once, suggesting the attacker manually 
configured something incorrectly on that relay.  

It was a minor glitch, but it served as a tiny breadcrumb indicating human 
tampering behind the scenes. In short, by abusing trusted relay services and 
carefully synchronizing their moves, the attackers achieved “mailroom 
manipulation without mailroom theft.” They didn’t need to outright steal or 
forge every email; they could simply hold or copy the mail as it passed 
through an extra hop under their control, then release it. To the courts and 
lawyers, deliveries looked mostly normal – except for occasional delays or 
quirks that were easily blamed on technical glitches. 

D. Adversary Infrastructure and Attribution 

From the endpoint perspective on up to the cloud, the forensic evidence drew 
a clear line to a broader threat infrastructure. The Lenovo X1’s network 
artifacts showed connections to hostnames and IP ranges that were far from 
random – they overlapped with known Conti/Wizard Spider APT 
infrastructure. For example, one of the suspicious IP addresses observed in 
Farrow’s web traffic (in the 172.93.148.x range, hosted by Nexeon in the US) 
was later cross-referenced against a Conti threat intelligence report.  

It turned out to be listed as a Command-and-Control node in a 2023 Microsoft 
litigation against Conti operators. Another IP that appeared in the headers of 



20260225.xrpt 

 

31 Cryptographic-Counterfeit Report: February 25, 2026 

an intercepted email (146.20.161.x, a Rackspace cloud server) also matched 
an Indicator-of-Compromise from that same Conti dataset.  

We find and determine that these overlaps are unlikely to be coincidence – 
they indicate the Florida attackers were using the same “stable” of servers 
previously tied to Conti’s campaigns. Microsoft’s Chris Coy had noted in 
sworn testimony that when multiple victim cases show the same DNS 
servers and IPs, it’s a strong sign of a common actor. Indeed, on July 31, 
2025, when the adversary launched a widespread DNS hijack in Florida, 
about 30 legal domains all flipped to a particular cluster of 
Amazon Route 53 name servers (an IP range 205.251.192.0/19).  

Microsoft’s DCU Expert Christopher Coy identified that exact name server 
cluster as part of Conti’s infrastructure in 2023. The fact that Florida’s 
domains suddenly delegated to it en masse was a smoking gun linking this 
attack to the Conti group’s playbook. Likewise, Coy described Conti’s 
penchant for using cloud CDNs (like Amazon CloudFront) to host fake sites 
once they have DNS control – a tactic we directly witnessed on August 5, 
2025 with the Florida Supreme Court’s website being aliased to CloudFront. 
Coy’s declaration essentially predicted the maneuver we saw; the attackers’ 
use of CloudFront to serve a counterfeit court site was not a one-off idea but 
a repeatable technique from prior Conti operations. 

Google’s threat analysis chief, Shane Huntley, provided a complementary 
perspective connecting to our findings. In the 2021 Google v. Glupteba case, 
Huntley described how a cybercriminal group utilized stolen credentials at 
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scale and funneled malicious traffic through cloud proxies to appear 
legitimate. Huntley noted, as we also do herein, scenarios of 
adversaries masquerading as authorized users of government networks by 
exploiting valid logins and tunneling through common services.  

This exactly parallels what happened in Florida: the attackers logged into the 
Bar and court systems as if they were authorized attorneys or staff, and they 
proxied their command-and-control traffic through big-name cloud providers 
(AWS, Cloudflare, Microsoft Azure) so it would blend in with normal 
operations. Huntley’s observations reinforce that the tactics in Farrow’s case 
– credential stuffing, account impersonation, and cloud-based proxy usage – 
are well-documented APT behaviors seen as early as 2021. Our 
investigation didn’t occur in a vacuum; these patterns were on the radar of 
cybersecurity experts and even prompted industry legal actions (Microsoft, 
Google, Sophos, etc., all sued “John Doe” hackers in recent years to disrupt 
this very infrastructure). 

One coined term encapsulates the nature of this campaign: “Service-Aided 
Persistent Threat” (SAPT). Introduced in late 2024 by one of the expert 
reports (Marlin’s report), SAPT refers to threat actors leveraging ubiquitous 
cloud services as part of their attack stack. Rather than operating from shady 
servers on the dark web, these adversaries rent space on Amazon, 
piggyback on Microsoft 365, use Google’s APIs, and so forth – melding into 
the fabric of legitimate IT services. In the Florida operation, the attackers 
exemplified a SAPT.  
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They abused Amazon Route 53 for DNS control, Amazon CloudFront for 
web delivery, Proofpoint and Cisco cloud relays for email, and even stored 
secondary C2 info in blockchain DNS records to withstand takedowns. Much 
of their infrastructure was essentially “as-a-Service.”  

This made them agile and resilient: if one domain was blocked, spinning up 
a new one on Route 53 was trivial; if one cloud distribution was exposed, 
they could initiate another on a different CDN. It’s a plug-and-play model for 
persistent attack. The downside for defenders is that traditional blocking and 
tackling fails – you can’t just blacklist Amazon or Microsoft wholesale. 
Marlin’s report presciently noted that such cloud-enabled persistence blurred 
the line between legitimate and malicious traffic, which is why containment 
required broad cooperation from those tech providers. The SAPT paradigm 
was vividly illustrated by the forensic evidence in this case, and it 
underscores why the attackers stayed one step ahead for so long.  

E. Conclusion – Endpoint – Compromise Correlations 

The forensic record from Farrow’s X1 Carbon laptop brings into sharp focus 
an end-to-end narrative of how an advanced threat operated. Starting from 
a phishing PDF and ending with counterfeit court orders, the endpoint 
evidence corroborated each stage: initial intrusion via exploit, credential 
harvesting, covert persistence, and active interference in legal processes.  

Each anomaly on the X1 – a midnight browser spawn, an odd TLS 
connection, a registry change, a crash dump – tied back to a piece of the 
attackers’ methodology described by experts like Finones (hiding traffic in 
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HTTPS), Huntley (misusing stolen accounts), Coy (hijacking DNS and 
fronting sites), and Levy (living-off-the-land persistence). By exclusively 
using trusted services and credentials, the attackers blurred the line between 
legitimate IT activity and attack traffic. This allowed the threat actors 
to corroborate their forgeries: for every fake notice they sent, they ensured 
Farrow’s device and network would accept it as real.  

Ultimately, the case of the Lenovo X1 demonstrates how endpoint forensics, 
combined with logs from cloud services, unraveled a complex supply-chain 
attack on the justice system. It validates the need for a holistic defense – one 
that bridges endpoint security with domain governance – to prevent future 
“silent infiltrations” that can undermine the very foundations of legal 
communication. 

 

III. Structural and Latent Compromises of Florida’s eFiling and eService 

Infrastructure and Continuing Infiltrations of the Florida Bar’s Employee 

and Membership Portals 

Our endpoint work on the Lenovo X1 established how an Advanced 
Persistent Threat operated on a single device. The second half of CCDG’s 
mandate is broader: to determine, using only metadata, routing artifacts, 
official records, and non-endpoint testimony, whether Florida’s statewide 
e-filing portal, the Florida Bar’s employee and membership portals, and the 
Florida Supreme Court’s filing and service machinery were already in a state 
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of latent compromise when the February 2026 writ, sealing motion, and 
related orders were processed. 

On this record, we do not treat that question as speculative. By October 22, 
2025, independent teams had already documented a sustained DNS/MX 
hijacking campaign and mail-relay manipulation targeting the Florida Bar, 
myflcourtaccess.com, and related domains, with the explicit finding that 
those systems had been integrated into an APT whose objective included 
distorting access to courts and judicial outcomes. CNF’s October 22, 2025 
report describes nearly six hundred domains in Farrow’s ecosystem 
exhibiting coordinated name-server and MX changes, with ninety-five to 
ninety-eight percent of them showing irregular updates during narrow 
“subject use windows” that tracked litigation milestones and court deadlines. 
CNF concluded that these patterns could not be reconciled with routine 
maintenance and that, as of mid-2025, control of DNS and MX records 
allowed the attackers to intercept or block “every digital communication 
channel Farrow relied upon” – including e-filing notifications and court emails 
– without tripping conventional defenses. (CNF Oct. 22 Rpt., pp. 197–201, 
232–233.)  

Marlin Technologies’ December 5, 2024 report had already reached a 
parallel conclusion: that the Central Targets, including Farrow and the 
Florida Court Electronic Filing System, had been under APT-style attack 
since at least 2019, with DNS updates to critical domains (including the 
Florida courts’ e-filing systems) spiking in 2024 and 2025 in ways that were 
“reasonably probable” to be malicious. (Marlin Rpt., pp. 5–9.)  
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 CNF’s October report treats Marlin’s findings as one of several independent 
data sets that, when overlaid with the Portal Infiltration Reports and endpoint 
telemetry, leave “little doubt that an Advanced Persistent Threat integrated 
itself into both the technological and procedural fabric of the justice system” 
and remained active and undeterred as of late 2025. (CNF Oct. 22 Rpt., pp. 
232–233.)  

CCDG accepts those prior findings as the established threat architecture. 
We do not re-litigate whether the Florida Bar and the statewide e-Portal were 
compromised; we proceed from the documented fact that they were, and we 
examine whether the anomalies in the Florida Bar discipline sequence and 
the Florida Supreme Court’s February 2026 treatment of Farrow’s writ and 
sealing motion are consistent with that same architecture. 

 

A. Established latent compromise of the Bar and portal layers by late 2025 

CNF’s October 22, 2025 work is explicit on three points that are foundational 
to this section. First, control of DNS and MX records for dozens of law-firm, 
court, and vendor domains in Farrow’s orbit was not intermittent noise; it was 
a deliberate, long-running campaign in which nearly all relevant domains 
were moved, often briefly, to attacker-controlled name servers, including 
Amazon Route 53 clusters later tied, through Microsoft’s Conti litigation, to 
known criminal infrastructure. (CNF Oct. 22 Rpt., pp. 197–201; Coy Decl., 
Microsoft v. Does (Conti).) 
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Second, that campaign targeted the Florida Bar’s employee and member 
portals and the statewide myflcourtaccess.com e-filing portal specifically. 
CNF documents DNS hijacks of members.floridabar.org and attack windows 
in which credential-stuffing from Nexeon-hosted IP space produced 
anomalous logins and profile edits for Farrow and other attorneys. In the 
same timeframe, CNF’s Portal Infiltration Reports show 
myflcourtaccess.com oscillating between normal DomainControl 
nameservers and malicious Route 53 zones, and more than eleven hundred 
unauthorized or anomalous login and filing events on the portal during those 
“rogue” windows, even as TLS padlocks remained green and the user-facing 
interface looked normal. (CNF Oct. 22 Rpt., pp. 77–90, 197–201.) 

Third, CNF framed the attack not as isolated phishing incidents but as a 
coordinated APT directed at severing communications and manipulating 
case trajectories. Its analysis emphasizes that almost all of the six hundred 
domains examined in the “subject digital ecosystem” recorded at least one 
indicator of compromise in the six-year window, that those indicators lined 
up with twenty-one synchronized update windows, and that the DNS/MX 
manipulations, combined with endpoint and email-header evidence, “could 
not plausibly be explained without intentional and persistent interferences by 
threat actors” whose objective was to cut off access to courts and law 
enforcement. (CNF Oct. 22 Rpt., pp. 197–201, 232–233.) 

Our role is to translate that architecture into concrete implications for 
Florida’s bar discipline and Supreme Court processes. From a cryptographic 
standpoint, once an adversary can silently re-delegate a domain’s 
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nameservers and insert their own MX entries, that adversary can generate 
emails that validate under SPF, DKIM, and DMARC for the hijacked domain. 
CNF describes June 2025 forged Florida Supreme Court notices as 
“cryptographically correct counterfeits”: messages that used valid DKIM 
signatures and SPF alignment from myflcourtaccess.com and its relays but 
contained impossible case numbers, placeholder strings like “NEW 
CASE_########” left in the body, and paths proving they originated from 
the e-Portal infrastructure and not from any authentic flcourts.gov server. 
(CNF Oct. 22 Rpt., pp. 80–88.)  

Technically, this means that by June 2025, the attackers had two key 
advantages: they could send forged judicial and Bar notices that passed all 
standard cryptographic checks, and they could do so while riding on the 
same myflcourtaccess.com relays that carried genuine Florida Supreme 
Court and Florida Bar traffic. That is the latent compromise state CCDG 
assumes as baseline entering 2026. 

B. Non-endpoint evidence of Florida Bar email and portal infiltration 

Even if one ignored every endpoint artifact, the Florida Bar’s own discipline 
record contains direct admissions and procedural behavior that only make 
sense in an environment where threat actors had obtained durable access 
to Bar communication channels and workflow. 

Independent analysis of the Bar v. Farrow record for jurisdictional and 
procedural irregularities documents a chain of events beginning in 
September and October 2024 that is incompatible with ordinary Bar practice. 
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In mid-October, Bar counsel operating under the name “John D. Womack” 
emailed Farrow a list of Bar complaint numbers containing asterisks instead 
of full grievance-committee designations and instructed him to respond only 
to the starred files. The same communication told him that no further 
response was required on file 2024-70,126, even though that complaint later 
became a centerpiece of the substantive case against him. (High 
Juris/Procedural Irregularities Rpt., pp. 1–3.)  

On October 14, 2024, Farrow complied with Womack’s instructions and sent 
a comprehensive response package by email and hand-delivery. The next 
morning, Womack’s assistant Christine Mitchell emailed to confirm receipt: 
“We have received the email that you sent last night at 7:20 pm. Thank you.” 
Yet, that same day, a series of Florida Bar letters on Bar letterhead went out 
under Womack’s signature to “Chair” Richard Jay Weiss in Broward County, 
forwarding the same complaint files “for further investigation and disposition” 
and representing that Farrow had failed to respond. Those letters further 
claimed that Womack had “appointed [himself] as Investigating Member” of 
the grievance committee, something Florida’s rules do not contemplate. 
(High Juris/Procedural Irregularities Rpt., pp. 1–3.)  

The conflict is stark. Official Bar correspondence acknowledges receipt of 
Farrow’s responses while parallel letters, transmitted the same day, falsely 
report non-response and send the files, under a misrepresented committee 
chair, into a path that leads directly to contempt and emergency suspension. 
The Bar’s own staff investigator later admits, in March 2025 communications, 
that an email “purportedly sent” from Bar counsel was not in fact sent by that 
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person, and that another email in the record “has been changed” from what 
he sent, attaching the original for comparison. Those admissions are not 
theory; they are primary evidence that Bar email traffic was being intercepted 
and modified in transit. (FSC Outline, scope section; staff-investigator emails 
summarized at FSC Outline, pp. 4–7.)  

CNF’s January 15, 2026 Second Supplemental Avatar Report extends this 
picture into identity space. It traces the online footprint of “John Berrena,” the 
staff investigator whose emails were later acknowledged as altered, and 
concludes that his publicly facing persona—including a BarInvestigators.com 
domain and a profile on the Organization of Bar Investigators—was itself part 
of an APT “avatar” operation, built out in early 2025 and then partially 
scrubbed once Farrow began probing irregularities. (CNF 2nd Supp Avatar 
Rpt., pp. 71–76.)  

Taken together, these non-endpoint facts support a simple technical 
inference. By late 2024, threat actors had acquired valid credentials and 
control sufficient to (a) send or suppress emails from @floridabar.org 
addresses; (b) misdirect grievances to conflicted actors; (c) alter email 
content in the discipline record; and (d) fabricate or bolster investigator 
identities online. In MITRE ATT&CK terms, this is a combination of Valid 
Accounts (T1078), Email Collection and Rule Manipulation (T1114), and 
Persona Fabrication (T1585) techniques, executed inside the Bar’s own 
communication and identity surfaces. The Florida Bar discipline system was 
no longer a clean observer; it was one of the target surfaces the attackers 
were actively using. 
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C. Florida’s e-Portal and e-service relays as a persistent 

adversary-in-the-middle 

The same CNF report and the Portal Infiltration data show that 
myflcourtaccess.com and its mail relays functioned, during multiple windows 
from 2023 through 2025, as an adversary-in-the-middle choke point rather 
than a trustworthy backbone. CNF’s DNS/MX section describes name-server 
changes for myflcourtaccess.com from GoDaddy’s DomainControl to 
Amazon Route 53, accompanied by spikes in unauthorized logins, failed fee 
payments, and missing confirmation emails reported by attorneys. Those 
anomalies occurred while SSL/TLS certificates remained valid and the 
front-end user experience remained intact, confirming that the attackers 
operated at the DNS and relay layer rather than by defacing or replacing the 
visible portal. (CNF Oct. 22 Rpt., pp. 77–90, 197–201.) 

In that same period, CNF captured the June 18 and June 25, 2025 Florida 
Supreme Court forgery sequence. Farrow received an email that appeared 
to be from CourtService-noreply@flcourts.gov and, one week later, a 
“Removal from Service List – Case Number 99-99999” email 
from noreply@myflcourtaccess.com. Both bore valid SPF/DKIM/DMARC 
results, yet the case number format was impossible under Florida Supreme 
Court conventions, and header paths traced back to the portal’s relay 
infrastructure rather than any canonical flcourts.gov source. CNF analyzed 
the HTML and found placeholder strings and Mandrill-style tracking 
behavior, concluding that these were intentionally crafted counterfeits riding 
on compromised relay paths. (CNF Oct. 22 Rpt., pp. 80–88.) 
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In parallel, forged Florida Bar grievance emails arrived via marketing 
platforms such as Mandrill/MailChimp, again with valid DKIM signatures for 
@floridabar.org but transmission telemetry proving the mails originated from 
bulk-mail infrastructure that the real Bar does not use for discipline 
communications. CNF noted that the very presence of Mandrill tracking links 
in a supposed Bar discipline notice is itself a red flag: the Bar’s legitimate 
systems have no reason to call out to mandrillapp.com when communicating 
about grievances. 

CNF mapped these patterns to MITRE T1557 (Adversary-in-the-Middle) and 
T1565.002 (Data Manipulation – Email content), emphasizing that the portal 
and Bar were under the control of a “stealthy MITM mail operator living in the 
middle of the court’s real infrastructure.” (CNF Oct. 22 Rpt., pp. 77–90.)  

From CCDG’s perspective, the technical conclusion is blunt. By late 2025, 
any assumption that DMARC-passing messages from myflcourtaccess.com, 
flcourts.gov, or floridabar.org were automatically trustworthy was no longer 
defensible. Once the attacker can become “the domain” during a hijack 
window—controlling DNS, MX, and, in some instances, DKIM keys—
cryptographic compliance proves nothing about judicial authenticity; it proves 
only that the message matches whatever configuration existed at the time, 
even if that configuration was under attacker control. 
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D. 2024–2025 Florida Supreme Court discipline anomalies as procedural 

indicators of compromise 

Against that technical backdrop, the Florida Supreme Court’s handling of 
Farrow’s discipline case from December 2024 through late 2025 reads, from 
an integrity perspective, less like a sequence of isolated clerical missteps 
and more like the procedural layer of the same campaign CNF describes. 

On December 17, 2024, Farrow electronically filed a response to the Bar’s 
first petition in SC2024-1681. The Clerk struck that filing, asserting the 
absence of a certificate of service. Farrow then drove to Tallahassee on 
December 18 and hand-filed a corrected response. The Marshal’s signature 
on the cover page confirms physical receipt. Yet the version that later 
appears in the record cuts off at page 21, with that page showing only the 
page number at the bottom and no text—an outcome that is impossible if the 
hand-delivered document was complete. (FSC Outline, chronology section.)  

Two days later, on December 20, 2024, the Clerk issued an “Order – 
Non-dispositional” that did three things simultaneously: it struck the 
corrected response, commanded that all future filings be made through the 
statewide e-Portal, and threatened sanctions for non-compliance with e-filing 
requirements. In a system where the filer had already raised concerns about 
portal compromise and had physically delivered a response that was then 
truncated, this was not mere docket housekeeping.  

As the FSC Outline correctly frames it, that order pushed a contested 
discipline matter deeper into a channel already flagged as compromised, 



20260225.xrpt 

 

44 Cryptographic-Counterfeit Report: February 25, 2026 

while deploying sanctions language that belongs to judicial power, not 
ministerial staff. Treating such an order as “ministerial” is inconsistent with 
both the structure of Florida’s filing rules and the integrity risk known at the 
time. (FSC Outline, Section 5.)  

On December 27, 2024, Farrow filed a motion for protective order and 
confidentiality, supported by early portal-infiltration evidence, explicitly 
putting the Court on notice that the e-filing environment was at risk and 
requesting sealed, controlled handling. No structured integrity response 
followed. The portal continued to serve as the mandated channel. When 
Farrow later moved, on February 27, 2025, for an order to show cause, he 
documented conflict vectors, including evidence suggesting undisclosed ties 
between Bar counsel and Weiss Serota, and further anomalies in service 
and docket behavior. 

By mid-2025, the emergency suspension mechanism under Rule 3-5.2 was 
invoked. The June 18, 2025 Petition for Emergency Suspension asserted 
authorization by the Bar’s Executive Director but was not signed by that 
officer, and it omitted the Bar file number later identified as the emergency 
suspension file itself, 2025-70,622 (17A)(FES).  

On August 4, 2025, the Supreme Court entered a summary suspension order 
approving the petition without articulated “great public harm” findings. On 
August 7, the Bar moved to correct the record, admitting that the petition and 
order had failed to include the emergency suspension file number and asking 
for a corrected order. On September 30, 2025—after a referee default had 
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already issued—the Clerk granted that motion and directed insertion of the 
missing file number into a “corrected” suspension order. (FSC Outline, pp. 
4–8.) 

For CCDG, this chronology is significant not as a pure legal defect but as an 
integrity indicator. An emergency suspension device designed to be tightly 
controlled was pushed through with a missing identity anchor, corrected only 
after default, via a Clerk order, in an environment where Bar communications 
were known to be manipulated. That is exactly the kind of procedural 
instability an APT seeks to exploit. 

The referee phase compounds the signal. An August 11, 2025 
case-management order states that a case management conference 
occurred on August 8 without any docketed notice, consolidates matters 
“upon motion” filed that same day, treats the emergency petition as the 
operative “formal complaint,” prohibits extensions, threatens default, and 
assigns the Bar exclusive responsibility for providing the court reporter and 
preparing notice of hearing. Farrow asserts he received no notice of the 
August 8 conference. When default was entered on September 3, 2025, the 
order recited that he had filed “no answer or paper,” ignoring the December 
2024 filing and truncation sequence. (FSC Outline, pp. 4–7.)  

Viewed through a cyber-forensic lens, this is not generic “rough justice.” It is 
a pattern: a compromised Bar communication layer feeds a compromised 
e-Portal, which in turn feeds a discipline process whose key decision 
points—striking filings, coercing use of a suspect channel, consolidating 
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without notice, defaulting on merged pleadings—are all occurring in a system 
CNF has already shown to be under persistent APT pressure. 

E. February 2026: writ burial and ultra vires clerk orders on a 

compromised channel 

By January 2026, the focus shifted from default and suspension to the 
mechanics of Supreme Court review. Under Florida’s discipline structure, 
meaningful review of a referee report depends on timely procurement and 
filing of the hearing transcript. The referee’s August 11, 2025 order had 
already placed responsibility for arranging the court reporter on the Bar.  

When Farrow attempted, in late January 2026, to obtain the information 
necessary to order the transcript, he did so by sending a FedEx package to 
Bar counsel Jennifer Falcone approximately eight days before the deadline, 
enclosing a prepaid overnight return envelope and demanding identification 
of the reporter, vendor chain, and ordering path. Falcone’s response dated 
January 30, 2026 but received after hours on February 4, 2026—the due 
date—contained a non-routable email string, “transcripts@fl@veritext.com,” 
as the contact address. (FSC Outline, Section 7; Falcone letter.) 

From a strict communications-integrity standpoint, that malformed address 
is not a trivial typo. In a record already populated with email tampering 
admissions and address mutations, it functions as a denial-of-service 
instruction at the precise chokepoint where Supreme Court review must be 
perfected. A respondent who follows that instruction will not reach the 
intended recipient; transcript procurement will fail regardless of diligence. 
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The behavior is consistent with the attackers’ repeated use of address 
mutation, as CNF noted when analyzing the judicial assistant’s anomalous 
“jud11.fl.courts.org” domain in April 2025, and with broader MITRE-mapped 
tradecraft where adversaries corrupt routing at critical deadlines. (CNF Oct. 
22 Rpt., pp. 77–90.)  

On February 5, 2026, the Clerk issued an order denying Farrow’s motion for 
extension of time on the basis that it lacked the consultation certificate 
required by Fla. R. App. P. 9.300(a). The order then imposed a five-day 
deadline for filing both the initial brief and the transcripts and warned that 
failure to comply “may result in dismissal” and that failure to file the brief “may 
result in approval” of the referee report. (Feb. 5, 2026 Clerk order; FSC 
Outline, pp. 8–9.)  

From CCDG’s integrity vantage, this is not neutral docket management. The 
order uses a conferral formality—difficult to satisfy in a communications 
environment already acknowledged as compromised—to accelerate a 
disposition-threatening deadline, and it does so through a Clerk signature 
rather than a justice, in a context where the underlying transcript path has 
been functionally sabotaged. On these facts, treating the February 5 order 
as anything other than a de facto judicial act executed through an 
administrative choke point is inconsistent with Florida’s own allocation of 
discipline power under Article V, § 15 and with the documented 
cyber-forensic record of compromised channels. (FSC Outline, 
governing-architecture section.)  



20260225.xrpt 

 

48 Cryptographic-Counterfeit Report: February 25, 2026 

The events of February 6–11, 2026 complete the picture. On February 6, 
2026, Farrow created a pro se e-Portal account and also hand-delivered to 
the Supreme Court an original writ petition captioned “In re Jay Lewis 
Farrow,” together with an Emergency Ex Parte Motion to Seal, for In Camera 
Review, for Paper-Only, Non-Digitized Handling, for Delayed Service, and 
for a Stay of All Disciplinary Proceedings Affecting Petitioner. In substance, 
that motion requested the very measures any independent cyber-forensics 
team would prescribe in a known-compromise posture: sealing, in camera 
review, air-gapped handling of sensitive forensic content, and 
court-controlled service that bypassed the contaminated e-Portal and Bar 
email channels. (CCDG Feb. 15 Draft Intro; FSC Outline, pp. 8–10.) 

In a structurally sound environment, that filing sequence would have 
triggered a new original-writ docket, with separate access controls and 
review path, and the sealing motion would have been decided by the Court 
applying Rule 2.420. Instead, the February 11, 2026 order denying the 
emergency sealing and in camera motion issued under the existing discipline 
case numbers (SC2024-1681 and SC2025-0863), bore only the Clerk’s 
signature, and did not open a new original-writ case at all. The writ itself 
disappears into the discipline docket fabric; there is no separate case identity 
for “In re Jay Lewis Farrow.” (Feb. 11, 2026 Clerk order; FSC Outline, pp. 8–
10.) 

From a cyber-forensic perspective, that routing is not a benign paperwork 
choice. It is, in functional terms, a burial of an integrity-focused writ in the 
very docket whose integrity is in dispute. And because confidentiality and 
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sealing decisions are judicial under Rule 2.420, a Clerk-signed order denying 
sealing and in camera review, without any justice’s signature and without 
providing a secure alternative channel, is not merely irregular—it is ultra vires 
in the structural sense that matters for integrity analysis. In a compromised 
environment, pushing the decision whether to expose sensitive forensic 
material back onto a staff channel that itself may be under attacker influence 
amplifies the risk rather than mitigating it. 

The February 2026 email and service artifacts line up with this structural 
behavior. As summarized in the FSC Outline and in our own review, 
February service messages associated with Farrow’s disciplinary docket 
exhibit three characteristics: they were distributed with unusually broad 
recipient lists; they delivered access to docket documents via long tokenized 
URLs characteristic of SendGrid-style mass-mail infrastructure; and at least 
one message served a “Notice of Appearance – Farrow.pdf” to Farrow that 
he states he never filed, all while passing SPF, DKIM, and DMARC for the 
relevant domains. (CCDG v.70 Draft, February headers section; FSC 
Outline, Section 7A.) 

These are precisely the patterns CNF identified in its June 2025 forgery case 
studies: cryptographically correct counterfeits delivered through bulk-mail 
infrastructure and relay paths that the attackers had already demonstrated 
they could control. Under the attack model established by CNF, Marlin, and 
Microsoft’s DCU, the fact that these messages validate under DMARC is not 
exculpatory; it is expected. When an adversary has seized control of the 
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domain’s DNS and mail relays, it can generate messages that are 
indistinguishable, at the cryptographic layer, from genuine notices. 

Accordingly, CCDG does not treat the February 2026 email and service 
behavior as clean, unexplained anomalies. On this record, the February 4–
11 sequence—malformed transcript contact, five-day Clerk ultimatum tied to 
dismissal/approval, burial of an original writ and sealing motion into existing 
discipline dockets via Clerk order, and DMARC-passing mass-mail service 
anomalies—is technically congruent with the APT tradecraft documented in 
CNF’s October 22, 2025 report and the Portal Infiltration Reports. 

F. Synthesis and determinations 

When we strip away endpoint logs and focus solely on metadata, routing, 
official orders, and admitted anomalies, the Florida Bar and Florida Supreme 
Court record still displays the hallmarks of an ongoing Service-Aided 
Persistent Threat operating across the Bar’s portals, the statewide e-Portal, 
and the Supreme Court’s filing and service machinery. 

First, the Bar’s own admissions that emails were “not sent” by the purported 
sender and later “changed” in the record, combined with the High Juris 
analysis of misdirected grievance referrals, conflicted committee 
assignments, and false “no response” narratives, demonstrate that Bar 
discipline communications were compromised from late 2024 onward. These 
are classic symptoms of a valid-account, email-rule, and persona-fabrication 
attack on an institutional workflow, not random clerical error. 
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Second, the myflcourtaccess.com and flcourts.gov layers were, by CNF’s 
independent analysis, subject to repeated DNS and MX hijacks, 
unauthorized logins, and forged notices that passed cryptographic checks 
while delivering bogus content. That latent compromise state was not 
remediated system-wide before February 2026; CCDG sees no evidence of 
registrar locks, DNSSEC deployment, or relay hardening on a scale that 
would neutralize the described attack surface by that date. 

Third, the Florida Supreme Court’s discipline docket behavior—from the 
truncation of a hand-filed December 18, 2024 response, through the 
December 20, 2024 sanctions-threatening e-Portal mandate, the emergency 
suspension petition and missing file number corrected only after default, the 
no-notice consolidation and no-extension default posture, and the transcript 
procurement sabotage and February 5 and 11, 2026 Clerk orders—maps 
onto that compromised architecture. Each critical event occurs at the 
intersection of a compromised communication channel and a decision that, 
under Florida’s own constitution and rules, belongs to the Court, not its Clerk. 

On these forensic facts, CCDG reaches determinations that are not hedged 
in probabilistic “substantial likelihood” language. Treating the February 2026 
Clerk orders denying extension and denying sealing/in camera relief, and the 
failure to open a separate writ docket for “In re Jay Lewis Farrow,” as 
anything other than ultra vires in the structural sense is inconsistent with 
Florida’s constitutional allocation of attorney-discipline authority and with the 
documented pattern of APT-driven manipulation of the Bar’s and Court’s 
digital infrastructure. 
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Equally, treating the February 2026 email and service traffic as the product 
of clean, uncompromised systems is inconsistent with the established record 
that myflcourtaccess.com, floridabar.org, and associated relays were 
already being used to deliver cryptographically correct counterfeits and to 
alter notice, case identity, and confidentiality to Farrow’s detriment. Within 
our remit as an independent cyber-forensics team, we therefore find that 
February 2026 is not a new anomaly but the continuation of the same 
templated APT campaign CNF, Marlin, Microsoft, Google, Sophos, DXC, 
and others have already documented—now playing out at the apex of 
Florida’s attorney-discipline process. 

V. Conclusion 

This Report was commissioned to answer a concrete forensic question: 

whether the Florida Bar’s portals, Florida’s official e-filing portal, and the 

Florida Supreme Court’s filing/service workflow remained in a state of latent 

compromise through February 2026 and whether that compromised 

environment explains and accounts for the February 2026 capture and 

suppression of Farrow’s attempt to obtain judicial relief and secure handling 

of integrity evidence. CCDG answers yes. 

 

The evidentiary chain is now complete and internally consistent. CNF’s 

Portal Infiltration analysis establishes systemic unauthorized access into the 

Florida Bar employee portal, the Florida Bar membership portal, and 
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myflcourtaccess.com, with the timing of those unauthorized accesses 

aligning with “control-plane” DNS changes that give attackers parallel control 

over routing of web traffic and email. (CNF Oct. 22, 2025 Portal Infiltration 

Report, pp. 133–135, 148–152.) CNF further states with high probability that 

these infiltrations were executed by a common operator and that the 

synchronized patterns are too precise to be unrelated. (Id., pp. 158–160.) 

 

The Bar’s own discipline record contains direct admissions that key emails 

were manipulated: a staff investigator confirmed that an email “purportedly 

sent” from Bar counsel was not sent, and later that an email “has been 

changed” from what he sent, attaching the original. These admissions 

remove speculation from the question of whether Bar communications were 

subject to adversary manipulation. They establish it as fact. Once those 

admissions exist, the integrity of notice, response deadlines, and “non-

response” narratives cannot be presumed; they must be proven by secure 

chain-of-custody. 

 

The Florida Supreme Court record then supplies the critical chain-of-custody 

failures at the two moments Farrow attempted to bypass compromised 

electronic channels with physical delivery. The December 18, 2024 hand-

filed response later manifested as truncated/blank after page 21—an 
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outcome that is structurally impossible absent truncation or conversion 

failure within the Court’s handling path. The February 6, 2026 hand-filed 

original writ and emergency sealing/in camera motion did not generate a 

separate original proceeding docket, was routed into existing discipline 

dockets, and then was met with a Clerk-issued denial of sealing/in camera 

relief followed by dissemination through the very contested service channels 

the motion sought to avoid. 

 

From a forensic governance standpoint, the February 5 and February 11, 

2026 Clerk orders are not neutral administrative artifacts. They are 

disposition-shaping acts that directly control access, confidentiality, 

deadlines tied to outcome, and the record available for judicial review. In a 

matter saturated with compromise indicators and where the litigant sought in 

camera review and paper-only handling of integrity evidence, treating those 

orders as routine ministerial events is inconsistent with Florida’s non-

delegable discipline and confidentiality architecture and inconsistent with the 

cyber-forensic evidence that the channels were compromised. 

 

Finally, CCDG’s attribution conclusion is not stated as a guess; it is an 

inference compelled by the totality: the same control-plane patterns 

documented in CNF’s October 22 report; the same identity/credential 



20260225.xrpt 

 

55 Cryptographic-Counterfeit Report: February 25, 2026 

exploitation described in the Portal Infiltration section; the same reliance on 

cryptographically valid but operationally counterfeit notices; and the same 

outcome-direction behavior CNF classifies as “capture-to-kill.” On this 

record, the threat actors active in February 2026 were the same threat actor 

group CNF describes as digitally indistinguishable from TrickBot/Conti and 

the Glupteba enterprise, or an affiliate operating with the same infrastructure 

and TTP stack. 

CCDG therefore concludes that the integrity of Florida’s disciplinary 

adjudicative environment, as applied to Farrow from June 2024 through 

February 2026, cannot be presumed. It must be audited and proven through 

preserved logs, secure handling protocols, and controlled in camera review 

of integrity evidence, because the record demonstrates that both digital and 

physical submission routes were captured and mishandled in a manner 

consistent with an ongoing APT campaign designed to deny meaningful 

access to courts and to prevent judicial review of the compromise itself. 
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APPENDIX 1 — CCDG THREAT ASSESSMENT 

 
This Appendix states CCDG’s determinations in the clearest form such 
forensic determinations grounded in the evidentiary corpus identified in the 
Report. CCDG does not render legal opinions on the merits of any discipline 
charge; CCDG does render determinations about cyber-integrity, chain-of-
custody, compromised communications, and adjudicative workflow 
reliability. 
 
1. CCDG determines that Florida’s official e-filing portal 
(myflcourtaccess.com), the Florida Bar’s employee portal, and the Florida 
Bar’s membership portal were infiltrated and exploited by threat actors using 
valid credentials in a coordinated campaign, as evidenced by Team B’s 
Portal Infiltration Reports and CNF’s adopted analysis. CNF explains that 
unauthorized access aligns with control-plane DNS and MX shifts and that 
the multi-system infiltrations were compromised in tandem. (CNF Oct. 22, 
2025 Portal Infiltration Report, pp. 133–135, 148–152, 158–160.) 
 
2. CCDG determines that the threat actors’ operational method is adversary-
in-the-middle at the control-plane layer: they manipulate DNS and related 
routing so that legitimate-appearing workflows continue to function while 
traffic and authentication are effectively routed through infrastructure under 
adversary control. CNF expressly describes the oscillation of 
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myflcourtaccess.com between expected GoDaddy nameservers and 
Amazon Route 53 nameservers, with unauthorized portal activity surging 
during rogue-DNS windows and lulling when normal DNS returns. (CNF Oct. 
22, 2025 Portal Infiltration Report, pp. 146–148.) 
 
3. CCDG determines that compromise of the Florida Bar membership portal 
functions as a credential-issuance and identity-governance compromise for 
downstream court access. CNF explains that once inside the membership 
portal, attackers can alter profile information and then leverage that altered 
identity layer to obtain new credentials for Florida’s e-filing authority, thereby 
hijacking attorney access to the court system. (CNF Oct. 22, 2025 Portal 
Infiltration Report, pp. 141–143.) 
 
4. CCDG determines that the Florida Bar membership portal infiltration 
dataset contains evidence of access from APT-adjacent infrastructure. The 
dataset includes multiple entries with source IP 172.93.148.174, ASN 
AS20278, provider “Nexeon Technologies, Inc.” dated June 19, 2024, 
associated with member.floridabar.org URLs (Membership Portal 
spreadsheet, Excel rows 5–8). CCDG treats Nexeon-sourced access in this 
context as a significant non-endpoint indicator consistent with the 
CNF/Microsoft infrastructure-overlap attribution narrative. 
 
5. CCDG determines that the integrity of Florida Bar discipline 
communications was compromised as a matter of fact by March 2025. The 
Florida Bar staff investigator confirmed in writing that an email “purportedly 
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sent” by Bar counsel was not actually sent by that person and later that an 
email “has been changed” from what he sent, attaching the original. These 
admissions establish manipulation of discipline-case communications and 
remove speculation regarding tampering. 
 
6. CCDG determines that Farrow’s access to reliable filing and service 
channels—digital and physical—was materially defeated by integrity failures 
at the custody and routing layers. This determination is grounded in two 
physically delivered events that should have bypassed electronic 
compromise but did not: the December 18, 2024 hand-filed response later 
manifesting as truncated/blank after page 21, and the February 6, 2026 
hand-filed original writ and emergency motion being routed into existing 
discipline dockets rather than docketed as a separate original proceeding 
and then followed by dissemination through contested service channels. 
 
7. CCDG determines that the February 5, 2026 and February 11, 2026 Clerk 
orders are disposition-shaping acts that directly control access, 
confidentiality, deadlines tied to outcome, and the integrity evidence the 
tribunal may review. In a contested integrity posture, where the litigant 
sought in camera review and paper-only handling of highly confidential 
compromise evidence, issuance of those decisions through Clerk orders 
rather than Court findings and controlled handling protocols constitutes an 
adjudicative workflow integrity failure. Treating these orders as routine 
ministerial acts is inconsistent with Florida’s non-delegable 
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discipline/confidentiality architecture and inconsistent with the demonstrated 
compromise of the communications environment. 
 
8. CCDG determines that February 2026 e-service artifacts display 
Indicators of Attack consistent with service-list contamination, tokenized 
access-link exposure, and at least one plausible unauthorized filing or 
misattribution event, including a “Notice of Appearance – Farrow.pdf” served 
to Farrow that he asserts he did not file. In a compromised portal 
environment, such events mandate preservation and audit of portal access 
logs, NEF generation logs, IP histories, account-recovery logs, and clerk 
intake routing logs. 
 
9. CCDG determines that the totality of evidence—CNF’s control-plane 
findings, the Portal Infiltration corpus, the Bar email-tampering admissions, 
and the February 2026 capture-and-bury sequence—supports with high 
confidence that the threat actors active in February 2026 were the same 
threat actor group CNF describes as “digitally indistinguishable” from 
TrickBot/Conti and the Glupteba enterprise, or an affiliate operating with the 
same infrastructure and TTP stack. CNF states this attribution determination 
without caveat and ties it to prior Microsoft DCU and Google-TAG findings. 
(CNF Oct. 22, 2025 Report, p. 237 and integrated techniques discussion.) 
 
10. CCDG’s final determination is therefore as follows: the Florida Supreme 
Court’s February 2026 handling of Farrow’s writ and emergency sealing/in 
camera motion occurred within a demonstrably compromised judicial 
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communications environment, and the record-level outcomes—misrouting, 
denial of secure handling, and dissemination through contested service 
channels—are consistent with a continuing “capture-to-kill” operation 
directed at denying meaningful access to courts and suppressing 
adjudicative environment compromise evidence. 

CCDG further determines that preservation of portal access logs, DNS 
change logs, mail relay logs, and clerk intake routing logs for the February 
4–17, 2026 window is technically mandatory to prevent spoliation of 
compromise indicators. 

 

 


