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REPORT LINEAGE, AUTHORSHIP, AND PEER-REVIEW NOTICE

REPORT LINAGE AND PEER-REVIEW INVITATION

This publication comprehensively expands that certain January 2026 Second
Slqu)]p)llelnnuelmltalll Avatar Report based upon  new evidence and recently

published materials which materially supported prior analysis and finding-

Notably, the unstant Report’s expansion (C(Oﬂﬂl(C@p1t1ULalUly acknowledges
<o>\v<e;1mur(c]h1ihnlg connected Jr(ellantﬁ(O)]ﬂlS]hl[i]P)S between, by ex(aunnlplle), tdentified
p]ﬂOdf@SSfuo>1n1@11l=]p><elr§<o>lnlal operations in which synthetic, stolen, blended, or

credential-backed identities entered trusted 1l<etgall workflows.

More specifically, whereas previously identified imposter personas
designed by threat actors through co-opted information from legitimate
online presences of ‘real’ humans, the present report retains that research
but enlarges the wnit of analysis from the apparent identity of one person
to the complete authority-bearing system through which a person, account,
role, document, fiill[l]nlgy source proposition, or tnstitutional state acquires

llegaﬂl and ]pur(odfteSS[honnlalll effect. [IFN 1

The Florida record is used because it permits the Authority-Rail Model to
be tested across a (C(O)Jnnllp)llxelt@ sequence: law-firnn comumumnications failure;
federal evidence untake; <c<ounn1]pllalihnnt and committee identity; role
aszLg]nunnuelnut;: response receipt; (dl[iS]Pnuntte(dl auunt]huours]hliip;: SWOIn  emergency
authority; notice, consolidation, default, and sanctiomns; source-to-derivative

expansion; Supreme Court review; and terminal ]Pnudb)llii(c p]ﬁoﬂﬁess[i(O)lnlalll status.
FN =

The report invites technically specific and source-specific peer review. A
later authenticated artifact may correct, narrow, or expaunudl an event-level
1F[lln1<dlil]n1g witthout eras ungr the historical record that existed when the fiilnudl[ilnlg
was made. That versioned approach is necessary in an environment where
identities, unfrastructure, accounts, tokens, ]PHU[b][fLC@HtfUOHDl <o>1b»j]<e<01t§,~ and

institutional records (c]hlaunlge over tume. [JFN
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ABOUT AUTHORSHIP, RESEARCH, INVESTIGATION
AND EDITORIAL SUPPORT.

Jay Lewis Farrow served as Lead Author and Semnior Editor. He is also the
legal professional whose law practice and disciplinary record supply part of
the multi-year field validation examined in this report. That relationship is
disclosed in ordinary language because it explains both the unusual density
of contemporaneous evidence and the controls applied to it: first-person
recollection is not treated as independent corroboration, and material
1F[l1n1<dl[hmgs are anchored to souwrce-native commumnications, filed documents,
official dockets, affidavits, ]Pnudb)ll[hc records, ihnudhepe]nudlelnut expert reports,
structured datasets, direct FBI comununications, or ii]nudhqpe]nudl(e;lnl1t1ly verifiable

Open sources. FN 2

Editorial Contributions by the National Attorneys Cybersecurity

Assoclation, lnc.
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ORACLE AUTHORITY-RAIL REPORT

I. Executive Orientation: Why Official Authority Is a Cyber Attack
Surface

This Awuthority Rail Report addresses a form of cyber operation that
conventional incident-response language does not fully capture. The
operator is not satisfied with stteatllihmg a ]p)aSS\\\wonr(dL 1r<eaudl[i1ntg an unbox, or
disrupting a device. The operator seeks control over the pathways by which
a court, r«eglud[aut@un lawvyer, law furm, client, J]OHU[]F]D[@[][ESIQ provider, 1lft<c<e]n1§[ilnlg
body, or public database decides who may act and what later actors will
accept as authoritative. ORACLE calls those pathways authority rails. They
are the connected identity, credential, comununication, role, ]pur(o>(c<e<dhuuralh
routing, publication, and timing systemnns 1t]humonwg]hl which an apparent act

becomes a real Unstitutional consequence. |]FN 5|

The broader cAPTure-to-Kill model describes an advanced persistent
threat directed at legal professionals and the ecosystems surrounding
j]lU[(dlfL(c[Lalll ]p)1r<o><c<ete<dl[iln1g§¢ lts strategic purpose is mot lumited to data theft. It
seeks to degrade or eliminate the target's ability to commumnicate, preserve
evidence, maintain clients, obtain 1nn1<eaun1[hmgf1uﬂl review, and contunue
1F1uunuctii(o>1mihmg inside the institutions that ordinarily provide relief. The
Authority-Rail Report isolates the tradecraft that makes that strategy
unusually effective: the Jnnlallnlii]pnudlantihonnl of apparent, actual, (dltelhegallte(dh
ageency, P]ﬂoﬂftegsfuonrnaﬂh j]lundlii(c[iallL Jﬁe\gludlant@)lfy? corporate, and media authority.
FN 6

A. The Central Problem: Genuine Systems Can Carry Counterfeit
Authority

The word avatar is useful because it describes an operating identity: a
representation lt]humouwg]hl which another actor can S]pxeal]K comumunicate,
obtain access, or ]pnelriﬂonﬂnnl a task. In early ORACLE work, the ternn prfunuc[ipaﬂll[y
described ]P)]F(O)f(e‘SSfL(O)]ﬂl(all[ personas that aqpqpxeaur@dl to possess credentials,
lb»ii(O)glraqp]hl[i(eS). domains, email addresses, and tnstitutional roles but whose
histories did not reconcile with the acts performed under their names. That
focus captured an important threat class, particularly where a fabricated or
blended person is created to obtain trust. It did not yet describe the full
mechanism revealed by the later record. [FN 7]

The later record shows that the most effective avatar may be built fromn

components that are individually genuine. A natural person may exist. The
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license may be real. The institutional address may belong to the
organization. The email can travel lt]hl]ﬁOﬂU[g]hl an authorized tenant. The court
portal can accept the credential. The document can carry a valid electronic
signature image. The attack occurs when those authentic components are
arranged to express authority that the source record does not support. [FN
8]

That is why ORACLE now uses authority avatar as the larger category. An
authority avatar is the identity, role, r(ellantii(onnls]hl[ip). comnnuniication,
document, or system state through which an operator causes another person
or institution to believe that an awthorized plrihnucii]p)alll has acted. The
represented principal may be a lawyer, unvestigator, j]luudlg@y clerk, J](O)1U[]F]nlall[ﬁ§lty
law fiuenn, Jr(egludlautonn corporation, committee, court, media (O)]Fgal]ﬂlﬁZ(Hllt[l(O)]ﬂly or
government agency. The operator does not need to comtrol every person
inside the institution. It needs emuonmg]hl control over a trusted path to make
the next actor accept the false state. [FN g

The distinction is practical. If an incident responder treats every problem
as a question of whether a named individual is “real” or “fake,” the ]rteS]Pxounudl(e;r
willl muiss the operation that uses a real person with a false role, a real mailbox
with an wnauthorized operator, a real order carrying an expanded
proposition, or a real ]Pnudb)ll[hc ]Pnﬂoﬂfiill@ pointing to the wrong termunal
instrument. The binary question collapses identity, authorship, credential
validity, authority, procedural state, and institutional adoption into one
label. ORACLE separates those proof layers. [FN 10]

]Legaﬂl systems are built to convert representations into consequences. A
lawyer files a document; a clerk accepts it; a docket records it; a service
system semnds notice; a J]luudlg(e acts; a ]rtegluﬂlaut(onr ]P)1U[lb>ll[i§]hl<e§ a status; a client,
@Jnnlplhoyery bank, tnsurer, or later court relies on the result. Each step is
llegiiltihnmaute because the system assumes that the ]Pnﬂe(ce(dl[ilmg actor, credential,
and record state are authentic emuonmg]hl to support the next transition. @
u]

That architecture creates wnusual leverage for an adversary. A
FansSoONWare operator annoumnces control because payment is the (o>lb>j](e(01tii\ve¢
A cAPTure-to-Kill operator can obtain greater value by leaving the system
apparently functional while changing who receives a message, which

document becomes the filed object, whether a response is carried forward,

which committee appears to possess authority, what a source order is said
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to have found, or which Pnudb»llfuc record becomes canonical. The outward

system continues to work. The output changes. [FN 12

Law firms and 1l<eg“all[ professionals also hold information that is valuable
before it becomes evidence: draft plheaudl[hmgs,\ witness identities, settlement
positions, expert reports, provider contacts, sealed materials, client
comumunications, and the timing of emergency applications. Government
and industry sources recogmize that attorneys and law furms are ltallfgtelt@d
because theur systems contain semnsitive case and client data and because

<dlﬁs1r1qu>1t[i<o»1nl can affect the ]Pnr(o"ce@(dlihnvg itself. |]FN 13

The modern court enviromnment increases both efficiency and exposure. A
S[ilnlgll(e f[ﬂlihnlg credential can 1qu>1l<o>audl an (0)1b>j](e(01t7 create a docket entry, triggrer
service, generate an email notice, and later Support ]Pnu[lb»llil(c access. A S[ilnlgll@
p]ﬂOdf@SSii(ounlaH plﬂodﬁilhe can feed telnnl]plhoy@r). media, search, and 1[[1(0(eln1s[llmg
decisions. A Sﬁ]ﬂlglhe authenticated maillbox can commumnicate with clients,
]rtegludlant(onr& courts, and ]pur(ow[i(dl@]r& When one [i(dltelnllt[llty=1b><eaurihmg event creates

several downstreanm states, compromise of that event is not confined to one

appllfucantii(onm |FN 14

The distinction matters because legal systems are designed to convert
trusted representations into enforceable states. A fiﬂlﬁmg accepted lt]hl]ﬁOﬂU[g]hl
an authorized account can create a docket event and service <o>1b)1liigant[i<ounu A
comumittee (dl(esﬁglmaut[i(onm can determine who investigates and votes. A sworn
affidavit can transform a disputed summary into evidentiary support for
extraordinary relief. A court order can be quoted by another tribunal,
repeated in a professional profile, and indexed by search engines. If the
upps trean authority is (C(O)]F]HU[]P)lt@(dL every downstrean actor can act honestly
and still advance the attacker's objective. [FN 15]

B. ]Princi]pal Determinations

ORACLE finds that identity in a modern legal environment is not merely
a name. Identity is a control layer. It determines who receives a message,
whilch account may file a document, which official may direct a committee,
which lawyer may speak for a client or institution, which journalist or
pluﬂb)l[[is]hue]r appears to authenticate a narrative, and which version of a lhegaﬂl
event becomes visible to the public. When an adversary controls that layer,
ordinary-looking acts can be produced through genuine systems. The email
may pass authentication. The filung may appear on a real docket. The profile

may exist on an official website. The consequence may be entered by an
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honest decisionmaker. The counterfeit lies wupstream, in the identity,

]Fte‘ualltﬁ(O)]nlS]hlﬁ]P)y authority, source proposition, or ][))]F(O)(C@(th[]Fall[ state that the
system accepted. [FN 16]

The January ORACLE draft concentrated on avatar personas: apparent
pr@dﬁe%fuoumaﬂ[s whose identities, credentials, ]pnﬁodﬁllle& domaitns, and
comumunications did not reconcile with the operations performed in their
names. That work remains unnportant, but the later record demonstrates that
a wholly fictitious person is only one form of the threat. A more durable
operation uses real people, real Bar numbers, real email domains, real law-
furmn letterhead, real clerk stamps, real ]P)Jﬁodﬁess[ionaﬂl ]biﬁ(O)g]Fal]P)]hlﬁ(G)Sy real cownrt
portals, and real publication brands. The adversary does not have to invent
every component. It has to substitute the thell(ant[i<0)1n1§]h1[l]p) among components
so the 1rte(ce[i\v[l1mg unstitution accepts a false statement of who is auct[i]nlgy unt
what capacity, and with what authority. |]FN 17

We therefore define an authority rail as a trusted pathway through which
identity is converted into action. The rail begins with a represented actor,
continues 1t]hur<0)1U[g]h1 credentials and commmunications, carries a role or
unstitutional Jﬁellautfuonnlglhlii]py (c]hlaumgeS a plr(oucedhuumﬂl or record state, and ends un
an outcome that other actors treat as authoritative. The ]Purii]nuc[qp)aﬂl rails
examined here are identity, credemntials, communications, role and
authority, ]an)(ce(dhuuralll state, audlj]luudlihcaltii\ve tntake and routing, ]pnudb)l[[i<cantil<oun1 and
reputation, and tume. Each can be <c<our1r1qu)1t<e<dl Sepanmntellyy but cAPTure-to-Kill

becomes most effective when several rails converge around the same

<o)lb»j<e<01t[ive¢ FN 18|

The first determination is that authentication does not end the inquiry.
SPF, DKIM, DMARC, a valid OAwuth token, a successful ]Pxourltal[ ll@gihnly a real
clerk domnain, or a correct professional number may establish that a system
accepted a credential or path. It does not establish that the intended natural
person authorized the act, that the r(e]p]ﬁese]nnte(dl role was wvalid, that the
attachment was the intended version, that the recipient ]P)(O)]Pnudlautfuonnl was
correct, or that the event <c<our1ﬂe‘§p<o>1nudle<dl to a valid lhegaﬂl state. Modern OAwuth
abuse, 1t<o>]k<eln1=s[lglnlihmg compromise, false-worker operations, and valid-
account techmiques document the same ]Pnr[llnuciqplhe:: a 1l<egilltftmlant(e service can
process an adversarial instruction as ordinary authorized activity when the

credential or sihglnlfunlg“ material has been <cap1t1uume<dL |FN 19|
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The second determination is that the operational objective is the accepted
state. Malware, ]P)]hl[LS]hlﬁ]ﬂlgy (dl(e(e]PﬁfaL]L((e& token theft, DNS 1nn1a]nlii]pnud[ant[i(onnl). and
false ]Pnr(odﬁill@s are means. The decisive result occurs when a court, regludlallttonm
law firon, media (0)1rga]nl[izantii(onmy client, tnsurer, (elnm]pll(oyeln or search (e;lnlgihnue
accepts a false state as true: a respomnse becomes nonresponse; a person
becomes coumnsel; a lawyer becomes an [l]ﬂlV(@Slt[igalltﬁlnlg member; one
comumiittee identity becomes another; a disputed comumumnication becomes a
fabricated fill[[ilnug;: a later order becomes ]Pnﬂouodf of an earlier (c]hlallrge;: or a ]Pnudb)l[[i(c

p]r(odfillhe reports a terminal sanction while <dlﬁ1r<e<ct[ing the reader to a different

unstrumnent. [FN 20|

The third determination is that time is part of authority. A proposition
cannot support an earlier act if the source did not yet exist. A party cannot
answer a (c]hhaurge that had not been made, ]F@S]P)(O)]ﬂl(dl 1nn1<eaun1ﬁ]ﬂlgiflU[lllly to an order
entered one day before a sanctions hearing without notice, or know that a
newly entered collateral event will become outcome-determinative after
glu[[illlt has already been established by default. In the field case, the Sept. 30,
2025 Middle District dismissal/default order did not exist when the June 18
emergency petition was filed or when the Sept. 3 disciplinary default was
entered. It was entered one day before the Oct. 1 sanctions hearing and later
became part of the Nov. 4 referee report through judicial notice. That
sequence is a temporal authority-rail event, not a footnote to the merits.

FN 21

The fourth determination is that source propositions can acquire broader
meaning as they move through institutions. A court order may describe a
draft complaint; a later report may say lawsuits were filed. An order may
criticize monparticipation in one case; a later authority may attribute a
generalized settlement-pressure scheme to the court. A news article may
enter a ]hueaurihmg lt]hl]ﬁO)lU[g]hl (0)]P>]P><o)§[ilnlg counsel, later appear in a J‘]luudl[i(c[iall order,
and then be repeated as though the court independently established the
article's marrative. This process is defined here as Recursive Institutional
Authority Amplification. Each later source appears independent even when
the chain traces to one upstream proposition that (C]hlal]ﬂlg@(dl as it moved. [FN
22]

The fifth determination is that honest institutional reliance is the attack
surface. The report does not (dlep(elnudl on al<c<01U[§[Un1g every named person, clerk,

court (e;]nmplhoyeey Bar official, J|<O)1U[]F]Dl(c]ll[[i§lt,~ lawyer, or ]pum\vil(dl(e]r of tntentional

\\AVJr(ounlg(dl(oﬁunug A cAPTure operator gal[ilms llte\ve]ra(gte when ordunary
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professionals rely on familiar indicia: an official address, signature block, Bar
logro, court caption, e-service notice, docket entry, authenticated mailbox,
p]r(odfillhe page, or recognized bylune. The operation succeeds when a real

unis tlturtlomn processes the <C(0)1r1r1qu>1te(dl iilnlplunt and g[i\we;S it force. [FN 2

The sixth determination is that the Florida field record supplies a
complete authority-rail sequence. A 2023 matter carried an ulL identity and
a conventional response 1t]hur<0)1U[g]h1 independent counsel. In September 2024,
an email attributed to John Derek Womack listed mnatters by base file
number and stated that no further response was then required in one
matter. A consolidated response was transmitted om Oct. 14 and
acknowledgred in writing on Oct. 15. Within the same narrow period,
documents routed matters into 17F, identified Richard Weiss as chair, varied
the l[aumguag@ alggiiglmiilmg Womack as [i]ﬂlV(@Sltiigallt[ilnlg member, and later
supported a petition atl[lheg[ilnlg nonresponse. The record then ]Dﬂlﬁg"]mllt@(dl from
17F to 17A, into emergency suspension, consolidation, default, sanctions,
review, and a ]Pnudb)llihc ]Pnelﬂnmaunuelm1t=<dliislb)aurlnnuelnut state without a stable souwrce-

traceable 1b)1r[i<dlg<e‘ at each outcome-determinative transition. [[FN 2

The seventh determination is that the March 2025 comnumnications streamnn
contains an aucklnl(omvll<e<dlg“<e(dl anunt]huonrglhliqp faillure. One communication
attributed to Bar counsel was Jre]p)luudl[iante(dL A Bar investigator then wrote that
another communication “was not the email I sent you” and “has been
changed.” The later referee finding that the affected attorney fabricated
emails was not accompanied in the disclosed sanctions record by a native-
header attribution, plr@\v[i<dl<elr=§ii<dl<e mailbox audit, server ll(og,\ endpoint
artifact, or (e;]nnla[i]l=anunt]huours]h1[ip expert tying creation or alteration to the
attorney. The missing attribution 1b»1rii<dlg<e is part of the evidence because the
comumumnications environment had already been described by an

institutional investigator as carrying changed content. [FN 25]

The e[ig]hnt]hl determination is that the Berrena affidavit converted disputed
summaries into emergency authority while omitting qualifying evidence
known inside the same stream. The affidavit attributed to FBI agrenits the
categorical statements that the affected attorney had “no case” and that “no
ii]ﬂl\\l@Slt[igant[mnm was conducted.” Direct FBI communications document
meetings, evidence intake, T@]l@p(onrltelr upll(@( 1dls, pl[aununue(dl <c<o>lnn1pu1t<elr=allnlall[ysilS
response-team review of p]huonnue& and (C(O»]ﬂllt[i1011U[[iln1g review of submitted
material. Those commumnications do not prove that a numbered criminal

case remained open in May 2025, but they directly contradict the historical
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proposition that no investigative activity occurred. The affidavit also used
the disputed Berman-email episode without disclosing the investigator's

oWn contemporaneous statenent that a Bar email had (c]hl(aunvge(dL FN 26|

The ninth determination is that public professional identity is a terminal
authority rail. The Florida Bar's public record reports permanent
disbarment dated May 21, 2026. The linked discipline-document page omits
the May 21 terminal instrument and instead presents the corrected Aug. 4,
2025 emergency-suspension order wnder the label “Amended Supreme
Court Order.” The completed comparator work found that each directly
inspected permanent-disbarment reference page supplied the terminal
Supreme Court order. The (dl[i\welrgelnuce affects what courts, e]nnl]plhoy(elr&

]llL(C@]ﬂlSlUﬂUg bodies, insurers, banks, clients, media, and search engines receive
as the canonical p}ﬁodﬁe\ss[l(O)Jnlalll state. |]FN 2'_1|

The tenth determination is operational. Legal-sector incident response
must begin before the cyber autopsy is complete. The first hours require
preservation of native messages and headers, [ilnudl(ep@Jnudlelnut contact pant]h& a
map of (anunt]huoufiilty=1bneaur[ilmg accounts and roles, identification of deadlines and
publication channels, and source-state capture before ordinary systenns
overwrite the evidence. By twenty-four howrs, counsel and responders
should kmnow which cowrts, ]rtegludlanttonr& counterparties, clients, ]p]r(@\vﬁdl@r&
and public records have accepted the disputed state. By seventy-two hours,
the team should have a documented authority graph, a clean

comumuniications channel, a comtimuity pl[aum,\ and a controlled correction

Sltlﬁautegy FN 28
C. How the Reader Should Use This Report

The report is <o>1rganmii74te<dl as a gludi(dl(e;d investigation rather than a <cautaﬂh®<g of
anomalies. It first explains how authority normally moves lt]hl]ﬁOﬂU[g]hl 1l<egalll and
<q[1uual§R=J]1U[<dl[i(c[iall[ systems. It then defines the Authority-Rail Model and shows
how kinown Umpersonation, valid-account, token, cloud, SO(Cﬁ&]l]l=@]ﬂl‘g‘ﬁ]ﬂl@@]ﬁﬁ]ﬂlg,«
and publication techniques can be combined in a templated cAPTure-to-Kill
sequence. Only after that foundation is established does the report present
the Florida disciplinary record as a field-validation case. The reader is

therefore never asked to recognize a deviation before the ordinary process

has been tex]Pﬂlal[Unue(dL |]FN 29

Each field sequence follows the same method. We identify the last

authenticated state; the document, commumication, filing, hearing, role
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assigmnoent, or ]pnudb)ll[Ucantii(onm that ]Pnuqu)(ouﬂt@(dl to (c]hl(aunlgte ity the auwthority
carried by that event; the actor or system that relied on the <c]h1@nmge<dl state;
the consequence; and the evidence required to verify or correct the
transition. That method allows J‘]lundlgte& lawyers, ]rteglud[ant@)r& cyber
professionals, and lay readers to evaluate the same evidence without sharing

the same professional vocabulary. [FN 30

The next Part explains how ORACLE moved from the narrower study of
avatar personas to the larger problem of authority manipulation. That
evolution is essential because the most effective imposter operation may

use a person, credential, utnstitution, amd system that are all real. The

counterfeit can exist entirely un the ]f’te‘l[alltfL(O)]ﬂlS]hl(L]P) anong those g@]nnudi]nue
COMPOINENLS. |FN 31|

II. From Avatar Personas to Authority Mamipulatiom

ORACLE began by investigating apparent professionals whose public
histories, credentials, comumumnication paths, or tnstitutional appearances did
not reconcile with the acts performed in their names. That work remains
part of the report. The evidence developed since the January 2026 first draft,
however, established that the binary question—real person or fake person—
ts too crude for modern llegaﬂbse(ctour incidents. A real person can be
ihnnqpxelr&oumallt@(dl;: a real account can be operated by someone else; a real title
can be asserted on the wrong date; a real order can be a@sﬁgmed a proposition
it never stated; and a real ]P)]r(odﬁllle can <dl[[§]p)l[aly a status while ll[ilnlkihmg the

\V\V]F(O)]ﬂlg‘" SlU[]P)]P)(OUFltE]ﬂU%’ uns ruonnen k. I]FN 32'

A. From Synthetic Persona to Event-Specific Authority

The January 2026 ORACLE draft is the starting publication, not an obsolete
predecessor. lIts central contribution was to treat professional identity as an
operational component of an APT rather than as ordinary biographical
lb»auckglr(onmJnudL It assembled ]Pnﬁodﬁill(e histories, Bar and couwrt records, donmains,
comumuniications, Sﬁglmautluur@ forms, and p]r(odF@SS[i(O)]ﬂlalll=<dlihr(e(ct(onry evidence

around the question of whether an apparently credentialed person was

<o)]PnelrautiUn1<g as Jreplﬂegelm1te(dL |]FN 33'

The Authority-Rail expansion preserves that question but removes an
artificial limit. A later investigation does not have to prove that every
named professional is wholly synthetic before it can identify an identity-

control failure. A real lawyer can be impersonated. A real Bar employee's
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mailbox can be wused without authority. A real cooumittee title cam be

a@sﬁgm@d to the wrong person. A real J|(o>1uumnlaﬂlils1t'§ byline can be <c<0)]p)[ie(dl unito

an unauthorized wrapper. A real court order can be sunmarized un l[annvglumvge

the source did not contain. |]FN 34

This report therefore retains the <ourii<g[ilnlalll ORACLE case-study method—
identity history, credentials, contact paths, domains, comunmunications, role,
tioning, unfrastructuwre, and effect—but a]ppll[ieS it to the 1lallrg<elr question of
who or what carried authority at each event. The result is not a retreat from
avatar research. It is the mature form of that research. [FIN 35'

A fully synthetic persona is created substantially from fabricated
lb>ii(O)glraqp]hl[[(call,\ ]pnﬁodftesg[‘Uouru(alll)~ and social material. The operator may use
g@]ﬂuelmuted p]hu@1t(0)g1ra]p]hls,~ false employment, invented education, lookalike
domains, social accounts, and ]PHU[]F(C]hlalSte)(d[ directory 1[[‘L§lt[lln1g§¢ The purpose is
not always immediate fraud. Accounts can be aged and cultivated until the

identity appears ordinary e]nuonuug*]hl to support later contact or access. [FN z6

Deepfake and generative-Al tools lower the cost of maintaining this
persona. Generated plr(odﬁilhe; ihnmaugesy §<cr[i]p)1t<e<dl (C(O)]F]F(G‘S]P)(O)]ﬂl(dlte]ﬂltc(ey volce
synthesis, and automated social activity create continuity across platforms.
The technology does not need to produce a perfect imitation. It needs to

survive the limited verification a]p)]p)l[[hed un the target workflow. |FN 31'

The synthetic persona becomes an authority avatar when another system
grants it something real: an account, device, credential, p]ﬁoﬂﬁess[i(O»Jnlalll
relationship, directory status, or institutional role. The false-worker cases

demonstrate the transition from invented identity to legitimate enterprise

access. |[FN 38|

A stolen-identity avatar uses a real person's name, ]Pnrrodﬁesg[i(O)Jnlalll history,
ph@1t<0)glrallp)]h1,~ license, or account. The downstream recipient sees genuine
attributes, making ordinary screening less effective. The operator may use
the identity to pass (O>]ﬂllb)(0)(’c]l]f‘(dlﬁ]ﬂl‘g} establish a maillbox, comunmunicate with

trusted contacts, Or access an @x[istihmg account. [FN z9

Credential-backed avatars are more (dlaunlg@r(onLJ[S than simple lookalikes
because the system itself validates them. A valid session or token allows the
operator to act from inside the authorized enviromnment. The provider ll(owgg
a ll@giiltihmlaut@ account event; the recipient sees a familiar domaing the

resulting message or state change inherits the institution's credibility. [FN

40|
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The distinction between natural person and account operator must
remain explicit. ]F[Unudliilmg that a professional exists does not authenticate the
acts ]Pnelrifrouﬂnnue(dl under that identity. Conversely, 1Ffunudl[bn1<g one unauthorized
comumumnication does not establish that every act attributed to the person
was counterfeit. ORACLE classifies events, not people in the abstract. [FN
41]

A blended persona combines grenuine and false elements. A real address
may be paired with false employment. A genuine license may be paired with
a fabricated federal admission. A real biography may be copied into a
lookalike domain. A real professional's contact information may be

supplemented with an account controlled by another operator. [FN 42

Blending defeats binary verification. Each field checked separately can
appear ]P)]L&illU[SUb)]lte? while the Jﬁellaut[i(O)]ﬂls]hl[i]p) aonong fields is false. The correct
method is relational: does the employer confirm the person; does the
domain belong to the employer; did the profile exist before the disputed
event; does the account history match the claimed career; and did the

natuoral person authorize this comumumnication? |]FN g}gl

The Wieder materials illustrate why this category matters. The corpus
contains evidence of an apparently real journalistic identity and
p]ﬂOdf@SSii(ounnall[ history, while also preserving (dlfLS]PHU[lt@(dl calls, alternate emnail
paths, derivative ]Pnudb»llii(cantfuonrn wrappers, and inconsistent imagre associations.
The ORACILE question is not whether the natural person exists. It is which
auunt]huonr[ilty=lb)<eallr[llnlg (C<O)]Dﬂlp@]ﬂl@]nllt—]hHU[]nnlal]ﬂl author, account, 1t<ell<ep]huounue ]P)allt]hl,»

byline, CMS, derivative site, or search result—performed each act. |FN 44'

These categories are not competing explanations. An operation can begin
with a stolen identity, add a synthetic profile, use a genuine professional
numiberr, pllauoe a false address on a real domain, and later obtain access to an
authentic account. ORACLE therefore classifies events and authority states
rather than declaring a natural person globally genuine or fictitious. The

question is what component carried authority at the moment of the

(c<o>1n1§(e<q[1u[elnntfual]l act. |FN 45'

B. Communications, Roles, Records, and Institutions as Avatars

A conmumumniications avatar s an event ]PnreS@]nnt[ilnug ttself as a nmessage frromn
a trusted person or institution. The sender name and address may be

genuine. The account may be compromised. Content may be altered after
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Selnudlﬁm@ The attachiment may be r@pllauce(dL The messagre may be unserted
into a real thread. The recipient list may be expanded or changed. [FN 46

The March 2025 Bar sequence is a direct field example. One message
attributed to Bar coumnsel was Jﬁelpnuudliiante(dL A staff unvestigator then stated
that a different email was not the email he sent and had been (c]hl(aumge(dh Those
statements establish that communications anunt]huourglhliip and contendt integrity
were disputed inside the official stream before the later 1Fﬁ1nudl[i1n1g that the

affected atrorney fabricated messages. [FN 47|

A comumumications avatar is not proven or disproven by appearance. The
ihnl\vest[igaut[i(onnl requires native headers, mailbox and ]pur(@\vii(dle]r 1l<o>g‘§y message
IDs, attachmment hashes, tenant audit records, te]nl(dl]P)(O)[l]ﬂllt artifacts, and
comparison with known authentic exemplars. Where those attribution

<o>1b»J|<e<01ts are absent, a categorical authorship finding lacks the bridge

<c<oununue<ct[hnug the altered message to a Panrltii(cmd[aur creator. [FN 48

A role-and-authority avatar uses a title or relationship the governance
record does not support. The actor can be real. The title can be familiar. The

letter can be authentic in form. The false element is the authority clainmed

at that event. |]FN 49

]Exaunnllp)ll@S tnclude a pluquxoumt@dl commiittee chair whose term ended, a
counsel relationship not established by appearance or engagement, a Bar
coumsel represented as selUF:a]P)]Pxo)[llnllt[ilnlg to an investigating role without a
separate chaur ass[lglnunnuelnu@ or a clerk order (dl[iS]p(o»S[ilmg of a substantive

request without visible leundl[i(c[iaﬂ authorization. Each asks the same qpuuest[honm::
what source instrument conferred this authoricy? [FN 50]

The Oct. 15-18 Womack/Weiss documents are important because the
language varies within days. One letter says, “I have appointed myself as
Investigating Member.” Another says, “I will serve as the Investigating
Member and will report to the comumittee when my investigation is
complete.” The notices identify Womack as the assigned member and Weiss

as chair. The variants present different authority stories. |FN 51|

A record-state avatar is a valid-looking state that does not authenticate to
the events required to create it. The system may genuinely display the

state. The <q[1uue;§1t[i<onn1 is whether the source chain supports UE. |FN 52'

The Florida field record Slqu)pllil(es several forms. A Jr(es]P>(o>1n1§e=1rte(ce[i\\fxe(dl state
became nonresponse. An ul matter aqpqpxeaur@(dl in 17F and later 17A. A

p]r(O)(ce@(dl[Umg with an xex[isttihmg 1rxe§]P><o>1n1sii\\1<e record was consolidated nto an

0O.R.A.C.L.E. July 7, 2026 Authority-Rail Compromises Report ¢ Page 11




ORACLE AUTHORITY-RAIL REPORT

emergency case and later defaulted. A timely dispute became uncontested
after the transcript pant]hl failed. A ]Pne;rlnnlannuelm1t=<dlilglbuaumnnuelnnt p]r(odfiﬂle points to

the earlier corrected SlU[S]Pxe]mS[i(onnl order rather than the terminal Unstrument.

|]FN 53'

Record-state analysis is the core of ORACLE because the accepted state
drives behavior. A later court, emnqpﬂl(@yelm client, or media organization is
unlikely to reconstruct every antecedent event. It sees the ]pnr(odfiﬂhm order,
docket, or unstitutional report and acts. Contatnment therefore requires

correction of the state, not only removal of malware. [FN 54|

Media authority can be co-opted without compromising the natural
journalist. An authentic article can be copied into a derivative site that
retauns the (ourftg[ilnlaﬂl byline and 1b>ii(o>g1ralplhly whiile audl(dl[ilmg a new g]raqp]h[hcy
headline, or narrative frame. Search users may attribute the entire page to

the J|<o>1uur1nlalll[i§1t because the authentic byline acts as a trust token. |]FN 55'

A compromised or unauthorized CMS account creates a different
mechaniso. The article can appear on the genuine outlet domain, wnder a
genuine byline, with the outlet's ordinary social and syndication paths. The
inquiry then concerns account history, content revisions, author

assigrnmnnent, ]Pnudb)llii(cant[l<0)1n1 and modification timestamps, image provenance,

and editorial records. [FN 56

The media raill becomes recursive when the article enters 1l[llt[lgaut[i(onm In
Strenger, (0)]P>]P><0)s[img counsel advised the court about a news report <dhuurihn1<g
the December 2024 conference, and the March 19 order later cited the Miami
Herald WRIL. The article's authority was carried into a federal J]lU[(dlii(c[iall[
document, where downstream readers could encounter the proposition as

part of a court order rather than merely as J|<onuur1nlall[[i§1nm |]FN 57

An institutional avatar occurs when a real system carries an unauthorized
or corrupted act. The institution itself may be a victim. A real domain can
send the message, a real ]P)(O)]Fltal][ can accept the fiﬂlfunlgy a real plr(odﬁill@ can
pluﬂb)l[[is]hl the status, and a real clerk can process the record. |]FN 58|

This is the most (C(O)JDLS@(q[IU[@]DHtfhﬁll[ category because institutional appearance
is often treated as §<elHF=aHUI1t]huemntfuc(antimg. The familiar seal, masthead, e-service
path, or public URL ends the inquiry. ORACLE rejects that stopping point.
Official appearance is evidence of presentation, not ]Pnr(ouodf of anunt]huonrs]hliip).

authorization, or valid source state. [FN 59
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The security objective is not to undermine confidence in institutions. It
is to protect institutional confidence from being weaponized. The
tnstitution remains trustworthy only when it can reconstruct who acted,

under what authority, through which credential, on what source <0)1b)J|(e\<ctty and

witth what transition record. |FN 60|

The mature Authority-Rail formulation preserves the ihnlsilg]hut behind the
word avatar while removing its artificial limit. Amn avatar is any
representation 1t]humonmg]h1 which an operator is treated as the authorized
]p]r[i]nuc[qpalh Sometimes that representation is a person. Sonmetumes it is an
email account, a committee ass ignment, a clerk stanp, a plr(odﬁeSsii(ounlal[ ]pnr(odﬁllhm
a fiil[[ilmg state, a media byline, or a source proposition attributed to a cowrt.
The conmumon feature is substituted authority. [FN 61]

The report will use names where an identity, communication, role, or
public record canmnot be analyzed without then. It will not infer misconduct
by the matural person merely because that person's name appears on a
disputed event. That separation is not a disclaimer. It is the core forensic
distinction between the ]F@]P]F@S@]ﬂllt@(dl ]pnr[ilnuc[ipalll and the operator, process, or

system that exercised authority in the principal's name. [FN 62]

The next Part (exlp)llaliilnls the source-first method used to determine which
comiponent acted and how an apparent authority state became (aucce]p)ltte(dh
Without that method, the report would risk substituting narrative

coherence for proof—the very error that authority-rail analysis is designed
to prevent. [FN 63

1. Investigative Method: Reconstructing Authority From Source to
Consequence

Authority-rail analysis canmot 1bne<gii1nl with a conclusion that a person,
emadl, fﬁlﬁ]ﬂlg,» or order is counterfeit. It lbneg[ilms with the source (0)1b>j]te(01t and the
state that existed at the relevant time. The method is deliberately
conservative about attribution and exacting about chronology because a
genuine system may preserve only the fact that a credential acted, not the

identity of the human operator or validity of the authority asserted. [FN 64|

A. Source-First Reconstruction and Evidence Hierarchy

The October 22 CNF report established the integrated cAPTure model. It
treated endpoint  compromise, credentials, DNS, MX, ]Pnourltall[&

comumuniications, and litigation interference as connected evidence rails
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within one professional digital ecosystemn. It also insisted that containment
be planned while the enviromnment remained active rather than after every
attribution question had been resolved. [FN 65]

CCDG then isolated a narrower trust problem: technical authentication is
not human or workflow authenticity. An email may pass SPF, DKIM, or
DMARC because it traveled through an authorized infrastructure path, yet
still be (o>]pnelmntﬁ(O)Jnlallllly counterfeit if the account, tenant, relay, session,

sigming route, content, attachment, or ]re(c[ip[he]nut ]Pnoqpnudlaut[1(0)1[11 was controlled

by another actor. |]FN 66

RAPS separated the ]P)(O)]Fltalll transaction unto constituent states. The (O)lb)u(e(ctt
prepared by a filer, the object received by intake, the docket entry, the
service event, the recipient copy, the chambers or restricted copYy, and the
public copy are related but not identical proof objects. A cyber-sensitive
reconstruction must compare those states rather than assume that one

successful ]P)(O)]Fltalll transaction proves agreement anmong themnn. |]FN 61'

The September 2026 cAPTure report then described the trusted control
]pﬂlaunue:: the accounts, permissions, Jr(onuntfunlgy ]Puonrltaﬂl& durectories, and
pludb)l[[l<callt[i(0nm channels that determine who may act and what downstream
systems will treat as 1l<eg[i1t[ilnnlaut@¢ The Civil Cyber-Infrastructure report
added the Clean A(dlj]luudl[i(cant[i\we Environment: when credible evidence places
the ordunary fiill[ilnlgy service, identity, or record channel tn <dlils]p>1unt<e,\ the

integrity challenge cannot be tested solely by sending it back through the

same deS}PﬂU[lt@(dl channel. [FN 68|

ORACLE occupies the identity-and-authority layer within that research
lineage. It asks how an operator acquires the ability to speak with another
person's or institution's authority, how that authority is converted unto
procedural state, and how later systems repeat the result until the original

provenance <q[1une§1t[i(ounl <dlilsa1pp<eaur§\\ FN 69'

The hierarchy begins with the source-native object: the actual email and
headers, filed document, order, docket record, affidavit, roster, ]pnonrltalll event,
p]r(odfi[lhe page, or p]ﬁeselr\ved ]Pnudb»llihcantfuoum A later pll@(audl[ilnlg Or expert report can
@xpllalihnl the significance of that (0)1b>j]te(01t,~ but it does not replace it. Where a
later authority says an earlier court “found” a proposition, the earlier order

must be (c<o>1nn1]p)aurte<dl with the attributed ]anp(osfut[i(onm FN jol

Direct institutional records follow the source (o>lb>J|(e(01t¢ A docket can

establish what the ]Pnudb)llil(c systenn (dl[igpllay& A staff affidavit can establish what
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the affiant swore. A ]rte(glud[anttonr's ]p)lﬂodﬁille page can establish what the pludb»llihc is
told. Those records still 1r<e<q[1udilr(e source-layer S(e‘palfaltﬁ(omh An affidavit
pauragraqp]hl based on ]Pne\rg(onnlaﬂl observation carries a different foundation fironn

a paragraph reporting what another employee or federal agent allegredly
P grap P g Ptoy g gediy

said. |]FN 11|

Independent expert reports and structured datasets supply mechanism
and cross-source correlation. Marlin, Team B, CCDG, RAPS, CNF, cAPTure,
Civil Cyber-Infrastructure, and the Florida historical-proof report were
developed at different times and from different objects. Their value is
greatest where separate workstreams converge on the same control failure

without depending on one another for the wnderlying fact. [FN 72
P g Yyung

External government, standards, court, ]pnm)\v{‘udle]ry peer-reviewed, and
technical sources SlU[]P)]P)]Ly mechanism  corroboration. MITRE labels
techniques; NIST describes identity and funuc[i(dl(e;lnl1t=1r@sp<o>1m§<e controls; the FBI
and DOJ document impersonation and false-worker operations; providers
describe token and cloud-control mechanisms; the Judiciary describes
attacks against case-management systems. Those sources demonstrate

<callp)allb>iill[i1ty and ]Pnrte(ce(dlelnnu They are not substitutes for the SlU[lb)ﬂ@Clt artifacts.

|]FN 13'

Every material sentence is cited at the point of use. The citation tells the
reader where the fact or technical proposition originates, not merely which
sources appear somewhere in the sane paur(augmlp]hu That architecture allows

a leuudl[i(c[iall[ official, funw(eglt[iganboum reviewer, or (0)]P>]P><o>§[iln1g expert to test the
report proposition by proposition. [FN 74]

Authority-rail evidence is ]Pne;r[lglhlallb»ll(& Mailbox rules (c]hlaunlg(e;y social ]Pnr(odﬁill@s
update, public pages are replaced, docket labels are corrected, domnains
expire, search results shift, and ]P)]F(O)\V[[(dlte‘lf 1[(0)g§ agee out. The preservation
objective is not simply to save the words of a message. It is to preserve the
message un context: native headers, attachment, sender and recipient fields,

visible ]Fte)]ﬂl(d[(e‘]l"ﬁ]ﬂl‘gy account state, date, time zone, and available ]P)]F(O)\Vfl(dlte‘lf or

<eln1<dl]p)(o>[ilnnt evidence. |]FN 75

Visual artifacts are used only where they expose a state difference that
prose alone would make harder to see. The Oct. 15-18 Womack instruments,
for example, use the same institutional masthead while (c]hlallnlgiilnlg ll(annlglu[algey
1F<onmnuant1t[hmgi name presentation, and the represented method by which the

ihnl\vest[igantiiln1<g=lnn1(elnnllb><e]r role arose. A reader can understand the Siiglnliiifihcaunuce
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more quickly when the variants are placed together and then explained. [FN
76]

R@p]m(dhuuc ibility also requires negative (dli‘LS(c[i]P)llillnu& The absence of a ]Pnudb)]lii(c
lb)ii(O)g]ralp]hy does not prove a person is synthetic. The use of AWS, Cloudflare,
Microsoft 365, Proton, or another cooumomn provider does mot identify amn

actor. The evidentiary <0)1b)J|xe<01t ts the <01U[§1t<0)1nn1<elr=slp)te(c[UF[UC account, timestanmp,

credential, role, zone (c]hl(aunugﬂey messagre, or state transition. |]FN 77

The first evidentiary layer is the source-native object: the email and full
headers, the sender and recipient copies, the filed PDF, the ]Pxourltal[ receipt,
the docket <oﬂb)j](ewct). the service notice, the siig"lnue(dl affidavit, the comumittee
roster, the provider record, the ]Pnudb)llihc ]Pnrrodﬁill@ captuire, or the archived
publication. A later pleading or report may explain the object, but it cannot
the]pllauce tt. When two versions differ, both are evidence and the difference

becomes a state transition reqpuﬂiriimug @xpllaunlantfuonnL. |FN '_18|

The second layer is the institutional record. A docket proves what the
docket displayed; it does not prove every upstream proposition embedded
un the fiill[ilnlg An affidavit proves what the affiant swore; it does not flatten
]pxelrsoumalll observation, file review, and attributed statements tnto the same
foundation. A ]P)lr(odfesg[i(O)Jnlall[ pr@dfiﬂle proves what the pluﬂb)llﬁC ts told; it does not

by itself prove that the linked source instrument supports the displayed

statwus. |FN 19'

The third layer is independent mechanism evidence. Government
advisories, standards, ]P)@(G)]F=]F(€)\Vfue‘\Wte‘(dl research, plf@\v{i(dlelr [i]ﬂl\\/(e‘Sltﬁ‘g‘@lltfl@ﬂﬂl&
Ccourt jﬁl]lf[]ﬂlgb% and 1me;]P>1u[1tallb)1l(e techmnical reporting establish what an attacker
can do and what evidence those actions leave. They are used to test
feasibility and operational fit. They are not used as a substitute for event-

level plr(ouodf un the SlU[lb)j]@(Clt record. |]FN 80|

B. Chronology, State Transitions, and Attribution Discipline

Chronology is not a decorative timeline. It determines whether authority
could have operated. A later order cannot support an earlier petition if it
did not exist. A committee cannot consider a response before the
]F@]P]F@S@]ﬂllt@(dl response period has ended. A participant cannot answer a
]hueanr[ilnug or evidentiary wuse that was not disclosed lt]hl]F(OHU[g"]hl a mnueaum[ilnlgiﬁudl
notice path. The report therefore fixes each event to a source date and asks
what the institution and affected party could know at that moment. [JFN 81]
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For every <C(0)1n1§(e<q[1U[(elnllt[iall[ event, ORACLE separates four (q[1U[(e‘§lt[[(O)]ﬂl§¢ Furst,
what occurred as established by a source? Second, what unstitutional or
record state (c]hlaunlge(dl?’ Third, what technical or ]pnmnce(dhuumdl mechaniso could
p]m)(dhuuce that <c]h1aun1g<e2’ Fourth, what person, account operator, customer,
insider, or threat group can be attributed at the level supported by
evidence? Keeping those questions separate prevents a famniliar technique
label fromn lbnefumg treated as proof of a particular actor. |FN 82|

Comparator analysis is used for a limited purpose. A comparator does not
prove that an outlier is fraudulent merely because it is wnusual. It identifies
the ordinary control path and tests whether the subject record contains the
unstruinnent, notice, BISSEg]ﬂl]Dnlte)]ﬂllty version history, or ]PHU[]b)l[[UC@[Ith(O)]ﬂl ]anuct[hoe
expected for that oransition. Where the defined control population is
uniform and the §1U[1b)J]<e‘(CIt path differs, the report describes the structural

<dlft\ve]rg@1nuce and the evidence needed to expllafum Ut. |FN 83'

The report also <dl[i§1t[i]n1gluﬂi§]hue§ corroboration from repetition. A later
authority is independent only when it derives from a separate evidence
<o>1b»j]<e<01t or investigation. A newspaper repeating an order, a eregludlaut@ur pr@dfiﬂle
]F@P@Glltﬁ]ﬂlg a sanction, and a later cowirt the]peaut[ilmg the newspaper do not

create three ]P)]F(O)(O)fS i all (dl(epelnudl on omne upstreann ]P)]F(O)]PNO)SlethO]m They create

thrree authority handoffs. |FN 84

C. Citation, Peer Review, and Correction

Every material factual and techmnical proposition in this redraft is
supported at the sentence or closely bounded ]P>al]ralg1raqp>]hl level by a
numbered endnote. The notes identify the source and the specific
a]ppllihcantii(onm for which it is used. Public sources tnclude live URILs; Project
materials are described by human-readable title, date, case or file number,
and page or paumlglralp]hl when available. This structure allows a reviewer to

test the report proposition by proposition. [FN 85]

ORACLE is versioned because the evidence environment is dymamic.
Provider 1[(0)g§ can arrive later; ]Pnudb)llihc pages can <c]h1aun1g<e;: archived versions
can surface; a native messagre can permit header analysis unavailable from a
screenshot; and a later cowrt record can clarify an earlier procedural
transition. A correction must identify the ]P)Jrfuonr state, the new source, and
the reason the determination <c]h1(anmg<e<dL That form of correction Slt]f@]ﬂlglt]hue]ms
rather than weakens a source-driven report. |]FN 86|
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With the method established, the report mext explains how authority
ordinarily moves through legal and quasi-judicial systems. That ordinary

palt]hl is the control agrainst which later deviations are measured. |]FN 87

I'V. How Authority Normally Moves Through Legal and Quasi-Judicial
Systems

A reader cannot evaluate an awthority-rail faillure without Ffurst
understanding the ordinary work performed by the rail. Legal systems
operate lt]hur(onmg]hl a sequence of representations that are al<c<c<e]p)1te<dl because
each actor and system is alssilglnued a defined role. The sequence is not unique
to Courts. R@gludlautourgy l[[i(C@]ﬂlS[Unlg bodies, arbitration programs, media
organizations, and corporate 1l<egall[ (dl(e‘]P)al]Flt]Dnl@]ﬂllt§ all convert identity and

documentation into institutional action. [[FIN 88

A. From Identity to Filing, Service, and Decision

The ordinary legal sequence begins with an actor whose identity and
authority have been established. A lawyer appears for a client, a regulator
a§§[ig1ms counsel or an ihnl\vest[igaut<oun a clerk operates witthiin ministerial
authority, and a judge or referee exercises adjudicative authority.
Credentials allow those actors to wuse fiﬂlihmgy emadil, case-managenent, or
document systems, but the credential is only the technical representation

of a ]Pnrxetexiist[ilmg 1[@@@1][ ]F@ll(c]lltfUOHDlS]hlfL]Pu |FN 89

A filed document then passes lt]humonmg]hl intake. In federal cowrt, amn
authorized CM/ECF user uploads an object, selects a case and event, and
triggrers (dl(Ouc]keltihnlg and a Notice of Electronic ]Ffdlihmgé In Florida, the
statewide portal routes a f[ﬂlfumg to the selected clerk and creates f[ill[i]nlg and
service records. The system records what account acted and what event was
selected. The 1l<egall[ system attributes those technical acts to the lawyer or

filer because the account is Jr(egii§1t<elr<e<dl to that ]P)]F(O)fte‘SSfUO)]ﬂl(c]llL |]FN QO

Service carries the filed event to identified recipients. The recipient
population matters because notice is the 1burii<dl<g<e between a filed roﬂbj]ect and
a lb»[ilnudl[ilnlg deadline. A correct 1Fftllii1n1g associated with the WIOong case, an
altered service list, or an unverified address can produce a real docket event
witthout ]p]r(oudhuucimg 1nn1<eaum[hmgf1uﬂl notice to the person expected to respond.

FN g1

The decisionmaker ordinarily receives a defined record. A judge,

grievance committee, referee, or regulator may rely on plle(audl[ilnlg"&
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testimony, affidavits, admitted exhibits, stt[i]pnudlaut[i<o>1n1§,~ J‘]luudl[i(c[lallﬂly noticed
material, and prior orders. Each source category carries a different
foundation. The uncegrity of audlj]1uudl[i<cantil<ounl depends on preserving those
distuinctions so that an aﬂllhe;gaut[i(onnl does not silently become a fihnudlii]nlgf a
sumumnary does not Jﬁepllauce direct evidence, and a later document does not
appear to have existed earlier. [FN 92|

B. From Institutional Decision to Public and Professional State

A decision changes procedural state. A response may be accepted or
deemed deficient; a connumittee may fund ]pnr(@lbuaﬂb)llte cause; a COUrt may enter
default; a referee may reconmmend (dliiS(c[i]P)llilln1<e;: a supreme court may mpose
a sanction; and a ll[i<c<eln1§[i]n1g body may publish the 1r<e§1udl1tihmg status. Each
(c]hlaumg(e should be connected to the previous state by an identifiable act—

notice, assignment, ]hueaur[ilmgi vote, order, report, or funal <dl[is]pn0)§iiltii(oum |FN 93'

Publication extends the effect beyond the <dlxe<c[i<dl[llnlg unstitution. Docket
text, ]pnudbl[[i(c orders, lawyer ]P)]F(Oﬂfftll(e‘& (dliisc[ipllihmauqv reference pages, press
releases, media articles, and search indexes become shortcuts lt]hur@uuug]hl which
later actors understand the person's 1l<egalll or professional state. That public
layer often carries more practical weight than the uwnderlying record

because emnqp)llro’y(er& clients, tnsurers, counterparties, and J|<o>1uur1nlalll[i§1ts rarely
reconstruct the full audljjluudl[hcautii\ve history. |]FN 94'

The ordinary system therefore relies on transitive trust. The recipient of
a service mnotice trusts the fiﬂ[ﬁnfg account and clerk process. The
decisionmaker trusts the record assembled lt]hl]F(OHU[fg]hl those processes. The
public wrusts the decision and the profile that reports it. The next actor
rarely begins again at the original source. That efficiency is necessary, but
e g[i\\f<e§ a threat actor extraordunary 1l<e\v<elralg<e f an upps treann identity, role,
message, or state camn be substituted. [FN 95'

The Authority-Rail Model formalizes those commnectiomns. It does not ask
institutions to distrust every familiar object. It identifies the points at which
trust should be independently re-established because the consequence is
]hlftg]hly the channel is <dl[i§lpnunt@(dh or the r@]plr@@e]nut@(dl rellalltfuounlglhliqp cannot be

reconciled with the grovernance record. |]FN 96'

The next Part develops each rail in detail: what it normally does, how it
can be abused, what evidence authenticates it, and what legal or pr@dﬁe% tonal

consequence follows when the rail carries a (C(onr]ﬂqunte(dl state. |FN Q7
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V. The ORACLE Authority-Rail Model

The Awuthority-Rail Model treats a consequential institutional act as a
chain rather than a single object. The model asks whether the identity,
credential, commumunication, role, plr(oucedhuumﬂl state, Untake ]p)(aut]hlf ]Pnudb)]lii(c
representation, and ltihnnlibnlg all authenticate to the souwrce event that should
have created the result. A faillure at one rail can be contained; coordinated

faillures across several rails can create a (C(O)Jnnllp)ll@lte aucceplte(dl state. |]FN 98|

A. Identity and Credential: Who Appears to Act, and What the System
Accepts

The identity rail answers the first question every trusted system
unplicitly asks: who is acting? In ordinary life the answer may be a name. In
a 1l<eg‘al[ comntrol pllaunue‘ it is a composite of name, ]P)Jr(odﬁe‘ss[Uounlalll nunber,
@Jnnl]pll(@ye]n office, 1b)[i<0)glra]p)]hly,~ p]hu@lt(O)glralp]hly email address, 1telhep]huounue nunberr,
durectory l[fLSltfurng)~ device, account, and prior tnstitutional history. The
comyposite is persuasive because no one field carries the entire burden of
trust. [FN

Threat actors @xplboﬂilt that distribution. They can fabricate a person, steal
an existing identity, blend real and false attributes, or leave the person's
tdentity uwntouched while SIU[lb)Sltﬁltluntihmg the account operator. Governnment
false-worker cases demonstrate the strongest version: a stolen or fabricated
identity passes interviews, receives a real device and credentials, and then

operates inside the enterprise as an authorized employee. [FN 100

In legal systems, the identity rail includes attorneys, clients,
(C(O)Jnnllp)llalfumannuts)~ witnesses, ﬁ]ﬂlV(@Sltﬁgallt(O)]FSY 1l<egalll assistants, Bar counsel,
gr[he\v(aunuce members, reporters, clerks, J‘]luudlihciladl assistants, experts, and
service recipients. The identity question must be answered at the event
level: even if the natural person exists, did that person authorize this act,

use this account, hold this role, and conmumumicate through this palt]h at this

tuone? |]FN 1101|

A credential converts identity into executable authority. Passwords are
only one form. Modern systems also rely on session cookies, OAuth access
and refresh tokemns, API keys, device registrations, <dl<e]l<egant<e<dl roles, service
]p]r[i]nuchpall& certificates, recovery addresses, mailbox permissions, and
federated trust. A platform may continue to accept those forms of authority

after the visible ]P)GISS\W'(O)]F(dl has (c]hlaunlg@(dle |]FN 1102|
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This explains why replacing a laptop or resetting a password may not
restore control. If the adversary retains a refresh token, server-side mailbox
permission, recovery method, cloud role, or s [iglnl funlg material, the lhe‘g[ilt unatte
service contiunues to process requests as authorized. (O)\\KVA\R@HP@JF and Storm-
0558 provide concrete examples: persistent permissions and stolen tokens
survived visible remediation, while 1F<ourg(e<dl tokens were (aucceplte(dl because
the services trusted the sigming path. |]FN 10%

For ORACLE, the credential rail separates real account from authorized
human act. A message sent lt]hl]ﬁOﬂU[‘g]hl a real institutional account can be
counterfeit in purpose and authorship. A 1F[Ulii1nlg submitted lt]humonmg]hl a real
portal account can still require event-level authentication. A professional
profile updated 1t]hur<0)1U[g]h1 a valid ll@gihm can still express a state the natural
person or institution did mot authorize. [FN 104

Identity proofing and authentication are related but different. Identity
p]r(O)(odF[Umg asks whether the person presenting evidence is the person
claimed. Awuthentication asks whether the claimant controls an enrolled
authenticator at a later event. Federation allows one identity provider to
assert information to another the\llyftlnug party. None of those functions,
Slt@l]ﬂldl[i]ﬂlg alone, proves that the authenticated person held the event-spec ific

llegaﬂl role or intended the spe(c[if[hc act. [FN 105|

This distinction explains the Slt]ﬁe‘]ﬂlglt]hl of false-worker operations. The
enterprise may ]Pue;riﬂonrlnnl unterviews, S]hl[ip a 1[@1]P>1t<o»]p>)~ issue credentials, and
create a genuine xelnnqpll(o;y(e@ account. The infrastructure and access are real
because the organization itself created them. The failure lies in the humnan
principal and relationship represented by the identity. The same structure
can appear in 1lxefgall[ enviromnments when a wvalid professional account is

treated as conclusive ]P)JF(O)rodF of event=level anunt]huonrglhliqpu |FN 106

Detection therefore requires more than password validity. Investigators
must examine enrollment, recovery, token issuance, ]F@g"[lSlt@]F@d devices,
sign-in  context, <dl<e]l<egant<e<dl roles, mailbox permissions, and behavioral
history. MITRE's valid-account detection guidance likewise emphasizes
anomalous 1[(0)g<0)1n1 type, time, g@og]raqp]hly and (C]F(O>§§=]P>][(c]lltf(O)]F]nnl activity rather

than ats&unﬂﬂt[hmg that a successful 1l<ovg~[i1m s lbne]nl[iglnn |]FN 1101'

0O.R.A.C.L.E. July 7, 2026 Authority-Rail Compromises Report ¢ Page 21




ORACLE AUTHORITY-RAIL REPORT

B. Communications and Role: What Was Represented, and Why the
Recipient Was Expected to Act

The commumnications rail carries instructions amnd repnr@&emtltaﬂt[i<0)1n1§ between
actors. It uncludes email, text messages, calls, wvoicemail, collaboration
]pﬂlautif(ouﬂnmsy attachments, service lists, Jr(eplly chaiuns, sﬁglnlantluure blocks, and
recipient populations. The commumication does more than transfer words.
It tells the recipient who is §]P><e\al]l\<[ilnlg,~ who else received the message, and
what institutional response is (exp(ewcte(dL |FN 108|

Technical email authentication answers limited questions. SPF tests
whether a s(elnudl[ilnlg host is authorized for the envelope domain. DKIM tests
a cryptographic signature over specified fields and body content. DMARC
evaluates aﬂliigmunnuelnut and policy. None determines whether the person
named un the sﬁglnlautluure block tntended the message, whether the account
was compromised, whether a mailbox rule redirected content, or whether
the attachment is the version the sender aplpr(@\ve(dL |]FN llogl

The same separation applies to calls. A telephone number may be
associated with a real person or business and still fail to authenticate the
S]pnealkeln Caller 1D can be S]p(o»@iﬁe(dL calls can be forwarded, accounts can be
(C(O)Jﬂﬂlp]ﬂounnl[isedL and A][=g@]ﬂl(e‘]mllt©(dl volce can umitate a trusted person. The
FBI's impersonation \W@l]ﬂﬂlﬁ]ﬂlgS describe (callnnllpaliig]nls usfumg text and Al-
g@]ﬂuelmutedl voice to build rapport and reach trusted contacts. |FN 110|

Identity answers who the actor is. Role answers why the actor is entitled
to direct action. A lawyer may be real but not counsel in the matter. A Bar
@Jnnllp)lh@ye(e may exist but not be ass ﬁg]ﬂlte(dl as investigating member. A lawyer
may once have chaired a committee but no longer hold that office. A clerk

may possess ministerial authority but not authority to adjudicate a
substantive motion. [FN 111]

The role rail is authenticated by appointment records, committee rosters,
notices of appearance, representation records, assignmnent instruments,
conflict rules, <dl©1l@gautil<oum,~ and the governing ]p>1r(o>(c<e<dhuumﬂl framework. A
familiar title in a letter does not create the office if the institutional control
record identifies another person. |FN 112|

False relationships are effective because the underlying names can all be
genuine. An official-looking commuunication may connect a Florida Bar
email address to private representation of a law firm, or identify a lawyer as

comumiittee chair while the roster identifies someone else. The operator does
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not have to fabricate the ]Pxe(oqpﬂh& The operator fabricates the 1ﬁelLant[[<0)1n1§]h1[qp>

anong themnn. [[FN 11

Email authentication illustrates the boundary. SPF tests whether an
envelope sender is authorized to use a domain. DKIM tests a cryptographic
signature over selected messagre content. DMARC evaluates all[[iglnunnuelnut and
policy. Those controls can correctly report success when the message
traveled 1t]hur<onwg]h1 authorized unfrastructure, even 1t]huonuug]h1 the ntended
@Jnnllp)lh@ye(e did mnot compose it, a token or mailbox rule was abused, the
attachment was substituted, or the re]p)]re&elnnt(e;(dl lhegalll 1ﬁelLant[i(O)]ﬂlS]hliip was false.
FN 11

Role evidence answers a different question: why is the sender entitled to
direct the recipient? Appointment records, notices of appearance,
comumittee rosters, engagenment records, <dl<ell<egantii(o>1m§y and conflict controls
establish that authority. A grenuine name and institutional mailbox cannot

create a role that the grovernance record does not support. [FN 11

Telephone and video contact present the same separation. A known
number, familiar wvoice, or Jr(e<c<0)g1n1[i7zaﬂb»1le face can support trust, bt
1F<0)1r\v\vaur<dlfunlg,\ caller-1D §]P)(0)(o>1filln1g7 account compromiise, and A\][=g<elnuelmute<dl
voice or video prevent those cues from serving  as conclusive
authentication. The FBI's unpersonation warnings therefore (elnmp]hlalsilze
independent verification lt]hl]F(OHU[g]hl contact information obtained outside the

<dlil§]pnunt(e<dl conuonuoniica tiomn. |FN 1116|

C. Procedural State and Adjudicative Intake: What C]hamg’ed, and How
It Reached the Decisionmaker

A llegaﬂl p]f@uce(e(dl[[]mg is a sequence of states. A complaint is received. A
response is due. A response is filed. A deficiency is identified. A committee
acts. A petition is filed. A case is algs[ifglnue(dL An answer is due. A default is
entered. Evidence is admitted. A report is reviewed. A sanction is published.

Each state should be connected to the next by a rule-governed, source-

traceable event. |]FN 1111'

A  record-state avatar occurs when the visible state no 1l<o>1n1gte\1r
authenticates to the 1uunl<dlxelrl[y[ilnlg source. A response is aUC]L{]ﬂl(O)\\\V]lte(dlg@(d[ but
later treated as 1t]huo>1U[g]h1 it did not exist. A matter carries one committee
suffix, then another, without a transfer tnstrument. A <dl[is]p1unte(dl review is
labeled uncontested after the route to obtain the required transcript fails.

The displayed state may be real in the sense that the system shows it. It is
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counterfeit un provenance because the lbnr[hdlg“(e that should have created it is
absent, false, or inconsistent. [FN 118|

This rail is where cyber operations become legal consequences. The
attacker does not need to write the final J‘]luudlglnnuelnnu If the operator can
corrupt the input state—service, notice, auunt]huonrs]hliip). case association,
response record, or evidence characterization—the unstitution may

authentically produce the downstream order. [FN 119]

Courts and rxeglud[ant(onrs receive information lt]hur(onu[g]hl controlled untake
systems. In federal cowrt, CM/ECEF can turn an attorney's upload into a
docket entry, service event, notice, and ]Pnudb)]lii(c=a<c<c<eSS <o>1b»j]<e<01t¢ In Florida, the
statewide te=1fiilliiln1<g portal routes fﬂlihmgs to clerks and service recipients. In
<dlil§<ciqp>l[iilnue,~ (C(onnnlpllal[llnut intake, branch alss[iglnunnuelnuty comumiittee Jr(onuntfunlgy
referee ]Pnﬂo"ce(e;(dlihnlg& and Supreme Court review form a <c<o>Jnnqp)(aurallb%e chaiun.

FN 120

The intake rail includes every handoff: who submitted the object, which
case received it, whether it was sealed, who was served, what version
reached chambers, what PagelD or fiﬂlimg numiber was aLSSFLglnue(dL and what
later public copy appeared. RAPS treats those states separately because a

discrepancy at one handoff can change legal meaning while the system
remains operational. [FN 121]

The Judiciary's 2025 acknowledgment of sophisticated and persistent
attacks against its case-management system confirms that this is not a
speculative risk class. Subsequent modernization and MEFA measures address
identity, sensitive documents, and atg[hmg infrastructure, but they also
demonstrate how deeply legal authority now depends on the integrity of

the electronic control ]p)llaunu& FN 122

The procedural-state rail is where technical control becomes lleg‘aﬂl
consequence. A portal or mailbox compromise is not outcome-
determinative wntil it (C]hl(c]l]nlgte‘S receipt, notice, case association, response
status, ]hueaur[ilnlg attendance, evidence availability, or the record considered
by a decisionmaker. The attack therefore can succeed without altering the

final order if it corrupts the inputs from which the institution lawfully

generates that order. |FN 123

Intake amnd rourting must be reconstructed as separate <0)1b»J|<e<01t§¢ The filer

copy, 1qu1l<o>audl<e<dl (O)]b>J|te‘(Clt,~ clerk-received <O)lb)J|<e‘(Clt,~ docket entry, service notice,

chambers copy, restricted copy, and public copy are related but not

0O.R.A.C.L.E. July 7, 2026 Authority-Rail Compromises Report ® Page 24




ORACLE AUTHORITY-RAIL REPORT

necessarily identical. When integrity is contested, a successful filing receipt
does mot establish that each later state ]P)]F(E‘)S(G‘JF\V@(d[ the same document,
metadata, recipients, and case association. |FN 124'

Court systems have recognized the risk. The federal Judiciary publicly
acknowledged sophisticated and persistent attacks against case-
management infrastructure, expanded sensitive-document protections,
required stronger account security, and accelerated replacement of the
aging CM/ECF environment. Those measures establish that filing identity
and case-management state are active security concerns, not hypothetical
extensions of ordinary endpoint risk. [FN 125]

D. Publication and Time: What Becomes Canonical, and Whether the
Transition Was Possible

]Lte\g(alll authority does not end at the docket. Courts, regludlant@nrgy law furons,
p]ﬂOdf@SSii(ounnall[ directories, media organizations, and search engines ]Pnudb)l[[is]hl
states that others use as shortcuts for trust. A Bar profile can determine
whether a lawyer appears tell[igﬁlb%& A court order can become a search result.

A news article can be cited by opposing counsel and then by a judge. A

lb)ii(O)g]raqp]hy cam  support hiring, credential verification, or expert

<q[1U[alllfL1Ffucantihounu |]FN 126'

Publication can amplify a corrupted source state. Once a proposition
appears in amn official report, later readers often stop (aLS]L([Umg where it
originated. A derivative website can reproduce an authentic article and
byline while inserting its own graphic or commentary. A search engine can
bind an image, title, and identity incorrectly. A public profile can report a
terminal sanction while linking a different order. The publication object
becomes the canonical answer unless someone reconstructs the chain. @
127]

Time determines whether authority is possible. An event can support a
decision only if it existed, was available, and was lawfully incorporated
before the decision. A deadline can produce nomnresponse only if the
recipient had notice and a Jnnueaum[ilnlgifludl interval to respond. A conmumittee camn
evaluate a response only after the response period has ended and the

material has been received. |FN 128|

Temporal analysis fixes each event to a source timestamp and asks what
the institution knew at that moment. The Sept. 30 Strenger disposition

cannot be treated as part of the June 18 emergency-petition showing. It can
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enter the later sanctions record only through an identified evidentiary or

judicial-notice event, with corresponding notice and opportunity

consequences. FN 129

The temporal rail is also critical in media analysis. A publication following
a public filing has one evidentiary meaning. A purported author or article
demonstrating knowledge before the fact became public has another.
ORACLE calls that difference information exclusivity: the analyst must
identify the earliest lawful public source for each material fact before

al§§ﬁ<glnlﬁ1n1<g s[ltglnlﬁifihcaunuoe to lt[ilnnliilnugx |]FN 130|

Publication transforms internal process into durable public authority. A
ll[i(celnlgihnlg ]p]ﬁodfiill(m order, article, author page, press release, or search result
may become the practical answer to who a person is and what occurred.
Because downstream users rely on the apparent authority of the publisher,
a wrong link, altered ]b)fL(O)g]Fal]P)]hly,» derivative wrapper, or @xpannudl@(dl source
proposition can cause the public record to carry a state unsupported by the

<o>1rﬁfgi1nlalltﬁln1<g source. |[FN 1z1

Timne supplies the final control. A source must exist before it can support
a decision; mnotice muust p]rte(ce(dle a lb»ihnudlihmg response (oﬂb)ll[igantii(onm;: an
assignment must ]Pnre(ce(dle the act ]pnelrf(onmnnue(dl under it; and a later correction
must preserve the fact that an earlier version g(owe]ﬂnuedl prior deadlines.
Temporal analysis therefore asks mot only what the current record shows,

but what each actor could know and answer at the moment the consequence

was funnqp(o)se(dL |]FN 1132'

The model is now <c<onnnqp>lhe;lt@ The next Part shows how an operator camn
nmove lt]humonuug]hl these rails as a Jr<ep<eantallb>lhe sequence, turning reconnaissance

and credential access tnto tnstitutional reliance, recursive aunnqpl[fdffucautihounly and
pers tstence. |FN 133'

VI. How cAPTure-to-Kill Uses Authority in a Templated Sequence

The Authority-Rail Model describes the components of trust. The
cAPTure sequence explains how those components can be wused
<o>]pnelrauti‘uonmalHly The sequence is lt@mnl]pllaut(e(dl because the Slpe(c[if[i(c COuIrt,
]rtegludlant(onn fiurnn, or ]pnudbl[ii(C@lltii(O)lnl can (c]hlaunlg(e; while the 1unnudler1lyihmg progression
remaiuns Jr(e(coglnliizaﬂb»lle:: map the trust environment, establish a wsable

identity or role, obtain executable authority, enter a trusted chanmnel,

0O.R.A.C.L.E. July 7, 2026 Authority-Rail Compromises Report ® Page 26




ORACLE AUTHORITY-RAIL REPORT

change state, induce institutional reliance, aunnqpl[[ﬁfy the result, and audlalplt

when te‘X]P)(O)S(e‘(dL |FN 134'

A. From Reconnaissance to Trusted-Channel Insertion

Authority-avatar operations begin by mapping the target's trust
environment. The operator tdentifies clients, coumnsel, staff, Jﬁegludlautroursy
courts, reporters, providers, family contacts, ]P)Jr(o>1f<e§§il<o>lnl(aﬂl progirams, and
recurring communications. Email collection and stolen files reveal not only
information but relationships: who responds quickly, who can change a
deadline, who controls credentials, and whose name will cause action. @
135]

Reconnaissance also identifies ]Pnr(ouce(dhuuralll clocks. Court calendars, docket
events, committee meetings, fiﬂ[[i]nlg deadlines, ]Pnudb)ll[i<cantiho>1m schedules, and

travel create windows in which a short commumnication failure can plr@(dhuuce

a <dlES]P>JF(0)]P><0>Jr1tiL(O)Jnlallt<e result. |FN 136'

Im the field case, the cyber-incident record preceded the later disciplinary
sequence. June and July 2024 filings described comumication interference,
account ]P)]F(Odb)]l@]nnl& court-thenmed messages, and the need for a controlled
evidentiary setting. By September, federal agents had received devices and

material while Bar commumications began through new identity and

contact ]pant]hl& FN 137

The operator next establishes a usable identity or authority relationship.
For a synthetic person, this may tnvolve social accounts, p]ﬂOﬂF@%[L(o>1nlalll
directories, domains, lb»fuograqp]hl[l@& and s1talg(e<dl activity. For a real person, the
operator may need only the account, §[ig1ﬂ1@11t1U[]r<e funnlalg@y title, or history
already associated with the name. |FN 138'

Role seedlftlmg can occuir lt]hur(onmg]hl @ﬂffuc[lalll=ll<0)(o>]l\<[iln1g documents. A letter
identifies a person as chair. A notice names an investigating member. A
signature block places a government lawyer in a private representation. A
byline and 1b)[i<0)glraqp)]hly bind a derivative article to a known j]<o>1umr1nlall[[i§1n The
receiving actor often treats the document itself as proof of the relationship.

FN 1

A mature operation may age the role before use. R@]Pneaut@dl references in
directories, articles, and ]Pnudb)ll[hc records create an echo chamber that makes

later appearance seem ordinary. ORACLE evaluates whether that 1F<o><ontp]r[11nut
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developed organically, was copied from genuine sources, or appeared in a
synchronized window around the operation. [FN 140]

The operator must acquire executable authority. That authority may be a
password, token, mailbox rule, signing key, 1ttelhep]huonnue ]P)aut]hlf ]Pxonmtalll
credential, or access to a document library containing official forms and

S[‘Lglmaltluure& FN 141

In some operations the key act is relationship substitution rather than
credential theft. A real institution is told that a real person holds a role the
governance record does not support. A real recipient is instructed to
comumunicate through a different person or address. The adversary's power

comies from the re(c[ip[l(elnut's reliance on the claimed JﬁellautfuonnLS]thL]Pu |]FN 1142'

The false identity or role is inserted into a trusted channel. The message
arrives from an unstitutional domnain, appears in an existing thiread, is
attached to a court filing, or is (C(O)p[he;(dl to familiar actors. The channel

supplies credibility the content could not obtain alone. [FN 1

Insertion can occulr 1t]hur(onLJ[g]h1 pludb)llfuc(aut[i(onnh An article appears on a
the(0(0)<g1n1[i74<e(dl domain, a derivative site 1r(e;]P>1r(0ndhunc<e§ a genuine byluine, or a
p]r(odfillhe page reflects a <dl[i§plunt<e<dl state. The reader receives the proposition

through the authority of the platform. [FN 1

Reconnaissance is relationship mapping, not only network scanning.
Stolen email, calendars, ]Pﬂheuaudl[ilmg& client lists, social ]P)Jr(odfilllegy comumittee
rosters, and pluﬂb»l[[i(C@llt[i(O)lnl histories reveal who can create action. The operator
learns which assistant controls S(C]hl(e%dhll[][[llﬂlgi which counsel is trusted, which
official can (c]hlallnlg(e; status, which ]p)1r<o>\vii(dl<elr responds to 1l<egal[ process, and

which reporter or ]Pnudb)l[[hc page can s]hlaqpne ]rtepluntant[i(onnu |]FN 145'

Role seeding can be technical or documentary. A new account may be
cultivated over time; a real person's biography may be copied; a signature
umage may be taken from a form library; a title may be inserted into an
official-looking notice; or a genuine relationship may be represented where
none exists. The recipient often treats the document or platform as proof of

the ]F(e‘][alltfL(O)]nlShfL]P) rather than \Vte‘lfflfyfllﬂl‘g the sourrce ap]pnofunutlnnuelnuu FN 146

Executable authority may come from ocredentials, tokens, device
registration, mailbox delegation, cloud roles, portal access, or control of a
pluﬂb)l[[hcaut[i(onnl accoumnt. It can also come from a false Jr(ell(ant[Uoums]hlilp that causes a

real person to act. In that form, the operator does not need to compromise
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the institution's systems; the recipient supplies the action because the

asserted Jﬁellaltii(onnls]hl[qp appears authoritative. [[FN 1

B. From State Transition to Institutional Persistence

The inserted authority changes a state. A recipient stops using physical
delivery. A response is treated as absent. A comumittee identity changes. A
filing becomes associated with a case. A default is entered. An affidavit
transforms summaries into sworn evidence. A  public page changes

p]ﬂOdf@SSii(ounnall[ status. [FN 148

This is the operational center of the sequence. The state (c]hlaunlge should be
documented by a source event. ORACLE compares the before state,
transition tnstrument, and after state. Where the transition instrunent is
missing  or conflicts with the governance record, the accepted state
becomes the forensic anomaly. |]FN 1149'

A 1l<egﬁ1t[hnnlant<e actor then relies on the new state. The j]lundlg@ treats the
matter as uncontested. The referee treats a later order as ]pnr@(odﬁ A rte(gludlanttonr

]p)ludb)l[[is]hues the sanction. A media outlet cites the court. A search engine

elevates the official result. [FN 150|

Institutional reliance makes the operation difficult to reverse because
later actors are not merely trusting the original attacker. They are trusting
the intervening institution. The adversary's proposition gains a new

signature at each handoff. [FN 1=1

Recursive aunmplliiifii(cant[i<o»1n1 occurs when the downstream authority is fed into
another ]p]ﬁo»(ce(e(dlillnlg or ]Pnudb)llii(cant[i<0)1n1 as fum(dl@]pnelnudl(mnut confirmation. An article
ts cited in an order; the order is cited in a referee report; the referee report

s al]mp)]ﬂomve(dl;: the ]Pnudbll[i(c p}ﬁ@f[ﬂl@ Pnudb»ll[islhu% the result; media and search index

the ]P)Jﬁodﬂi]h& FN 152|

The chain can create an apparent moun tain of evidence even when several
itemns trace to the same source. ORACLE therefore identifies dependency.
][1n1<dl<e]pnelnudlﬁlnnt corroboration must arise from a separate source (o>lb>j](e(01t7 not

merely from a later authority repeating the earlier proposition. [FN 153]

When one ]p)allt]hl\waly s ex]PNO)S@dL the operator can rotate unfrastructure or
identity. A new account replaces the old account. A different counsel name
appears. A derivative site re]pluﬂb)ll[is]hueS content. A corrected order repl[auces
the earlier public roﬂb)J‘]xe(mu A new service address is added. [FN 154'
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Persistence is also institutional. Once the state has been aucceplt@dh the
adversary may no longer need access. The default, public status, search
result, or adverse order continues to operate witthowt further Untrusion.
Incident response must therefore include correction and recovery in
addition to technical containment. [FN 155]

The decisive event is the state transitiomn. A message <c]h1@nmg@s the service
address; a commiittee (dl(egilglmalt[i(onm (c]hlaumg"eS who appears authorized; a
response is omitted from a petition; amn affidavit converts a (dl[iS]Pnuntte(dl
sumunary into sworn evidence; a default <c]hlalln1g<e§ athegant[honms unto  an
admitted state; or a ]Pnudb)ll[i(c ]Pnrrodﬁille converts a (C(onnnqp)]l(ex record into one

terminal status. The operator's <o>1b)J|<e<01t[lV<e is achieved when the Unstitution

accepts that new state. [FN 156'

Institutional reliance themn gives the state a new signature. A J|1uudlg"e relies
on an affidavit, a referee relies on an order, a regmﬂlaﬂt@nr relies on a comumiittee
file, a j](OﬂU[Jmnlaﬂlilst relies on a court record, or a search engine relies on an
official profile. The downstream actor may be entirely innocent. The threat
actor's lhe\velmuge comies from the institution's ordimary presumption that the

upstreanm process was authentic. [FN 157

Recursive aunnqpll[ﬁfihcalltfuonm occurs when the tnstitutional output returns as
Unpure elsewhere. A news article enters a ]hueaur[ilmg;: the ]hueaur[ilnlg ts described n
an order; the order is Jme;p@aut@d un a referee report; the report is (alpp]r(omve(dl;:
the sanction is pludb)ll[is]hue<dl;: and the ]Pnﬂodﬁilhe dominates search results. The chain
camn look like independent corroboration even when several nodes depend

on the same ]Pnr@]pn@silltihounu FN 1=8

Persistence can owutlive access. Once default, sanction, plr(odﬁilhe status,
search ranking, or published finding is accepted, the operation no longer
needs the original mailbox or token. Technical remediation that leaves the

institutional state untouched therefore restores the device while ]P)]FtGS(elf\Vﬁlﬂlg

the attacker's result. |]FN 159

The mext Part tests the sequence against ﬁ]nl(dlte)]P)(e‘]nl(dlte‘]nllt sources. The
purpose is not to claim that every external incident is the same operation.
It is to establish that the individual capabilities used by the Authority-Rail
model are documented, (O)]P)@]FalltE(O)]nlallly and ii]ﬂl(CJF(@@lS[ilnlglly directed at identity,

cloud, l[egaﬂli and ]Pnudbﬁ[[L<c=1t1r1UI§1t systenns. |FN 160
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VII. Indepemdent Evidence That the Tradecraft Exists

ORACLE's field determinations do mot stand omn aunnaﬂh@gy The subject
artifacts establish the field events. Independent sources establish the
capability environment in which those events must be evaluated. This Part
therefore moves from general impersonation to the specific mechanisms by
which false identity, valid credentials, cloud persistence, lhegaﬂl=s<e<01t(onr

targeting, and case-managenent compromise are converted unto trusted

Actilon. |FN 161|

A. Synthetic Identity, False Workers, and Al-Assisted Impersonation

The DPRK false-worker record is the clearest external demonstration that
synthetic or stolen identity can be converted into genuine enterprise
authority. Operators used stolen identities, fabricated ]P)]r(odﬁilleg and websites,
remote interviews, U.S.-based facilitators, l[aqpnt(oqp farms, and remote-access
software to obtain @Jnnlpll(O)ymnuelnnu Once hired, they received lhe;g[iltfunmaute

devices, credentials, and access to corporate systems. [FN 162]

The security failure did not occur because the corporate laptop was fake.
It occurred because the laptop and credentials were issued to the wrong
operator. The system's logs correctly recorded activity by the assigned
account while JnnliiSii(dl(e;lnnt[iify[ilmg the human principal. [FN 163]

Follow-omn FBI reporting shows that llegiiltihnmaute access can progress into
data theft and extortion. The false identity is not only an entry techmnique.
It becomes a persistent insider platform from which the operator can collect
unformation, create additional access, and threaten the (0)1rgalnl[izantii(onnh @
164]

The lhegaﬂbse(ct(onr aumalh@glune ts direct. A ]P)lmodf(eSsil(O)JnlaLl[ nunber, ]Pxourltall[
credential, offictal mailbox, or 1re1p>1re&emute<dl role can give the wrong operator
the ability to make actions appear institutionally ordinary. The external

cases establish the mechanisn; field artifacts determine whether it was used

un a spe(c[if[hc event. |FN 165'

Generative Al changes the economics of impersonation. An operator can
create p]ﬂ@f[ﬂl@ umnages, voice, text, translated (C(OHFJF(G‘S]P)(O)]ﬂl(d[(e‘]ﬂl(C@,s 1b)[i(O)glrallp)]hlii(calll
content, and social activity at a scale that previously required several
people. The technology does not need to produce a perfect deepfake. It

needs to survive the limited verification applliledl un a P)@UHd(ClU[][@UF workflow.

|]FN 166|
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Realism is only one dimension. Personalization allows the operator to
incorporate stolen case details, family 1rtell(aut[l<o>1n1§]h1[qp>§y ]P)]F(O)f(eSSfL(O)]ﬂl(all[ contacts,
and current events. Automation allows the persona to thegprounudh repost,
nnLLUNUERL LN ]P)Jr(odfillhe& and operate across time zones. The combination supports
a persistent identity that appears responsive and socially embedded. [FN
167]

Legal and regulatory environments are vulnerable because verification is
often remote and document-centered. A profile p]hUO)1t<o>g1ml]p)]h1). video call,
scanned license, signatuore block, and email domain may be accepted as
cumulative p]ﬂouodﬁ False-worker operations demonstrate that mature

organizations can (C(O)Jnnqp)lhelte unterviews, s]hlftp devices, and issue credentials

before <dl<eltte(01tﬁ1n1<g the operator. |FN 168|

The defensive respomnse is not umnitversal suspicion. It is event-appropriate
]pnmuodﬁ ][—][[ig]h1=(0(0)Jmse(q[luneJnuce role <c]h1(aun1g@§). new counsel rellant[i<0)1n1§]h1[i]P>sy
enmergency 1Fftll[iln1g uns tructions, settlement terms, sanctions
comumunications, and account recovery should be verified through an
independently obtained contact path and preserved audit evidence. [FN
160]

The Departnent of Justice, FBI, and CISA have documented remote-
worker schemes in which operators used stolen identities, fabricated
employment histories, U.S.-based facilitators, l[aqpnt(oqp) farms, remote-access

tools, and false websites to obtain genuine e]nnqplh@y]nnue1n11t¢ Once hired, the

—

device, real account, and real access because the

f completed the authority transition. [FN 170]

operator received a real

—

wvictiun <o>1r<gaun1[l7zantfuonm itsel

The KnowBe4 incident provides a concrete enterprise example: the
applicant passed interviews, was hired, and received a corporate laptop
before the organization identified the false-worker scheme. The event
demonstrates that mature screening camn authenticate the preS@]mlte(dl

package while misidentifying the huwman principal. [[FN 171]

Recorded Future's synthetic-identity research describes the same risk at
scale: blended identity material, deepfake-assisted verification, remote
employment, and legitimate credentials can produce a durable foothold
that is difficult to distinguish from ordinary insider access. [FN 172]

Peer-reviewed research supplies the human component. The DeepPhish
study measured continuing vulnerability to artificially generated social-

media ]pnﬁodF[Nl@S even under favorable detection conditions. Later research
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examined synthetic ]p]ﬂodﬁill«es (dl(es[i(glnue(dl to umitate lheg[‘ut[ilnnlante behavior and

the convergence of realism, ]Puem(ounlalll[iz(aut[i(onmy and automation tn Al-enabled

social (elnlgﬁlnue@r[ilnlg |]FN 113'

The FBI's senior-official impersonation warning adds operational context.
The campaigin used text and A][=g<emueralte<dl voice to build rapport, @xplh@ftlt
the authority of senior officials, and reach accounts or trusted contacts. The
relevant security failure was mot only the synthetic voice. It was the

recipient's reasonable reliance on the official relationship represented by

the voice and messagre. [FN 114'

B. Valid Accounts, Tokens, Mailboxes, and Cloud Authority

A valid account is an account the target system recogmizes as 1l(egilltﬁlnmant<eo
It mnay lbnelhonnlg to an e]ﬂﬂqplh@ye(m attormey, contractor, adnministrator, service
account, cloud al]P)]P)llfLC@llt(LOﬂﬂlY or pr@dﬁe%ii(onmaﬂl user. Threat actors value valid
accounts because actions performed 1t]hur<onwg]hl them blend unto ordimary

activity and inherit the permissions already granted to the user. [FN 1

Credential theft canm occur 1t]hur<o>1uug]hl p]hl[islhlihnlg). malware, infostealers,
]paSS\\\wonr(dl reuse, session capture, browser data theft, remote-managenent
abuse, ]huellp:dl(egk ]['Jnlal]nlﬁ]P)lU[][@lltflOﬂﬂh exposed secrets, or compromise of a trusted
third party. The initial password is often only the first foothold. Once inside,
the operator may reg[iste]r a new device, create a 1F<o>1r\w(aur<dlillmg rule, add an
OAuth application, generate an API key, or establish another persistence
mechanism that survives password rotation. |]FN 1116'

The legal consequence of valid-account abuse is wnusually severe because
professional systems often map account possession directly to personal
authority. A couwrt portal may treat the registered credential as the
attormey. A Bar system may treat the authenticated user as the menmber or
employee. A law fiurm's document system may treat the session as the lawyer
or staff member. The system records a successful authentication event; the

llegaﬂl environment attributes the event to the named ]PnﬁodﬁessfuonnlaﬂL FN 1

That attribution is a presumnption, not a forensic conclusion. When the
consequence is material, the investigator must examine device history, IP
addresses, session identifiers, token issuance, MIFA events, account recovery,
1F<0)1r\v\vaur<dl[[1mg rules, <dl@1l<egaﬂt<e<dl permissions, file hashes, and wuser behavior.

Loggring is the lbnrftdlg@ between “the account acted” and “the intended

hwunan acted.” |FN 178
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A wser can authenticate once and receive a session cookie or token
ath@\w[Unlg later requests without reentering a password. OAuth allows a user
or administrator to awthorize amn aqpqp]l[hcant[houm to access defined resources.
Refresh tokemns can obtain new access tokens after the (onr[igihmall token
expires. These mechanisms are necessary for modern cloud services, but
they also allow access to persist after the visible password has changed. [FN
179]

A mailbox can be controlled without an obvious endpoint implant. Server-
side f(O)]F\"\WEUﬁdlﬁ]ﬂl%’Y <dl<ell<egaut@ permissions, unbox rules, appll[hcantii(onm comnsent,
token theft, or administrative access can redirect or read conuounications
inside the provider environment. The victin may replace the computer and
still lose messages because persistence exists upstrean of the device. [FN
i8o]

That  distinction is central to cryptographically counterfeit
comumunications. The provider may sign the message correctly because the
message (onr[igihnlaute(dl 1t]hur<onwg]hl an auwthorized tenant or mailbox. The
recipient's system may report SPF, DKIM, and DMARC pass. Yet the
intended sender did not comypose, approve, or see the message. The
techmical authentication is accurate at the infrastructure layer and false at

the hunman-authority layer. [FN 181|

ORACLE therefore treats account remediation as [ilnl(C(O)]nnl]p)]l(eltte unteil the
organization reviews tokens, app comsents, mailbox delegates, forwarding
rules, registered devices, recovery methods, ]p)lrii\\liill<etg<e<dl roles, and sign-in

history. Password rotation alone repairs only the credential the defender

can see. |]FN 182

The Domain Name System, or DNS, translates a hunman-readable domain
unto the technical destinations used for websites, email, and other services.
MX records identify the mail servers responsible for receiving email. Cloud
platforms and DNS providers expose consoles and APIs that authorized

administrators use to change those records quickly. [FN 183]

A hostile <c]h1@nmg<e and a 1l<egfutihnnlant(e administrative <c]h1@nmg@ can look
tdentical to the provider. If the operator possesses a valid registrar account,
API key, IAM role, dlelhegaute(dl administrator credential, or cloud session, the
provider processes the instruction through the same interface used by an

authorized emnqplh@ye(& The evidentiary <q[1uue§1t[l<ounl s (ClU[S1t(o>Jnnl<elr=§]P>e(cfdffuc:: which
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identity changed which record, from what session, at what time, and with

what §1uur1r(o>lunnudlfunug event. |FN 184'

DNS control can redirect websites, alter email delivery, point users to a
clone, (c]hl(aunlge a certificate-validation ]P)(c]llt]hl,s or place a trusted domain behind
an attacker-controlled origin. MX control can divert uncoming mail before
it reaches the intended mailbox. A compromised relay can preserve the
appearance of institutional delivery while changing content or recipients.
FN 18

Comunnon plm\v{i(dlelr names do not prove commnuon control. AWS, Azure,
Cloudflare, Microsoft, Google, and commercial DNS services support
miillions of wnrelated customers. ORACLE assigns weight to exact hosted

zones, customer identifiers, record (c]hlaunlg"e& tinning, messagre IDs, certificate

thellallt[’uounls]hlil]pgy and credential evidence
186

A ]Pxoufltaﬂl s mot merely a website. It is a workflow engine. It determines

not to ]P)JF(O)\VFL(dl(e]r presence alone. |FN

who can submit an (O)lb)Jl(e‘(Clt,\ which case receives it, how fees are pal[i(dL whomnn

the system serves, what docket text is fgtelnueraubedh and which version later

becomes ]P>1udb)1lii<c¢ |]FN 181'

The Florida portal datasets preserve identity-bearing events across
employee, membership, and e-filing systems. The public report does not
reproduce passwords or sensitive values. Their value lies in (dl@]ﬂﬂl(O)lnlslt]rant[ilmg
that professional identity and filing authority are represented by
structured fields—usernames, email addresses, URILs, tinmestanmps, source
addresses, and account events—that can be compared across systems. [FN
188]

A portal compromise can produce several classes of effect. An attacker can
file vnder another identity, alter a service list, suppress or redirect notice,
associate an <0)lb>J] ect with the WIONg Case, (c]hlallnlg(e a pludb)ll[hc ]Pnrrodﬁilhm or cause the
filed object seen by one participant to differ from the object preserved
elsewhere. The effect does not require destruction of the portal. It requires
comtrol over one trusted transaction or identity state. |]FN 189|

Restricted systems demand stronger evidence preservation because
pluﬂb)l[[i(c reconstruction may be [ilnnll[))(o»SS[ilb»ll(e later. Native receipts, 1Fftllii1n1g
numibers, local copies, service emalils, tionestanmps, PagelDs, and screenshots
should be preserved immediately and reconciled with the official docket

and ]re(c[ip[helnut <c<o>p[i<es¢ FN 190
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Modern identity attacks increasingly avoid noisy exploitation. Device-
code ]P)]hl[iS]hlﬁ]ﬂl(gy OAuth consent, access and refresh tokens, registered devices,
service principals, and hybrid-cloud privilege create persistence through

ordinary pllantiﬁonrlnm functions. [FN 191

Storm-o0558 demonstrated that stolen or exposed sigmning material can
generate tokens accepted by services. The incident is a direct warning

alfgalﬁlnlglt <e<q[1U[allt[ilnlg a S(@]F\VfUC@:al(C(C@]P)lt@(d[ token with the intended huinnan

authority. [FN 192]

Storm-o5o1 and SCARLETEEL demonstrate the endpoint-to-cloud pivot.
Operators used credential theft, cloud secrets, infrastructure-as-code
artifacts, and hybrid identity to move from one compromised system into
broader administrative authority. [FN 193]

These comparators explain how a 1l<egall[ professional can replace a device
and scill experience continued control of email, DNS, shared files, or ]p(o»]rltaﬂl
access. Persistence may reside in the tenant, token, (dltelhegante(dl role, or cloud
account rather than on the Jﬂe‘]pl[aucmnnuelnut elnudl]p(oﬂhnuu FN 194

MITRE ATT&CK treats valid accounts, account manipulation, email
collection, adversary-in-the-middle positioning, trusted ]F@llfdlltﬁ@ﬂﬂlSJhlprS,« data
Jnnuaunl[‘L]Pnutllantfuonru)~ and (aucq[ludhrte(dl infrastructure as distinct 1t<e<c]hunlii(q[1uues because an
operator can remain inside ordinary administrative and commumication

]P)allt]hLS rather than <dl<e]pl[<0)y <c<0)1n1§pii(ClU[<o>1U[§ malware. |FN 195'

Microsoft's identity research describes device-code phishing, malicious
OAuth consent, stolen access and refresh tokens, device registration,
internal phishing, and hybrid-cloud pivots. These mechanisms explain why
password rotation or @mudlp@ﬂhmlt 1ﬁe]p>llal<c<elnnuelnllt can faill when persistence
resides in the tenant, a]p]pll[hcalt[i(onm grant, service ]Purii]nuc[qpaﬂL mailbox, or cloud
role. [[FN 196

Storm-o0558 provides a direct warning against treating a service-accepted
token as conclusive human authority. Stolen signing material and validation
failures allowed forged tokens to be accepted by services. The
infrastructure's authentication result was genuine at the validation layer

whiile false at the authorization and ]huuunnuaum:p]rfunuc[l1p>all layer. [FN 1

CISA's cloud identity guidance and logging guidance emphasize
P)]f[i\\/illl(ege(dl identity, federation, tokens, role review, and records showing
who accessed or changed what, when, and from where. Those logs are the

lbnr[hdlg“@ between an account event and an attribution conclusion. [FN 198
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AWS Route 53 documentation shows how authorized identities can change
DNS records transactionally through ordinary APIs. Sysdig's SCARLETEEL
research shows how temporary cloud credentials and Terraforme-state
secrets can support broader access. Infoblox's Vacant Viper research shows
how domain and DNS weaknesses can be converted into traffic distribution
and malicious operations. Conumon provider presence proves nothing by
ttself; (ClU[S1t<o>lnnue;1r=§p<e<cfdffuc credentials, zones, record (c]hltaunlg(e\gy and timing are
the evidence. [FN 1

Bll(@(@lp)[ilnlg(C(O)qupnuntelr'g 2026 reporting on OWAReaper described server-side
mailbox permissions, OAuth-token theft, and persistence that survived
endpoint reimaging and password rotation. The example is useful because
it demonstrates why a victim can replace devices yet continue losing

control of commumnications fromnn upstreanm ]p]ﬁ@\vﬁdl@r state. |]FN 200|

C. Legal-Sector Targeting and Judicial-System Risk

Business Email Compromise is often described 1t]hur(onmg]h1 fraudulent
payment requests, but the IU[]nlidltE:‘]F]lny]nl(g technique is broader. The actor
compromises or umitates a trusted account, studies the ]F(e‘][allt[i(O)]nlS]hl[i]P)? and
sends a contextually plausible instruction at a moment when the recipient

expects action. [FN 201

The FBI's senior-official <caunnqp>a[iglm warning: llustrates pr@iﬁe%ii(onnlaﬂl echo-
chamber expll@illttautii(onnu The ihnnqpxelrsoumal1t<our used text and A][=gemuerautedl volice
to establish rapport and then S(OHU[(g"]hllt access to accounts or trusted contacts.

The identity of the senior official functioned as a bridge into the recipient's

network. |]FN 202|

Legal commuunications create (c(o>1nn1]p>auralb»ll@ opportunities. Settlement,
service, filing, <dl[isc[qp>1lihmaury,~ and scheduling messages direct immediate
action. Amn operator (C(onnutlr(@]ll[funug the account or thread can create

consequences wilthout (dl(e]P>ll(0)yilln1(g a visible payll(omudL |]FN 203'

Reuters and government reporting have documented mercenary hackers
targeting lawyers and litigation participants to obtain documents,
ﬁ]ﬂllt@l“[ﬁg@]ﬂltc(ey or audlvaunutage unt (dlfLsplunte& The lhegaﬂl sector is attractive because
a small number of compromised professionals can expose multiple clients,

cases, experts, and <c<o>1unn1lt@]rpaurltfue& FN 20

The compartmented service model matters. One actor may steal

credentials, another mailntain nfrastructure, another conduct social
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engineering, and another deliver the result to a customer. DOJ's 2025
Chinese contract-hacker cases describe an ecosystem in which private

operators served grovernment and plr(odfiilt <0)1b)J|<e<01t[i\v<e§ lt]humonung]hl reusable

(callp)(allbﬂill[ilt[i@& |FN 205|

]Lfut[igalt[L(o>1n1=1r<ellallt<e<dl aﬂllhe;gant[i(onms concerning hired hackers and law-firn
conduct further demonstrate that cyber operations can become entangled
with discovery, ]Pnr[i\viilheg(m evidence, and J]lU[(dl[i(c[ialll remedies. The external
record does not prove any particular field actor; it confirms that legal

(audl\vaunut(auge is a documented custoner ob j ective for ]Pnr[lvant@ cyber (0)]P><elrant[i(onn1s¢

|]FN 206|

The Administrative Office of the U.S. Courts acknowledged in August 2025
that the Judiciary's case-management system had been subjected to
sophisticated and persistent attacks. The Judiciary strengthened handling
for sensitive documents and later accelerated modernization of CM/ECF and

pluﬂb)l[[hc:(auccess infrastructure. [FN 20

That official record changes the baseline. Identity, filing, service, and
case-management compromise are not hypothetical attack classes. They are

the(0(0)<g1n1[i74<e(dl risks inside the federal J|1u[(dl[i<ciialll environment. [FN 208

CM/ECF's efficiency explains the potential blast radius. One authenticated
1F[lllii1nug event can create a docket entry, notice, service, recipient copies, and
pluﬂb)l[[i(c access. In a contested integrity event, those states must be ]P)]F(e‘ste]f’\v@‘(dl

Sepalrantelly and reconciled. |]FN 209'

The Judiciary's highly sensitive document procedures recognize that
some evidence requires a controlled path outside ordinary electronic filing.
That principle supports the Clean Adjudicative Enviromment: where the
ordinary channel is credibly implicated, integrity evidence must have a
known-clean route to a decisionmaker. [FN 210]

FBI  business-email-compromise gludi(dlaunuoe describes actors who
compromise or convincingly imitate trusted accounts, study ongoing
relationships, and send contextually plausible instructions. The FBI's
protection guidance is directly relevant to authority rails: independently
obtain the contact path and wverify comsequential requests rather than
relying on the number, address, or link supplied by the disputed message.
FN 211

Reuters documented hackers-for-hire targeting lawyers and law firms for

unformation connected to 1liiltilgant[i<onn1 and (dl[iS]p)lLJ[lte& The United ]K[lmugdl@unm's
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National Cyber Security Centre likewise identifies legal organizations as
high-value targets because they hold sensitive client, litigation, and
comumercial unformation. Microsoft separately expaunudled cybersecurity

assistance for attorneys targeted by nation-state actors. [FN 212]

The Department of Justice's 2025 charges against Chinese contract hackers
describe a compartmented ecosystem serving state and private objectives.
Reuters' reporting on Dechert-related litigation illustrates how alleged
mercenary hacking can become entangled with privilege, discovery, and

J|1U[<dlft(c[ialll remedies. These sources establish 1l<eg“alll audlvaunutalg@ as a documented

customer ob j ective for ]p)1r[i\\/alt<e cyber oalpallb» ility. |FN 213

The federal Judiciary's own record is equally important. In August 2025 it
a(ck]nuo»wlhe<dlg<e<dl S(O)p]hl[ist[i(caut@(dl and persistent attacks on the case-
management system. In 2026 federal J‘]lundlgte‘s described acute and persistent
risk in the aging CM/ECF environment, and the Judiciary approved major
1F1uun1<dl[hn1<g to accelerate secure modernization. PACER also implemented MIFA

and stronger ]P)alSS\W(O)]F(dl standards for fiill[i]nlg:ll@\\nell users. [FN 214'

The highly sensitive document procedures recognize that ordinary
electronic filing is not appropriate for every high-risk evidence object. The
Microsoft/Fortra/Health-ISAC civil disruption record similarly shows that
courts can translate technical evidence into precise provider commands
when a trusted evidentiary and procedural path exists. Together, those

sources support the need for a Clean A\(dl"lundlii(cant[i\ve Environnment when the
ordinary filing or service path is itself credibly implicated. [FN 215]

The external record establishes the individual <caqp>allb)[il[[i1tihe§ ORACILE
examines. It does not prove the Florida field events by aumaﬂh@gy The field

case begins in Part VIII because it s1qu>1p>l[[ite\§ lts own source (0)1b>J|(e(01tsy
chronology, and institutional consequences. [FN 216
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VIII. Why the Florida Disciplinary Record Is a Field Validation Case

The report now turns from fgtemue]rall[ mechanism to field validation. The
Florida disciplinary record is not included because it is the only legal matter
in which identity and authority can be disputed, and it is not offered as a
substitute for broader research. It is included because it preserves an
unusually  dense l[(onnlgfutluudl[ilnlalll record across a law firm's (C(O)lUla]pS[Unlg
comumunications environment, federal evidence channels, Florida Bar
<c<ounnqp1laii1nut and committee processes, Supreme Court dockets, referee

]p]r(@(ce@(dl[[]mg& media ]Pnudb)l[fuc(antii(onmy and a final ]Pnudb)llii(c p]ﬂOdf@SSii(ounnall[ plﬂodfiill@ |FN
211'
A. Why This Record Can Test the Authority-Rail Model

A wuseful field case must allow the investigator to see more than one
SlU[s]P>[i(c[i(0)1u[s event. [t must preserve a before state, a series of tramnsitions,
tnstitutional reliance, and a terminal consequence. The Florida corpus
contains those layers: a conventional nlL response through independent
counsel; documented cyber-unterference ifﬁl[[ilnlgs before the later
<dlil§<ciqp>l[iilnlaury petitions; a 1r<elp)1lal<0telnn1<elnl1t comumunication palt]hl;: <c<o>lnn1]pl[aliilnnt and
committee identity (c]hlalnlgteg;: (uc]klnuonw]l@<dlg(e<dl receipt followed by
nomnresponse aﬂllhegaut[i(onms; <dl[i§]pnunte(dl auunt]huonrglhliip;: A SWOIN enmergency petition;
notice, comnsolidation, and default events; source-order (C]hl(c]l]nlg@S;I review
(C]hl(O)]L(@p(O»funuts;: and a ]Pnudb)]lihc ]Pxe]r]nnlalJnue]nllt:(dl[i§lb)allrlnn1(eln11t status. |FN 2]18|

The record is also temporally useful. June and July 2024 filings described
comumumications interference, account loss, court-thenmed messages, and the
need for a controlled evidentiary setting before the first Supreme Court
<dlil§<ciqp>l[iilnlaury petition. ][1n1<dl<e]p>xelnudle]nut technical reports, ]Pnonrltall[ datasets, FBI
comumumications, hand deliveries, and later S]Px@cilaﬂliiglt work were ]PnreSe]r\ve(dl
before the final disciplinary outcome and public status. That sequence
reduces the risk that the cyber-integrity theory was selected after the
result. [JFN 21

The case therefore permits the model to be tested across all @[ig]hut rails.
Identity appears in professional names and complainant states. Credentials
appear in emadil, ]PuourltallL cloud, and ]Pnudb)l[[i<c=]P>1r(0)1F[ill<e access. Comunnunications
appear in <c]h1@umg<e<dl messages, <dl[i§]pnunte(dl sender paths, ]P)]hlys[hcaﬂl delivery, and
service. Role appears in committee chair and [i]ﬂl\\ft@Slt[igalltiilnlg=1nnuelnnﬂbnelr
designations. Procedural state appears in received response, nonresponse,

default, and wncontested review. Intake appears in dockets, filing routes,
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and the <our[i(g[ilnlall[=\\\vrillt palt]hu Publication appears un media and Bar p]r(odfillhe;

states. Tume determines whether each later event could have §1U[]P)]P)(O)]Flt@(dl the

earlier one. |FN 220|
B. The Lead Author's Relationship to the Field Record

Jay Lewis Farrow is the lead author and the legal professional whose law
practice and <dl[i&c[i1p>1lihntaury record Slqu)]plly part of the lhonnlg[iltluudl[ilnlalll field case.
That fact is stated plainly because the reader should understand both why
the evidence is wnusually detailed and how the report controls for the

author's ]p)allrlt[i(c[i]p)(autil(ounu |FN 221

The report does mnot treat Farrow's recollection as independent
corroboration. First-person statements are used as evidence only in the
capacity they actually possess: they can establish what he reported,
]rte(q[luneglt@(dh understood, or did at a ]P>allr1til(01udlaur tume. Material fihnudlihnlgs are
anchored to contenmporaneous 1F[lll[iln1g§,~ al(ck]nuonwll@<dlg"<e‘(dl comununications,
affidavits, official dockets, ]Pnudb)ll[i(c records, source documents, ﬁ]ﬂl(dl(e‘]P)@]ﬂl(dlte‘]ﬂllt

expert reports, datasets, FBI conmununications, or S@]Pnaurautelly verifiable open

SOUIrCes. |FN 222|

The field case is also bounded. ORACLE does not ask the reader to re-
audlﬂ1undl[hcaube every grievance or civil allll@gantihonnu It asks whether each
outcome-determinative identity, role, response, notice, evidence, and
publication state authenticates to the source event that should have created
it. That narrower inquiry is what makes the record wuseful to cowrts,

regulators, cyber responders, and institutions beyond the undividuals

involved. |]FN 223'

Before presenting any deviation, the next Part teaches the Florida lawyer-
discipline process in ordinary language. A reader cannot understand why a
committee identity, referee order, evidentiary omission, or review-state
change matters until the ordinary institutional path has been established.

FN 22
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IX. Florida Lawyer Discipline Before the Anomalies: The Process the
Reader Must Understand

Florida lawyer discipline is a specialized j]luudlfuc[ialll systemnn. It is adoninistered
1t]humonmg]hl The Florida Bar, local glf[ite\\faunuc<e comunittees, curcuit and county
J]luudlfg‘(e;g serving as referees, the Bar's Board of Governors, and the Supreme
Court of Florida. A cybersecurity expert may know how a mailbox or token
is compromised and still have no reason to know what a grievance
committee does. A lawyer from another jurisdiction may know professional
<dlil§<cilpl[iilnue g@]ﬂueralﬂly and still not wnderstand Florida's file suffixes,
designated reviewers, referee procedure, or Supreme Court review. This

Part establishes the ordinary process before the field record is measured
agat[bnlglt Ut |]FN 225'

A. Intake, Investigation, and the Grievance-Committee Stage

The Supreme Court of Florida has constitutional authority over the
admission and discipline of Florida lawyers. The Florida Bar operates as an
official arm of the Court and performs the unvestigation and prosecution
functions (c]lSSng“]nlle‘(dl by the rules. The Court wltimately determines final
<dlil§<ciqp>l[iilnue,~ while the Bar, grievance conumittees, referees, and Board

participants ]Pxelriﬁouﬂnm different stagres of intake, investigation, charging,

trial, and review. [FN 226'

The ordinary process begins when the Bar receives an inquiry concerning
a lawyer. The Attorney Consumer Assistance Program, commonly called
ACAP, ]P)@]HE(O)]F]UHIS the tnitial intake function. Intake counsel can close matters
that do not warrant <dl[isc[qp)1lihnuey request additional information, refer fee or
cost <dlil§p1untes to appropriate programs, or send a matter to one of the Bar's
branch offices for additional investigation. The branch and circuit structure
matters because the later grievance committee ordinarily comes from the

clurcult or J]1uur1ts<dl[l<ctt[l<ounl alss[iglnuedl to the matter. [FN 22

A Florida Bar file number identifies the matter, and the suffix can
comumunicate curcuit, conmumittee, office, or p]ﬂOuC(e(th[Jmlll unformation. The
suffix is mot merely decorative if the later process depends on which
commiittee's members, chair, conflicts, and (dltesiiglmaut@d reviewer possess
authority. A <C]hlal]ﬂlg(€) from an Eleventh Circuit lane to a Seventeenth Ciurcuit
committee or branch therefore requires a source-traceable tnstitutional act
rather than an unexplained caption <c]h1annlg(ex |FN 228
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During the unvestigation, Bar coumsel ordunarily identifies the atlUl@gantii(onms
and requests a written response from the respondent lawyer. The response
becomes part of the ﬁ]ﬂthGSItﬁgalltﬁV<® record. If the response is funl<c<0)Jnnllp)lhelt(e;
nonresponsive, or additional information is needed, the process ordinarily
creates a further request, deadline, or deficiency state. A later all[lhegaut[houm of
nonresponse should therefore preserve whether a response was received,
which file it addressed, what deficiency remained, what sup]pllte]nnuelnutadl

request tssued, and when the response ]pner[i@(dl ex]P)iUﬁe(dL |]FN 229'

If additional ihnl\vest[igantii(onm or prosecution is warranted, Bar counsel
presents the matter to a grievance committee. Florida's local grievance
committees contain lawyers and nonlawyers and function tn a role often
compared to a grand jury: they investigate and decide whether probable
cause exists to believe the lawyer committed misconduct warranting
disciplinary action. The committees can also recommend no probable cause,
no plﬂoﬂb»allb»ll@ cause with a letter of advice, diversion, or miunor misconduct,

<dl<e]pnelnudlihn1g on the rules and posture. [FN 230

The committee chair has governance ]res]pxounlele)[Nliiltfuegy funuclhuudlihmg
assigmnonent and managenent of unvestigative work. Aun unvestigating
member may fgaut]huelr facts, commumnicate with participants, and report to the
committee. Bar counsel can perform investigative functions when properly
assigned. The authority question is therefore not whether a Bar lawyer can
ever iilnl\vest[igant@ It s which chair, committee, BISSEg]ﬂUDﬂUG)]ﬂHtY and source
tnstrument conferred the role in the matter at the relevant tume. [FIN 231|

Commiittee action is not ordinarily the end of unstitutional review. A
<dl<es[iglnlaute(dl reviewer from the Board of Governors reviews committee
outcomes and can approve, return, or refer the matter for additional Board-
level consideration. The checks are unportant because p]ﬂoﬂb)aﬂb)ll@ cause, Nno
p]ﬂO)lb»allb»ll(e cause, diversion, and minor-misconduct decisions deternmine

whether a confidential investigation closes or moves toward ]Pnudb)ll[i(c formal

p]r@se@untii(oum FN 232'

B. Formal ]Proceedimg’s, Referees, Evidence, and Default

When the matter ]Pumncete(dls to formal prosecution, The Florida Bar files a
formual (C(O)Jnnllp)llaliilnllt in the Supreme Court of Florida, unless a rule §1qu>]p>1lihes a
different direct path. The Supreme Court does not ordinarily conduct the
evidentiary trial itself. It appoints or directs the appointment of a referee,

typically a circuit or county judge, to preside over the disciplinary
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]p]r(omewe(dl[ilmg“y nanage the case, receive evidence, make fii]nudl[ilnugs of fact and

(glu[[illlty and recommend a sanction. [FN 2

The referee is therefore the trial-level factfinder within the disciplinary
system, but not the final disciplinary authority. The referee's orders can
comntrol sc]huedhudl[hmg: plleaudl[ilmggy discovery, ]hueaur[hmg& and evidentiary
procedure. At the end of the case, the referee submits a report to the
Supreme  Court <c<onnnta[i1m[hmg ffunudl[ilnlg& rule-violation determinations,
aggravating and mitigating factors, recommended <dlil§<ciqp>l[funue,~ and costs.

The Supreme Court retains final authority to approve, reject, or modify the

reconumendation under the g(@\verlmilmg standards and ]p)1r<e<0(e<dlelnnt¢ FN 234'

A case-managenment conference ordunarily identifies the governing
pll@audl[hmg& deadlines, discovery ]P)aut]hlf ]hueaur[llmg dates, and wnresolved
pr@uce(dhuumﬂl issues. Notice s funudl[iS]P>(e]n1§allb>llte because absence from a
conference or failure to meet a deadline can later support default or
sanctions. When the ]p)1r<o><c<ee(dl[ilnlg contains more than one Supreme Court
case, consolidation can (c]hlaunlgte the operative <c<0)1nnqp>l[(alihnut,\ Answer (o>lb)1l[igautil<oum,~
service ]P><o>p1ud[antfuouqu discovery record, and 1me;l[ant[[<0)1n1s]h1[qp) between earlier and

later fiﬂlii]nlg& That is why the tinning and source tnstrunment for consolidation

nuatter. |FN 235'

The Bar and r@slpxounudlteqnnt can obtain discovery and present evidence under
the disciplinary rules. The evidence at a final hearing can include testimony,

affidavits, admitted exhibits, SltE]P)IU[ILGIICE(O)IDISy prior orders, and matters SIutlb»J|<e<01t
to j]luudlfuc[ialll notice. Those categories should remain distinct. An affidavit
based on personal observation has a different foundation from an affidavit
reporting what another employee or federal agent allegedly said. Judicial
notice can establish the existence and contents of a court record, but it does
not automatically transform every allegation or broad characterization

witthin another P)JﬁOnC@@dl[Um(g unito amn audljuudlihcaubedl fact for a different purpose.

|]FN 236

Default has a specific procedural consequence. If a respondent fails to
answer an operative complaint after valid notice and a properly created
<o>1b»1lilgaut[i<onn1y the referee can treat alUl@gautii(onms as admitted and limitc the
remaining ]hueaurihmg to (dli‘LS(c[i]p)ll[Unu& That (c]hlaunugte is ]Pnr(odﬁonuunudl:: the ]p>1f(o>(c<e<e<dl[ilnlg
moves from contested liability to sanction. The authority-rail questions
therefore lbwegihnl before the default itself—what plheaudl[hmg was operative,

what case identity g@)\velr]nue(dh what notice issued, what address or account
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was served, what response already existed, and what order created the

answer (oﬂb)ll[igantii(onm FN 231'

At the sanctions stage, the referee considers aggravating and mitigating
factors, (dliiS(c[i]p)llilln1<e unt <c<o>mnqpauraﬂb»ll@ cases, the Florida Standards for Ionposing
Lawyer Sanctions, and the record developed in the proceeding. Mitigation
tncludes matters such as absence of prior <dl[i§<cﬁpllfunue,~ ]PnerS(onmall or emotional
p]r(oﬂblhelnmsy cooperation, g@xoudl character, rehabilitation, other ]Pne]nlaﬂlltihe\sy and
delay, while aggravation uncludes prior <dlils<cﬁ1p>l[[ilnue? dishonest motive,
pattern, Jnnnudlltiiplhe offenses, obstruction, and refusal to auc]L{]nuom\\VIhe(dlg(e
wrongdoing. The integrity of the evidence supporting those findings
directly affects the sanction recommendation. [FN 238|

C. Emergency Suspension Under Rule 3-5.2

Rule 3-5.2 creates an extraordinary path. Rather than wait for the
complete ordinary disciplinary process, The Florida Bar may petition the
Supreme Court for emergency suspension when the petition is properly
authorized and supported by one or more affidavits containing facts
personally known to the affiants that, if unrebutted, would establish clearly
and convincingly that the lawyer appears to be causing great public haron.
The reduced pre-suspension process gives the petition and supporting

affidavits exceptional authority. [FN 239]

Uinder the rule g(owe]mnl[ilnlg the relevant ]pnelrih@(dh the Supreme Court could
issue an emergency suspension order, and the petition then functioned as
the formal complaint. The respondent had a defined period after (dl(O»(c]L((eltihmg
of the suspension order to answer and assert defenses. The Court was to
appoint or direct appointment of a referee ]pur(onnnqpntllyy and the referee was to

hear the merits and sanction issues under the disciplinary-trial procedure

on an (e;xpe(dl[iltedl schedule. |]FN 240

The rule also allowed the suspended lawyer to seek dissolution or
modification. A motion for dissolutiom did not automatically stay the
suspension, but the rule <c<onn11t<elnn1pl[allte(dl prompit aSSFLg]nunnue]nut to a referee and
@xpe(dliilt@(dl fiilnudl[ilmgg and recommendations. The emergency structure
therefore <dl(e]pnelnudl<e<dl on traceable auwthorization, ]P)@]FS(O)]nlall[=]l\<]ﬂl<0)\\\\/][te(d[g(e‘
affidavits, a clearly identified operative petition, mnotice, amn answer

opportunity, a prompt referee process, and a final report within the

p]rtescr[ilbne(dl framework. |FN 241
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Because the petition can change professional status before a full merits
trial, source discipline is particularly important. A summary attributed to
another employee, an oral statement attributed to law enforcement, a
collateral order, or an email-authorship assertion should be identified by
source class. An affidavit's signature and 1Fiill[ilnlg status give the document
institutional authority, but they do not eliminate the need to distinguish

]pxelrsoumalll knowledge from file review, hearsay, and technical conclusion. |FN
242'
D. Supreme Court Review, Terminal Discipline, and Public Record

After the referee files a report, a party can seek review wnder the
applicable disciplinary rules. Review ordinarily requires timely procedural
steps, funuclhuudlihmg ﬁ(dltelnlltﬁify[llnlg <dl[i§plunt<e<dl fihnudlihmgs or recommendations,
obtaining the hearing transcript when necessary, and submitting the record
and briefing required by the Court. If no review is properly pursued, the
report can be treated as wncontested. The distinction matters because a

contested report invites leuudl[i(c[ial[ examination of challenged findings, while
an uncontested report follows a different decisional ]P)ant]hu |FN 243'

The Supreme Court is the final disciplinary decisionmaker. It can approve
or disapprove fillnudl[ilmgs and impose a sanction that differs from the referee's
recommendation when the governing law and record require it. Disbarment
terminates membership and ordinarily permits a future readmission
application only after the period specified by rule or order. Permanent
disbarment is categorically more severe because it precludes readmission.
The terminal order therefore matters independently from an earlier

SlU[S]P)@]ﬂlSﬁOHDI order or referee recommendation. [FN 244

Costs, restitution, and other (O)leULgautii(oumg must be traced to the order or
incorporated source that imposes them. The final ]PnU[lb»llfL(c state is then
published 1t]humonmg]h1 the lawyer's membership profile and discipline-
document reference page. The Bar's own instructions tell the Pnudb»ll[i(c that the
<dlil§<ciqp>l[iilnue reference opens the court documents, [i]ﬂudllt][(dl[[]nlg the Supreme
Couwrrt order and report of referee. The p]r(odfillhe and document page therefore
operate as a ]P)Jr(o>1f<essil<o>lnl(aﬂl=[l<dl<eln11tfuty system relied upon by courts, @][’Jﬂl]PlhOY@]F&

clients, insurers, banks, media, and other licensing bodies. [FN 2

This ordinary process supplies the control for the field analysis that
follows. The question is not whether a disciplinary institution can ever

transfer a file, assigm Bar counsel as investigator, consolidate cases, enter

0O.R.A.C.L.E. July 7, 2026 Authority-Rail Compromises Report ® Page 46




ORACLE AUTHORITY-RAIL REPORT
default, take J]lU[(dl[i(c[iall[ notice, or impose severe discipline. The question is
whether the source record shows the the(q[luﬂhrte(dl authority, notice, sequence,

and evidentiary bridge in the specific event. [FN 246]

X. Field Validation One: How Complaint Identity, Committee
Authority, and Role Assignment Entered the Rail

With the ordinary process established, the report can now evaluate the
first field sequence without requiring the reader to supply Florida
disciplinary knowledge. This sequence tests three connected rails: the
identity assigned to each complaint file, the committee and chair
represented as holding authority, and the investigating role through which
later committee action purportedly occurred. [FN 247]

A. The 1L Baseline and the September 17 Commumication

The field chronology begins before the cAPTure event sequence with
Florida Bar File No. 2024-70,126(1l). In November 2023, independent counsel
responded on behalf of the attorney through a conventional Bar process.
The file carried an ulL suffix, (C(O»]rlﬁeglpnonnudlihnlg to a Miami-Dade/Eleventh

Circuit grievance lane, and the response addressed the source orders and

]rte(q[lune&t(e(dl closure. |FN 248'

This baseline matters because it fixes the original identity of the matter.
The suffix was not merely a decorative code. It identified the committee
lane, branch ]F(e‘“.(alltfLO]ﬂlS]hlfL]P)Y ][]nl(e‘]['lﬂllb)@]FS]hlfL]P),« conflicts, U, and authority
thirough which later action would occur. [FN 249]

The 2023 event also establishes behavior. The attorney had previously
received a Bar inquiry and responded thirough counsel. The later
disciplinary story did not begin with a person who had never engaged with
the Jﬁeglu[llalt(oum It 1b><egaunt after a conventional response history and (dhuur[ilmg a
documented breakdown of the law firm's communications environment.
FN 250

On Sept. 17, 2024, an email attributed to John Derek Womack auc]kmuom\\vlhedged
receipt of messages and listed open Bar matters by base file number. It
identified two matters in which no further response was then 1r<e<q[1U[[i]ﬁe<dL
ihnuclhundlihmg 2024-70,126, and identified eleven marked matters requiring
responses. It stated that the wnderlying complaints and Number 1 letters

would follow lt]hl]ﬁOﬂU[g]hl a llegaﬂl assistant. |]FN 2511'

0O.R.A.C.L.E. July 7, 2026 Authority-Rail Compromises Report ® Page 47




ORACLE AUTHORITY-RAIL REPORT

The signature block identified “J. Derek Womack” as “Senior Litigation
Attorney,” located at The Florida Bar's Tallahassee headquarters. No
commiittee suffix appeared beside the listed base file mumbers in the email
text. The communication established a Jme;pr@selnute(dl state: S]Pne(c[iiffue(dl matters
existed, spec ified matters Jr(e<q[1utiilr<e<dl responses, one prior matter did not then
require further response, and source complaint ]P)aucka«geg would be Slqu)]pll[[@(dL

FN 252

The attorney's reply described a zero-trust protocol, identified federal-
law=-enforcement comunmunications, and (q[lunestil(ounue(dl which office or person
held jurisdiction over matters that had previously been handled elsewhere.
That reply did not refuse Jﬁe\gludl(auti’uounu It placed the sender on notice that the

target did mnot 1ﬁegaumdl ordinary electronic appearance as sufficient

authentication. |FN 253'

The November 2023 wnlL matter is an authenticated comtrol because
independent counsel responded through an ordinary Bar path before the
later cAPTure sequence. It establishes that the affected attorney did not
enter the disciplinary record as a person who categorically refused to
respond. It also fixes a Miami-Dade/Eleventh Circuit identity against which
the later Seventeenth Circuit designations can be compared. [FN 254]

The September 17 commumnication then created a represented inventory
of matters and response <0)1b»1lﬁgaut[i<onn1§¢ It stated that no further response was
then the(q[lunhre(dl in the prior matter, identified other base file numbers
the(q[luniriilmg responses, and 1r<elp)1r(e§(eln11t<e<dl that <c<0)1nnllp>llalihnuts and unicial Unquuiory

letters would follow. The email did not (dl[igpl[aly the later 17F suffix beside the

listed base files. |]FN 255'

The authority-rail significance is straightforward. The conumumication
fixed the state from which later changes must proceed. If a file later moved
to another curcuit or committee, a souwrce tnstrument should identify the
transfer. If a matter later became nonresponse, the record should identify

the request, deadline, response, deficiency, and committee action that

p]r(O)(dhu[(ce(dl that state. |]FN 256

B. The 17F Assigmment Documents and Weiss Chair Re]presentation

Within howrs and days of the acknowledgment, letters dated Oct. 15-18
routed matters to Grievance Committee 17F and addressed Richard Jay Weiss
as Chaiur. The documents wused several formulations. One said, “I have

a]p]p(oﬂhnutedl myself as Investigating Member.” Another said, “I will serve as
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the Investigating Member and will report to the committee when my
investigation is complete.” The accompanying notices identified Womack

as funweglt[igautihmg member and (C(O)]p[he(dl Weiss as chair. [FN 2

The ordinary process must be explained before the anomaly. A grievance
comumittee chair assigns investigative duties within the comumittee
structure, and Bar counsel may serve in an investigating capacity when
properly assigned. The question is not whether Bar counsel can ever
perform investigative work. The question is what authenticated chair or
committee act assigned the role in these files and why the source documents

tell matertally different stories about how the role arose. [FN 258

The variants extend beyond wording. The correspondence changes
1ty]pneiﬁaucey line Spaucfumg,\ p]hl@1nue=1nuuunn11bwe1r formart, Sﬁglmautluure ]P>l[auc<elnnuelnnty nane
form, and whether the document says “appointed myself” or “will serve.”
Those features do not independently prove forgery. Their value is
comparative: a high-volume set of form instruments purporting to create
the same role did not preserve one stable template or authority explanation.
FN 2

The letters also reused the attorney's former firm email and telephone
information after the attorney had disclosed new Proton-based channels and
a replacement number in the October response. In an ordinary system,
outdated contact data can result from template reuse. In a compromised
authority rail, it can cause service to continue through a channel already
reported as unavailable or untrusted. The evidentiary point is that contact
state, role state, and committee state <C]hl&]l]ﬂlg@<dl lt(O)fg“@lt]hl@]R |]FN 260

The Oct. 15-18 instruments identify Richard Jay Weiss as chair of 17F. The
Project's archived roster research places Marcela Gyires in the 17F chair
position during the relevant late-2024 period and identifies Daniel Forrest
as chair of 17A; Weiss was not listed as chaur or member of either committee

un the ]P)]F(G‘S@]F\V@(d[ control. |]FN 261|

The authority representation is binary at the event level. Either Weiss
held the chair position required to receive and act on the matters at that
tumne, or he did not. The letter does mot become authoritative merely
because it uses Bar letterhead and a familiar title. The institutional roster is
the control <dl(e§[iglnl(e(dl to answer who possessed that role. |FN 262

The same period created a conflict collision. Weiss Serota, Weiss's furnn,

issued a three-day default and possession notice concerning Farrow Law's
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Coral Gables office. In the sane hours, 17F dlﬁSCﬁpM]ﬂl@l]l’y materials were being
sent to Weiss in the represented chair capacity. The field record contains no
contenmporaneous recusal, substitution, conflict determination, or role

correction <exlp>lla1[iln1[ilnlg how the two ]p><0)§ftltii(o>1ms were reconciled. [FN 263'

ORACLE does not need to determine that Weiss personally authored or
aplpnﬁo»\vxe(dl every unstrument. The Awuthority-Rail 1Fﬁ1n1<dlilln1rg is that the
materials carried his nane and fiurm nto a commiittee-chair role the archived

governance record did not support and that <0)\\7<elrl[al]P>]P><e<dl with adverse law-

firon activitcy. [FN 264]

The Nov. 25 Supreme Court petition and acknowledgment used 17F. Later
referee and emergency-suspension materials used 17A for the same base
matters. The June 18, 2025 venue filing listed Miami-Dade residence and
office, “Offense: Unknown,” and Jnnuudlltilplhe 17A files. |]FN 265

A file may be transferred or reassigmed through lawful process. The
forensic question is the source instrument auccounnlpllﬁs]hlfunug the transfer. The
defined record contains the before state and after state but no complete file-
S]Pne(cfdfihc 1b)1rii(dlgwe S]hl(O)\W[Umg who 1r<ealsgiiglnl<e(dl each matter, on what date, under
what authority, and with what effect on the prior 17F acts. [FN 266]

The transition matters because committee identity carries more than
(g(ewoug]ral]p)lhly It determines members, chair, investigating assigmnment,
conflicts, quorun, and the tnstitutional basis for a ]Pnr(oﬂb)aﬂbﬂle:(caan(e or referral

act. A later (cal]plt[i(o»lnl camnot retroactively authenticate an earlier role

a@sﬁgmunnuelnun |]FN 261'

The October documents did not merely add a committee code. They
]F@P]F@S@]ﬂllt@(dl that Grievance Conumittee 17F ]pno’gse%e(dl the matters, that
Richard Jay Weiss was its chair, and that John Derek Womack would act as
investigating member. Those representations carried institutional
consequences because the committee identity determines members,

conflicts, assignment authority, quoIrun, and the ]P)allt]hl to ]p]ﬁ@lb»aﬂb»lhe cause,

|]FN 268|

The source variants tell different authority stories. One states that
Womack appointed himself; another states that he would serve and report
to the comumittees aucconnnqpanmyillnlg notices identify hinm as alsgiiglnuedh The
ordinary process permits Bar counsel to investigate when properly
a@sﬁg]nuedh but the record must still identify the chair or comumittee act that

created the assignment. The variation therefore matters not as typography

0O.R.A.C.L.E. July 7, 2026 Authority-Rail Compromises Report ® Page 50




ORACLE AUTHORITY-RAIL REPORT

alone but as evidence that the represented source of authority changed
within the same document series. [FN 269]

Archived governance evidence placed another lawyer in the 17F chair
position <dhuur[hnlg the relevant period and did not place Weiss in the
]F@]P]F@Ste]ﬂllt@(dl role. At the same time, Weiss Serota was aucttihmg adversely to the
affected law practice ]rtegaur(dl[ilmg its office premises. The defined record
contains mno comntenmporaneous recusal, substitution, or authenticated
commiittee correction 1f(e(C(o>1nl<ciill[ilnlg the represented chair role before the

<dlil§<ciqp>lliilnlaury sequence advanced. |]FN 210'

The later shift from 17F to 17A presents the same source-state question. A
lawful reassignment is possible. The evidentiary issue is the missing file-
spec ific lbnr[i(dlge:: who reass [iglnue‘(dl the matter, whemn, under what authority, and
with what effect on the prior 17F role, commiittee, and conflict states? A later

(CBI]P)ICE(O)]DI canmnot 1r<elt1r<0)au01tii\velly anunt]huelnutihcal1tte dlnt <eaur1l[helr dSS ﬁg’]ﬂl][’]ﬂl@]ﬂllﬂ I]FN 211'

Field Validation One therefore establishes the first complete Authority-
Rail pattern: a stable file identity gave way to mew committee and role
representations; those representations carried authority into later
]p)]r(O)(ce@(dl[[]mgs;: and the defined record did mnot preserve omne comsistent
appointment and transfer palt]hu The mext sequence asks how the response
state moved lt]huﬂonwg]hl that same rail. [FN 272]

X1. Field Validation Two: How an Ac]knowledg'ed Response Became a
'Nomures]ponse' State

A disciplinary system can evaluate, reject, or demand supplementation of
a response. It cannot accurately narrate the matter as nonresponse withourt
accounting for a response the institution acknowledged receiving. This Part
reconstructs the transition from the October 14 submission to the November

25 petition and explains why the missing bridge matters more than the label
ultimnately applied. [FN 273]
A. The October 14 Submission and October 15 Institutional Receipt

The attorney and Womack had discussed overlap among the inquiries and
a consolidated response format. On Oct. 14, the attorney transmitted the
]P)(auckalgt& Omn Oct. 15, Christine Mitchell replied: “We have received the email
that you sent last night at 7:20pnn. Thank you.” [IFN 274

That sentence is the (C(ounutlr@]lllfunug state. The unstitution's conunmumnication

stream recorded Jﬂeceiqpln A later reviewer may assess whether the P uckaug‘e
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was <c<o>Jnn1]p)ll<elt<e,~ responsive, ]P)]F(LVﬁll(e“g’@(dly or deficient. Those are separate states.
The record cannot accurately move directly from acknowledged receipt to

nonresponse without an intervening act identifying the deficiency, file,

deadline, and consequence. [FN 215'

No complete file-by-file transition appears in the defined record after Oct.
15. The Nov. 25 petition alleged that thirteen official inquiries remained
unanswered, but it did not untegrate the consolidated response, Mitchell's
a(ck]ﬂl@)wlbe(dlgmnueJnl1t,~ p]hlygihcaﬂl deliveries, or the cybersecurity context tnto its

nonresponse narrative. [FN 276]
This is the first full Authority-Rail conversion in the field case: response

received — response omitted — nonresponse atlllhegedl — Supreme Court
p]r(O)(ce@(dl[Umg tnitiated. Each downstream act may have been p]ﬂoucesse(dl by a
real Unstitution, but the state carried tnto the petition did not preserve the

a(ck]nuomvuedlgmdl source event. [FN 211'

The October 15 acknowledgment is the controlling source state because it
was g@muelmut(e(dl unside the Jrepr@gelmtedl tnstitutional commumication strean.
It did not determine that every complaint had been fully answered. It did
establish that a ]Puauckagte existed, arrived, and was 1r(e<c<0)g1n1[i7z<e<dl by the Bar lhegaﬂl
assistant. Any later conclusion of nonresponse therefore required a file-
S]pne(c[iifihc unstitutional act @xpllalihnlihnlg what remained wnanswered and what
the ]F@S]P)(O)]ﬂl(dl@]ﬂllt was required to do mext. [FN 218'

The distunction amnong received, deficient, [iln1<c<0)1nn1]P>l[(e;lt(ef r@Jj@ctedL and
absent is essential. Those states carry different mnotice and intent
ihnmpll[i(cautfuounl& A person who sends a ]P)auckalge later deemed tnsufficient is mot
in the same evidentiary position as a person who sends nothing. A source-
driven record must preserve which state existed before <e§(call[allt[ilnlg to
comnmumiittee actiomn or Slquure]nnue Counrt process. FN 279

B. Later Deadlines, Committee Timing, and Physical Delivery

At least two Oct. 31 letters gave the attorney until Nov. 12 to respond and
stated that only after nonresponse would the matters be forwarded to the
grievance committee. Committee material identifies a Nov. 12 meeting. The
Nowv. 25 petition later represented that the committee met on Nowv. 13. [FN
280]

The date difference is outcome-determinative. A deadline expiring Nov.

12 ordinarily permits a response through the deadline. A committee acting
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that same day has no ordinary interval to receive, distribute, review, and
evaluate a tumely response before <dl(e<cii<dliiln1<g the next step. Moving the

meeting to Nov. 13 in the later narrative supplies an interval the earlier

materials do not show. |]FN 281

The collision also interacts with the Oct. 14 response. The institution had
a(ck]ﬂl@)wlbe(dlg@dl a consolidated response. Later letters created additional file-
specific deadlines while the committee marrative advanced toward a
nonresponse theory. ORACLE treats these as connected pr@(cedhuumﬂl:s1taut<e

changres, not isolated clerical [ilnnll[))(e]riﬁe(CIti'uoum& |]FN 282|

The October 31 letters created additional file-specific response periods
ending November 12 and represented that the matters would be forwarded
only after nonresponse. Comumittee material identified a November 12
meeting, while the November 25 petition later stated November 13. The
difference supplies or removes the interval in which a timely response could
be received, distributed, reviewed, and considered before committee action.
FN 28

The affected attorney also attempted to create a redundant physical
channel. On November 4 he traveled from Miami to Florida Bar
headquarters in Tallahassee and delivered wupdated responses and FBI-
related correspondence. Later physical deliveries included forensic material
and portal reports. Those acts do mot by themselves prove how each
document was processed, but they directly contradict a simple
abandonment narrative and demonstrate that the target was attempting to

lb»y]pual% a (dl[iS]Pnunte(dl electronic rail. |]FN 284'

Out-of-band conduct is particularly significant in an authority-rail
incident. When the ordinary mailbox or portal is disputed, physical delivery
can create an independently witnessed custody event. The receiving
tnstittution noust  then preserve who aucceplte(dl the material, how it was

routed, what file states were 1U[]P><dLaut<e<dL and whether the later petition or
comumiittee record accounted for the delivery. |FN 285'

C. The November 25 Aggregated Nonresponse Petition

The November 25 petition aggregated thirteen inquiries into a single
nonresponse theory and initiated the Supreme Court proceeding. The
petition did mnot integrate the October 14 package, the October 15
a(ck]ﬂl@)wlbe(dlgmnueJnl1t,~ the ]p]hlyS[hcall[ deliveries, or the communicated

cybersecurity context into the nonresponse narrative. It also used the 17F
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identity whose chair and assigmment path were already disputed in the

source record. [FN 286

The Authority-Rail conversion can therefore be stated precisely:
a(ck]nl(O)Wlle(dlg@dl response became omitted response; omiitted response
became allllheg(edl nonresponse; aﬂllleg@(dl nonresponse became a Supreme Court
petition; and the petition became the tnstitutional source 1t]hur<onwg]hl whiich
later readers understood the regp<0)1n1<dl(eln11t'§ participation. Each downstreann
act carried grenuine tnstitutional authority. The wnresolved issue is the
missing transition from the auck]ﬂhO)Wl[e(dlge(dl source state to the state

]p)]rte&elnute(dl un the ]Pxelt[ilt[i(onm |]FN 281'

That f[i]nudliilnlg does not decide whether the response was substantively
sufficient. It establishes that the later record did not preserve the prior state
or identify the file-specific act by which receipt became nonresponse. The
distinction is central to untemt, notice, committee authority, and the

reltability of every later characterization of 1nuo>1nqpaur1tfucilpant[i(onm FN 288

The next Part moves from response accounting to (aHU[lt]huourS]hl[i]pu By March
2025, the unstitutional comonunication stream itself contained durect
statements that attributed messages had not been sent or had <c]h1‘annlg<e<dle That
event converted the commumnication channel from a presumed neutral

conduit into evidence reqpuﬂhrihnug forensic authentication. |]FN 289|

X1I1. Field Validation Three: When the Institutional Communication
Channel Itself Becamne Evidence

The March 2025 sequence is not merely a dispute over whether one email
was authentic. It is a test of what a legal system must do when an
institutional participant repudiates one message and states that another
message (c]hlaumge(dh At that point, sender (dl[iSpl[aly). domain, and wvisual
appearance can no longer support ordinary presumptions of authorship
without examining the native and provider-side evidence. [FN 290]

A. The Proposed Dismissal, Repudiation, and Immediate Disclosure

By January 2025, Randall L. Berman had replaced Womack in the Supreme
Court matter. In March, a communication attributed to Bernman ]P)]F(O)]PNO)S@(C"
dismissal without plrej]luudlii(ce on defined conditions, [imuclhuudl[hmg an in-person
meeting at the Fort Lauderdale branch and a short cure period for

Jrelnnlal[ilmihmg materials. The attorney auocelpnt@(dl the ]Pnr(oqpuosall and filed a motion

see]k[hmg app]r(owaﬂL |FN 2911'
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The Bar then (dl[ispluntedl the comumunication. Berman denied <c1rteant[ilnlg or
auunt]huonr[lz[ilnug tt. That denital establishes a (C(ounuttes1ted=aum1t]h1<0)1r§]h1[lp event. It does

not, without an attribution bridge, establish who created or altered the

nessage. |]FN 292|

The distinction became crucial because the later referee report converted
the disputed commumication into an affirmative finding that the attorney
fabricated emails and a §1tiqp>1u[1laut[i(o>1m to mislead the Cowrt. A 1Ffunudl[i1nug of

creation the(q[lunhﬁes evidence <c<o>1nunue(01t[hnug the messagre's (0)1r[ig“fum or alteration to

the accused actor. |FN 293'

The attorney's conduct after the dispute is directly material to intent. He
did not conceal the disagreement or insist that the purported dismissal
remain effective. He placed the authenticity problem before the Florida
Supreme Court and requested a physical, source-traceable meeting to
reconcile files and cure any identified deficiency. [FN 294

That sequence is inconsistent with a plan to rely secretly on a knowingly
fabricated agreement. It is consistent with a party who believed a message
was grenuine, learned that authorship was disputed, and §<o>1uug]hnt an out-of-
band method to determine which version was authentic. [FN 295]

The ]Pnﬂoqp@ge(dl Un-person process also had a contatnment function. It would
have allowed participants to compare source copies, identify miss ung
matters, establish which addresses and accounts were controlled, and create
A new al<c]k]ﬂl(O)Wlhexdlg@dl state outside the disputed mailbox streamn. |]FN 296|

The message attributed to Randall Berman proposed dismissal without
p]f@j]lundlihce on defined conditions, [imuclhuudl[hmg an in-person Jnnue@lt[ilnlg and a short
cure process. The affected attorney accepted the represented terms and
placed them before the Florida Supreme Court. When the Bar disputed
authorship, he did not conceal the dispute or insist on the benefit of the
purported dismissal. He informed the Court and 1r<e<qpunes1te<dl a ]P)]hlysﬁ(caﬂl,\
source-traceable reconciliation. [FN 297

That conduct is analytically important because authorship disputes often
become intent disputes. A party attempting to exploit a knowingly
fabricated agreement would be expected to conceal the uncertainty or force
the benefit. Here the record shows disclosure of the dispute and a request
for a process (caqp)allb)lhe of comparing source copies, [i(dl(@]ﬂlltiiifyiiJnlg missing files,
and curing any remaining deficiency. [FN 298
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B. Berrena's C]halng’ed-]Emalﬂ Statement and the Misshng’ Attribution
BJridlge

Om Mar. 17, 2025, Berrena wrote that an email un the attorney's submission
“was not the email I sent you” and “has been changed.” This is not an
inference from formatting. It is an institutional participant's direct

statement that the version in curculation differed from the message he said

he sent. |FN 299'

That statement C]hl&il]ﬂlg@S the proof enviromment. It establishes that
alteration, substitution, wnauthorized account use, or ihnucounnlpalltillb>ll<e versions
were active p(O)SS[Nb)[HliUd@S within the same stream. From that point forward,
no later email-dependent 1Fﬁ1nudl[i1n1g could rest solely on ordinary assumptions

about sender (dlfLS]P)][alyy domnain, or appearance. [FN 300

The Bar's own ]Pnudb»llil(c scam  warnings reunforce the correct response:
independently wverify conmumumications attributed to officials. The field
response sought an in-person meeting and ]P)]hlys[hcalll file reconciliation,

which would have S@lpaumnt(e(dl the humnnan paurltii(c[i]p)aunuts fromn the contested

electronic ]P)aut]hn |]FN 301'

The disclosed sanctions record identifies no email-authorship expert,
native-header attribution, ]P)]F(O)Vﬁ(dltelf=§ tde mailbox audit, server 1[(o>g,~ endpoint
artifact, or comparable forensic opinion tying creation or alteration of
disputed messages to the attormey. |]FN 302'

That absence does not prove the messages were gienuine. It proves that
affirmative attribution required a lbnr[i<dlg@ the disclosed record did not
identify. Berman's denial proves attributed authorship was disputed.
Berrena's (C]hl(c]l]nlg@<d[=@][’]ﬂl@lUl statement proves communications integrity was

already compromised or irreconcilable. Neither identifies the attorney as

creator. [FN 303

ORACLE's determiunation is ]p)lrte(cii§<e: the communications stream failed
]huuunnl(aum:aum1t]huo>]r§]h1iqp> authentication, and the later fabrication finding
exceeded the disclosed technical attribution evidence. |FN 304'

Berrena's statement that an email was not the email he sent and had been
changed established an integrity failure inside the same institutional stream
later wsed to support a fabrication f[i]ﬂl(dlft]ﬂlgo The possible mechanisns
uncluded message alteration, unauthorized account use, storage <dl[’werg©1nucey

substituted copies, or internal misuwnderstanding. The statement did not
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identify which mechanism occurred, but it eliminated the premise that the

channel could be treated as ordinary without further ]pur@(oﬁﬁ FN zo

A <callt(eg<0)1rii(calll ﬁ]nudlihmg that a particular person created or altered the
disputed commumication the(q[ludhre(dl an attribution 1b)1r[hdl<g(e;¢ Relevant evidence
could tnclude native headers, message IDs, tenant audit 1[(0)g§,~ provider
copies, mailbox access records, @]ﬂl(dl][)@)ﬁ]ﬂllt artifacts, file metadata, or expert
analysis. The disclosed sanctions record did not identify such a bridge tying
creation or alteration to the affected attorney. [FN 306]

Berman's denial established that the represented authorship was
contested. Berrena's changed-email statement established that integrity
faillure was a live ]PNO)SSIUb)[HliUty Neither fact, alone or lt(O)g@t]hue]r). tdentified the
affected attormey as creator. ORACLE therefore finds that the
comumumnications stream failed huwman-authorship authentication and that

the later fabrication fiilnudliilnug exceeded the disclosed technical attribution

evidence. |]FN 301'

The field Sﬁg]ﬂlﬁfﬁ@@l]ﬂl@@ extends beyond this one email. Once an tnstitution
knows that its communication streanmn contains repudiated or (c]hlaumge(dl
messages, later 1F[i]n1<dl[ilnlg§ (C(onnucemnliilnlg NONIresponse, dishonesty, notice, or
willfulness must account for that state. The appropriate response is

preservation and funudl@]pnelnudl@]nut verification, not continued reliance on the

same (dlfLS]PHU[ltte(dl channel. [FN 308'

The next Part exanmines how (dl[iS]Pnuntte(dl comumunications and attributed oral

statements were converted tnto sworn emergency authority 1t]hur<o>1ung]h1 the

Berrena affidawvit. |]FN 309'

XIII. Field Validation Four: How Sworn Authority A\m]pllified a Disputed
Source Record

A sworn affidavit is an anunt]huonr[ilty=lb>(eallrilln1g <0)1b»j@(ct¢ It tells the court that the
affiant has taken ]F@S]PNO)]DISftlb)[illftlty for identified facts wnder oath, and it often
allows the court to act without receiving live testimony at the initial stage.
In an (e‘][]nl(e‘lfg(e‘]DUCY=S1U[§]P)(6‘]D[§fL(O)]nl ]P)]F(O)(Cte(e‘(dlﬁ]ﬂlgf the affidavit can therefore
transform disputed suwmmaries and atoributed statements into the

evidentiary predicate for immediate professional exclusion. [FN z10]
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A. Separating Personal ]Klnowledlge, File Review, and Attributed
Statements

The June 18 Berrena affidavic was filed in support of an emergency-
suspension petition. ln that posture, the affidavit was mnot lb)al<c]kglr<o>1U[Jnudl
commentary. It was an authority-bearing object used to convert disputed
comumumications, collateral orders, (C(O)]DHI]P)]lal[i]ﬂlltSY and unvestigative sunumaries

unto a S]huonw[hmg of present great ]Pnudb)llii(c harmn. [FN =11

The affidavit combines several source classes. Berrena states personal facts
about his employment. He reports what Berman told him about the disputed
email. He reports what FBI agents allegedly told him. He authenticates
documents in the Bar's possession. Each class has a different foundation and

must be evaluated separately. [FN z12]

This separation matters because a sworn statement can cause downstreann
readers to treat every paragraph as direct knowledge. ORACILE reconstructs
the provenance of each proposition rather than allowing the affidavit's formm

to flatten hearsay, file review, and ]pnelrsonmaﬂl observation into one evidentiary

state. |]FN 3]13'

The Berrena affidavit combined several source classes. Some ]p)aumlglmlplhls
concerned the affiant's employment and tasks. Others reported what
Berman said about the <dl[l§]pnunt<e(dl email. Others reported what FBI agents
alUl@g(e(dHly said. Still others authenticated documents in the Bar's possession.
Those categories did mot share the same foundation merely because they

a]p]p(eauﬁedl un one Sihg]nued document. |FN 314

The distinction matters because a decisionmaker can unconsciously treat
an affidavit as one block of personal ]L(]ﬂl(O)\\KVll@(dlgl& ORACLE instead asks what
the affiant observed, what he learned from another emnqplh@yetm what he
derived from file review, what he attributed to federal agents, and what
techmnical conclusion he drew. Each proposition should be tested against the
most direct available source. |FN 315'

B. The FBI Summary Compared With Direct FBI Communications

The affidavit states that FBI agents advised the attorney that he had “no
case” and that “no investigation was conducted.” It further states that the

agrents asked the attorney to stop copying them and that no investigation

then existed. |]FN 316

O.R.A.C.L.E. July 7, 2026 Authority-Rail Compromises Report ® Page 58




ORACLE AUTHORITY-RAIL REPORT

Direct FBI comumumications from September 2024 document a different
historical state. Federal agenits met with the family, received devices and
documentary material, provided or used a Teleporter upload path, discussed
moving telephones to a computer-analysis response team, and indicated

that 1u[]p)1l<0)al<dl<e<dl material still r(e(q[ludhﬁe(dl review. [FN =1

Those comobnunications do mnot establish that a formally mnuwmbered
criminal investigation remained open on May 5 2025 They establish
investigative activity in ordinary language: meetings, intake, device-
review pl[aunumihmgy and continued examination of submitted evidence. The

affidavit's <cant<eg<o>1r[i<ca1][ historical statement that no investigation was

conducted is therefore ihnmp(eauc]hue(dl by the direct record. |FN 318|

The distinction is not semantic. The emergency petition used the affidavit
to characterize repeated references to FBI involvement as false or
1unn1§1qu)]pnonrltte(dh The direct commumications show that the references were
g]ﬂonunnudl@(dl un actual contacts and evidence intake, even if the Bureau later

declined, closed, or never opened a formal case. [IFN 31

The affidavit also used the Berman email epﬁsoudle as ]pur(ouodf of falsity

withowrt (dl[iS(Cll(O)sihnlg Berrena's own contenmporaneous statenernt that another

Bar email had <c]h1aun1g<e(dL |]FN z20

That omission (c]hlaumges the reader's 1unnl<dl<elt°§1taun1<dlihn1<g~. A decisionmaker told
only that Berman denied the message may infer that the recipient invented
tt. A decistonmaker also told that the Bar unvestigator identified (C]hlal]ﬂlg@(dl
content tnside the same stream must consider wnauthorized account wuse,

message alteration, storage (dlﬁV@]ﬁ%’@]ﬂUC@Y or other integrity faillures. |]FN 321|

The omitted statememnt was material to the attorney's unsistence on
physical wverification. It supplied institutional confirmation that the

conunnuinilcatiomn ]P)]F(O)lb)]lte‘]nnl was not Jnnue]ﬁelly dl SlU[]b)J| ective 1F(eaun FN 322'

The affidavit stated that FBI agents told the affiant the attorney had no
case and that no investigation was conducted. Direct September 2024 FBI
comumuniications docunment Jnnueelt[llnlgs,\ evidence tntake, Telhe;pourlt@r 1U[]P>ll<0)audl§y
contemplated transfer of telephones to a computer-analysis response team,
and continuing review of submitted material. Those records establish

investigative activity in ordinary language. [FN 323]

The direct record does not establish that a formally mumbered crumunal
case remained open in May 2025 or that federal agents accepted every

theory advanced by the reporting party. It establishes a marrower but
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decisive fact: meetings, untake, pllannunue(dl device review, and comtinuing
examination occurred. The (cauteg(our[i(caﬂl historical proposition that no
investigation was conducted canmnot be reconciled with that source record.
FN z2

The affidavit also used the Berman-message episode as proof of falsity
witthowt (dl[iS(cl[(O)sillnlg Berrena's own contemporaneous statement that another
email tn the same stream had (c]hlaunlg(e«dL A decisionmaker told only that
counsel repudiated a message may infer recipient fabrication. A
decisionmaker also told that the institution's investigator identified
(c]hlaumg(edl content must consider account misuse, message alteration, or

Version <dl[i\\1(e\1rfgﬂe\1nuce before al§sil<glnliiln1<g anunt]huonrglhliqpu |]FN 325'

C. From Sworn Summary to Emergency Petition and Later Guilt State

Rule 3-5.2 is an extraordinary procedure because the Court may suspend
before a full adversarial ]hueaur[ilnug when affidavit facts establish apparent
great pludb)ll[hc harn. The reduced plrte‘:<1U[§]pneln1§il(ounl process gives the ]Pneltiiltii(ounl

and affidavits exceptional authority. [FN 326]

Once the petition was a]P)]PHHO)\ve(dL it became the formal (C(onnnl]pﬂlal[ilnut un the
emergency case. Disputed sunumaries were converted into charging
]p]r(e(dlﬁ(canteS; the case entered a referee process; and later default treated
alUl@gantii(onms as admitted. The affidavit therefore amplified wupstream

provenance decisions tnto downstreann glU[ﬁlllt and sanction states. [FN 321'

ORACLE does not ask whether an emergency procedure can ever rely on
collateral orders or investigator affidavits. It finds that where an affidavit
omits contradictory direct evidence and collapses source layers, the

resulting authority rail carries a distorted state into every later step. [FN

328]

Rule 3-5.2 gave the affidavit exceptional downstream force. The petition
and affidavits s1qu>lp>(onr1te<dl unnumediate suspension, became the operative
formual (C(O)Jnnqp)lla[ilnuty and entered the referee process. After default, the
alUl@gantii(onms were treated as admitted and the final ]hueaur[ilnug focused on
<dlil§<ciqp>l[ii1nue¢ Upstream source choices therefore Jnnliiglmnte(dl unto gu[illlt and
sanction states without a later merits record <callp>allb»1l<e of correcting themnn.
FN z2

ORACLE does not contend that an emergency ]Pxelt[ilt[i(onnl can never rely on

investigrator affidavits, collateral orders, or attributed statements. It
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determines that when the affidavit (C(O)IULH[]P)S(G‘S source classes, omits
contradictory direct evidence, and treats a disputed comumumication as
]pnr@(odf of the recipient's fabrication without forensic attribution, the

authority rail carries a distorted state into every later stagre. |FN 330'

The mext Part follows that authority into the referee ]Pnrrouceedlihnlgy where
notice, comnsolidatiomn, case identity, default, a newly entered collateral

order, and the final evidentiary record changed in a compressed sequence.
FN zzi1

XIV. Field Validation Five: How Notice, Consolidation, Default, and
New Evidence Chang'edl the Adjudicative State

A referee ]Pnrroucee(dlihnlg is not a technical backend process. It is the trial-
level environment un which pll(eaudlimgs become operative, deadlines become
lb»ihnudlihnlg). evidence is received, default can determine glU[fL][lty and a report
becomes the principal record presented to the Supreme Court. This Part
reconstructs how the (audljluudlfucaut[lve state (c]hlaumg"e(dl from emergency

s1U[s]p>xeln1§[i(o>1n1 to default and sanction. [FN zz2

A. Notice, Case Management, Consolidation, and Default

The two Supreme Court docket exports must be read together. The
defined public entries show a July 1 notice of status conference in the earlier
matter, the Aug. 4 emergency disposition, Aug. 5 referee appointment, Aug.
7 correction motion, and an Aug. 8 notice of compliance with discovery.
They do not show a separately docketed notice setting an Aug. 8 case-

management conference in the emergency matter. [FN 333]

The Aug. 1 order nevertheless states that a case-management conference
occurred on Aug. 8 and that the attorney failed to appear. It then creates
the answer and default architecture, treats the emergency petition as the

operative formal complaint, and recites consolidation upon motion. |]FN 334'

Notice is not a technical ornament when absence becomes the plf@(dl[i(caute
for default. The source question is direct: what instrument told the
thespounudlte]nut that a case-managenent conference would occur Aug. 8,
1t]humonmg]hl what service ]P)(c]llt]hl,s and to which verified address or account? The

defined record contains the consequence and not the source notice. |]FN 335'

The Aug. 11 order recites consolidation “upon motion” and governs the

combined cases. The written Motion to Consolidate appears omn the dockets
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on Aug. 12, followed by an order and amended order granting consolidation.
FN zz6

The sequence matters because consolidation <c]h1@nmg<e<dl what plleaudl[hmg
the(q[lunhre(dl an answer, which files were included, which prior response
remained operative, which addresses were served, and how default would
be measured. A consolidation cannot be treated merely as a caption change

when the earlier case already comntauned 1r<eslp>(o>1n1s[i\\/<e papers and a separate

schedule. |]FN 331'

The record also changes case identity during this period. The original
emergency petition and order omitted 2025-70,622(17A)(FES). The Bar moved
to correct on Aug. 7. The corrected public object and Sept. 30 clerk order
added the identifier after the answer/default period and after the Sept. 3

default. [FN zz8

The Authority-Rail finding is not based on one typographical error. It is
based on a sequence in which notice, consolidation, operative ]Pﬂheaudl[ilmgy case
tdentifier, service, and default <c]hlallnlg(e<dl in a compressed period without a
S[ilnlgll(e source-traceable 1b)1rii<dl<g<e visible for the respondent. |FN 339

The Sept. 5 default deemed matters admitted and limited the later hearing
to discipline. Default converted allegations into established guilt without

testimony from the respondent. [FN 340]

Correction of the emergency file identity followed that default. The
current public order remains dated Awug. 4, is labeled “CORRECTED
ORDER,” and carries a Sept. 50 footnote adding the FES file number. The

Bar's ]pnudb)ll[i(c <dl[is<cil]p>lliilnue page later labels that (O)]b)J]te‘(Clt an “Amended Suprenme

Counrt Order.” [FN 341'

A corrected case identifier can be administratively proper. The forensic
issue is traceability: which version existed at each deadline, which version
was served, how the original was preserved, and what authority changed the
operative public object. The completed comparator work found that closest
correction controls used a separately identified correction event, docket

annotation, notice, or later tnstrument. [FN 742

The two Supreme Court docket exports contain no separately docketed
notice setting an August 8 case-management conference in the emergency
matter. The August 11 order nevertheless states that the conference
occurred, records the Jr<e§]pnonnudhelnut's absence, establishes the answer and

default structure, and recites consolidation upon motion. The written
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Motion to Comnsolidate appears on August 12, followed by consolidation

orders. |FN 343'

Notice is outcome-determinative because absence from the conference
became part of the path to default. The source question is not whether a
conference could be held. It ts what tnstrument set the conference, how it
was served, which verified address or account received it, and what record
establishes that the respondent could know of the event. |]FN 344'

Comsolidation also (c]hl(aunlgtedl more than the caption. It affected which
petition (o>]p)<elrautte<dl as the formal <c<0)1nn1]p)1l(aliilnut,~ which earlier responses remained
relevant, which deadlines g(O)\V@]F]Dl@(dL which service ]P)(O)]Pnuﬂlaut[1(0)1[11 aqp]pllfue(dly and
how default would be measured. Am August m order that already treats
consolidation as operative before the written motion appears therefore

presenits a state-sequence lssue Jﬁeq[ludilribnug a source expllaunlantfuonm |]FN 345'

The September 3 default deemed allegations admitted and limited the
final hearing to discipline. The emergency file identifier omitted from the
Jume petition and August suspension order was later added through the
correction sequence after default-related events had already occurred. The

current public object remains dated August 4 while carrying the later

correction footnote. [FN 346'

B. The September 30 Order, October 1 Hearing, and November 4 Report

The Middle District entered its dismissal/default disposition in Strenger
on Sept. 30, 2025. The final disciplinary sanctions hearing occurred Oct. 1.

The Nov. 4 referee report states that the referee took judicial notice that

the federal court had [U[]l’]l]P)(O)S@(dl the ultimate sanction and entered default on

the counterclainn. |FN 347

The order could not have been part of the June 18 emergency petition
because it did not exist. It could not have supported the Sept. 3 disciplinary
default because it did not exist. It entered the disciplinary chronology after

(gludilllt had been established by default and one day before the sanctions

]hueanr[ing |]FN 348'

That timing affects notice and opportunity. A party cannot reasonably
anticipate that a mew collateral order will become a central feature of a
sanctions report without an evidentiary or j]luudl[i(CfLalll=1n1(o>1t[i<c<e process
identifying the order and permitting response. The Nov. 4 report's

admitted-exhibit list identifies five affidavits and the S.D. Fla. dismissal
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order; it does not list the Sept. 30 Middle District order among the six

exhibits. [FN 349'

ORACLE therefore treats the Sept. 50 order as a temporal insertion into
the authority rail. The later report used the order to reinforce the pattern
narrative after the proceeding had already been defaulted and reduced to

sanctions. [FN zro

The Middle District entered the Stremger dismissal/default order omn
September 30, 2025. The disciplinary sanctions hearing occurred October 1.
The order therefore did not exist when the June 18 emergency petition was
filed and did not exist when guilt was established through the September 3

default. It entered the chronology after guilt and one day before the

sanctions ]hueaur[iln@ FN 351'

The November 4 referee report states that the referee took judicial notice
of the September 30 disposition. The report's admitted-exhibit list identifies
five affidavits and a Southern District dismissal order; it does not list the
September 30 Middle District order among the six admitted exhibits. The
chronology therefore requires the reader to distinguish admitted evidence,
j]lU[(dlfL(c[ialll notice, and later narrative reliance. |]FN 352'

The authority question is not erased by the fact that the September 30
document is a federal court order. The questions are when the order was
introduced, what notice established its intended wuse, what opportunity
existed to explla[ilnl the curcumstances, and how a ]P><o>§1t=<dlteifanud[1t event became

part of the basis for permanent ]pnr(odﬁeSS[L(o>1nlalll exclusion. |]FN 353'

By the time the report of referee was filed, (dlfLS]PHU[ltte‘(dl comnnuniications,
investigator sumnnuonLariles, collateral orders, and source-order
characterizations had acquired one ihnut(eglrantte(dl unstitutional signature. The
next Part examines how the meaning of the underlying sources changed as
they moved into that report and later public authority. [FN 354

XV. Field Validation Six: How Authority Chamges Meanimg' as It Is
Re]peated

Authority can be manipulated without allllt@r[ilnlg the source document. A
later actor can (c]hlaunlge the source's ]pumu01t[i<cal[ 1nn1<eauntihmg by expaunudl[ilnlgy
(C(O>]Dlltlfal(cltﬁ]nlg,~ or 1r<e<clla1SS[iiFy[iln1g what the source said. This Part compares the
originating texts with the propositions later attributed to them and then

follows those derivative ]Pnr(oqp(o»g[ilt[ho»]ruS into additional institutions. [FN 355'
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A. From Draft Cmmplahnt to Filedl-]Litig’attion Conduct

The December 2024 Seminole judgment states that a written demand had
a draft (C(onnnqp)]la[i]nut attached that included relatives, a pastor, and a church as
proposed parties. The Nov. 4 referee report later states that the attorney

“filed frivolous lawsuits” against spouses, parents, and a pastor. [EN 356

The propositions are materially different. A draft pleading attached to a
demand is not the same event as fiﬂl[i]nlg separate lawsuits angal[UmSlt each named
person. The derivative report converted an unfiled (dllradflt=]p)allrlty list into filed

ll[ilt[igaﬂt[honm conduct and then used the @xpaunudle(dl ]pump@sfutfuonnl witthin glU[le[lt and

sanction analysis. [FN 357]

The Middle District comparison produces the same class of departure. The
Feb. 18 and Mar. 19 orders criticized failures to appear and prosecute, Jﬁe;j]te(ct@dl
the authenticity (c]hlaﬂUle]mg(e to the court's own order, and gave the client an
opportunity to return the case to a merits path. The referee report
attributed to the federal court amn “ongoing pattern of weaponizing the
court process,” fii]l[ilnlg frivolous claims to pressure settlement, and
albnannudl(onnl[ilmg them. Those g@nuelralll[ize(dl settlement-pressure 1F[i]n1<dl[ilnlgs do not

appear in the Feb. 18 or Mar. 19 source orders. |]FN 358'

The source order contains strong criticism and must be stated accurately.
Accuracy, however, does not authorize audl(dl[ilnlg" a separate scheme fihnudlihm«g
the source did mot make. This is Recursive lnstitutional Awuthority
Amplification in its clearest form: a later official report invokes the
authority of an earlier court while changing the proposition attributed to
that court, and the later report is then approved and published with a new

institutional S[‘Lglm(antulme; |FN 359

The December 2024 Seminole judgment described a demand accompanied
by a draft <c<o>lnnllp>l[alii1nnt naming relatives, a pastor, and a church as ]Pnrro’p(og@(dl
parties. The referee reporit later stated that the 1resp<ounudl(elnut filed frivolous
lawsuits against spouses, parents, and a pastor. The first proposition

g P P P prop
concerns an unfiled draft attached to a demand; the second converts that

draft-party list into completed filed litigation. [FN 360

The transformation matters because filed 1lillt[igant[i<onn1 carries a different
llegaﬂl and Jﬁepluntantfuonnlaﬂl meaning fromn a draft ]P)ll@audlihnug Once the broader
statement appears in an official <dl[isc[qp)1lihmaury report, later readers are

unlikely to return to the source J|1uudlg1nnue]nut¢ The derivative p}ﬁ@p@)gilltfuounl
therefore becomes the ]Pnrauctihcaﬂl unstitutional fact. [FN 361|
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B. From Case-Specific Criticism to a Generalized Scheme

The February and March Middle District orders criticized failures to
appear and prosecute, 1r@j]e<ctt@dl the authenticity <C]hl@l]“l@]ﬂlgt® to the court's own
order, and provided a path to restore the case to a merits track. The referee
report attributed to the federal court a broader 1F[lln1<dlihmg of an ongoing
pattern of weaponizing court process, fiﬂlihnl«g frivolous claims to pressuire
settlement, and aﬂb»annudl(ounl[ilnlg them. The completed source comparison foumnd

that the ge]ﬂuelrall[iZ(e(dl selt1t1l<e;Jnnuelnl1t=press1unr<e scheme did not appear in those

source orders. |]FN 362'

The source orders contain strong criticism, and the report must state s
accurately. Accuracy does not authorize audl(dl[ilnlg" a separate behavioral
scheme and assigrning that scheme to the source court. The Authority-Rail

issue is the transfer of J|1U[<dlil(c[ialll authority: the later report invokes the

]pnrtest[ig(e of the federal court while @xlpnreSsihnlg a ]P)lr(o>]p><0)§[ilt[i(o>1n1 the source did

not malke. |]FN 363'

C. Recursive Institutional Authority Amplification

Every authority chain begins with a proposition. It may be a fact observed
by a witness, an allegation in a plheaudl[hm@ a statement in an affidavit, a finding
in an order, or a representation in a news article. The first (dl[isciqp)]lihnue of

authority-rail analysis is to identify which category the source actually

<o><c<01qu)[i<e& |FN 364'

A derivative authority changes the proposition when it converts
alUl@gantimnm unto ﬁ]nudlfumgf lb»auckglr(onunnudl unto ]huoﬂl(dlihnlg). draft conduct unto
(C(O)Jﬂﬂlpll@lte(dl conduct, or one-case criticism unto a ge]nuelmﬂliize(dl behavioral
scheme. The change can occur lt]hur(onmg]hl paraphrase rather than quotation. It
can also occur lt]hl]F(OHU[‘g]hl omiission, such as lheal\vihmg ourt p]ﬂOxC@(dhuuraﬂl posture,
contrary evidence, or the time at which the source became available. [FN
365]

The resulting text may be persuasive because it carries a more
authoritative sigmatuire than the (0)1rii<g[ilnlallL A referee report sunumarizing a
federal order appears to state what the federal court found. A Supreme
Court order approving the report appears to adopt the suwmmary. A public

Bar page then presents the sanction as the ]pur(odﬁesgihoum's canonical state. |FN

366]
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ORACLE therefore uses a source-to-derivative matrix. The furst colummn
]F@P]F(O)(th[(C(e‘S the source proposition. The second 1ﬁe;]P>1r(0ndhuuc<e§ the derivative
proposition. The third identifies the (c]hlallnlg(e:: expansion, contraction,
omitted posture, altered tlmning, <c]h1@nmg<e<dl actor, or <c]h1@nmg<e<dl llegaﬂl state. The
founrth records the downstream consequence. |]FN 367

Official ]pnudb)ll[i<cant[ho>1m converts internal audljiluudl[hcautil\ve state Unto ]pnudbﬁl[i(c
identity. The public rarely reads the complete record. It relies on the

regulator's ]plrrodfiill(m court's docket text, final order, or first search result. |FN

368]

The Florida Bar p]ﬁodf[llle reports permanent disbarment dated May 21, 2026.
The associated <dl[l§<cilpllfunuewdl@(Clunnnue]nl1t page lists the referee report, an item
labeled “Amended Supreme Court Order,” and the emergency petition. The
item labeled as the Supreme Court order opens the corrected Aug. 4, 2025
emergency-suspension order rather than the May 21 terminal instrument.
FN 36

The completed comparator study inspected sixteen permanent-
disbarment document pages and found that each Slqu]pl[[ie(dl the terminal
Supreme Court order. The field page was the only directly inspected
p@lmnnhaunumm1t=<dl[iSlb»aumnnuelnut page reporting the terminal status while omnitting
the terminal tnstrument. |FN 310'

This is not merely a broken web link. The profile is consuwmed as a
p]ﬂOdf@SSii(ounlaH identity source. Courts, @Jnnlpll(O)y@]rSy unsurers, banks, clients,
ll[i(celnlgihnlg bodies, reporters, and search @]ﬂlgﬁ]ﬂlte‘S use it to answer what
]hlal]pp@lnuedl and  why. Directing those wsers to the interim corrected

SlU[s]PnemlS[i(onm order (c]hlallnlfthS the pludb)l[[hclly available provenance of the terminal

state. |]FN 311'

Search engines do not independently adjudicate source accuracy. They
rank and sumumarize what authoritative pages ]Pnudbﬂliig]hu A ]rtegludlaut(onr's ]pnr(odfiﬂl@,\
court order, or major newspaper article can therefore dominate exact-nanne
results and become the practical identity record for people who never

ihnlspe(ct the 1unn1<dl(e]rlly[ilmg SOurFCces. |]FN 312'

Media can acquire authority from courts. In Strengrer, the news report was
brought to the court's attention by opposing counsel and later cited in the

Mar. 19 order. The article's proposition thereby entered a judicial document.

A later reader could treat the court's citation as [ilnl(dl(e;]p><eJnudltelnut confirmation
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even 1t]huonutg‘]h1 the order identified the report as lb»al(c]kglr(O)IU[lnl(dl SlU[Pp]UL@d <dhuur[ilm(g

the conference. |FN 313'

The process can reverse. Media may report a court characterization, search
engines may rank the story, and later litigants may cite the story or search
result. The same proposition circulates through different institutional
forms wntil its common origin is obscured. [FN 374

The correct analysis is dependency mapping. A source is independent
only if it derives from a separate evidentiary object or investigation. A
newspaper repeating an order, a profile repeating a sanction, and a later
court repeating the newspaper do not create three independent proofs.

They create three authority handoffs. [FN 375]

Recursive amplification begins when the derivative authority is cited as
independent confirmation. A media article can be introduced by opposing
counsel and later cited in a J]lundl[i(c[iall[ order. The j]lundlii(c[ialll order can be quoted
by another tribunal. A referee report can characterize the prior order. A
Supreme Court <dlii§p<0)s[i1tii(onnl can approve the report. A 1lﬁ(censihnlg ]P)lﬂodﬁilhe; can
pluﬂb)l[[is]hl the sanction. Search engines can rank the official ]P)]F(Oﬂﬁlll(e),« order,

article, and derivative pages 1t<o>g“<elt]hueln |FN 316'

The chain creates the appearance of a llaurg‘«e and [ilnudle]pe]nudl(elnut evidence
stack. Dependency mapping often reveals that several nodes trace to the
same upstream proposition or to a later ]p)(auraqp]hum@e of it. ORACLE therefore

asks mot how many pages repeat the statement, but how many independent

source (o>1b)j]<e<01t§ establish it. |FN 311'

This analysis does not diminish the authority of courts or regulators. It
protects that authority by distinguishing what the source actually decided
from what a later actor attributed to it. The tnstitution remains trustworthy

when its fihnudlihnvgg can be traced to the evidence and ]Pnr(o»(ce(dhuuralll state that

created them. [FN 318'

The next Part examines the final anmplification layer: publication, media,
p]ﬂOdf@SSii(ounnall[ p]ﬁodfiilhe\sy and search systems that carry authority to readers who

will mever inspect the 1unnl<dlelrllyihn1g record. |FN 319'
XVI. Publication, Media, and Search as Authority Multipliers

]Lte\(gnalll consequences do not remain inside the (udljluudlfucaut[ive file. Public
]p]r(odfillhe& news articles, author pages, derivative websites, and search indexes

become the interfaces 1t]hur<onuug]hl which most ]pne(oqp)ll@ encounter the result.
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Those publication systems therefore operate as authority rails in their own

]r[[g]hun |]FN 380'

A. The Terminal Professional Profile

The public-profile anomaly is the final observable state in the field
chronology. The earlier proceeding contains disputed complaint
provenance, response accounting, conmumittee authority, comumunications
authorship, emergency-petition source layers, mnotice, comsolidation,
default, collateral-order use, review, and transcript issues. The ]Pnudb»ll[i(c page
compresses that ]P)allt]hl tunto one terminal status. |]FN 381'

A complete terminal chain would allow the user to move from the status
to the order unposing: it and from that order to the record and 1Fﬁ1nudl[hmgs
supporting permanent exclusion. The current page unstead SlU[]P)]P)][fL@S the
corrected nterum suspension order. |FN 382

ORACLE finds that this is a publication-and-reputation rail failure. The
defect does not erase the existence of a May 21 artifact elsewhere in the
corpus. It means the authoritative public path lt]hur(onmg]hl which the profession
directs wsers to supporting documents does not provide the terminal

unstrumnent e reports. |FN 383'

The Florida Bar profile reports permanent disbarment effective May 21,
2026. The linked discipline-document page omits the May 21 terminal
instrument and presents the corrected August 4, 2025 emergency-
suspension order under the label 'Amended Supreme Court Order.! The
direct comparator study found that each of the other inspected permanent-
disbarment pages Slqupl[[hedl the terminal Supreme Court instrument. @
384]

The issue is not whether a May 21 artifact exists elsewhere in the corpus.
It is whether the authoritative public path thirough which the Bar directs
users to supporting documents Slu[]p)]p)llﬁ(es the instrument unposing the
terminal state it reports. That path is relied wpon by cowrts, employers,

clients, l[[i(C@]ﬂlS[Unug bodies, tnsurers, banks, media, and search engines. [FN 38

When the ]Pnudb)llihc status and supporting instrument do mot match, the
unresolved provenance state migrates beyond the disciplinary record. The
pluﬂb)l[[i(c user receives the conclusion without the terminal source that showuld

@xpllalihnl Lts 1[@@@1][ basis, case identity, participating J]lU[SlthC@S,« costs, and

relationship to the earlier emergency suspension. [FN 386
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B. Byline, CMS, Republished Content, and Search Authority

A jouwrnalistic byline operates as a credential. It tells the reader that a
particular person, newsroom, and editorial process stand behind the article.
A 1b»[i<0)<g1rap]hly,\ p]hlo1t<o>g“1mqp>]hl)~ email address, lt@ll(e]p)]huounue numiber, soctal account,

and ]p)luﬂb)l[[hcaut[i(onnl history reunforce that trust. [FN 38

The preserved Wieder materials contain several layers. They show an
apparent McClatchy/Miami Herald professional identity, author pages, a
\Wals]hlfunug1t(onm=1bnuureamn description, a ]Pnudb)]lii(c 1telhe;p]huonnue contact, social-media
presentation, a Proton tips address, and an email presentation wusing
ben.wieder@mcclatchydc.com. They also preserve disputed calls, alternate
numbers, derivative ]Pnudb»ll[i(cal1t[l<o>1n1 pages, and umagre associations requiring
source-level reconciliation. [FN 388]

ORACLE does not reduce that record to a claim that the natural person is
fictional. The correct qpuue&tihoum is te\ve]nnt=§p<e<cfdffuc:: who controlled the

1tel[<ep]huonnue ]P)aut]hlf email account, social account, byline, article ObJ]te‘(Clt)« or

derivative page at each tume? [FN z8

The April 2, 2024 social-media post is a source-state anchor. It records that
the account represented that it had been unvestigating unusual foreclosure
cases involving a Florida lawyer for months. The post establishes what the
account ]Pnudbdlii(clly claimed on that date. It does not, Sltaunudl[ilmg alone,
authenticate the hunnan operator. [FN 390'

A content-management system controls article creation, author
assignment, ]Pnudb)ll[Ucantii(onm tiunne, 1U[]P>(dlautes,~ Umnages, and metadata. Access to a

CMS account can therefore create gte]nuuﬂilnue pluﬂb)ll[l<callt[i(0)1n1 <0)1b»J|e(CIts under a real

outlet's domain and byline. [FN 391

Syndication and republication create another mechanism. An authentic
article can be copied to a derivative site with the original byline and
biography intact. The derivative operator camn insert a mew graphic,
headline, or contextual claim arouwnd the copied text. The real author and
outlet supply the vrust, while the wrapper supplies the new message. [FN
392]

The PPPFraudChronicle captures demonstrate this authority-transclusion
problem. The page presented Miami Herald-derived content and Wieder's
biography while displaying site-specific branding and a “Swindler Barbie”

gralp]hlihc <C(onnuce1r1nliilnug a menmber of Congress. The analytical <q[1uue;§1t[i<onn1 ts which
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components originated in the canonical article and which were added by

the derivative site. |FN 393

This mechanism does not 1rte<q[1udhrte\ a Newsroomn (C(O)Jnnqpuﬁounnl[lStex It Jr(eq[ludhrteg
only the ability to copy authoritative content and bind it to new material in

a way that causes the reader to attribute the entire ]P)al(c]kal(g(e to the (onrilgiilnlaﬂl

author. |]FN 304

Professional directories, award pages, 1b)fu0)g1ralp]h1[i@§,~ Bar plr(odfillhe& and furon
websites act as distributed identity ]pnr(oxodﬁ A hiring manager, client, court,

or reporter rarely verifies every field with the original institution.

(C(O)]ﬂlSFLSIt@]ﬂUCY dCIFOSS §(6‘V(6‘]F(c]l][ sites creates (C(O)]le[\udl@]ﬂl(ct@e I]FN 395'

Threat actors can exploit that confidence lt]hl]F(OHU[g]hl credential 1Lauunnudl<elrihn1g¢
A weak or stolen credential is repeated across reputable platforms wntil the
repetitions appear iilnudl@pe]nudl(elnute Paid p]ﬂodﬁil[e& <c<0)p[ie(dl lb)[i(oglmqplhl[he& @x]p)[ilﬁed
domains, and self-claimed admissions can form a ]Pnﬂodﬂegs tonal echo chamber.

FN zg6

The defensive method is historical and relational. Investigators showuld
establish the earliest archived appearance, source of each claim, ]Pur(odfilll(e:
creation or modification date, domain ronwwnuers]hliqp)y organization
confirmation, and same-name collistons. An isolated sparse p]r(odﬁilhe s not
]pnmuodf of fraud. A synchronized cluster of new p]ﬂodﬁilhe& role (c]hl(aumg(esy

domains, and commmmumnications aroumnd amn <o>]pnelmut[i(O)]ﬂlalll event carries greater

we [‘Lg]huto FN 391'

Search engines stack authority by Jraunlkihnvg ]rte]p(eant@dl and ]h1[ifg]h1=1r<elp)1U[1tautfuonnl
sources. A court, regulator, media outlet, directory, and social p]ﬁodf[ille can

occupy the first page for an exact name. The reader experiences the stack

as corroboration. [FN 398'

ORACLE calls this authority stacking. It occurs when several ranked
results express the same proposition but are not [ilnl(dl(e;]P><eJnudlte]nlln One article
may cite a court order; the ]p)]r(odfillhe may cite the dﬁSCﬁpM]ﬂl@ case; a derivative

page may copy the article; and a later post may link themnn all. [FN 399'

The investigator must trace each result backward. Which source first
introduced the proposition? Which later results copied it? Which source had
access to primary evidence? Which changed the wording or image? Which
became the canonical search resulit? |]FN 400'
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Authority stacking is especially damaging in cAPTure-to-Kill because
reputational harm reduces the target's ability to obtauin coumsel, clients,
credit, telnnl]p)lhowlnnueml1t7 media attention, and tnstitutional belief while the
technical incident remains active. |]FN 401'

The Wieder materials tllustrate why the media rail must be analyzed event
by event. The corpus contains evidence of an apparently real journalistic
identity and history, 1t<0)g<elt]huelr witth <dlii§]p)1unt(e<dl calls, alternate contact paths,
derivative ]P)IU[“)][fUC(c]llt(UO)]nl wrappers, and Unconsistent [ilnnlalg@ associations.
ORACLE does not treat the natural person's existence as proof of each act.
It asks which huwman, account, 1t<ell<e]p)]huo>1nue ]Pnaut]hlf byline, CMS credential,

derivative site, or search result carried authority at the relevant time. [FN

402]

A content-management system can create genuine objects on a genuine
outlet domain wnder a genuine byline. A derivative site can copy authentic
the]p(onrlt[ilnlg and 1b»[i<0)glmqp)]hly whiile s1uur1r(0nunnudl[Umg ut witth mew glfaplhﬁuc& headlines,
or comumentary. Those are different mechanisms, but both exploit the
reader's reliance on the byline and publication brand. [FN 403]

The PPPFraudChronicle captures are useful because they preserve Miami
Herald-derived content and author biography inside a separately branded
site containing additional visual messaging. The forensic task is to separate
camonical article content from material added by the derivative publisher.
No newsroom conmpromise is required for the derivative wrapper to borrow

the authority of the (0)1r[lgihnlaﬂl J|(O)1U[]F]Dlall[[i§lte FN 40

The media rail becomes recursive when reporting enters court. ln
Strengrer, opposing coumsel 1b>1r<onmg]hut a mews report to the court's attention,
and the March order later cited the Miami Herald URL. A later reader can
encounter the proposition tnside a j]luudlil(c[ialll document and treat it as court-
supported, even lt]hl(OHU[g"]hl the order identifies the article as lb»auckglﬁonuunudl

SlU[]P)]P)][fL@(d[ <dhuurihnvg the conference. |FN 405'

Search ﬁ]ﬂl(dltexﬁ]ﬂlg <C(O)]Dnl]P>l[te‘lt(e‘§ the stack. The official ]pnmodﬁllhe,\ J|1U[(dl[i<c[ialll orders,
news article, derivative pages, and social posts can occupy the same exact-
name results. Repetition appears to be corroboration, but the results may
<dl<eptelnudl on the same upstream source or derivative characterization.
Reputational containment therefore requires dependency mapping and
correction of the authoritative source first. [FN 406]
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The next Part addresses the tnstitutional ]Pumlb»ll(elnnl @xp@@ed by every field
sequence: when the ordinary filing, service, or communication rail is itself
disputed, the target needs a controlled path through which the integrity

claimn can be tested without <dl(elpnelnudl[ilmg exclusively on the <c]h1a11llhelmg<e<dl
channel. |FN 401'

XVII. Why a Compjromised Authority Rail Requires a Clean
Adjudicative Environment

An authority-rail incident creates a circular procedural problem. The
affected person must use a ffdlihmgy service, identity, or comunnumication
system to prove that the same system is compromised. If the filung fails, the
person appears noncompliant. If the fiill[ilmg arrives but is processed as
ordinary advocacy, the integrity question camn be rej]te(ct@(dl witthout source-
object preservation or technical examination. If the person C]hl&il]ﬂlg@S

channels, the protective conduct can be characterized as ihrlﬁegludlaun |]FN 408'

A. The Clean Adjudicatt’we Environment

The Civil Cyber-Infrastructure report examined how private plaintiffs
<dl<e\v<ell<0)]p(e<dl court-authorized methods to (dl[iS]ﬂU[]P>1t malictous infrastructure.
Those cases succeeded because technical evidence was converted into

precise comumands for registries, registrars, hosts, cloud ]P>]F<O)V[i<dl(6‘]FSy and

neutral intermediaries. |]FN 409'

The same history exposes a modern vulnerability. The remedy depends
on counsel communications, expert reports, sealed fiill[ilnlgy clerk untake,
service, ]P)Jr(owii(dle]r unstructions, ]Pnudb)llfucaut[Uounly and later enforcement. Those
trusted steps are observable and can become targets. |FN 410'

A Clean Adjudicative Environment is a narrow integrity bridge for the
exceptional case in which credible evidence places the ordinary channel
itself in dispute. It requires independent identity verification, source-object
preservation, known-clean tntake, controlled technical review, dual-channel

confurmation, and reconciliation back tnto ordinary adversarial process. |FN

4u]

The concept does not authorize a private party to bypass judges, filing
rules, service, or due process. It gives the tnstitution a controlled way to

determine whether the channel carrying the integrity (C]hlallul@]nlfg“@ is itself

(c<ounn1]pnr<o>1nn1[‘Lse(dL |]FN 412'
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A Clean Adjudicative Environment is a narrow integrity bridge. It

preserves judicial control while allowing independent identity verification,
known-clean untake, §<o>1uur<c<e=<0)1b)j]<e<ctt preservation, controlled technical
review, dual-channel confirmation, ]pum\vii(dle]r authentication, and
reconciliation back into the ordinary adversarial record. It is not a private

lb»y]pual% around rules or decisionmakers. [FN 4113'

The concept draws from two established practices. Civil cyber-disruption
cases translate technical evidence into precise, court-authorized commands
for neutral providers. Highly sensitive document procedures recognize that
ordinary electronic fiil[[ilmg is mot appropriate for every evidence object.
ORACLE applies the same institutional ll(O)gfuc when credible evidence places

the ordinary legal control plane itself in dispute. [FN 414

B. Cross-Jurisdiction Field Tests

The S.D. Florida field record uncludes emergency ffdlihnlgs S(exe]k[ilnlg relief
from active cyber interference, requesting controlled presentation, and
later attempting to present broader cAPTure evidence. The fiill[ilnlgs entered
ordinary  intake channels mnotwithstanding the allegation that

conmumuuniications amnd f[ill[i]nug systems were lbne[ilnug” 1nn1a]r11[‘L]Pnud[ante(dl@ FN 4115'

The operational problem is curcular. To prove that the fii]l[ilnlg or service rail
is compromised, the claimant must successfully use the same rail. A filing
that is delayed, misrouted, rej ected, associlated with a different case state, or
publicly dismissed before secure review can become evidence against the

clatmant rather than evidence about the channel. [FN 416

The result is not §[ilnn1]p)lly denial of one motion. It is loss of a Jnnueaunlfunvgiﬁud[lly

timed containment opportunity while the operation continues. [FN 41

The ED.N.Y. field test attempted to wse the s1ta]nudl[i1nlg permanent
injunction in Microsoft/Fortra/Health-ISAC to address aﬂllheg@dl successor
unfrastructure. The fftl[[ilmg sought controlled technical review and
coordination with the plaintiff-side capability that had developed the

<o>1r[i<g~[im1all <dlfL§1r1U[]P>1til(ounl action. |]FN 511:18|

The ]Pnudb)ll[i(c docket documented the fiillfumg and a direction that ]pl[alihnut[liﬂfg
thespounudL The defined search 1t]hur<onuug]h1 the report cutoff did not locate a
pluﬂb)l[[i(c techmnical audlj]1undl[i(cautil<o>1n1 of successor criteria, mnonitor process, or

]F@P]F(O)(th[(Cﬁ]bi][te (dl[iS]P><o>§[ilt[i<0)1n1 explla[ilnliilmg whether the later-victimm evidence

q[luualllfdﬁhe(dL |FN 419'
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The test demonstrates a State Four ]pnr(@lbﬂl@]nnl:: a p(O»W@]HFludl permanent

remedy can exist while later victums lack a visible, authenticated, and tunely

paut]hl to unvoke it. |FN 420

The D.D.C. field record sought a controlled evidence path for cyber-
sensitive material. The issue was not a request for secret merits audlj]1uudl[i<cautil<o>1nu
It was a request to preserve and present integrity evidence without

expos g it 1t]hur<onung]hl the same channels all[llte(g“e(dl to be (C(onnnl]pur(onnmilS@(dL FN 421'

The filed/unfiled boundary becomes decisive in such a case. A court can
act only om a record it receives, but the clatmant's aﬂHlegantihoum COMNCEIrns

whether the ordunary tntake process willl preserve the <0)1b)J|xe<01t and identity

correctly. |FN 422'

The Florida field test included a Dec. 27, 2024 motion for protective order
and confidentiality, ]p]hlySfucalll delivery of ]Pnourltall[ reports, a Feb. 6, 2026

<o>1rﬁfgﬁlnlalll=ﬂ1UI1ri§(dlfuct[ion writ, and an emergency request for secure or in-

camera ]hl@l]ﬂl(d“lﬁ]ﬂl(gk |]FN 4273

The writ did not receive a separate original-proceeding identity in the
defined record. The emergency secure-handling motion was denied inside
the <dl[i§(c[ip1lihmaury docket, and later review plf@uce@(dl@(dl lt]huﬁonmg]hl the same
transcript, service, and case-identity environment challenged by the filing.
FN 42

The field result is not silence in the sense of mo effort. The attorney used
electronic filing, ]p]hlys[i(caﬂ[ filing, hand delivery, redundant addresses, an
<o>1rﬁfg[ilnlalll wreit, and a S@<01uur<e=]hlaunudlllfunug request. The unstitution did not create

an ﬁ]ﬂl(dl(e‘p@]ﬂl(dlte‘]ﬂl1t1ly authenticated channel in which the integrity evidence

could be tested outside the <dlils]p)1unt(e<dl rail |]FN 425'

Across the field tests, ]requ[eSltxe(dl relief wvaried, but the <0)]pnelﬁautii(ounnalll
condition repeated. The claimant alHl@ge(dl that ffllmlﬂl‘g} service, identity,
Jr(O)IUIlt[ilnlgy record custody, or commumications were (C(onnnl]p)]ﬂonnmilS(e(dl and then
had to use those systems to prove it. [FN 426]

The absence of an out-of-band rail benefits the attacker. If the ffdlii]nl«g fails,
the target appears nonconpliant. If the fiil[[ilmg succeeds but is processed as
ordinary advocacy, the technical allegation can be dismissed without
controlled examination. If the target (C]hl(c]l]ﬂlgte‘S channels, the <c]h1aunlg@ can be

characterized as unusual or evasive. [FN 42
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ORACLE funds that authority avatars reach maxionum effectiveness when
the institution accepts the false state and the target lacks a clean path to

<c]hlalllll@1nuge it before default, sanctions, ]PnU[lb)l[[i<c(autii(o>]n1y )y repu1taut[l<o>1n1a1][

]p>1r(0)][)>algauti’uounu |]FN 428

The Southern District fftll[ilnugs sonmg]hut emergency relief and controlled
presentation while aﬂllheg[ilnlg that commumnications and ffdlii]nl«g systems were
be ung manipulated. The Eastern District 1Fﬁl[ii1nlg sonmg]hnt later-victin access to
a Slta]nudl[ilnlg civil cyber-disruption remedy and controlled technical review
of aﬂllhe;ged successor infrastructure. The District of Columbia matter S(OHU[g]hllt
a controlled path for cyber-sensitive material. The Florida Supreme Court
record includes physical delivery, protective and confidentiality requests,
prourltall[ reports, an <our[ig[llnlall[=j]1U[1r[L§(dl[L(Clt[i<0)1n1 wrrit, and a s<e<01U[1r<e=]hlalln1<dl1l[Umg request.
FN 42

The spe(c[if[i(c relief and ]p]r(ouce(dhuumﬂl postunre differed, but the (0)]P><e]rallt[Uoumaﬂ[
condition repeated: the integrity claim had to traverse the same intake,
service, routing, or docket enviromnnment pllauced in dispute. The defined
records did not plﬂO»(dhuuce one [ilnudle]pe]nl(dl(elnutlly authenticated channel in which
source <o)1b)J‘](e<01t§ could be compared and the 1r<e§1uﬂl1t[llnlg state reconciled before

deadlines, default, sanction, or ]Pnudb)llfucaut[Uounu |]FN 430'

ORACLE therefore determines that the availability of a clean integrity
path is itself a security control. Courts amnd r(egludlautourg need not accept the
claimant's attribution theory to preserve the evidence and authenticate the
channel. They need a procedure capable of deciding whether the ordinary
state can be trusted before that state becomes irreversible. [FIN 431'

The next Part converts the report's findings into a 1ﬁe;]P><eautalb)ll@ Authority=
Provenance Detection Method that can be wsed by lawyers, courts,

regulators, and cyber responders before the incident reaches terminal

consequence. |FN 432'

XVIII. The ORACLE Authority-Provenance Detection Method

ORACLE's value depends on whether the method can be used during an
active incident. The detection method is designed to prevent investigators
from stopping at official appearance. It begins with the ordinary state,
moves through identity and authority, and ends with the institutional and

pluﬂb)l[[i(c consequences that must be contained. |FN 433'
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A. Establish the Ordinary State and the Event-Level Authority

First define what should ordinarily exist. Identify the case, complaint,
account, role, committee, service list, ]Pnudb)ll[i(c ]p)lr(odfilll(m and current plr(ouce(dhuumﬂl
state before examining the (dl[isplunt@dl event. Without that baseline, amn
investigator cannot <dlii§1t[ilnlgluﬂi§]hl a malicious transition from an awthorized

changre, ordinary lteJnnqpllaute reuse, or admiunistrative correction. |]FN 434'

Then identify the represented actor and event-specific authority.
Confirm the natural person 1t]hur<onmg]hl funudl@]pne]nudbelnut records, but do not stop
there. Determine which account, device, number, ]P)]F(O)ﬂ"ﬁ]lte‘y or domain
]pxelriﬂoumnnumdl the act; which role was claimed; what appointment, retainer,
Foster, <dl@1legautil<oum,~ or representation record established the role; and

whether the natural person confirmed the event lt]hl]F(O)lU[fg"]hl a knowne=clean

]P)allt]hle I]FN 435'

Identify the credential or authorization object accepted by the system:
]paSS\\\wo»]r(dL session, OAuth grant, API key, certificate, device ]F@gﬁ&tlfaltﬁ(o)]ﬂly
mailbox permission, service ]Pufiilnuc[qp)alL or (dltelltegantte(dl role. Review issuance,
Irecovery, ]pnr[i\v[ilheg@(dl (c]hl(aumg(egy 1r(e;g[i§1telr<e<dl devices, and revocation. The

<o>1b»j<e<01t[i\ve is to separate 'the account acted' from 'the intended humnan and

authorized role acted.' [FN 436'

B. Preserve and Compare the Communication and Source (Oﬂbject

Preserve the native message, headers, message 1D, attachment hashes,
sender and recipient copies, provider copy, mailbox and tenant ll(O)gsy call
records, voicemail, and the visible Jr(e\lnudltelrihnlg For a f[’tllﬁlmgf preserve the local
file, upload receipt, f[ﬂlfumg number, PagelD, service notice, docket copy,
public copy, and any restricted or chambers copy that can be lawfully

obtauned. Screenshots preserve appearance but do mnot thepl[auoe native

evidence. |]FN 431'

Compare versions before assigning authorship. A changed display,
reformatted body;, 1ﬁe]P>llauc<e<dl attachment, different recipient ]P)(O)]P)ll][".@lltfL(O)][]lY or
different file hash identifies the point at which the rail may have changed.
When an institutional participant states that a message was not the one sent
O Was (c]hlaumfge(dh preserve both versions and request ]P)]FOVﬁd@]ﬁ=§ﬁd@ evidence

before the 1l<o>g“§ agre out. [FN 438

For source propositions, 1ﬁe]p>1r(o><dhu[<c<e the actual sowrce 1Launl<g1umuge and the

derivative language. Classify the change: allegation to finding, draft to
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(C(O)Jﬂﬂlpll@ltedl conduct, one-case criticism to generalized scheme, changed
actor, altered tioning, or omitted ]P)Jr@(ce(dhuumdl posture. The method prevenits
institutional prestige from substituting for source fidelity. [FN 439]

C. Reconstruct the State Transition and Downstream Reliance

Document the before state, transition instrument, notice, deadline,
authority, after state, and furst downstream actor that relied on it. Ask what
the affected party could know and answer at the time. A later state is not

self-authenticating merely because it appears on a real docket or official

]P)]F(O)jﬁl][(ee IFN 440

Map derivative propagation. Determmine whether the (dl[islpnunttedl state
reached another court, regludlant(onn client, Unsurer, ]Pnr(O)\v[i(dl@Jn media
organization, ]P)]F(O)f(e‘SSfL(O)]ﬂlal]l directory, repository, or search index. Identify
which later sources are independent and which merely repeat the same

upstireann ]Pnr@]p(o»S[llt[hounu FN 1

Assign confidence Stepalrauttelly to the event, mechanism, and attribution.
The record may conclusively establish that a message version changed
whiile 1lxeawiilnlg the operator wnresolved. It may establish that a role
assigmonent lacks a source instrument while llte‘al\va]ﬂlg open whether the cause
Wwas error, account compromise, or document substitution. Clear separation

allows the unstitution to correct the state without Wa[ilt[i]nug for ]Pnerfe(ct

attribution. [FN 442'

D. Verify Through a Known-Clean Channel and Correct the Authority
State

Out-of-band  verification must wse contact information obtatned
independently of the disputed message. Calling a number supplied inside
the suspicious commumication does not leave the rail. ]H[[Lg]h1=<c<0)1n1§<e<q[1U[te1nl(c<e
confirmations should be memorialized: who confirmed, 1t]h11ﬂ0ﬂU[g]h1 which

channel, at what time, and against which source <0)1b)J|<e<01t¢ |]FN 443'

Contaunment nmust address the auc<c<ep1t<e<dl tnstitutional state. (C]hlaunlg[ilnlg a
]paSS\\\wo»]r(dl does not correct a docket; 1ﬁeV(o>]L<[Umg a token does not restore a
missed deadline; removing a mailbox rule does not (c]hl(aunlgte a pluﬂb»llihc
p]ﬂOdf@SSii(ounnall[ ]Pnrrodﬁill@;: and reimaging a device does not retract a derivative

article. Technical remediation and llegaﬂl=s1tant<e correction nuust p]ﬂouce(e(dl

1t(0)<g(elt]hueln FN 445114
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The detection method now leads directly to meaningfully timed response.
The next Part explains what the 1l<egalll and techmnical team must produce in
the furst hours and days to preserve business, representation, evidence,
deadlines, and professional identity while attribution continues. [FN 445]

XIX. Meaningfully Timed Response: Preserving Business and Legal
Capacity While the Incident Is Active

The governing operational principle is containment before autopsy. A
(C(O)Jﬂﬂlpll@lte forensic @x]pllanmalt[i(onm may require ]P)lr(owii(dle]r process, cloud 1l<o>g§y
discovery, or months of correlation. ]L@gall and professional consequences
can occur in hours. The response must preserve evidence and protect
authority while the incident is still capable of lbne[i]nlg“ contained. |FN 446

A. The First Six Hours: Preserve Source State and Establish Clean
Contact

The furst six hours determine whether authority evidence survives. The
tean showuld preserve native email files and headers, text exports, call 1l<o>g“§y
voicemail, ]P)(O)]Flt(c]l][ receipts, docket captures, local copies, attachment hashes,
S[igln1=[ilnl 1l<0ng§,~ token and device state, DNS and MX records, and the current

pluﬂb»l[[i(c ]Pnﬂodfiill«e or article. Screenshots alone are utnsufficient where native

<O)1b»j(e<01t§ exist. IFN 441'

The organization must establish a clean contact path not dependent on
the disputed account. The path can include an independently obtained
1tellep]huo)1nue number, in-person verification, a known-clean device, a separate
tenant, or a ]aneanﬂmunlge(dl incident contact. [FIN 448]

The legal team mnust identify clocks imumediately: hearings, filing
deadlines, service P@]F[UO)(C]IS,« client emergencies, regulatory obligations,
insurance notice, preservation duties, and ]Pnuﬂb»llfucautfuonnl windows. A

techmnically small delay can create default or Jﬁepluntautfuonnhaﬂl ]P)Jﬁo>]p)algantfuonm |FN

449]

The authority inventory should lbnegfunl at once. Which people and accounts
can file, sign, ]PﬂU[bdlftS]le (C]hhal]nlgte‘ DNS, alter a service list, recover a mailbox,
speak for the unstitution, or 1U[]P><dlalt<e a ]Pnr(odﬂessii(onnlalll ]Pnﬂodﬁilhe?’ The answer
defines the initial contatmment perimeter. |]FN 450'

The first deliverable is a native evidence package, not a screenshot folder.
Preserve messages and headers, text exports, call logs, voicemail, ]Puo»]rltaﬂl

receipts, 1F[lll[iln1g” confirmations, docket captures, attachment hashes, sigrmi=in
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history, token and device state, mailbox rules, DNS and MX records, cloud

roles, and the current public profile or article. Record the collection method

and time zone. |FN 451'

The second deliverable is a clean-contact roster. Identify independently
obtained mnumbers, Un-person contacts, known-clean devices, alternative
tenants, and ]Pume;aumraunlg@dl tncident contacts for clients, courts, Jﬁe\gludlant(ourgy
UNSUIEEIS, ]P)]F(O)\Vftdte‘lf& and counterparties. The <o>1rganmftzant[i<onn1 nuust kinow how to
comumumnicate if the ordinary domain and telephone path cannot be trusted.
FN 452

The legal teanmn must simultaneously create a critical-clock sheet.
Hearings, filing deadlines, service ]p(elrii(oudlsy client emergencies, insurance
notice, preservation duties, regulatory demands, and pluﬂb)ll[l<callt[i(0)1n1 wilndows

can convert a short technical ﬁ1n11t<elr1rlu[]p)1tfuonnl into default or trreversible

]rtelpnuntant[Uounlalll p]ﬂo)palgaut['uounu |]FN 453'

B. Six to Twenty-Four Hours: Build the Authority Map and Preserve
Institutional Evidence

By twenty-four hours, the response team should produce an authority
map. It identifies the Jr(e;]P>1r(e§<eln11t(e<dl actor, natuoral person, accounmnt, credential,
role, tnstitution, channel, source object, before state, after state, recipient,
and consequence for each material event. |FN 454'

The maip showuld <dlii§1t[i1n1gluni§]hl confirmed, (dl[iSplunte(dL and uwnauwthenticated
relationships. A real employee with a disputed email is different from an
unknown person using a lookalike domain. A valid portal 1[(0)g[ilm with no
device attribution is different from a failed authentication attempt. |]FN 5L55|

The team should notify affected institutions through known-clean
channels and request preservation before l[(oug”S expire. The notice showuld

identify the exact account, message 1D, filing number, or record (0)1b)J|<e(CIt

rather than send a broad narrative difficult to (0>]P><e]mntfuonmaﬂl[i%& FN 46

Out-of-band wverification muust wse contact Unformation obtauned
independently of the disputed message. Calling the number provided inside
the suspicious email does not leave the rail. |]FN 451'

]H[ﬁ«g]h:(co)1n1§<e(q[1uuelnuce verification should create a mnew record: who
confirmed, through what channel, at what time, and which source <0)1b)j| ect was
(C(O>][]l’]l]P)al]ﬂe(dL A verbal confirmation should be memorialized. An Un-person

review should identify the documents examined and custody ]P)aut]hu |FN 458'

0O.R.A.C.L.E. July 7, 2026 Authority-Rail Compromises Report ¢ Page 80




ORACLE AUTHORITY-RAIL REPORT

Where a court or reglud[ant(our ts tnvolved, the organization showuld request a
controlled intake method proportionate to the risk. The request should be

narrow, identify the challenged channel, preserve Jlluudlii(c[ialll control, and

propose reconciliation back into the ordinary record after authentication.

|]FN 459

The authority maip identifies the represented actor, natural person,
account, credential, role, tnstitution, channel, source <o>1b)j]<e(01ty before state,
after state, recipient, and consequence for each material event. It
<dlil§1t[i1nlg1udis]hue§ confirmed, (dlﬁS]PﬂU[lttG)(dL and unauthenticated 1ﬁel[ant[[<0)1n1s]h1[l]p>§ rather

than usfumg* one glh@lb)aﬂl '(C(ounnlp]monnnl[i§<e(dl' label. |FN 460'

Preservation notices should identify exact (0)1b>J|te(cu:§:: account, message ID,
1F[lllii1nug number, date range, hosted zone, ]Pnr(odfiille record, CMS article D, or
]p)rourltall[ event. Broad narrative requests are difficult to (0)]P><e]rallt[Uoumaﬂl[ize and can

allow short=lived 1[(o><g§ to @xpﬁlﬁe whiile re(c[ipihelnnts determine what the

requester means. |]FN 461'

Affected institutions should receive a concise integrity notice through a
known-=clean path. The notice should state the challenged channel, identify
the exact event, request preservation, and propose a controlled verification

process withowrt askfunug the rec [i]P) lent to accept the entire attribution theory:.

|]FN 511:62'

C. Twenty-Four to Seventy-Two Hours: Reconstruct State and Contain
Consequence

By seventy-two hours, the teamn should reconstruct each outcome-
determinative transition. What was the state before the event? What
unis truonnen (c]hl(aunlg(e(dl it? Who had authority to issue that tnstrument? What
credential was used? Who received it? What later system adopted it? |]FN 463'

The reconstruction must compare copies. The sender copy, provider copy,

recipient copy, filed object, docket object, public copy, archive copy, and

printed or hand-delivered copy may differ. [FN 464]

The team should identify derivative propagation. Has the disputed state
reached a Jr(egIU[llallt<o>1r p]rtodfiillte). court order, opposing fiillihnlgy client
comumuunication, media article, repository, or search index? Correction
strategy depends on how far the authority rail has carried the state. |]FN 465'

Continuity requires more than restoring email. Clients need a verified

contact paut]hu Courts need accurate service information. Staff need to know
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which instructions are authentic. Providers need ]puﬁeselr\vantii(onm requests.

Insurers need timely notice. Public-facing records may require qualification

O COFrection. |]FN 466

The response team should assign one authority coordinator tracking
institutional state and ome technical coordinator 1t1m1<ck[hntg accounnts,
infrastructure, and evidence. The functions must remain synchronized
because techmical remediation can fail if the docket or profile remains
corrupted, and 1[@gall correction can fail if the account remains controlled.
FN 46

Meaningfully timed relief is the governing principle. The objective is to
preserve the business, representation, evidence, and access to
decisionmalkers while the incident is active—not to produce a ]Pne]riﬁe(ct cyber

autopsy after the target has lost everything. [FN 468]

By seventy-two hours, the tean should have a source-state lhedlg(e]r show ung
the last authenticated state, the ]Pnuur]p(onrltedl transition, the authority claimed,
the copies (c<o>1nn1]p)aure(dl? the downstream reliance, and the confidence 61§§[ig1n1(e<dl
to event, mechanism, and attribution. That 1l<e<dlg<elr becomes the comumon

operating picture for counsel, forensic Jr(eslpnonmdhelr& executives, and affected

uns LUt Lons . |]FN 469

The conmtinuity ]Pﬂlalm must preserve representation and operations. Clients
need a verified palt]ht to counsel; courts need accurate service unformation
and deadline protection; staff need verified unstructions; ]Pnﬂo\vil(dl(e]rg need
preservation and access-revocation requests; insurers need timely notice;

and pluﬂb)l[[i(c records may mneed <q[1U[alllde[i(callt[l(o>1n1 before the (dl[iS]P>1u[1t(e;<dl state

becomes canonical. [FN 470

The correction strategy should lbneg“[llm at the awuthoritative source.
Correcting a derivative article while the official profile remains wrong willl
not restore professional identity. Correcting a mailbox while a docket state
remains 1U[]ﬂl<C]hlal]ll[te)]ﬂlg(e‘(dl will mot restore 1l<egalll capacity. The team mnuust

identify which source object controls each downstream dependency. [FN
ﬁ}:jlll
D. Three to Seven Days and Ong'oimg’: Reconcile, Publish, and Monitor

Durring the following days, the team should reconcile provider and portal
records, comumunicate the authenticated state to clients and Unstitutions,

seek controlled correction of pluﬂb»l[ tc and audlj] udicative records, and document
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umnresolved questions. Versioned 1F[i1n1<dl[ilnlg§ allow the organization to correct
a determination without eras ung the evidence state that existed earlier. [FN
472]

Ongoing monitoring should focus on re-entry and authority recurrence:
new tokens, <dl<ell<egant<e<dl roles, f(onr\waur(dl[ilnlg rules, recovery <c]hhaunlg©§,~ ]Pur(odfiﬂhe
1U[]pudlante§,\ service-list (c]hl(aunlges,\ derivative ]pnudbﬁl[i(callt[l(ounl& and repeated source
propositions. Technical and ]Pnudb)llii(cant[i<o>1n1 monitoring must  remain

synchronized because the operation can persist through institutional state

after access is revoked. |]FN ﬁ}g;'

M[teaunlil]nlgiﬁuduly tumned relief is achieved when the business, representation,
evidence, deadlines, and p]ﬁOdF@SSﬁ(O»Jnlalll identity remaun functional while the
investigation matures. The next Part assigns the <c<onﬂrte§p<o>1nudlfunug
thespounlS[Ub»[ill[llt[i<es to courts, ]F@glU[llallt(O)]FS,s law furons, cybersecurity ]Pnrro’\v[l(dl(elr&
media organizations, and identity systems. [FN 474

XX. Institutional and Industry Recommendations

The Authority-Rail problem cannot be solved by the targeted
p]ﬂOdf@SSii(ounnall[ alone. The rail is distributed across unstitutions, ][))]F(O)Vfl(dl(e‘]FS,«
accounts, records, and ]Pnu[lb»llil(cantfuonrn systemnns. Each participant therefore needs
controls matched to the authority it contributes. [FN 475]

A. Courts, Clerks, Bars, and Reg'ullators

Courts should maintain a narrowly defined integrity-escalation protocol
for credible claims involving filing identity, service, sealed documents,

docket-ob ject divergence, or compromised credentials. The protocol should

preserve J|1uudlii<c[lall control while allHUO)\\\VIUnug known-=clean intake and technical

Feview. |FN 4:16'

H ﬁ«g]h:(C(O)1n1§<e(q[1uuelnuce changes should ]Pnr(oudhuuoe visible provenance: corrected
orders, changed service lists, consolidation, reassigmnment, s<eatlhe<dl=1t(0)=p1udb)l[fuc
transitions, and docket replacement should identify the authorizing event

and preserve the ]P)Jrfuonr state. |FN 411'

Courts should <dliis1t[ilnlgluﬂis]hl account authentication from human authorship.
Where a fiﬂlihnlg's auunt]huonm]hﬂlp s contested and outcome-determinative,
provider ][(O)gS,\ ]Pxonrltaﬂl audit, device evidence, and native (o>lb>j](e<01t§ should be
preserved before attribution is made. |]FN 418'
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Regulators should authenticate complaint origin, response receipt,
committee assignment, role, conflict, and file transfer as separate states. An

a(ck]nu@wlle(dlrgmdl response should not become nonresponse witthout a file-

S]pne(c[iiﬁhc transition record. |FN 4:19'

Role assigmonents should be verifiable lt]hurronwg]hl current rosters and source
tnstruments. Form libraries and signature images should be access-
controlled, 1l<ovgg@(dh and monitored for reuse outside ordinary workflows.
FN 480

Public ]Pnr(odﬁilhe pages should link the ternmiunal tnstrumnent SIU[]p]p(onrlt[Unug the

thelpxonrltedl status and preserve corrected or §1U[]P)(€)]FS(6<dl<e(dl <0)1b»J|te‘(ct§ lt]hum)lung]hl

transparent \\z(elrgii(ounlfunlg FN 481'

Courts and clerks should maintain a narrow funl1t<e‘g~1r[thym@&mﬂl@ﬂtfuounl ]P>1r(0)1t<o><c<0)ll
for credible claims involving filing identity, service, sealed mnaterials,

docket-ob ject divergence, or compromised credentials. The protocol should

preserve J|1uudlfuc[ialll control while allowing known-clean intake, technical

preservation, and reconciliation back unto the ordinary record. [FN 482'

Outcome-determinative state (c]hl(aunugeg showuld preserve provenance.
Corrected orders, <c]hlaunlg(e<dl service lists, consolidation, reass ignment, sealed-
to-public transitions, and docket replacement should identify the
authorizing act and preserve the prior state. Version transparency is both a
due-process comntrol and a cybersecurity control. |]FN 483'

Bars and Jr(egludlaut@nfS should authenticate <c<onnnqp>llalihnnt origin, response
receipt, committee assignonent, role, conflict, file transfer, ]pur@1b)allb>lhe=(caulJ[§<e
action, amnd pludb»ll[i(c=§1tallt1UI§ pludb»ll[i<callt[i(0)1nl as separate states. Once receipt is
acknowledged, later nonresponse should require a file-specific deficiency
or transition record. Public profiles should link the terminal instruoment

supporting the status displayed. [FN 484]

B. Law Firms, Legal Departments, and Cybersecurity Providers

Law firms should maintain an authority inventory: filing accounts, Bar
]pnr(odfillhes,\ domnain and DNS administrators, mailbox delegates, cloud roles,

signature repositories, service addresses, social and media accounts, and

emergency contacts. [FN 485]

Incident pllaumS should include l[(egal1l=\wv<o>1r]k1ﬂl(0)\\>\v comtunuity. The furmn must

know how to notify clients, courts, opposing coumnsel, Jﬁegludlannonr& UNSUIEEIrS,
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and vendoirs lt]hl]F(OHU[g"]hl known-=clean channels while ]puﬁegtelr\vihnlg ]p)lrii\\liﬂl@g(e and

evidence. |]FN 486

Firons should train personnel to recogmnize authority anomalies rather than
only malicious attachiments. A message can be dangerous because the role
s (l]ﬂﬂl]P)(O)SSﬁlb)][(e)y recipient set is WIrong, source proposition <c]h1(aunlg<e<dly or lt[ilnnliilnlg
does not permit the represented state. [FN 487

Security providers should add legal control-plane analysis to incident
response. Endpoint telemetry alone will not reveal that a response becanme

nonresponse, a ]p]ﬁodfiill(e linked the wrong order, or a court cited a derivative

media pr(oqpxosfut[i(onm |FN 488'

The provider should work with counsel to identify authority-bearing
events and preserve logs necessary to attribute them. Identity, token,
mailbox, DNS, ]PuonrltaﬂL and ]pnudb)l[[Ucantii(o»]nl evidence should be correlated with
]hueanr[ilnlg& 1F[‘Lll[iln1g§,~ deadlines, and tnstitutional decisions. |]FN 489'

This is a complementary specialty. Traditional DFIR determines how the
account or system was accessed. ORACLE determines what legal,
]p]r@(C@(th[mﬂL and ]repluntant[Uounlalll authority the access changed and how to

contain that consequence before it becomes accepted history. [FN 4q0]

Law firms should mnaintain an awthority inventory covering filing
accounts, p}ﬂodfesgii<o>1n1(alll ]Pnr(odﬁilhe& domain and DNS administrators, mailbox
<dl<e;1l<egaut<esy cloud roles, signature repositories, service addresses, social and
media accounts, client ]P)(O)]FltalllS,» and emergency contacts. Incident ]P)llallnls
should describe how verified commumication and fﬂlihnlg will continue when
the ordinary donnain, p]huonnue; or ]Pxourltaﬂl pant]hl s not trusted. |]FN 491'

Training should include authority anomalies, not only malicious
attachments. A message can be <dl(aun1ge]r<onm§ because the role is [‘Llnm]p><o>§§[‘db)llte;~ the
recipient ]Pno)pludlantii(onnl s wrong, the source proposition (c]hlaunuge(dl). the 1t[ilnn1[i1n1g
does not pernmit the ]F(G)]P)]F@S@]ﬂllt(e(dl state, or the request attempts to move the
recipient away from an established verification channel. [FN 492

Cybersecurity providers should add legal-control-plane analysis to
incident response. Endpoint telemetry will not reveal that a response
became nomnresponse, that a committee role lacked appointment, that a
derivative report @X]pannudle(dl an order, or that a ]p)luﬂb»ll[hc p]ﬁodﬁill(e linked the
wrong termiunal tnstrument. ldentity, tokemn, mnailbox, DNS, ]PxourltallL and
pluﬂb)l[[hcaut[i(onnl evidence must be correlated with ]hueaur[hmgsf deadlines, ffdlfumggy
orders, and institutional decisions. [FN 493'
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C. Media, Public-Record Publishers, and Professional Identity Systems

Publishers showuld preserve article version history, author assigmnment,
modification tune, image provenance, syndication state, amd CMS access

records. A byline is am authority credemntial and should be auditable

accordingly. [FN 494]

Derivative sites should clearly (dl[istihnvgluﬂlg]hl (C(O)p[he(dl reporting from added
commentary, graphics, or headlines. Search ]P>l[alltif(0)1rlnn1§ showuld ]P)]F(O)Vfudlte

correction paths for identity-image and author-page misbinding. [FN 495]

When a court or regulator cites reporting, pludb)llfucautfuonm and legal systemnns
showld preserve source date and version so later readers can deternmine what

the cited article contained at the time of reliance. [FN 496

Professional directories and licensing systems showld log plﬂodﬁilhe; changes,
recovery events, delegated access, and source documents. High-risk

changes should trigger out-of-band confirmation through previously

established contact infornmation. |FN 491'

A ]P)]F(O)f(eSSfUO)]Dl(c]l][ nunmber should not be treated as ]pur(ouodf of current role,
<6‘][]ﬂl]P)ll(O)Y]l’]ﬂl(e‘lﬂllty representation, or federal admission. Systems should separate
stable identity attributes from event-specific authority. [FN 498]

Cross-platform verification should detect synchronized profile creation,
reused contact routes, tnconsistent admission claums, and (c]hlaumg@S occurring
around consequential legal events. The control should identify

relationships, not merely field validity. [FN 4q9]

Media organizations showuld preserve author assigmment, article versions,
modification tinestamps, image provenance, syndication state, and CMS
access records. A bylune is an authority credential. When a court later cites

reporting, the cited wversion and ]Pnudb)llfucallt['uounl date should remaiun

recoverable. |]FN 500|

Derivative publishers should clearly separate copied reporting from
added headlines, graphics, or comumentary. Search and directory platforms
showuld ]P)Jr(owii(dlte correction ]pnant]hls for (c]llU[lt]hl(O)]F=ﬁ]ﬂﬂl@lg@ Jnnliislb»[ilnudl[i]nlg stale roles,
and profile states that no longer match the source institution. [FN s01]

Professional identity systems should separate stable identity from event-
specific authority. A valid Bar number, employee identity, or professional
]p)]r(odfillhe does not establish current representation, conmmittee assignonent,

federal admission, or authorship of a ]paurltii(mudlanr act. High-risk p]ﬁodﬁille
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(c]hlaunlgeg and recovery events should be 1l<ougg“<e‘(dl and confiurmed lt]humouung]hl
previously established contact information. [FN 502

These recommendations are not premised on treating institutions as
adversaries. They are designed to protect honest actors from being used as
the final execution layer of a corrupted wupstream state. The next Part
consolidates the report's determinations and defines authority
manipulation as a distinctive cAPTure-to-Kill capability. [FN 503

XX1. Integrated Determinations

The ]Pnﬁece(dl[i]mg Parts moved fromn fgtelnueralll threat (cal]palb)[illiilty to ordunary
legral process, then through a (C(O»Jnnqp)lheltte field sequence and tnto (o>]p><elmnt[i<onn1all

response. The ffunudl[ilnlgg can now be stated lt(O)g‘"@lt]hl@]F withowrt ]ﬁG‘)(d[lU[C[UﬂUg themnn

to disconmnected anomalies. [FN 504'

A. Authority Is an Operational Control Layer

Identity is not 1b)@1(c]kgj1r(0)1U[ln1(dl metadata. It is the control (dlelt(elﬂnmihnlfunug who
may file, direct, authenticate, receive, ]P)1U[lb>l[[[§]hly and enforce. The cAPTure
operator controlling identity can wuse genuine infrastructure to perform

apparently authorized acts. [FN 505

We find that the mature threat is not limited to synthetic people. It
includes  stolen identities, co-opted accounts, false professional
thellallt[’uounls]hlil]pgy unauthorized roles, (c]hlaumge(dl comumuniications, and record
states detached from their source transitions. |]FN 506'

A real person's existence does not authenticate every act attributed to
that person. A real court order does not authenticate every proposition later
attributed to it. A real profile does mnot authenticate the supporting
document link. A real account does not authenticate the hunnan operator.
FN 5o

We determine that counterfeit authority is most effective when carried
by genuine components. The recipient's verification checks succeed
because each visible element is familiar. The false element is the
thellal1tft<o>1n1s]h1il]p>: this person authorized this message; this role lbnel[(onnlgedl to this

actors; this source made this finding; this state followed from this event. |FN

508]

We find that authority is cyber infrastructure. It can be mapped, (Cal]P)ltIU[]Fte‘(dL

represented, transferred, and amplified through people, accounts,
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credentials, roles, documents, ]Pxourltaﬂl& records, and ]pnuﬂb)ll[‘ucaut[i(onnls* The

relevant qpuuestt[hounl ts mot only whether a visible <o>lb)J|<e<01t is grenuine. It is

whether the (o>lb>J|(e;(01t authenticates the huwman, ]F(G)llalltfL(O)]ﬂlS]hlfL]P)y source
proposition, and ]P)]F(ONC(G)(th[]F(c]l]l state asserted through it. |FN 509'

We find that the most durable counterfeit authority is often carried by
genuine conmponents. The person can exist; the account can be valid; the
tnstitution can be real; the order can be authentic; and the recipient can act

honestly. The false element can be the relationship among those

COMpONents. |FN 510|

B. The Accepted State Is the Operattiomal Objecti‘ve

The (O)]P)te‘]mlltﬁ(O)]ﬂlalll (o>lb)J|(e(01tii\\lte ts mot the malware binary. It is the state the
institution accepts. Once a response is treated as absent, a role as wvalid, a
messagre as fabricated, a case as defaulted, or a sanction as canonical, the

operation can continue through ordinary institutional behavior. [FN 511

The (aucce]pnte(dl state persists after technical access ends. A corrected
docket, public profile, search result, or adverse order can remain active for

years. Contatnnnent must therefore unclude institutional correction amnd
]repluntant[Uounlalll reCOoVery. |]FN 512|

The field record does not require a theory that every institutional actor
acted knowingly. Honest reliance is sufficient. A decisionmaker receiving a
sworn affidavit, official letter, or prior order is entitled to presumne

regularity unless the integrity problem is presented and examined. [FN 513]

The threat actor (exlp)1l<0)[i1t§ that ]PnreSlunnnl]pntfuonnl by S]hlaqp[ilnug” ujps tireann [i]ﬂl]PﬂU[lt&

The downstreann ourtput may be lawfully entered un foron while counterfeit

un provenance. |]FN 514'

We find that the decisive objective is the state accepted by the institution.
Once a response is treated as absent, a role as valid, a message as fabricated,
a case as defaulted, a source proposition as established, or a sanction as

camnonical, the operation can continue through ordinary process after the

<o>1rﬁfgilnlalll access has ended. |]FN 515

We find that time is part of authority. The date on which a source existed,
notice issued, a deadline exp[hredh an order entered, a ]hueaur[ilnug occurred, and
a public record (c]hlaunlgtedl determines whether the ]F@SlU[l[lthﬂlg" state was
knowable, answerable, and reviewable. [FN 516'
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We find that repeated institutional publication is mnot necessarily
ihnudl@pe]ﬂudl@]ﬂllt corroboration. A later authority must be traced to its evidence
origin. Where several public <0)1b)J‘]<e<01t§ depend on one earlier proposition or
derivative ]paural]p]hllrals(m the appearance of a mountain of evidence can be the

]p)]r(O)dhu[(ct of recursive aunnqplliﬁfihcantfuonm FN E£1

C. Authority-Rail Mani]pulation Is a Distinctive cAPTure-to-Kill
Calpabﬂlity

We determine that authority-rail Jnnlaunl[l]puudlantil(oum ts a distinctive (calpalb)[illillty
within cAPTure-to-Kill. It combines identity, credentials, communications,

roles, ]Pﬂo)lf'ltall[& p}ﬂ@@@(dhuurall states, timing, and ]Pnudb)llii(cant[Uounl to meutralize legal

<callp)(auc[i1ty¢ |FN 518|

The (ca]pallb)[UUUtY (ex]p)llaliilns how a 1taurfgelt<e(dl p]ﬂodﬁegsii(onnlal[ can lose clients,
comumumnications, access to evidence, access to courts, reputation, and
professional status without one visible ransomware event. Systems continue
to appear functional while trusted state is shaped. [FN 519'

We determine that authority-rail manipulation is a distinctive capability
within  the cAPTure-to-Kill APT. It combines identity, credentials,
comumunications, roles, ]Puonrltaﬂlgy ]Pnr(ouce(dhuuralll states, timing, ]PﬂU[lb)]lfUC(c]lltﬁ(O)]nly and
tnstittutional reliance to <dl<eglraudle or neutralize llegaﬂl capacity without

requiring a visible ransomware event or an openly announced attack. [FN

520]

The novelty is not the claim that attackers can impersonate people or steal
credentials. Those capabilities are well documented. ORACLE's contribution
is the untegration of those capabilities into a templated model directed at
j]lU[(dlfL(c[Lalll and q[ualS[i=j]1uudlihciiaﬂ[ ecosystems, where the threat actor controls or
corrupts the authority chaun 1t]hurronuug]hl which lawy, plf@df@%[i(O)]ﬂlalll status, and

pluﬂb)l[[i(c ]me;pluntant[i(ounl are ]P>1r<o>(dhunc<e<dh |FN 521

We further determine that response must be meaningfully timed. The
<o>1rgaun1[l7zant[i<onn1 must preserve source state, establish clean comumumnication,
map authority, protect deadlines, compare record copies, prevent further
state transitions, and correct unstitutional and ]Pnudb)llii(c records while
attribution contunues. |FN 522'

Finally, we determine that a legal system cannot fully evaluate a credible
integrity challenge when the only permitted route for presenting it is the

same route pl[auoedl unt <dlils]pnunt(& A Clean /\\le]lUUdlihC@Ht[iV@ Environment is the
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controlled mechanism by which the institution protects lts own source
integrity and returns the authenticated result to ordinary adversarial
process. FN =2

The Conclusion mow retraces the complete journey in one comtinuous
narrative so that a reader who 1b)<eg[iln1§ there can still understand what
ORACILE [ilnl\\/'@SIthgautte(dL how the ﬁlmdlﬁ]ﬂlgs were reached, why the Florida
record matters, and what tnstitutions must do differently. |FN 524'
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XXII. Conclusion

The report began with a deceptively simple question: how can a
professional identity that appears legitimate become the vehicle through
which another operator influences a 1l<eg"all[ or institutional outcome? The
January 2026 ORACLE work approached that question through apparent
avatar ]Pﬂe‘]FS(O)]Dl(c]lS—fUdlte]nlltflltfl(@S whose 1b)ﬁ<o>glral]p)]h1[ie§,~ credentials, comunnuinication
paths, or professional histories did not reconcile with the acts performed
under their names. The l[aurg@r record showed that the question had to
expand. The most effective operation does not need to fabricate every
visible component. It can use a real person, real credential, real account, real
law firm, real court, real ]rtegludlallt(onn real ]Pnudb)l[fucantihoum,\ and real ]Pnudbl[[i(c database
whiile §1udb)§1t[[1t1unt[llmg the Jr(ellallt[i(O)]ﬂlS]hlii]P> that gives those components authority.

FN =2

That expansion produced the central finding of ORACLE: authority itself
is an attack surface. ]Ltegaﬂl and quas [i=j]1uudlihc[iaﬂl systenns are des ﬁg]ﬂlte(dl to convert
trusted representations into consequence. A lawvyer files; a clerk accepts; a
service systen g[i\\/<e§ notice; a decistonmaker acts; a Jﬁegludlantrour ]P>1ut1b)1lii§]hue§;:
employers, clients, tnsurers, banks, j]<o>1uur1nl(aﬂl[i§1t§,~ and later courts rely on the
result. The same architecture that makes the system efficient gives an
operator lhe\veralge if identity, credentials, role, commuumnication, source

proposition, tumning, or ]P)]F(O)(C@(d[lU[]Falu state can be (C(onr]mqunte(dl upps treann. |]FN 526'

A. What the Reader Has Learned About Counterfeit Authority

The report did mot ask the reader to treat every wnusual email, order,
]p]r(odfillhm or ]Pnr(o»(ce(dhuuralll event as fraudulent. It established a more <dl[i§<c[l]p>1l[ilnue<dl
rule: official appearance is evidence of presentation, not the end of
provenance analysis. A valid account proves that a system accepted a
credential. It does not prove which houonnian (O)]P)(e‘]f‘allt@(dl the account, whether
the ]F@]PHF@S@]DHU@@[ llegaﬂl role existed, whether the attachment was the
approved version, or whether the act corresponded to a valid procedural
state. A real court order proves that the order exists. It does not prove every
broader proposition later attributed to it. A real 1lﬁ(c<eln1§ilnlg profile proves
what the public is told. It does mot prove that the linked instrument

supports the status displayed. [FN 527]

The most durable counterfeit can therefore be carried by genuine
components. The message may travel through the correct server. The

professional may exist. The signature image may have been copied from an
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authentic form library. The ]p(onrltaﬂl can be real. The recipient camn act
honestly. The counterfeit lies in the proposition that this person authorized
this act, this title belonged to this actor, this source made this finding, this

document created this state, or this Pnudb»l[[hc status followed from the record

]F@P]F@S@]ﬂllt@(dl beneath it. |FN 528'

That distinction separates the natural person from the authority-bearing
event. ORACLE does not require a finding that a named lawyer,
investigator, j@ﬂumf]ma][ﬁ&@ clerk, J]lU[(dlii(C[lalll assistant, ]regludlanttonn or unstitutional
employee personally participated in the operation. A person's identity can
be used as an alias; a mailbox can be (oqpnelrautte(dl lt]hl]F(OHU[g]hl (Cal]P)ltIU[]F@(dl credentials
or tokens; a professional biography can be attached to an wnauthorized
commumnication; and a real institution can process a corrupted input withourt

anyone tnside the tnstitution recognizing the source failure. [FN 529'

The report defined eight authority rails because the operation becomes
clearer when trust is decomposed. Identity answers who appears to act.
Credentials determine what the system accepts. Comumnumnications carry the
representation. Role explains why the recipient is expected to obey.
Procedural state records whait (c]hl(aunlgte:wdh Intake and routing determine what
reaches the decisionmaker. Publication and reputation determine what
becomes canonical. Tume determines whether each transition was ]p><o>§siﬂb)lltef
knowable, answerable, and reviewable. [FN 530'

The rails are not abstract categories imposed after the fact. They are the
ordinary infrastructure of law. They explain how a filing becomes a docket
event, how a committee atgsﬁglnunnuelnut becomes ﬁ]ﬂthGSltﬁgalltﬁVte authority, how
an affidavit becomes emergency evidence, how default (c]hlaumg"eS the scope
of trial, how a referee report becomes the plr[i]nucilpaﬂl record before a supreme

court, and how a public profile becomes the professional identity seen by

the outside world. [FN 531'

B. How the Report Reached Its ]Findings

ORACLE reached its determinations 1t]hur<onmg]hl a source-first method. It
lb)(G;gaJnl with the object that existed at the relevant time: native messages and
headers, filed documents, ]Pnonrltall[ receipts, docket entries, service notices,
affidavits, rosters, Pnudb»ll[i(c p}ﬁ@f[ﬂl@gy preserved publlfucautil(oum& and fL]ﬂUdl@]P)(e‘]ﬂldte‘]nllt
techmical reports. Sender copies, recipient copies, filed copies, docket
copies, pluﬂb)ll[l(c copies, and hand-delivered copies were not assumed to be
identical merely because they shared a title or visible text. [FN 532]

0O.R.A.C.L.E. July 7, 2026 Authority-Rail Compromises Report ® Page 92




ORACLE AUTHORITY-RAIL REPORT

The method then reconstructed chronology. For each consequential
event, the report identified the last authenticated state, the event that
purported to change it, the authority carried by that event, the system or
person that relied on the (c]hlaumge(dl state, and the JﬁeSludhtihmg consequence.
That sequence is essential because time limits what an event can prove. A
later order cannot support an earlier petition. A committee cannot evaluate
a response before the response period expires. A party cannot answer an

evidentiary wuse that was not disclosed through a meaningful notice path.

|]FN 533'

Event, mechanism, and attribution were k(e]pnt separate. The record can
conclusively establish that two message versions differ without establishing
who changed them. It can establish that a role assigmonent lacks a source
tnstrument while lheawihmg open whether the cause was administrative error,
account compromise, or document substitution. It can establish that an
order entered one day before a hearing later became material without
resolving the identity of the operator who benefited. That separation allows
firmn fihnudlihnlgs at the level the evidence supports while al\\l(o>ii(dl[i1n1g the

substitution of aunlall[(ougy for ]Pnr(ouodﬁ |]FN 534'

Independent sources were used to test capability, not replace the field
evidence. Government false-worker cases demonstrate that stolen or
synthetic identity can be converted into genuine enterprise credentials. FBI
\waur]nliilnlgs show how BEGC, S]Puo)odﬁe(dl contact pant]hl& and A][=g@1nuelmnt(e<dl voice
exploit trusted relationships. WIST distinguishes identity proofing,
authentication, federation, and zero-trust authorization. Microsoft, CISA,
MITRIE, AWS, Sy&dlﬁg Infoblox, and other technical souwrces describe tokens,
cloud roles, DNS <c]h1(anmg(esy mailbox persistence, and valid-account abuse. The
federal Judiciary's own publications recognize sophisticated attacks on case-

management systems and the need for stronger identity and semnsitive-

document controls. |FN 535'

Those sources did not prove the Florida events by similarity. The Florida
record supplied its own evidence. The independent record established that
the mechanisnms identified by ORACLE are <0)]P>(e;1rautii(O)JnlaLlL documented, and
consistent with modern attacker tradecraft. The force of the report comes
from the convergence of source-native field events, ihnudlepxelnudle]nut techmnical

(Cal]P)allb)ﬁll[iltYy <c<o>lnn1]plhelt<e<dl legral and publl[i<c=1rte(0(0)1r<dl comparisons, and later

pluﬂb)l[[l<callt[i(0nm states. [FN 536'
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The report also disclosed the lead author's relationship to the field record.
Farrow's 1Fﬁ1r§1t=]p)(elrs<0)1n1 account was not treated as independent corroboration.
It was used only for what it could establish directly—what he reported,
requested, understood, or did. Material fihnudlihmgg were anchored to
a(ck]ﬂl@)wlbe(dlg@dl comununiications, fiﬂlii]nlg& affidavits, dockets, source orders,
pluﬂb)l[[i(c records, FBI communuinications, expert reports, ]Pnourltall[ datasets, and

independently verifiable sources. [FN 537]

C. What the Florida Field Record Demonstrated

The field case began with a control state. In 2023, independent counsel
responded to Florida Bar File No. 2024-70,126 carrying an ulL designation
associated with the Eleventh Circuit. That event fixed the original file
identity and demonstrated conventional participation before the later

comumumnications and disciplinary crisis. [FN 538

By September 2024, the law practice had already documented
comununiications unterference, accoumnt ]p]ﬁoﬂb»lhe]nnl& court-themed messages,
and the need for a controlled evidentiary setting in federal 1F[‘Lll[i1n1<g§¢ FBI
meetings, evidence untake, Telle]p)rouﬂt@r lqu)lhoaudls,\ and (C(O»1n1ltelnnl]p)llant@dl device
review also predated the terminal disciplinary outcome. The cyber-
integrity theory therefore existed before the later suspension, default,
referee report, and permanent ]Pnu[lb»llﬁC status. |]FN 539'

The September 17 commumication attributed to John Derek Womack listed
matters by base file number, stated that no further response was then
rte(q[lunhre(dl un the earlier matter, and represented that other (C(O»]ﬂﬂlpllalihnut
packages would be supplied. The consolidated response was transmitted on
October 14, and Christine Mitchell acknowledged receipt on October 15. That
acknowledgment created an institutional response-received state. [FN 540]

Withiun the same ]Pxe]r[UO)(dL letters routed matters to Grievance Comumittee
17F, identified Richard Jay Weiss as chair, and used varying languagre to place
Womack in the [ilnl\\f(e;Sltilgallt[ilnlg=1nn1<elnnllb)(elr role. Archived governance evidence
placed another lawyer in the 17F chair position. The documents also shifted
amnong formulations stating that Womack appointed himself, would serve,
O was aSSnglnuedL The ordinary process permits Bar counsel to fL]antGSItﬁgalltte)
when properly assigned, but the defined record did not supply one
consistent source unstruinnent (@Sltallb)ll[iS]hL[ilmg the chaur and assigmnonent

authority represented by the documents. [FN 541
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The response state then moved lt]hl]ﬁOﬂU[g]hl additional deadlines and
committee timing. October 31 letters gave November 12 as the response
deadline and represented that referral would follow nonresponse.
Commiittee material identified a November 12 meeting, while the November
25 petition later stated November 13. The affected attorney also traveled to
Tallahassee on November 4 and made physical deliveries in an attempt to
create a redundant channel. The later petition nevertheless presented an
agglﬁegatedl thirteen-file nonresponse theory without untegrating the
October aUC]L(]ﬂl(o)\\AV][@(dlg]l’]nl@]nllt)« physical deliveries, or <cy1bnelr=ﬁ]ﬂlltxeglr[ilty context.
FN =42

The Authority-Rail conversion was therefore visible: response received
became response omiitted; response omitted becanme nonresponse aﬂllheged;:
nomnresponse became a Supreme Court petition; and the petition became the
official sowurce lt]hl]F(O)llJ[g]hl which later actors wunderstood participation.

ORACLE did not decide that every response was substantively sufficient. It

found that the record lacked the authenticated 1F[i1l<e=§]p)<e<c[lifil(c lbur[l(dl(gﬁ frromnn

]rte(ce[iplt to nonresponse. |]FN 543'

The conmumumications-authorship crisis in March 2025 then changed the
evidentiary environment. A message attributed to Randall Berman
proposed dismissal without prejudice on defined conditions. The affected
attorney accepted and placed the proposal before the Court. When the Bar
disputed authorship, he disclosed the dispute and sonmg]hut an  in-person,

source-traceable reconciliation rather than concealing the uncertainty or

ihnls[lst[ilnug on the ]Pnuur]p(onrlte(dl benefit. |]FN 544'

Berrena then wrote that another email was not the email he sent and had
been <c]h1(aunlg@(dl¢ That statement established a provenance failure inside the
same institutional stream later used to support a fabrication fii]nl(dlii]nlg The
disclosed sanctions record did mnot identify native-header attribution,
]p]r@\v[i(dltelr=sii(dl<e mailbox audit, server ll(oggy endpoint artifacts, or an email-
authorship expert connecting creation or alteration to the affected
attorney. Berman's denial proved disputed authorship; it did not identify

the creator. Berrena's statemenit ]p>1r<o>\v<e(dl (c]hlaunuge(dl content; it did not identify

the operator. |FN 545'

The June 18 Berrena affidavit then converted disputed conumumications,
file sumumaries, collateral orders, and attributed oral statements into sworn

support for emergency suspension. The affidavit stated that FBI agrents told
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Berrena the attorney had no case and that no investigation was conducted.
Direct FBI comumunications documented Jnnue@lt[ilnlgsy evidence untake,
T@ll@lpnonrlttelr 1qu>lho>(audls,~ <c<0nnut<elnn1]pl[allt@(dl (C(O)][]nl]PHU[lt(e]F=al]nlalllYSfLS review, and
continuing examination. Those comumumications did not establish that a
numbered criminal case remained open in May 2025, but they contradicted
the categorical historical statement that no investigative activity occurred.
FN 546

The affidavit also used the Berman-messagre episode without <dl[i§(cll<0)sihmg
Berrena's own (C]hlallnlg<e(dl=<eJnnlaliﬂ[ statement. That omission affected how a
decistionmaker would wnderstand the anunt]huoursh[ip dispute. A record
containing only the repudiation invites an inference of recipient
fabrication; a record also containing an tnstittutional statement that another
emadil (c]hlaunlgtedl requires consideration of account misuse, message
alteration, or version <dlii\velrg<elnucee |]FN 55L1|

The adjudicative rail then changed quickly. The Supreme Court entered
emergency suspension on August 4. The supplied dockets contain no
separately docketed mnotice setting an August 8 case-managenment
conference in the emergency matter. The Augrust 11 order nevertheless
recited that the conference occurred, recorded absence, created the
answer/default structure, and treated comnsolidation as operative. The
written Motion to Consolidate appeared on August 12. Default entered on

September 3, and the omitted emergency file identifier was corrected after

default-related events had already occurred. [FN 548

On  September 30 the Middle District entered the Strenger
dismissal/default order. The disciplinary sanctions hearing occurred the
next day. That order did not exist when the June emergency petition was
filed and did not exist when the September 3 default established guilt. The
November 4 referee report later invoked the order through judicial notice.
The tioning therefore affected notice, opportunity to answer, and the

evidentiary basis of the sanction narrative. [FN 549

Source meaning also C]hlal]nl‘g@(dl as authority moved. The Semiunole
J]luudlglnnuelnnt described a draft (C(onnnlplla[i]nut attached to a demand; the referee
report stated that frivolous lawsuits were filed against spouses, parents, and
a pastor. The Middle District orders contained stromng case-specific criticism
but did mnot state the gemuemﬂl[ize(dl seltltlheJnnuelnl1t=]P>1r<e§§1uure scheme later

attributed to the federal cowrt. Those (C]hlal]nlfthS demonstrate how a later
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authoritative report can enlarge a source proposition and then carry the

@Jnlllaurtg@dl ]Pnﬁo)p(o)sillt[hounl forward under a new institutional Sﬁglmautumﬁ& |FN 550

The public profile completed the sequence. It reports permanent
disbarment effective May 21, 2026, while the linked (dl[isc[ilp)ll(Unl<e=(dl(o>(01unnnueln1lt
page omits the May 21 terminal tnstrunnent amnd presents the corrected
August 4 emergency-suspension order as the Supreme Court order. The
comparator study found that the other inspected permanent-disbarment
reference pages SIU[]p]pll[ie(dl the terminal unstrument. The <dlii\velrg<elnuc<e matters
because the profile is the public professional identity consumed by courts,
@][]ﬂl]P)l[(O)Y@]FSy clients, tnsurers, banks, 1[&(0(e1nls[lln1g bodies, media, and search

eng unes. |FN g=1

D. Why the Findings Extend Beyond One Proceeding

The report's broader Sﬁg]ﬂlﬁfﬁ@@l]ﬂl@@ does not depend on proving that one
actor controlled every field event. Govermnment investigations, provider
research, ]Pxe(e]r:]ﬁe\v[ite\\AV<e<dl studies, court ]P)ludbi][flCGllthO]ﬂlSY and techmnical Jﬂe]pnouﬂtihmg
independently establish the component capabilities: synthetic and stolen
identity, false-worker access, valid-account abuse, token persistence,
mailbox <dl@1l@gautil<ounly DNS and cloud control, Al-assisted umnpersonation,
mercenary ]hlaltclkﬁlﬂlg; law=firnn targeting, and attacks on j]lU[(dlfL(c[ialll case-
nanagenment systemnns. [EN 552]

The Department of Justice and FBI false-worker record demonstrates the
tnstitutional conversion at the heart of ORACLE. The device and credentials
are real because the victim organization issued them. The system logs
correctly record the assigned account. The false state lies in the humnan
]p]r[i]nuc[qpall and 1r<ellautfuonnLS]thL]pu Business email compromise demonstrates the
same structure un conmunnunications: the account or thread appears familiar,

the request fits context, and the recipient acts because the ]Fte‘][(’c]llt[UOHDlS]hlpr

SlU[P]P)]ULte‘S authority. |FN 553

Cloud and token research explains why visible remediation can fail.
Password rotation can leave refresh tokens, service ]plrihnuciipalll& mailbox
permissions, recovery methods, and 1r<egﬁ§1ttelr(e(dl devices active. DNS and
cloud APIs can process hostile unstructions lt]hl]F(O)lU[‘g]hl the same unterfaces
used by 1l(eg[i1t[i10nlalt<e administrators. The provider's record that a wvalid

credential acted is accurate but incomplete; it does not identify whether the

tntended human controlled the credential. [FN 554
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The 1l<eg"all[ sector Jnnlalglmiﬁfiles those risks because authority is densely
interconnected. A lawyer's mailbox touches clients, courts, unsurers,
providers, and opposing coumnsel. A fiil[[ilmg credential creates docket and
service states. A byline can shape public understanding. A licensing profile
can determine employability and professional status. A short wupstream

Jnnlallnl[L]P>1ULllallt[i<0)1n1 can therefore propagate nto muamy institutions wilthout

the(q[lunhr[ilmg“ continued access. |FN 555'

ORACLE calls the resulting repetition authority stacking. Search engines,
court records, ]P)]F(Odﬁl]l@b% media articles, and derivative pages can repeat one
proposition lt]hl]F(OﬂU[g]hl different institutional forms. The reader experiences
the stack as [imudlxe]pnelnudhelnnt corroboration even when the nodes <dl<6‘]P>@]ﬂl(d[ on the
same source or derivative paraphrase. Dependency mapping is therefore

essential to both forensic analysis and reputational recovery. [FN 556]

E. Containment Before Autopsy

The operational lesson is that response cannot wait for perfect attribution.
A complete cyber autopsy may take months; the legal consequence can
occur before the end of the day. A filing deadline can expire, a client can
lose representation, a default can enter, a Jﬁegludlautrour camn accept a false state,
a mews article can propagate, and a pluﬂb)l[[i(c ]P)Jr(odf[ille can become canonical
whiile the technical team is still (C(O)l[lle(ctfunlg lh@g& [EN 557]

Containment before autopsy does not lower the evidentiary standard. It
preserves the evidence and lleg(alll capacity needed to reach a reliable
attribution later. In the fiurst howrs, the teanmn nuust preserve native messages,
headers, ll@ggy ]p)rourltall[ receipts, docket states, token and device records, DNS
and MX records, cloud roles, call evidence, and current ]Pnudb)llii(c pages. It must

establish a known-clean contact path and identify every critical legal and

pluﬂb)l[[hcaut[i(onnl clock. |]FN 558'

Withiun twenty-four hours, the team should map the represented actor,
natural person, account, credential, role, tnstitution, channel, source (0)1b>j](e(01t7
before state, after state, recipient, and consequence. Preservation requests
should identify exact objects. Institutions should receive a narrow integrity
notice that asks them to preserve and authenticate a defined event rather

than accept the entire attribution theory. [FN 5509]

Within seventy-two hours, the team should reconstruct outcome-
determinative transitions, comypare sender, ]Pnr@\v[l(dl(eln recipient, fiillfumtgi

docket, and pluﬂb)ll[l(c copies, identify downstreann propagation, and
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ilmnqplleJnnuelnut a continuity and correctiomn plLaum Technical remediation and
llegaﬂl:Sltaut@ correction must proceed 1t0<g<elt]hue1r because <c]hlalln1gii1nlg a password
does not correct a docket, Jﬁe\v<o>]L<ihmg a token does mot restore a missed
deadline, and relmaging a device does mot retract a public professional
status. [FN 560

The success measure is 1nn1<eaumﬁ]ﬂlgiflU[lllly timed relief. The business must
Fennain (caqp)allb)lhe of comuonunica ting; clients must retain verified access to
counsel; evidence must survive; deadlines must be ]Pnr(onte(cte(dl;: courts and
thegludlant(onm must receive authenticated information; and ]pnudbl[[i(c records must

not harden an 1u[1n1§1qup(0)1r1te<dl state before the ﬁ]ﬂlV(@Slt[igalltil<0)lnl can matuire. |FN
561|
F. Clean Adjudlication and Institutional Responsibility

The field tests across the Southern District of Florida, Eastern District of
New York, District of Columbia, and Florida Supreme Court revealed a
repeated curcularity: the clatoant alUl@g@(dl that tdentity, 1F[‘Lll[i1n1<g)~ service,
routing, commumnications, or record custody were (C(O)][]nl]P)]ﬁO)]nnlfLStG‘(dl and then
had to use those same systems to prove it. A failed 1F[lllii1n1g can be treated as
noncompliance. A successful filing processed as ordinary advocacy can be

denied without controlled technical examination. A (c]hlaunvg(e of channel can

be treated as ﬁlrlrtegluﬂlaun |FN 562'

A Clean Adjudicative Environment is the narrow bridge that breaks that
circularity. It preserves judicial control while allowing known-clean intake,
ihnudl@pe]ﬂudl@]ﬂllt identity verification, s<onuur<c<e=<0)1b)j]<e<ctt preservation, controlled
technical review, dual-channel confirmation, ]an\vil(dhelr authentication, and
reconciliation back into the ordinary public record. It is not a private forumn
and does not bypass adversarial process. It protects the source integrity on

which adversarial process (dhe\]pe]nudl& |FN 563'

Courts and clerks showld preserve provenance for corrected orders,
service-list (c]hlaumgeg). comnsolidation, reassigmment, s<ealhedl=1t(0)=]P)1udb)llfuc
transitions, and docket replacement. Bars and 1reg1udlant(o>r§ should
authenticate <c<ounn1pl[a1[hnnt (ourftg[ilnl). response receipt, comumittee authority, role,
transfer, and publication as distinct states. Law firms should maintain
authority unventories and clean-contact plLaunl& Cybersecurity ]Pnr@\v[l(dhelrs
should correlate identity, token, mailbox, DNS, ]Pxourltall,s and ]Pnudbﬂl[i(calltihounl

evidence with hearings, deadlines, filings, and orders. Media and identity
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systems should preserve version history and event-specific authority. [FN
564]

These controls do mot presume  that institutions are malictious. They
protect honest actors from becoming the execution layer of corrupted
upstream authority. The tnstitution's credibility is preserved when it can
reconstruct who acted, lt]hurronmg]hl what credential, wnder what role, on what

source <o>1b»j]<e<01ty at what time, and through which transition. [[FN 56

G. Final Determination

We find that modern legal cybersecurity cannot be limited to malware
detection, elnudl]p(oﬂhnnt protection, passwords, and perimeter defense. Those
controls are necessary, but they do not authenticate the human operator,
the @\V@Jnut:Spe(cfdffuc role, the source proposition, the ]p)lr(o>(c<e<d11U[Jrall transition, or

the ]Pnudbll[i(c state ]Pnﬂmdhunoe(dl after the technical event. |]FN 566

We find that the mature avatar threat extends beyond synthetic persons.
It includes stolen or <c<o>=(0)p1tte<dl tdentities, valid accounts, false ]P)Jr(odﬁe‘sg[i(O)JnlaLl[
thellallt[’uounls]hlil]pgy unauthorized roles, (c]hlaunlgtedl connuniications, counterfeit
indicia of authority, record states detached from their source transitioms,

and gemmuﬂhnue unstitutions ]Pnr(@(cess[ilnug (C(onr]mqunte(dl ['umplunt& |FN 561'

We find that the accepted institutional state—mnot the malware binary—
ts the decisive (o>]P><elmnt[i<0)1nlalll (o>lb>j](e(01tii\ve¢ Once a response is treated as absent, a
role as valid, a commumnication as fabricated, a case as defaulted, a fiilnudl[i]nlg as
established, or a sanction as canonical, the operation can persist lt]humonwg]hl

ordinary institutional behavior after the original technical access ends. [FN

568]

We find that time is an independent authority rail and that source
propositions must be traced through every derivative authority that
repeats them. Repetition by different institutions is not independent proof

when the later (O)]b)J]te‘(CltS (dl@p@]ﬂl(dl on one upstream source or texpaunudledl

paur(al]p]hura&& FN =6

We determine that authority-rail manipulation is a distinctive cAPTure-
to=IKill (cal]puaﬂb)[illillty It integrates impersonation, valid accounts, tokens,
trusted ]F@]laltﬁ(o)]ﬂlS]hlfL]P)Sy data ]['Jﬂlal]nlE]P)IU[][alltﬁ(O)lnly ]Pnourltall[ and ]pnudbl[[i<cantihoum control,
]p]r(O)(ce(dhuumﬂl state, timing, and honest institutional reliance iunside a

templated operation directed at judicial and quasi-judicial ecosystems. [FN

519]
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We determine that the appropriate response is Jnnueaunl[ilnlgfludllly tiumed
containment: preserve source state, establish clean commnumication, map
authority, protect deadlines, compare record copies, prevent further
transitions, and correct institutional and public states while attribution

contunues. [FN =1

We determine that 1[@@‘“@1][ institutions require a controlled integirity pant]hl
when the ordinary rail s credibly &1nn11p>ll[i<caut<e(dL A system cannot fully
evaluate a challenge to filing, service, identity, notice, routing, or record

custody when the only ]P)telf]nnlflltltte(dl route for the (c]hlaﬂllle]mg(e is the same

<dlilsp1unt<e<dl system. [FN 512'

ORACLE began by asking whether an apparent professional persona could
be false. It concludes with a more consequential fiilnudl[ilnlg The person may be
real. The credential may be real. The tnstitution may be real. The form,
]p)rourltallh article, ]P)Jﬁodfiﬂhm or order may also be real. What must still be
authenticated is the chain connecting those genuine components to the act

]pxelriﬁoumnnuewdly the role asserted, the proposition (audl(oqp)lte(dh and the state

ﬁ]l’]ﬂl]PNO)S(e(dL |FN 513'

That chain is the authority rail. Before an authority-bearing state is
accepted, ]F(G‘]P)(e‘(dllt@(dly enforced, or ]P>1uﬂb)1lii§]hue(dl as history, the source that
created it must be reconstructed. |]FN 514'
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FULL ENDNOTES

The report contains 574 distinct numbered endnotes. Each inline marker links to its
co»/r/ﬁebqp@/md/im o note; each note returns to the point of citation. Public-source URILs
are presented as active hyperlinks.

[]FN 1] O.R.A.C.L.E. ]LngLSlthCS Tean, Onlune Reputation and Credential ]Lanunnudl(e]rfunlg
Exposure Expert Report, Version 30 (Jan. 20, 2026), controlling first-draft baseline.;
Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Cont tauunuunug amn Evol Vlurng Threat ((S(E‘,]P)lt ?_‘00_(6)>) PP: 4-18, 22-46, 68-106.; Jay Lewis Farrow,
Civil Cyber-Infrastructure Disruption Litigation: Historical Development,
Operational Durability, Adversarial Adaptation, and the Integrity of Trusted
]L<egatl[=Te<c]h11n1fucad[ Comntrol Planes ((Sepl& 10, 202(6»)% pp- 6-12, 23-32, 55-96, 124-136..
Application: This publication comprehensively reconstructs the September 2026
v.41 working draft while preserving the January 20, 2026 ORACLE Word report as

the 1melpuonr1t~1llunuealge baseline. a rFetunrn

[]FN 2] O.R.A.C.L.E. ]L(O»gltstlucs Team, Online Reputation and Credential ]Lanunnudhe\]rihmg
Exposure Expert Report, Version 30 (()Laum 20, 240)2‘6)),» <c<0)1nut1r(o>1Ulii1n1g first-diraft baseline.;
Historical Impossibility of the Purported Permanent-Disbarment Path: A Source-
First ]LegaﬂL Public-Record, and Forensic Reconstruction of SC2024-1681 and SC2025-
0863 (Sept. 14, 2(0»2‘6»)))\ PP: 2-10; 18=31, 43-74, 82-92, 102-116.; Direct FBI commumications
and "Jﬂe;llelpno»]rlte]r records, Sept. 2024, <c<o>1nuc<e1r1nlii1n1g 1nnue:(elt[hmgs,\ evidence 1qu>ll<0)audl§)\
contemplated computer-analysis response-team review of telephones, and
continuing review of submitted material.; Farrow et al. v. IOA Group, LLC et al.,
No. 1:25-cv-20544 (S.D. Fla.), Verified Complaint filed Feb. 5, 2025, related filings, and
Feb. 8 affidavit of Dr. Jane Doe.. Application: Jay Lewis Farrow served as Lead

Author and Senior Editor. a retuorn

[FN 3] Historical lmpossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863 ((Sepl& 14, 202(6)))? pPp- 2-10, 18-31, 43-74, 82-92, 102-116.. A\/[o)/p///z"raa/ut/[roum: The
Florida record is not included as a request to re-adjudicate every disciplinary or
civil allegation. a Iretunrn

[FN 4] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an Evol ving Threat ((S@]P)lt 240)9_16)) PP- 4-18, 22-46, 68-106.; National
Institute of Standards and Technology, Incident Response Recommendations and

Considerations for Cybersecurity Risk Management, NIST SP 8oo-61 Rev. 3 (Apr.
9_(0>25)>) hit tps: //doi. 'O)JFQF/ 10.6028/ NIST.SP.800-61r3; Cybersecurity and Infrastructure

Security Agency, Use Logging on Business Systemns.
]hlltlt]p)b / / wWww.cisal. ‘QF(O)\V/ audiences/small-and-mediunm-businesses/secure=youir-

bnum lunuess/ use-= u<0>QFQFlL]DlQF=<O' n-business-systemns. Ap, p///zca//t/zom The report is ini tended for

]p)lutlb)lliUcaut[houm 1t]hur<o»1u[g]hl (Cylb)er]Lal\\\V]Liilb)rauryuonrg and related research channels. a Feturn

[FN 5] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an ]EVO»lVlunug Threat ((S@]P)lt 2400_'6)) PP 4-18; 22-46, 68-106.; Jay Lewis Farrow,
Civil Cyber-Infrastructure Disruption Litigation: Historical Development,
Operational Durability, Adversarial Adaptation, and the Integrity of Trusted
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Legal-Technical Control Planes (Sept. 10, 2026), pp. 6-12, 23-32, 55-96, 124-136..
A\pp///[@&/t/[@/m: definition and 1f1raunn1[hnug of the authority-rail prob blem inside cAPTure-

to=IKill. retuorn

[]FN 6] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mal]p)p[‘unlg,« Altlt]rftlbnuntii]mg,« and
Containing an ]EV<0>1[Vfunlg Threat ((Sepl& 240)26)); PP- 4-18, 22-46, 68-106.; Cyber-N.E.T.
Foremnsics, Anatonmy of the Slt]ranteg[hc cAPTure-to-Kill Operation: ][1n11t<eg1raute(dl e-
Forensic Report (<(O)(Clt\« 22, 2(0»‘25,)) PP- 1-24, 69-203, 238-267, and a]plpnelnudl[i(ce&

https://cyberlawl iﬂbv]raur\monr(g/ reports/cyber-n-e-t-forensics =tex1lpne‘1r1t=1rep'oumt/ .
Application: cAPTure-to-Kill strategic model and authority manipulation as a
distinct capability. B rcturn

[]FN 7] O.R.A.C.L.E. Logistics Teamn, Online Reputation and Credential ]Lanunnudlerfunlg
Exposure Expert Report, Version 30 (()Launh 20, 240)2‘6))),» <c<0)1nut1r(o>1Ulfunug first-dirraft baseline..
A\pp///[@&/t/[@/m: source support for the discussion under A. From Avatar Personas to
Authority-Rail ]Explho»[thant[honnh a retuorn

[FN 8] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and

Containing an Evol ving Threat ((S@]P)lt 240)9_16)) PP- 4-18, 22-46, 68-106.. Application:
source support for the discussion under A. From Avatar Personas to Authority-Rail

]Exp oltation. . Feuirn

[]FN 9] MITRE ATT&CK, T1656, ][]DDI]P)@]F§(O)]D[B[th(O)]ﬂl
]hlltlt][)b / /attack.mitre.o FQF/ t<e<c]hunuuq ues/ Ti166/ . A\/[Dp///zcaz/szm source support 1 for the

discussion under A. From Avatar Personas to Authority-Rail ]Exp oltation. a
retugrn

[FN 10] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an ]EV@»lVlurng Threat ((S@]P)lt 240)9_16)) PP- 4-18, 22-46, 68-106.. Application:
source support for the discussion under A. From Avatar Personas to Authority-Rail

]Explho»[thantii(onm a retuirn

[FN 1] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation: Historical
Dewvel (0)]P)Jnnue‘1nut Operational Durability, Adversarial Adaptation, and the Integrity of
Trusted 1L (ega -Technical Control Planes (Sept. 10, 2(0»2f6»)) pp- 6-12, 23-32, 55-96, 124-136..
Application: source support for the discussion under B. Why Legal and Quasi-

Judicial Systems Are High-Value Trust Environments. 5] Iretunrn

[FN 12] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an Evol ving Threat ((Sepl& 240)2_16)); PP- 4-18, 22-46, 68-106.. A\pp///zcmfwm
source support for the discussion under B. Why Legal and Quasi-Judicial Systens
Are High-Value Trust Environments. & return

[]FN 13] Ral]p)halel[ Satter, Hackers-for-Hire Taurgelte(dl Lawyers and Law Furms, Reuters
((Jhunnue 29, 2023))\\ https://www.reuters.com/investigates/special-report/usa=hackers-

litigation/. Application: source support for the discussion under B. Why Legal and
Quasi-Judicial Systems Are High-Value Trust Environments. & return

[]FN 14] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation: His torical
Dewvel (0)]P)Jnnue1nut Operational Durability, Adversarial Adaptation, and the Integrity of
Trusted Legal-Technical Control Planes (Sept. 10, 2026), pp. 6-12, 23-32, 55-96, 124-136..
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Application: source support for the discussion wnder B. Why Legal and Quasi-
Judicial Systems Are High-Value Trust Environments. B recumn

[FN 15] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation: Historical
Dewvel (0)]P)Jnnue‘1nut Operational Durability, Adversarial Adaptation, and the Integrity of
Trusted 1L (ega -Technical Control Planes (Sept. 10, 2(0»2(6»)),« PP: 6-12, 23-32, 55-96, 124-136.;
Administrative Office of the ULS. Courts, CM/ECF and PACER historical and
technical materials. https://www.uscourts.gov/court-records/electronic-filing-

cm-ect. Application: legal systems as trust-conversion systems and the
downstream effect of corrupted upstream authority. &8 return

[]FN 16] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Altlt]t’ftlb‘lll[lt[[]ﬂlg,« and
Containing an Evol Vftlnlg Threat ((Seplt 240)9‘_16)) PP 4-18; 22-46, 68-106.; Jay Lewis Farrow,
Civil Cyber-Infrastructure Disruption Litigation: Historical Development,
Operational Durability, Adversarial Adaptation, and the Integrity of Trusted
Legal-Technical Control Planes (Sept. 10, 2026), pp. 6-12, 23-32, 55-96, 124-136..

A\pp///ucaz/tw/m executive findi ing and source support. . Feturn

[]FN 17] O.R.A.C.L.E. ]L(O)gltstlucg Teann, Online Reputation and Credential Laund <e1rlunlg
Exposure Expert Report, Version 30 ()Laum 20, 240)2_'6)))» comntroll lunlg first-dirraft baseline.;
Recorded Future Insikt Group, Synthetic Identities: A Dual Threat to Enterprises

(((O)<ct 1, 2(0@5) pp- 1-6. https://www.recordedfuture.com/research/synthetic-

identities-dual- lt]hllf(eallt=le]Ulltle]F]DUFlLSteb A\/[Dp/lwaz/tm/m executive Flunudllunlg and source
sup) P)(onrlt . &b reltugrn

[FN 18] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an ]EVO»lVlurng Threat ((S@]P)lt 2400_'6)) PP 4-18; 22-46, 68-106.; Jay Lewis Farrow,
Civil Cyber-Infrastructure Disruption Litigation: Historical Development,
(O)]pnelratlL(O)lnlalll Durability, Adversarial Ad aptation, and the ot t<eglrlt ty of Trusted
]Legall[:Te(c]humfucad[ Comntrol Planes ((Seplu 10y 202(6)% PPp- 6-12, 23-32, 55-96, 124-136..

A\pp///[@&/t/[@/m: executive 1Fﬁ1n1<dl[i]nlfg and source support. a retuorn

[]FN 19] Cyber-N.E.T. Forensics, <C1qv]p)1t10)g1rallp)]hlii<c=<C<onunnut<e1r1felet Defense Group Report
((]Felbn 25, 2(0»2(6»)),« pp- 2-8, 21-29, 40-48; MITRE ATT&CK, Ti038, Valid Accounts.
]hlltlt]lp>§i/ / .antltauc]Lamml‘ilt]r«e\«onrg/ 1t<e<c]hunliiq{1unes/ Tiro78/ . A\pp///ica/t/z"om‘ executive 1F[i1n1<dl[i]ntg and

sounrce Slqu)]p(onrlu Iretuorn

[]FN 20] Historical Iimpossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863, ((Seplu 14, 2(0»2(6’)); pPPp- 2-10, 18-31, 43-74, 82-92, 102-116.; Report of Referee,
The Florida Bar v. Farrow, SC2024-1681 / $C2025-0863, Filing No. 235057778 (Nowv. 4,
2(0»25)),« PP- =7 13-24.. Application: executive finding and source support. return

[FN 21] Report of Referee, The Florida Bar v. Farrow, SC2024-1681 / SC2025-0863, Filing
No. 235057778 ((NO\V 4, 9.:0»25,) PP: 1-7; 13-24. Strenger v. RMC Comsul ting, Inc., No.
2:23-cv-01226 (M.D. Fla.), orders dated Feb. 18, Mar. 19, May 23, and Sept. 30, 2025,
]hlltlt]lp>§i/ / ecf flind.uscoun rltwg@v/ cgri- bin/show | pu iblic doc?202z-01226-40-2-CV=.

A\pp///[@&/t/[@/m: executive 1Fﬁ1n1<dl[i]nlfg and source support. a retuorn
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[]FN 22] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
§C2025-0863 (Sept. 14, 2026), pp. 2-10, 18-31, 43-74, 82-92, 102-16.; Report of Referee,
The Florida Bar v. Farrow, SC2024-1681 / SC2025-0863, Filing No. 235057778 (Nov. 4,

2025), pp: 1=, 13-24.. Application: executive finding and source support. e Ire tunrn

[FN 23] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an Evol ving Threat ((S@]P)lt 2400_'6)) PP 4-18; 22-46, 68-106.; Jay Lewis Farrow,
Civil Cyber-Infrastructure Disruption Litigation: Historical Development,
(O)]pnelratlL(O)lnlalll Durability, Adversarial Ad aptation, and the ot t<eglrlt ty of Trusted
]Legall[:Te(c]humfucad[ Comntrol Planes ((Seplu 10y 202(6)% PPp- 6-12, 23-32, 55-96, 124-136..

A\pp///[@&/t/[@/m: executive 1Fﬁ1n1<dl[i]nlfg and source support. . retuorn

[FN 24] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
§C2025-0863 (Sept. 14, 2026), pp- 2-10, 18-31, 43-74, 82-92, 102-16.; Email attributed to
John Derek Womack to Jay Lewis Farrow (Sept. 17, 2024), with chain and signature
block identifying ‘J. Derek Womack, Senior Litigation Attorney.. Application:

executive flunudllunlg and sounrce support. . retuorn

[FN 25] Historical Inmpossibilicy of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
§C2025-0863 (Sept. 14, 2026), pp. 2-10, 18-31, 43-74, 82-92, 102-16.; Report of Referee,
The Florida Bar v. Farrow, SC2024-1681 / SC2025-0863, Filing No. 235057778 (Nov. 4,

2025), pp: 1=, 13-24.. Application: executive finding and source support. e Iretunrn

[FN 26] Affidavit of John Berrena supporting the June 18, 2025 Petition for Emergency
Suspension, ]P>a11ralglraqp>]h1§ 4-19 and Composite Exhibits A-1 lt]hl]F(OﬂU[g]hl A-11; Direct FBI
comununications amnd Tte‘lhe]PNO']l’lte]F ]F(e‘OO)]r(dlS,« Seplh 2(0»24].; (C(O»]nucerlnlfunlg ][]nle@ltii]mg&
evidence uploads, contemplated computer-analysis 1r<e\§p<o»1nls<e=1t<ea11nn1 review of
telephones, and continuing review of submitted material.. Application: executive

Flunudllunug and source support. . Feturn

[]FN 27] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863 ((Seplu 14, 2(0»2(6’)); pPPp- 2-10, 18-31, 43-74, 82-92, 102-116.; The Florida Bar,
Member Profile and Discipline Documents for Jay Lewis Farrow, Bar No. 625213,

<caqpnt1unr<e\<dl Sept. 2026. https://www floridabar.org/ ]pnudb»lllhc/ aucau'p)/ disc=

docs/Yicn=202570622&member=62z21z. A\pp///[raazt/i@/m executive ffunudliilmg and source
SIU[P]P)O]H& a retuormn

[]FN 28] National Institute of Standards and Te«c]hunuolh@gy,« Incident Response
Recommendations and Considerations for Cybersecurity Risk Managenment, NIST
SP 800-61 Rev. 3 ((A\]P)]R 2(0»25))\\ https://doi.org/10.6028/ NIST.SP.800-611r%;
<Cy1buelrse<01ut1rftlty and Infrastructuwre Security Age]nucy; Use ]L(Onggihnvg on Busuness

Systems. h ttps s:/ / www.cisal. ‘gFtO)\\I/ audiences/small-and-mediunm-businesses/secure=

vour-business/ use- ll@gglunvgwonnr business-systemns. A\/Dp///zca//t/z@/m executive flunudllunlg

(c]l][']l(dl sounrce SlU[]P)]P)(OD]FI& . Iretuormn
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[]FN 29] A Novel Deep Synthesis-Based Insider Intrusion Detection Model for
Malicious Insiders and Al-Generated Threats, Scientific Reports (2025).
]hutltpb*/ /www.nature.conm/articles/s41598-025-85352-4; Kely Gonzaga et t al,, Al-

]P’(o>\w<elr<e(dl Social E]nlglunue(erlunvg ]E]nnuelrglunug Attack Vectors, Vulnerabilities, and Multi-
Layered Defense Strategies, Computers 15, no. 2 (2026).

]hlltlt]Db //dol. (o>1rrgf/ 10.2290/ CO] mputersi5o20128; Brian D. Burgoon, Lawyer ]D)ILSCIL]P) une—
A Road map to Florida’s Lawyer Regulation System, g8 Fla. B.J. 8 (May/June 2@24}))\«
]hlltlt]Db / /www floridabar (O)JFQ/ the-florida- bwaur~n'onunr]nlalll/ lawvyer-disci D)lliilnlne=al= road majp

to-1 ﬂl@ Flt(dlfcllb=l[al\\7\V\V<6]F=]Fle‘QﬂU ]L’cllltlL<O']ﬂl=§\V§lt<e][]ﬂl/ A\[DP///[C&'[I[IZIO//HI Jﬁeaudhe1r=<c<elnut<elr<e(dl strructurre annudl

use of the field case after ge]nue]raﬂl mechanisnn <ex]p> lanation. . retuorn

[FN 30] Historical Impossibility of the Purported Permanent-Disbarment Paths A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
§C2025-0863 (Sept. 14, 2026), pp. 2-10, 18-31, 43-74, 82-92, 102-16.; National Institute of
Standards and Techmnol ogy, Incident Response Recommendations and
Considerations for Cybersecurity Risk Management, NIST SP 80o-61 Rev. 3 (Apr.
9_(0>25,>) ]hlltlt]p)b / /doi. 'O)]F‘QF/ 10,6028/ NIST.SP.800-61r%. A\/Dp///zca//t/m/m source-state transition

method and cross-disciplinary accessibility. 5] Iretunrn

[FN 31] O.R.A.C.L.E. Logistics Team, Online Reputation and Credential Lauwndering
Exposure Expert Report, Version 30 (Jan. 20, 2026), controlling first-draft baseline.;
Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an ]EV@»lVlurng Threat ((S(E‘,]P)lt ?_09_(6)>) PP- 4-18, 22-46, 68-106.. Application:
transition from avatar-persona research to authority-rail analysis. & return

[FN 32] O.R.A.C.L.E. Logistics Team, Online Reputation and Credential Lavwndering
Exposure Expert Report, Version 30 (()Launh 20, 240)2‘6))% <c<0)1nut1r(o>1U[funug first-drraft baseline.;
Historical Impossibility of the Purported Permanent-Disbarment Path: A Source-
First Legal, Public-Record, and Forensic Reconstruction of $C2024-1681 and SC2025-
08673 ((Sepln 14, 2@2(6»)))\ PP- 2-10;, 18-31, 43-74, 82-92, 102-116.. A\pp///[raant/z"on: ORACLE lune: e
and the insufficiency of a binary real-or-fake inquiry. . Iretunrn

[FN 33] O.R.A.C.L.E. Logistics Team, Online Reputation and Credential Laundering
Exposure Expert Report, Version 30 (()Launh 20, 240)2‘6))% <c<0)1nut1r(o>1U[funug first-dirraft baseline..
Application: source support for the discussion wnder A. The ORACLE First Draft as

the Preserved Baseline. . retuorn

[]FN 34] MITRE ATT&CK, Ti656, Impersonation.
]hutltps::/ / .antltauckmml‘ilt]r«e\«onrg/ 1t<e<c]humi[qpunes/ Ti66/ . A\pp///[aaut/[@m: source support for the

discussion under A. The ORACLE First Draft as the Preserved Baseline. rFeturn

[FN 35] O.R.A.C.L.E. Logistics Team, Online Reputation and Credential Laundering
Exposure Expert Report, Version 30 (()Launh 20, 240)2‘6))% <c<0)1nut1r(o>1U[funug first-dirraft baseline..
A\pp///i}ca/t/[on: source support for the discussion under A. The ORACILE Furst Draft as

the Preserved Baseline. . retuorn

[]FN 36] MITRE ATT&CK, T1585, Establish Accoumnts.
]hutltps::/ / .antltauckmml‘ilt]r«e\«onrg/ 1t<e<c]humi[qpunes/ Tis8=/. A\pp///[raaz/t/[@/m source support for the

discussion under A. Fully Synthetic Personas. & return
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[FN 37] Federal Bureau of Investigation, warning concerning criminals’ use of
ge]nue]rautlt\we Al, voice <cl[<o>1nuunlg and video to impersonate i trusted ]Pne(o»p le and
organizations. https:// wwwfbi.orov/contact-us/field-

offices/sanfrancisco/news/fbi-warns-of-increasing-threat-of-cyber-criminals-

utilizing-artifictal-intellicence. A\pp///z‘}ca/t/[mm: source support for the discussion
under A. Fully Synthetic Personas. Feturn

[FN 38] ULS. Department of Justice, Justice Department Announces Coordinated
Nationwide Actions to Combat North Korean Remote I'T Worker Schemes (June 30,

2(0»25))\« https://www.justice.gccov/opa/ pr/justice-department-announces=
coordinated-nationwide-actions-combat-north-korean-remote. A prp lication: source

support for the discussion under A. Fully Synthetic Personas. . retuorn

[FN 39] National Institute of Standards and Technology, Digital Identity Guidelines,
NIST SP 800-63-4 ((Jhudly 2(0)25))¢ ]hlltltpsi/ /doi.org/10.6028/NIST.SP.800-63-4. A\pp///l}aawt/[mm
source support for the discussion under B. Stolen-Identity and Credential-Backed

Awvatars. Iretuorn

[]FN 40] MITRE ATT&CIK, T]ltO»7/8,« Valid Accounts.
]hutlt]lps::/ / antlt(auck«]nnll‘ilt]reuonrrg/ 1t<e<c]hunliiq[1unes/ Tiro78/ . A\pp///iz@&/t/[@/m source support for the

discussion under B. Stolen-Identity and Credential-Backed Avatars. & return

[FN 41] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an Evolving Threat ((S(e]plu 240)2_'6)))\ PP- 4-18, 22-46, 68-106.. Application:
source support for the discussion under B. Stolen-Identity and Credential-Backed

Avatars. return
[]FN 42] O.R.A.C.L.E. Logistics Teann, Online Reputation and Credential ]Lanunnudl@r[hnug

Exposure Expert Report, Version 30 (()Launh 20, 240)2‘6:)% <c<0)1nut1r(o>1Ulfumg first-dirraft baseline..
Application: source support for the discussion under C. Blended Personas.

Iretuorm

[FN 43] National Institute of Standards and Technology, Digital Identity Guidelines,
NIST SP 800-63-4 (July 2025). https://doi.org/10.6028/ NIST.SP.800-63-4. Application:

source support for the discussion under C. Blended Personas. retumrn

[FN 44] Farrow et al. v. IOA Group, LLC et al,, No. 1:25-cv-20544 (S.D. Fla.), Verified
(C(o>1nn1]p>lla1ftln11t filed Feb. 5, 2025, related f[illfunvg& and Feb. 8 affidavit of Dr. Jane Doe..
Application: source support for the discussion under C. Blended Personas.

Iretuormn

[FN 45] National Institute of Standards and Technology, Digital Identity Guidelines,
NIST SP 800-63-4 (O[lud[y 2025))\\ ]hlltlt]'P)S::/ / <dl(0)i1¢<o'1r<g/ 10,6028/ NIST.SP.800-6%-4; Recorded
Future Insikt Group, Synthetic Identities: A Dual Threat to Enterprises ((‘O)(Clt\« 1,

2025), pp- 1=6. https://www.recordedfuture.com/research/synthetic-identities-dual-

threat-enterprises. Application: event-specific identity classification and blended

]P)(G‘]FS(O)]Dlal <o»]Pne\1rautiito»1nlsé retuorn
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[]FN 4,6] Cy ber-N.E.T. Forensics, Clryp t(O)fg’]Fal]P)]hllL(C=(C(O'1U[]nl terfeit Defense (GIJF(OHU[]P) ]&tep(onrlt
((]F<elbn 25, 2_(0»%6»)) pPp- 2-8, 21-29, 40-48.. Application: source support for the discussion

under D. Comumunications Awvaitars. a Iretuorn

[]FN 47] March 12-20, 2025 Berman/Berrena/Farrow communicatiomns amnd ﬁt]lft]ﬂlg&«
funuclhut(dlfunlg ]P>1r<o»]p(o>s<exdl dismissal terns, 1r<e~1pnuudliiant[honnl,« Berrena’s statement that an email
‘was not the email I sent you’ and ‘has been changed,” and the request for physical
source reconciliation.. Application: source support for the discussion under D.

Comumunniications Awvatars. a Iretuorn

[]FN 4,8] Cybersecurity and Infrastructure Security Agency, Use Logging on Business
Systems. ]hlltlt]p)b / / wWww.cisa. QﬂOv\V/ audiences/small-and-mediunm-businesses/secure=

vour=business/use- ll@gglunvgwonnr business-systemns. A\/DP///UCBHUZOM source support t for
the discussion wnder D. Comumunications Avatars. a retuorn

[]FN 4,9] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(G‘]P)lto 14, 2(0»2(6’)% Pp: 2-10, 18-31, 43-74, 82-92, 102-116.. A\pp///[@ﬁz/t/[@/m: source

support for the discussion under E. Role-and-Awuthority Awvatars. B return

[FN 50] Florida Bar letters and Notices of Assignment attributed to John D. Womack
and transmitted Oct. 15-18, 2024, identi fylunug Richard Jay Weiss as 17F Chaiur and
using varying investigating-member language, typography, name presentation,
and signature placement.. Application: source support for the discussion under E.

Role-and-Authority Avatars. a Iretuorn

[FN 51] Florida Bar letters and Notices of Assigmment attributed to John D. Womack
and transmitted Oct. 15-18, 2024, identi fylunug Richard Jay Weiss as 17F Chaiur and
using varying investigating-member language, typography, name presentation,
and signature placement.. Application: source support for the discussion under E.

Role-and-Authority Avatars. B recurn

[FN 52| Historical Inmpossibilicy of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(G‘]P)lto 4, 2(0»2(6’)% Pp: 2-10, 18-31, 43-74, 82-92, 102-116.. A\pp///[@ﬁz/t/[@/m: source

support for the discussion under F. Record-State Avatars. a Feturn

[FN 53] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(G‘]P)lto 4, 2(0»2(6’)% Pp: 2-10, 18-31, 43-74, 82-92, 102-116.. A\pp///[@ﬁz/t/[@/m: source

support for the discussion under F. Record-State Avatars. a Feturn

[FN 54] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation: Historical
Dewvel (0)]P)Jnnue‘1nut Operational Durability, Adversarial Adaptation, and the Integrity of
Trusted 1L ega -Technical Control Planes (Sept. 10, 2(0»2(6»)),« PP: 6-12, 23-32, 55-96, 124-136..

Application: source support for the discussion under F. Record-State Avatars. @
retuirn

[FN 55] Preserved media and derivative-publication artifacts, including April 2, 2024
@benbwieder post, Miami Herald author/profile captures, mcclatchydc.com email
resentation, Proton tips address, PPPFraudChronicle republishing, ‘Swindler
P % P g
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Barbie’ g]ralplhlihc,« and article-distribution screenshots.. A\pp///[raaz/t/[@/m source support
for the discussion under G. Media and Reputation Avatars. return

[]FN 56] Preserved media and (dle]rfwantfweﬂpnutlb)l[ibcaltfuonm artifacts, [i]nltclllut<dlii1nl(g A\]plrftl[ 2, 2024
@benbwieder post, Miami Herald author/profile captures, mcclatchydc.com email
presentation, Proton tips address, PPPFraudChronicle 1r<e;1pnudb>l[[is]hl[‘umg,« ‘Swindler
Barbie’ g]ralplhlihc,« and article-distribution screenshots.. A\pp///[raaz/t/[@/m source support
for the discussion under G. Media and Reputation Avatars. return

[]FN 57] Strenger v. RMC Consulting, Inc., No. 2:23-cv-01226 ((IM D. Fla. )),« orders dated

Feb. 18, Mar. 19, May 23, and Sept. 30, 2025. https://ecf.flmd.uscourts.gov/cgi-
bin/show | pu iblic doc?202z-01226-40-2-CV=. A\pp///[rca//t/[ra/m: source support for the

discussion uwnder G. Media and Reputation Avatars. Feturn

[FN 58] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an ]EV@»lVlurng Threat ((S@]P)lt 240)9_16)) PP- 4-18, 22-46, 68-106.. Application:
source support for the discussion wnder H. Institutional Avatars. retuorn

[FN 59] The Florida Bar, Scam Alert: Fake Emails Claim to Be from the Bar's Executive
Director ((No\vo 5, 2(0)]1(9)))\« https:// \\AV\W\WJH[@JFl‘i(dlallbvaumonrg/ the-florida-bar-news/scann-
alert-fake-emails-claum-to-be-from-the-bars-executive-director/. A\pp///[@azt/i@/m:

source support for the discussion uwnder H. Institutional Avatars. retuorn

[FN 60] Scott Rose et al., National Institute of Standards and Technology, Zero Trust
Architecture, NIST SP 800-207 ((A\luug\« 2_@20))\\ i tps\«/ /doi.org/10.6028/NIST.SP.800-
207. Application: souwrce support for the discussion wnder H. Institutional Avatars.

retuorn

[]FN 61] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Matpp[‘untg,« Altlt]rftleU[lth]nLg and
<C(o>1n11ta[i1nlii1mg an ]EV<0>1[Vfunlg Threat ((S(@]P)l& 240)26)); PP: 4-18, 22-46, 68-106.; MITRE ATT&CK,
T1656, Inpersonation. ]hutltps::/ / autltauck«]nnll‘iltlmeaonrg/ 1t<e<c]hunuuq[1une§/ Ti166/ . A\pp///i}aa//zf/[om:
authority avatar as the llaurger category <e;1nuc<onnnqp>alssﬁ]nlg ]Pneo»]plhm roles,

comununiications, and records. retunrn

[]FN 62] Cyber-N.E.T. Forensics, Cryp t<owglral]p]h1luc=(C¢o>1unn11t<elrif(e it Defense Group Report
((]F<elbn 25, 2_(0»2(6»)),« pPp- 2-8, 21-29, 40-48.; National Institute of Standards and Techmnol ogy,
Digital Identity Guidelines, NIST SP 800-63-4 (July 2025).

]hlltlt]p)b / /doi. (o>1rrgf/ 10,6028/ NIST.SP.800-6<=4. A\/pp///zca//tw/m separation of maturral person

from account operator or authority-bearing event. . Ireturn

[FN 63] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863 ((Sepnu 14, 2026)% PPp- 2-10, 18-31, 43-74, 82-92, 102-116.; Cyber-N.E.T. Forensics
/ B]rfudlge=<(3rante E.S.S,, Restricted Access Portal Solutions materials, as ii]nllteglraute(dl n
the September 2026 cAPTure and Civil Cyber-Infrastructure reports.. Application:

transition to source-furst 1nnue1t]h1<0)<dl<0)ll<ougy¢ rFeturn

[]FN 64] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863 ((Sepnu 14, 2026)% PPp- 2-10, 18-31, 43-74, 82-92, 102-116.; Cyber-N.E.T.
Forensics, (Clqv]pnt(@g]ralp]hlii<c=(C(onunnllt(e:lriﬁe;iilt Defense Group Report ((]Felbu 25, 2(0)2‘6»)% Pp- 2-8;
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21-29, 40-48.; National Institute of Standards and Te(c]hunm)lho»gyi ]D)iigfutaﬂl Identity
Guidelines, NIST SP 800-63-4 (July 2025). https://doi.org/10.6028/ NIST.SP.800-63-4.
A\pp///[@&/t/f@/m: source-first method and separation of account activity from humamn

authority. a return

[FN 65] Cyber-N.E.T. Forensics, Anatomy of the Strategic cAPTure-to-Kill Operation:
][1n11t<eg1raut<e(dl e-Forensic Report (<(O)<01t¢ 22, 2(0»25)),« Pp- 1-24, 69-203, 238-267, and (aqp]pne]nudl[i(ce&

]hlltlt]lp@i/ /cyberlawl iﬂbv]raur\monr(g/ ]F(E‘,‘}'P)(O']Flt§/ cyber-n-e-t-forensics =tex1lpnelr1t=1rep'oumt/ .
A\pp///[@&/t/f@/m: source support for the discussion wnder B. Rel[autii(o»lnls]hlftp to the CNIF,
CCDG, RAPS, and Civil Cyber-Infrastructure Research. a retuorn

[]FN 66] Cyber-N.E.T. Forensics, Cryptographic-Counterfeit Defense Group Report
((]Felbn 25, 2(0»2(6»)),« pPp- 2-8, 21-29, 40-48.. Application: source support for the discussion
wnder B. R«ellant[L(onnls]huip to the CNF, CCDG, RAPS, and Civil Cyber-Infrastructure
Research. a return

[FN 67] Cyber-N.E.T. Forensics / Bridge-Gate E.S.S., Restricted Access Portal Solutions
materials, as integrated in the September 2026 cAPTure and Civil Cyber-
Infrastructure reports.. Application: souwrce support for the discussion under B.
Rellantﬁ(o>1n1§]hlii]P> to the CNF, CCDG, RAPS, and Civil Cyber-lInfrastructure Research. @
Feturn

[FN 68] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an Evolving Threat ((Sepl& 240)26)% PP- 4-18, 22-46, 68-106.. Application:
source support for the discussion wnder B. Rel[ant[Uoums]ht[ip to the CNJF, CCDG, RAPS,
and Civil Cyber-Infrastructure Research. a return

[FN 69] O.R.A.C.L.E. Logistics Tean, Online Reputation and Credential Laundering
Exposure Expert Report, Version 30 (()Launu 20, 240)2‘6))),» <c<0)1nut1r(o>1Ul(unug first-dirraft baseline..
A\pp///[@&/t/f@/m: source support for the discussion wnder B. Rel[autii(o»lnls]hlftp to the CNIF,
CCDG, RAPS, and Civil Cyber-Infrastructure Research. a retuorn

[]FN 70] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(G‘]P)lto 4, 2(0»2(6’)% Pp: 2-10, 18-31, 43-74, 82-92, 102-116.. A\pp///[@ﬁz/t/[@/m: source
support for the discussion under C. Source Hierarchy and Sentence-Level Citation
Method. a return

[FN 71] Affidavit of John Berrena supporting the June 18, 2025 Petition for Emergency
Suspension, paragraphs 4-19 and Composite Exhibits A-1 through A-u.. Application:
source support for the discussion under C. Source Hierarchy and Sentence-Level
Citation Method. 8 return

[]FN 72] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an ]EV<0»1[Vfunlg Threat ((Sepl& 240)26)% PP- 4-18, 22-46, 68-106.; Jay Lewis Farrow,
Civil Cyber-Infrastructure Disruption Litigation: Historical Development,
Operational Durability, Adversarial Adaptation, and the Integrity of Trusted
Legal-Technical Control Planes ((Sepl& 10y 202(6% Pp- 6-12, 23-32, 55-96, 124-136..
Application: source support for the discussion wnder C. Source Hierarchy and

Sentence-=Level Citation Method. a retuorn
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[FN 73] Scott Rose et al., National Institute of Standards and Technology, Zero Trust
Aurchitecture, NIST SP 800-207 (Aug. 2020). https://doi.org/10.6028/ NIST.SP.800-
207; National Institute of Standards and Technology, Incident Response

Recommendations and Considerations for Cybersecurity Risk M anagrement, NIST
SP 800-61 Rev. 3 ((A\]pnr 9_10»25,)) ]hntlt]p)s / /doi.o rQF/ 10.6028/ NIST.SP.800-611r%. Ap, p///zcaz/t/zroun/
source support for the (dlllS(ClU[SSlL(O)]ﬂl under « Co Source Hierarchy and Sentence-Level

Citation Method. Fetuorn

[FN 74] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an Evol ving Threat ((Ste]plu 240)2_'6)),« PP- 4-18, 22-46, 68-106.. Application:

source support for the discussion uwnder C. Source Hierarchy and Sentence-Level
Citation Method. & return

[FN 75] National Institute of Standards and Technology, Incident Response
Recommendations and Considerations for Cybersecurity Risk Managenent, NIST
SP 800-61 Rev. 3 ((A\]P)]R 2(0»25)} https://doi.ore/10.6028/ NIST.SP.800-61rz. A\pp///[@ﬁz/t/[@/m:
source support for the discussion wnder D. Evidence Preservation, Visual Artifacts,

and Re]plﬁoxdhunciﬁb)iil[futy retunrn

[FN 76] Florida Bar letters and Notices of Assigmment attributed to John D. Womack
and transmitted Oct. 15-18, 2024, ﬁ(dl1eln11tftifyiilnlg Richard Jay Weiss as 17F Chaiur and
using varying investigating-member language, typography, name presentation,
and signature placement.. Application: sowrce support for the discussion wnder D.

Evidence Preservation, Visual Artifacts, and Reproducibility. e Iretunrn

[FN 77] Cyber-N.E.T. Forensics, cAPTuire-to-Kill APT: Mapping, Attributing, and
Containing an ]EV@»lVlurng Threat ((S@]P)lt 240)9_16)) PP- 4-18, 22-46, 68-106.. Application:
source support for the discussion wnder D. Evidence Preservation, Visual Artifacts,

and Re]plﬁoxdhunciﬁb)iil[futy retunrn

[]FN 78] Cyber-N.E.T. Forensics, (Clryp1t<o>g1ral]p>]h1fuc=<C<onu[1nutelrfeiilt Defense Group Report
(Feb. 25, 2026), pp. 2-8, 21-29, 40-48.; Cyber-N.E.T. Forensics / Bridge-Gate E.S.S.,
Restricted Access Portal Solutions materials, as integral ted in the September 2026
cAPTure and Civil Cyber-Infrastructure reports; Cybersecurity and Infrastructure
Security A\gelnucy Use Logging on Business Systemns.

]hlltlt]Db / / www.cisa. QF(O)\V/ audiences/small-and-medium-businesses/ securre-your=

bnursumu%s/ use-= l[(OHQFQFlL]ﬂlQ”=<O']Dl=]b)1U[b siness=systems. A\/[DP//IZOEHA’IZO/[/A native=o b»J ect ]p)1r<es<elr\vaut[i<onnl
and copy comparison. . returrn

[]FN 79] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(e‘plt 14, 2(0»'2(6))) PP: 2-10; 18=31; 43-74, 82=92, 102=116.; Affidavit of Johmn
Berrena supporting the June 18, 2025 Petition for Emergency Suspension,
paragraphs 4-19 and Composite Exhibits A-1 through A-u; The Florida Bar, Member
Profile and Discipline Documents for Jay Lewis Farrow, Bar No. 625213, captured
Sept. 2026. https://www floridabar.org/public/acap/disc-

docs/?icn=202z70622&member=6221z. A pp// ication: limits of institutional records

and source-layer separation. Breown
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[FN 80] Scott Rose et al., National Institute of Standards and Technology, Zero Trust
Architecture, NIST SP 800-207 ((A\luug\« 2_@20))\\ i tps\«/ /doi.org/10.6028/NIST.SP.800-
207; National Institute of Standards and T(ec]hunu@lhogy,« Incident Response

Recommendations and Considerations for Cybersecurity Risk Managenent, NIST
SP 800-61 Rev. 3 ((A\]P)]R 2025))\\ ]hlltlt]'P)S:I/ / <dl(0)i1¢<o'1r«g/ 10.6028 / NIST.SP.800-611r7; MITRIE
ATT&CK, Ti585, Establish Accounts. ]hlltlt]'P)Si/ / antlt‘auc]k\«lnmillt]ﬂeu(onrg/ ltt@(C]hl]ﬂlfiQ[lU[@S/ Tis8=/.

Application: role of independent open sources in mechanism corroboration.

retuorn

[]FN 81] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-086%3 ((Seplu 14, 2(0»2(6’)); PPp- 2-10, 18-31, 43-74, 82-92, 102-116.; Oct. 31, 2024 letters in
Florida Bar File Nos. 2025-70,132(17F) and 2025-70,140(17F), each setting Nov. 12, 2024 as
the deadline before 1F<onrwaur(dl[ilnug to the grievance committee; compared with
committee-meeting materials and the Nov. 25 petition.; Strenger v. RMC
Consulting, Inc., No. 2:23-cv-01226 (M.D. Fla.), orders dated Feb. 18, Mar. 19, May 23,
and Sept. 30, 2025, ]hlltlt]p)b / / ectfliond.auscourts. Q’O\V/ <CQFIL~ bin/show pu iblic doc?202z-

01226=40Q=2-CV=. A\/pp///zrca’z/twﬂ t<elnnqp>(o>1ralll analysis as an authority control. . Feturn

[FN 82] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an Evolving Threat (Sept. 2026), pp. 4-18, 22-46, 68-106.; MITRE ATT&CK,
Ti585, Establish Accounts. ]hlltlt]p)b / /attack.mitre. 1o>1rg/ t«e'c]hunuuqnu es/Ti8=/s MITRIE
ATT&CK, Ti565, Data M aunqunu[ lation. ]hlltltp&/ / antlt‘auc]k\«lnmlut]ﬁe\«(onrg/ ltte<c]hnnuuq[1uues/ Tis6s/.

A pp///i«@&/t/[@n: event-state-mechanism-attribution separation. Feturn

[FN 83] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863, ((Sepnu 14, 2(0»2(6’)); pPp- 2-10, 18-31, 43-74, 82-92, 102-116.; The Florida Bar,
Instructions to View ]D>[Ls<c[ip une Documents.

]hlltlt]Db / /www floridabar (onrg/ publl ic/ 1(ca11p>/ instructions/ . Ap, p///zca//t/z@/m bounded

comparator mel thod. . Feturn

[]FN 84] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Source-=First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863 ((Sepnu 14, 2026)% PPp- 2-10, 18-31, 43-74, 82-92, 102-116.; Preserved media and
(dle]rfwantfLV(e=]P)1urlb>llii<cal1tii<o>1n1 artifacts, ii]nuclhuudliilnlg Ap}r[ill 2, 2024 @benbwieder post, Miamnni
Herald author/ ]Pnr(oﬁfftlle captures, micclatchydc.com email presentation, Proton tips
address, PPPFraudChronicle republ [is]hlihnug ‘Swindler Barbie’ glraqp]hlﬁ(c and article-
distribution screenshots.. Application: dependency mapping and recursive

repe EUELOINL. . Iretuormn

[FN 85] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an Evol ving Threat ((S@]P)lt 2400_'6)) PP- 4-18, 22-46, 68-106.; Historical
Iopossibility of the Purported Permanent-Disbarment Path: A Source-First Legal,
Public-Record, and Forensic Reconstruction of SC2024-1681 and SC2025-0863 (Sept.
14, 2026), pp- 2-10, 18=31, 43-74, 82-92, 102-16.. Application: citation architecture and

reproducibility. & return
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[FN 86] Cyber-N.E.T. Forensics, cAPTuire-to-Kill APT: Mapping, Attributing, and
Containing an Evol ving Threat ((S@]P)lt 2400_'6)) PP- 4-18, 22-46, 68-106.; National
Institute of Standards and Technology, Incident Response Recommendations and
Considerations for Cybersecurity Risk Management, NIST SP 8oo-61 Rev. 3 (Apr.

2025). https://doi.org/10.602 ST.SP.800-61r3. lication: versioning, peer
5). https://d /10.6028/ NIST.SP.800-6 Applicat , P

review, and (dlltscup tned correction. . Feturn

[FN 87] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation: Historical
Dewvel (0)]P)Jnnue1nut Operational Durability, Adversarial Adaptation, and the Integrity of
Trusted Legal-Technical Control Planes (Sept. 10, 2026), pp. 6-12, 23-32, 55-96, 124-136.;
Brian D. Burgoon, Lawyer Discipline—A Roadmap to Florida’s Lawyer Regulation
Systemn, ¢8 Fla. B.J. 8 (May/June 2024). https://www floridabar.org/the-florida-bar-
jounrnal/ ]lal\\KVVte)]F=(dlﬁ§<CfL]P"fi]ﬂlte=al=lft0)al(dl][]ﬂl(alllpwlth>=1E]ltO>]Fﬁ(dlalb=llal\\>\V\V<E‘)]F=]Fte‘<g’ll,1[]lalltfi<Ol]ﬂl=§\\7§1t<€)]Uﬂl/ .

A pp///irca/t/fons‘ transition from Jnnue1t]huondl<o»ll<0)gy to ordinary 1[<e‘galll authority flow.
return

[FN 88] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation: Historical
Dewvel (0)]P)Jnnue1nut Operational Durability, Adversarial Adaptation, and the Integrity of
Trusted Legal-Technical Control Planes (Sept. 10, 2026), pp. 6-12, 23-32, 55-96, 124-136.;
Brian D. Burgoon, Lawyer Discipline—A Roadmap to Florida’s Lawyer Regulation
System, 98 Fla. B.J. 8 ((May/}humnue 9—‘0'24)) ]hlltlt]p)b / /www . floridabar <o'1r<gf/ the-florida-bar-
jounrnal/ ]lal\\KVVtG]F=<dllLS<CIL]“D)"lL]ﬂlte~al=]ﬂ0)al(dl][]ﬂl(al]lp>=lth>=ﬂltO>]FlUlelb=l[al\\>\V\V<e]F=]Fte<QﬂU ]laut1uonn1=svs1t<elnn1/

Application: ordinary legal and quasi-judicial trust architecture. 5] Iretunrn

[]FN 89] Scott Rose et al., National Institute of Standards and T@(c]hunuo’l[@gyy Zero Trust
Architecture, NIST SP 800-207 ((A\M[g\« 2(O>'Z<O)>)¢ ]hutlt]lp)S:I/ / <dlt0)ﬁ¢t0)lfgf/ 10.6028/ NIST.SP.800-
207; National Institute of Standards and Technology, Digital Identity Guidelines,
NIST SP 800-63-4 ( Ohu{ Y 2(0)25,)) Jhui trps: //doi. <O']FQF/ 10.6028 / NIST.SP.800-6==4;
Administrative Office of the ULS. Courts, (CM/ ECEF and PACER historical and
technical materials. ]hlltlt][:))b / / WWW.USCOUIFLS. QNO)V/ court-records/electronic-1 F|L1[|L1n1<gf~

cmi=ecf. A\/pp///zca//tw/m (0)1r(dlltlnlallry rela utluo»lnls]hqu among tdentity, credential, and [ <e<ga1

authority. . return

[]FN 90] Administrative Office of the ULS. Courts, CM/ECF and PACER historical and

technical materials. ]hlltlt]p)b / / WWW.USCOUIFLS. QNO)V/ court-records/electronic-1 F|L1[|L1n1<gf~
cmi=ecf; Florida Rules of General Practice and Judictal Administration, Florida
Courts E-Fili ung Portal standards, and Rules ]&«eglutl atttunug The Florida Bar, operative

historical and current versions. ]hlltlt]D)b / /www floridabair. tourg/ rules/rrtfb/.

Application: ordinary electronic filing and service workflow. 5] Iretunrn

[FN 91] Cyber-N.E.T. Forensics / Bridge-Gate E.S.S., Restricted Access Portal Solutions

materials, as integrated in the September 2026 cAPTure and Civil Cyber-
Infrastructure reports.; Administrative Office of the ULS. Courts, CM/ECEF and
PACER historical and technical materials. ]hutttps::/ / WWW.UISCOWIrts.gov/ counri-

records/ electronic-filung-cm-ect. A\pp///[aazlzf/[@um service and recipient ]Pno»]plutl[al1t[ito>1n1 as

ll(e:ga11l=(c¢o»1m1t1r<o»l[=pl[aunue~ elements. Fetunrn

[]FN 92] Historical ][1nn1]p><0)§siilb>[illii1ty of the ]P’lu[]r]p(onrltedl Permanent-Disbarment Paths A

Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
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§C2025-08673 (Sept. 14, 2026), pp. 2-10, 18-31, 43-74, 82-92, 102-16.; Affidavit of John
Berrena §1qu)lp)<o>1r1t[ilnlg the June 18, 2025 Petitiomn for ]E]nnuelrg(elnucy SlU[S]P)(E)]ﬂlS[UO)]Dl,«
pauralglraqp]hs 4-19 and Composite Exhibits A-1 lt]humonutgh A-11 Brrian D. Burgoon,
Lawyer Discipline—A Roadmap to Florida’s Lawyer Regulation System, 98 Fla. B.J.

8 (May/June 2024). https://www floridabar.org/the-florida-bar-journal/lawyer-

discipline-a-roadmap-to-floridas-lawyer-reoulation=-systen /. A prp lication: ordinary
evidentiary source distinctions. Feturn

[FN 93] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]L(egalll,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863 ((Sepnu 14, 2(0»2(6’)); PP: 2-10; 18=31, 43=74, 82-92, 102-116.; Brian D. Burgoon,
Lawyer Discipline—A Roadmap to Florida’s Lawyer Regulation System, 98 Fla. B.J.
8 (May/June 2024). https://www floridabar.org/the-florida-bar-journal/lawyer-

discipline-a-roadimap-to-floridas-lawyer-reoulation-systen/. A prp lication: rule-

gto»\ve]r]nue(dl 1l<egalll state transitiomns. Feturn

[FN 94] The Florida Bar, Member Profile and Discipline Documents for Jay Lewis
Farrow, Bar No. 625213, <caqpnt1unre<dl Sept. 2026.
]hutlt]pw/ /www floridabar. (O)JFQF/ pludb)ll ic/ aucauo/ disc

<dl(0)<cs/ 2icn=202550622&men bue F=62=21%; ]P’]ﬂese]r\we(dl media and derivai twe-]pluﬂb) lcation

artifacts, including April 2, 2024 @benbwieder post, Miami Herald author/profile
captures, mcclatchydc.com email presentation, Proton tips address,
PPPFraudChronicle Jr(e]pnuﬂb)lltglhuunlg ‘Swindler Barbie’ (glfal]P)]hllUC and article-
distribution screenshots.; The Florida Bar, Instructions to View Discipline
Documents. ]hltlt]p)b / /www floridabair. tourg/ pu blic/ aucaup>/ instructions/ . A\/pp//wa//tw/m

plutlb ication layer as canonical ]Pnr(o» fessional identity. . Feturn

[FN 95] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation: Historical
Dewvel (0)]P)Jnnue1nut Operational Durability, Adversarial Adaptation, and the Integrity of
Trusted Legal-Technical Control Planes (Sept. 10, 2026), pp. 6-12, 23-32, 55-96, 124-136.;
MITRE ATT&CK, Tugg, Trusted Relationship.

]hlltlt]p)b / /attack.mitre.o FQF/ 1t<e<c]hunuuq ues/ Tgg/. A\pp//wauﬁmn transitive trust and

1U[]P)§lt]ﬁefclllﬂﬂl lhe\velravg(e . Iretuormn

[]FN 96] Scott Rose et al., National Institute of Standards and T@;(c]hunuo»lhogy Zero Trust
Aurchitecture, NIST SP 800-207 (Aug. 2020). https://doi.org/10.6028/ NIST.SP.800-
207; Federal Bureau of Investigation, Business Email Compromise:.

https:// www fbi.oov/ how-we-can-help-you/common-frauds-and-scans/business-

email-compromise. Application: proportionate verification rather than universal
suspicion. . retuirn

[FN 97] Cyber-N.E.T. Forensics, cAPTuire-to-Kill APT: Mapping, Attributing, and
Cont tauunuunug amn Evol Vlurng Threat ((S@]P)lt 240)9_16)) PP: 4-18, 22-46, 68-106.; Jay Lewis Farrow,
Civil Cyber-Infrastructure Disruption Litigation: Historical Development,

Operational Durability, Adversarial Adaptation, and the Integrity of Trusted
Legal-Technical Control Planes (Sept. 10, 2026), pp. 6-12, 23-32, 55-96, 124-136..

A\/pp///ucaz/tw/m transition to the Authority-Rail Model. . retuorn

0O.R.A.C.L.E. July 7, 2026 Authority-Rail Compromises Report ® Page 114




ORACLE AUTHORITY-RAIL REPORT

[FN 98] Cyber-N.E.T. Forensics, cAPTuire-to-Kill APT: Mapping, Attributing, and
(C(onnutauunuunug an Evol Vlurng Threat ((S@]P)lt 2400_16)) PP 4-18; 22-46, 68-106.; Historical
Iopossibility of the Purported Permanent-Disbarment Path: A Source-First Legal,
Public-Record, and Forensic Reconstruction of SC2024-1681 and SC2025-0863 (Sept.
14, 2026), pp- 2-10, 18=31, 43-74, 82-92, 102-16.. Application: Authority-Rail Model and

e i=rail convergence. retuorn

[]FN 99] National Institute of Stamndards and Te(c]hunu@lho»gy,\ ]D)iigftltaﬂl Identity Guidelines,
NIST SP 800-63-4 (Ohu{][y 2025))\\ ]hlltlt]'P)S:I/ / <dl(0)i1¢<o'1r<g/ 10.6028 / NIST.SP.800-67-4; Recorded
Future Insikt Group, Synthetic Identities: A Dual Threat to Enterprises (((O)(ct\« 1,

2(0»25)); pp- 1-6. https://www.recordedfuture.com/research/synthetic-identities-dual-

threat-enterprises. A\pp///[aa//t/i@/m: source support for the discussion uwnder A.

Identity Rail. & retuorn

[FN 100] ULS. Department of Justice, Justice Department Announces Coordinated
Nationwide Actions to Combat North Korean Remote IT Worker Schemes (June 30,
2(0»25))\« https://www.justice.gccov/opa/ pr/justice-department-announces-

coordinated-nationwide-actions-combat-north-korean-remote; Federal Bureau of

][1n1V<e§1tlug@tltlu@n DPRK Leverages ULS. -Based Individuals to Defraud ULS. Businesses
and Generate Revenue ((Maty 16, 2 (0»24))
]hlltlt]p)b / / www . fbi. QF(O)V/ unves ltlUQFalltle/ cyber/alerts/2024/denoc rautluc~1D)<e«o>1pﬂlnes=1r<e1pnudbwll lc=

of- ]L(O]ﬁeal ll(e\welraugmewlmy based- lunudllt\wudhutalll s=to-defraud-us- bnurslunuesseb=annl<dl~rgﬁelnuelra1 te-

revenue. Application: source support for the discussion under A. Identity Rail.
Ireturn

[FN 101] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
(C(onnutauunuunug an Evol Vlurng Threat ((S(G]P)lt 2400_16)) PP 4-18; 22-46, 68-106.; Historical
Impossibility of the Purported Permanent-Disbarment Path: A Source-First Legal,
Public-Record, and Forensic Reconstruction of SC2024-1681 and SC2025-0863 (Sept.
14, 2026), pp- 2-10, 18=31, 43-74, 82-92, 102-16.. Application: source support for the
discussion wnder A. Identity Rail. & return

[]FN 102] National Institute of Standards and T@c]hunquhongy; ]D)iigfutall Identity Guidelunes,
NIST SP 800-63-4 (July 2025). https://doi.org/10.6028/NIST.SP.800-63-4; Microsoft
Threat ][1nut<el[l[[ige]nuce,~ ]Dheiﬁe]nudliilnlg Against ]EV(O)I[V[Umg Identity Attack T@(c]humihq[luues ((M[ay

209, i@?’_g)) ]hutlt]p»b*/ /www.miicrosofit.com/en-us/security/ bwll(owgf/ 202=z/05/2q9/del F@]nudliilnvgm

avgmal|L1n1s1t=lev<o»llv|L1n1<gf~ identity-attack- t«e(c]hunuuqnuueb/ A\/[Dp///zcauzfm]m source support for 1t]hue
discussion under B. Credential Rail. . Fetuorn

[FN 103] Microsoft Security Response Center, Results of Major Technical
Investigations for Storm-o558 Key Acquisition ((S@]P)lt 6, 2 (o>23>)
]hlltlt]p)b / /www.microsoft.com/en-us/security/ bﬂl(ongf/ 202z /00q/ 06/ results-of-miajor=

ltne<c]hunuucalll unves ltlL‘Q’altlL(O)]ﬂlb~1F(O)]F¢§1UO>]F]DD1=101l§§8 ke v=auc<qnuutslutluo»lrn/ Bl (e<eplunlgC<0>1nn1]p)1unt1e1r
Russian Hackers ] Exp oit Exchange OWA Zero-Day for L(ounngJDeJmm Mailbox Access

((Jlu[lly 29, 209_(6))) ]hlltlt]p)b //www.bleej P lunvgf(c«o»lnnupnmlttelr com/ news/securrity / Fussian-=
]hlaucktelrb=<ex1p>1l(0)lL1t=<ex<c]hlallnlrgfle~(0)\w:cu 74@]F<O'~(dl’cll V= ﬁour~ll<onntg~ term-=mailbox-access/ .

A\/pp///zcaz/tw/m source support for the discussion under B. Credential Rail. . retuorn
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[]FN 104] Cyber-N.E.T. Forensics, <C1ry]p1t<o»g1ral]p>]h1luc=<Ctonuun11t1elrif<e it Defense Group Report
(Feb. 25, 2026), pp. 2-8, 21-29, 40-48,; MITRE ATT&CK, Tio78, Valid Accounts.
]hlltlt]p)b / /attack.mitre.o rg/ 1t<e<c]hunuuq ues/ Tio78/ . A\pp///zcaz/tw/m source support f for the

discussion under B. Credential Rail. . Feturn

[]FN 105] David Temoshok et al., National Institute of Stamndards and Tec]hunu@lho»gyf
Digital Identity Guidelines: Identity Proofing and Enrollment, NIST SP 800-63A-4
((Jlu[lly 'z(o>25))) ]hlltlt]p)b //doi. (ourg/ 10.6028/ NIST.SP.800-6xA-4; David Temoshok et al.,
National Institute of Standards and Technol ogy, Di Uglutal Identity Guidelines:
Authentication and Authenticator Management, NIST SP 800-63B-4 (July 2025).
]hutltps::/ / (dl<o>l‘iuourg/ 10.6028/ NIST.SP.800-63B-4; Justin Richer et al,, National Institute
of Standards and Technology, Digital Identity Guidelines: Federation and
Assertions, NIST SP 800-63C-4 (July 2025). https://doi.org/10.6028/NIST.SP.800-63C-
4 A\pp///z‘}ca/t/[omr NIST identity ]Puﬂom)iﬁumg; authentication, federation, and the

remaining role-authority question. a Ire tuorn

[FN 106] ULS. Department of Justice, Justice Department Announces Coordinated
Nationwide Actions to Combat North Korean Remote I'T Worker Schemes (June 30,
2(0»25))\« https://www.justice.gccov/opa/ pr/justice-department-announces=

coordinated-nationwide-actions-combat-north-korean-remote; Federal Bureau of
][1n1V<e§1tlug@tltlu@n DPRK Leverages ULS. -Based Individuals to Defraud ULS. Businesses

and Generate Revenue ((Maty 16, 2 (0»24))

]hlltlt]p)b / /www . fbi. QF(O)V/ unves ltlUQFalltle/ cyber/alerts/2024/denoc rautluc~1D)<e«o>1pﬂlnes=1r<e1pnudbwll lc=
of- ]L(O]ﬁeal ll(e\welraugmewlmy based- lunudllt\wudhutalll s-to-defraud-us- bnurslunuesseb=annl<dl~rgﬁelnuelra1 te-
revenue; ][\(muo»\w]Buez]L, How a North Korean Fake IT Worker Tried to Infiltrate Us
((Jlu[lly 23, 240»24;)) ]hlltlt]p)b / /1 b)lhougf kinowbe4.com/how-a-north-korean-fake-it-worker=-
tried-to-infiltrate-us. A\pp///zcaz/sz]m false-worker conversion of synthetic identity

unto ge]nuu[iunue «e1n11t<elr]p)1rit§<e anunt]huour[uty . retuorn

[FN 107] Cybersecurity and Infrastructure Security Agency, Cloud Identity and
Access Maumage]nnuelm t: Recommended Best Practices for Administrators (May 2025).
]hlltlt]p)b / / www.cisa. QF(O)\V/ resources-tools/resources/ cloud-identity-and-access-

manage ment-recommended-best- 1p>1rauctluceb=al<dhnnuunutb strators; MITRE ATT&CK,
Detection Strategy DETos60, Detection of Valid Account Abuse Across Platforms
((<cre(ante<dl Oct. 21, 2025; modified May 12, 9__<o>2<6»))

]hutltps::/ / antlt(auck«]nnll‘iltlﬁeuonrg/ <dl<elt<e<01tii<o>1n1sltlraut(e\giues/ DETo=z60/. A\pp///i}aaz/t/[rmm: detection of

valid-account abuse beyond ]palssw‘onr(dl validity. rFetunrn

[]FN 108] Federal Bureau of ][1n1V<e§1tlugautluonnl Business Emnail Compromise.
]hlltlt]p)b / / www. fbi. QF(O)V/ how-=-we-can- ]huelhpwvonur/ conmunon-=frauds-and-scans/business-

<elnnlaudl~<C(0)Jnnup)1r<onnnlltse Federal Bureau of Investigation / Internet Crime Complaint
Center, Senior ULS. Officials Impersonated in Malicious Messaging Campaign ((Maty
15, 2@25))) ]hlltlt]D)b / /www.fbi. QF(O)\V/ unvest lugfautte/ cyber/alerts/202=/senior-us-officials-
Unpersonal ted-in-malicious-mess aging-campaign. Application: source support for

the discussion wnder C. Comumunications Rail. a retuorn

[]FN 109] Cyber-N.E.T. Forensics, Cryptographic-Counterfeit Defense Group Report
((]Ftelbn 25, 2(0»2(6’)),« pPp- 2-8, 21-29, 40-48.; Microsoft Security Response Center, Results of
Major Technical Investigations for Storm-o558 Key Acquisition (Sept. 6, 2023).
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https://www.microsoft.com/en-us/security/blog/202z/0q/ 06/ results-of-miajor=

technical-investigations-for-storm-oss8-kev-acquisition/. A prp lication: source

support for the discussion wnder C. Comunmunications Rail. Feturn

[]FN 110] Federal Bureau of Investigation / Internet Crime (C<o>1nn1pl[al[ilnut Center, Senior
ULS. Officials Impersonated in Malicious Messaging Campaign (May 15, 2025).
]hlltlt]p>§‘:/ / WWW., ﬂb)l‘LQF(O)V/ l‘i]nl\veﬂtiigaute/ cyber/alerts/202=/senior-us-officials-

Unpersonal ted-in-malicious-mes aglunugmcaunnup)alugﬂnt Federal Bureau of Inves:i tlug@ﬂtlu@]m

W@umnuumg (C(onnuce]r]nuunlg criminals’ use of ge)nue]rautlt\v«e Al voice <cl[(o>1nuunvg and video to
Umpersonate trusted p@@p le and (O']F(g’al]nllLZHlltlUO)]DlS ]hltlt]D)b / / www . fbi. QFO\V/ contacit=

us/ field-offices/sanfrancisco/news/fbi-warns-of-uncreas lL]nuth]hl reat-of-cyber-

criminals-utilizing-artificial-intelligence. Ap P//IZCHIIKIZOI[% source support t for the
discussion wnder C. Comumunications Rail. rFetunrn

[]FN 111] Historical Iimpossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]L(egalll,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863 ((Sepnu 14, 2(0»2(6’)); pPp- 2-10, 18-31, 43-74, 82-92, 102-116.; The Florida Bar,
Lawyer Discipline: A Roadmap to Florida’s Lawyer l{egu lation Systemnn, and Rules
]&eglu[l antlunlg The Florida Bar. ]hlltlt]p)b / /www floridabair. (O)JFQF/ the-florida-bar-
journal/lawyer-disc upll Une=-a=ro audhnnhaulpw to-floridas =l[a1\\\V\v<eJr=the u llation-systen/.

Application: souwrce support for the discussion wnder D. R@l[e-aunudl-}\\luut]huonrluty Rail.
Ire tunrn

[]FN 112] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]L(egalll,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863, ((Sepnu 14, 2(0»2(6’)); pPPp- 2-10, 18-31, 43-74, 82-92, 102-116.; Florida Bar letters and
Notices of Assignment attributed to John D. Womack and transmitted Oct. 15-18,
2024, identifying Richard Jay Weiss as 17F Chair and using varying investigating-
menmber 1lal1nlg1utalge? ltY]P)(O»g]Fal]P)]hly,« name presentation, and sftglnlantluur@ pllauce]nnumnutM
Application: source support for the discussion wnder D. Role-and-Authority Rail.

retuorn

[]FN 113] Respondent’s Motion for Order to Show Cause, SC2024-1681 ((]Fe b. 27, 9’_@25)),«
lunuclhundllunlg embedded Feb. 26 Weiss Serota comumunication (dllur@(ctlunlg future
conmumunications to Patricia Amnn Toro Savitz at ]P)Sal\VlUtZ@ floridabar. org; MITRE
ATT&CK, Ti656, Impersonation. et tps: / /attackamitre. tourg/ ltne(c]hunuuqnune /T1656/ .
Application: souwrce support for the discussion under D. Role-and- -Authority Rail.

retuorn

[FN 114] Cyber-N.E.T. Forensics, Cryptographic-Counterfeit Defense Group Report
((]Ftelbn 25, 2_(0»2_6’)),« pPp- 2-8, 21-29, 40-48.; Microsoft Security Response Center, Results of
Major Technical Investigations for Storm-o558 Key Acquisition (Sept. 6, 2023).
]hlltlt]lp>§i/ /www.miicrosoft.com/en-us/security/ 1b>ll(oug/ 202z /00q/ 06/ results-of-miajor=

technical-investigations-for-storm-oss8-kev-acquisition/. A prp lication: technical

email authentication and its inability to prove huwman intent or legal authority.

Iretuormn

[FN 115] Historical Inmpossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
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SC2025-0863, ((Sepnu 14, 2(0»2(6’)); PP- 2-10, 18=31, 43-74, 82-92, 102-116.; The Florida Bar,
Lawyer Discipline: A Roadmap to Florida’s Lawyer Regulation System, and Rules
Reglu[llantfumg The Florida Bar. https:// \W\\KV\\\VJH[OHFfidl«’c]lb@l]ﬂ@ﬂf%ﬁ/ the-florida-bar-
jounrnal/ ]lal\\KVV(G)]F=(dlﬁS<CfL]P"fi]ﬂlt€)=al=lft0)al(dl][]nlxalllp>=lt(O>=1E]ltO>]Fﬁ(dlalb=l[al\\\V\\I<E‘)]F=JFt€;gﬂU[HBlltﬁ<0>]ﬂl=§\\7§1t<€)][]ﬂl/ .

Application: event-specific role authentication through governance records.
Ireturn

[]FN 116] Federal Bureau of Investigation / Internet Crime (Ctounmpl[a[i]nut Center, Senior
ULS. Officials Impersonated in Malicious Messaging <Caunnl]p>aiig1nl (May 15, 2025).
]hlltlt][)b / / www. fbi. QF(O)V/ unves ltlugfaute/ cyber/alerts/202=/senior-us-officials-

U persona ted- lL]Dl~]Uﬂlal]lIL(CIL(O>1U[D=]DD1(6 aglunugmcaunnup)allugﬂnt Federal Bureau of Inves:i tlug@ﬂtlu@]m

W@umnuumg (C(onnuce]r]nuunlg criminals’ use of ge)nue]rautlt\v«e Al voice (cl[(onnuunvg and video to

Umpersonate trusted p@@p le and O]ﬁg’a]ﬂllLZHlltlUO)]DlS ]hltlt]D)b / /www . fbi. QF(O)\V/ contacit=
us/ field-offices/sanfrancisco/news/fbi-warns-of F=lL]ﬂl4CJFt6<alb IL]ﬂlQF=lt]hl reat-of-cyber-

C]FlL][]ﬂllL]ﬂlal]l<=1U[ltlL]llLZlL]ﬂlQF=al]FltlLFlUClL’c]l]l lunut(e]llllugﬁe]nuce Federal Bureau <0)1f Invesi tlug@ﬂtlumm

Spoo Flumg and ]P’]huts]huunlg hiti tps: / /www. fbi. ‘gmo»\V/ how-=-we-can-=hel p)=\v<o»1U[/ COINUNNOIN=

frauds-and-scams/spoo flunvgmaunudl~1p)]hllts]h1lunvgm A\/[Dp///zaaz/zf/z@um‘. luonits (0)f voice, video,

1t<e;ll<e‘]p]huonnue numiber, and fanoiliar presentation. Feturn

[]FN 117] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Legalll,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863 ((Sepnu 14, 2(0»2(6’)); PPp- 2-10, 18-31, 43-74, 82-92, 102-116.; The Florida Bar,
Lawyer ]D)[i§<cii]p)llftln1<e: A R(O).audllnnlaqp to Florida’s Lawyer Reglud[autihonm System, and Rules
Reglu[llantfumg The Florida Bar. https:// \W\\KV\\\VJH[OHFfidl«’c]lb@l]ﬂ@ﬂf%ﬁ/ the-florida-bar-
jounrnal/ ]lal\\KVV(G)]F=(dlfi§<CfL]P)"[L]ﬂlt€)=al=lft0)al(dllnnlal]lp>=lt(O>=1E]ltO>]Fﬁ(dlalb=l[al\\\V\V<E‘)]F=]F®‘g”lll[ualltfi<0>]ﬂl=§\\7§lt@][]ﬂl/ .

A\pp///z‘?ca/t/[om: source support for the discussion wnder E. Procedural-State Rail.
return

[]FN 118] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and

SC2025-086%3 ((Sepnu 14, 2026)% PP- 2-10, 18-31, 43-74, 82-92, 102-116; MITRE ATT&CK,
Ti565, Data M[allnlii]pnutllantfuonnh ]hutttps::/ / autltauck&nntl‘ilt]rn&@urg/ 1t<e<c]humiiqpuues/ Tis6s/. A\pp///[raa//[/[ra/m:

source support for the discussion under E. Procedural-State Rail. Feturn

[FN 119] Cyber-N.ET. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an Evol ving Threat ((S@]P)lt 2400_16)) PP 4-18; 22-46, 68-106.; Jay Lewis Farrow,
Civil Cyber-Infrastructure Disruption Litigation: Historical Development,
(O)]pnelrantlL(O)lnlalll Durability, Adversarial Ad aptation, and the ot teglru ty of Trusted
Legal-Technical Control Planes (Sept. 10, 2026), pp. 6-12, 23-32, 55-96, 124-136..

A\pp///z‘?ca/t/[om: source support for the discussion wnder E. Procedural-State Rail.
return

[]FN 120] Administrative Office of the ULS. Couwrts, CM/ECF and PACER historical and
technical materials. ]hlltlt]p)b / / WWW.USCOUIFLS. QF(O)V/ court-records/electronic-1 Fltlllunugﬁ~

cm-ecf; The Florida Bar, Lawyer ]D)ILS(CIL]P) tne: A Road map to Florida’s Lawyer
Regulation System, and Rules Regulating The Florida Bar.
]hlltlt]lp>§i/ / \W\W\\\V\~ﬂ[@]r[L(dlallbwllﬂ(o)]F‘gf/ 1t]hue=1ﬂl<o»1rl‘i(dlal=1bwallr=l|] ouwrnal/lawyer-disc fLP]lﬁ]ﬂl@=(dl=]t’©>(al(dl][]ﬂl«alllp)g
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to-floridas-lawyer-regulation-systenn/ . A\pp///[aa//é'/[@/m: source support for the
discussion wnder F. }\\(dljilu[<dlft<caltii\\7e ][1n11ta1]L<<e=aunudl=R<onut1tfurng Rail. retuorn

[FN 121] Cyber-N.E.T. Forensics / Bridge-Gate E.S.S., Restricted Access Portal Solutions
materials, as integral ted un the S(elp)1t1elnnﬂbnelr 2026 cAPTure and Civil Cyber-
Infrastructure reports.. A\pp///[@&//t/[@/m: source support for the discussion wnder F.

A(dljlundl[hcantfwe ][1n11ta]L<e=aunudl=][{(onm1tfunvg Rail. rFetuorn

[FN 122] Administrative Office of the U.S. Courts, Cybersecurity Measures
Strengthened in Light of Attacks on Judiciary’s Case Management System (Aug. 7,
2@25,)) ]hlltlt]p)b / / WWW.USCOUIFLS. QF(O)V/ data-news/| ju diciary-

news/202s/08/07/cybersecurity-measures-strengothened-light-attacks-judiclarys-

case-managrement-system; Administrative Office of the ULS. Courts, Jhundlges Outline
Accelerated Modernization of Case Management System (Mar. 10, 2026).
]hlltlt]D>§‘Z/ / WWW. IS COUEI tsagﬂo»\\// data-news/ i]luudll‘[(ciiaurv=1nue\\>\vs/ 2026/0%/10/ i’|1uudl<9ﬂe\b ~outline-

auc<c«ell<elraut(e<dl ][]ﬂl(O)(dlte]F]ﬂllLZ@lltlL<O']ﬂl=4cal§(€) -Ianagrenmen t-systemn. A\/Dp///zca//sz/m source support

for the discussion wnder F. A\(le|1U[<dllucautlt\ve Intake-and- ]Konuntlumg Rail. . Fetunrn

[FN 123] Cyber-N.ET. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an Evol Vftln1<g Threat ((S@]P)IL 1400116))« PP- 4-18, 22-46, 68-106.; Cyber-N.E.T.
Forensics / Bridge-Gate E.S.S., Restricted Access Portal Solutions materials, as
integrated in the September 2026 cAPTure and Civil Cyber-Infrastructure reports..

Application: conversion of technical interference into legal state. . return
[FN 124] Cyber-N.E.T. Forensics / Bridge-Gate E.S.S., Restricted Access Portal
Solutions materials, as integrated in the September 2026 cAPTure and Civil Cyber-

Infrastructure reports.; Administrative Office of the ULS. Courts, CM/ECEF and
PACER historical and technical materials. ]hlltlt]p)b / / WWW. UISCOUIFLS. Q’O\V/ Ccourt-

records/ electronic-1 FILI[lL]Dl<QF=(C]Uﬂl=<e‘<C A\/[Dp///zcauzfmﬂ separation of ]Pnonrltaﬂ[ transaction

states. . Iretuorn

[FN 125] Administrative Office of the ULS. Courts, Cybersecurity Measures
Strengthened in Light of Attacks on Judiciary’s Case Management System (Aug:. 7,

2<0>25,>) ]hlltlt]p)b / / WWW.USCOUIFLS. QF(O)V/ data-news/| ju diciary-
news/ 'ZfO»’lr;,/ 08/ 07/ cybersecurity-measures-stre Jnvgﬂt]hue ned-=1 ltgh t-attacks-judiciarys-

case-management-systen; Administrative Of Fifluce of the ULS. Courts, Jud ges Outline

Accelerated Modernization of Case M anagrement System (Mar. 10, 2026).

https:/ / www.uscourts.gov/data-news/judiciary=-news/2026/0z/10/ judgoes-outline-
T = 7 7 &

accelerated-modernization-case-management-systemn; Administrative Office of the
ULS. Courts, Judiciary Approves Funding for Case Management and Public Access
Modernization ((Jhumnue 26, '2_0'2(6:)) ]hlltlt]p)b / / WWW.USCOUIFLS. QF(O)V/ data-news/| ju diciary-

news/2026/06/26/ ju dici lary-approves- FlunnudllL]nL(gF=(cal§<e\ -mnanage: nnue]nut=aunudl -pu blic-

access-modernization; A(dhnnllunutst]mutlt\ve Office of the ULS. (Ctonuur ts, Court Operatiomns—
Aununual Report 2025, https:/ / www.uscourts.oov/data-news/reports/annual-

reports/directors-annual-report/annual-report-202c/ court-operations-annual-

report-2025. A\pp///[oaz/zf/[@/m: official recogmnition of attacks and modernization of

J‘]luudlfuciim[ case-management systems. a rFeturn
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[FN 126] The Florida Bar, Member Profile and Discipline Documents for Jay Lewis
Farrow, Bar No. 625213, <caqp)1t1unre<dl Sept. 2026.

https:// \V\V\W\v\Vdﬂ[«o»Jrl‘i(dlaﬂbvaumourg/ ]'P)ll,l[]b\l[ ic/ aucaqp/ disc-

docs/?icn=202z50622& menmber=62=21%; Preserved media and derivai thVeﬂP)lU[]b) lcation
artifacts, including April 2, 2024 @benbwieder post, Miami Herald author/profile
captures, mcclatchydc.com email presentation, Proton tips address,
PPPFraudChronicle Jr(e]pnuﬂb)llﬁg]hli‘umg,» ‘Swindler Barbie’ glraqp)]hlfucy and article-
distribution screenshots.. Application: sowrce support for the discussion wnder G.

]P’ludb)llfucautii<o»1n1=aunudl=R<e]Pnu[1ta11tfL(o>1n1 Rail. . retuorn

[FN 127] The Florida Bar, Member Profile and Discipline Documents for Jay Lewis
Farrow, Bar No. 625213, <caqp)1t1unre<dl Sept. 2026.

https:/ / www floridabar.ore/public/acap/disc-
docs/?icn=202z50622& member=62=21z; Preserved media and derivai thVeﬂP)lU[]b) lcation

artifacts, including April 2, 2024 @benbwieder post, Miami Herald author/profile
captures, mcclatchydc.com email presentation, Proton tips address,
PPPFraudChronicle Jr(e]pnuﬂb) 1L§]huumg,» ‘Swindler Barbie’ glraqp)]huucy and article-
distribution screenshots.. Application: sowrce support for the discussion wnder G.

]P’ludb)llfucautii<o»1n1=aunudl=R<e]Pnu[1ta11tfL(o>1n1 Rail. . retuorn

[]FN 128] Historical Iimpossibility of the Purported Permanent-Disbarment Path: A
Source-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((Sepl& 14, 2(0»26))% Pp: 2-10, 18-31, 43-74, 82-92, 102-116.; Oct. 31, 2024 letters un
Florida Bar File Nos. 2025-70,132(17F) and 2025-70,140(17F), each setting Nov. 12, 2024 as
the deadline before 1F<onrwaur(dl[ilnlg to the g}rﬁteval1nl<c<e comumittees <c<onnn1paume(dl witth
committee-meeting materials and the Nov. 25 petition.. Application: source

support for the discussion wnder H. Temnlp(onrall[ Rail. retuorn

[FN 129] Report of Referee, The Florida Bar v. Farrow, SC2024-1681 / SC2025-0863, Filing
No. 235057778 ((N@\\A 4, 2(0»25),« PP: 1=7 13-24.; Strenger v. RMC C‘OHU[S]U[][I[Z&]DU%X Inc,, No.
2:23-Cv=01226 ((MJDL ]Fl[a\«)),« orders dated Feb. 18, Mar. 19, May 23, and Sept. 30, 2025,
]hlltlt]lp>§i/ / ect flnd.uscourts.grov/cgi-bin/show 1pnudbﬁ[ibc doc?2027-01226-409-2-CV=.

A\pp///[@&/t/[@/m: source support for the discussion wnder H. Te]nnqp)(onrall Rail. a rFetunrn

[FN 130] Farrow et al. v. [OA Group, LLC et al., No. 1:25-cv-20544 (S.D. Fla.), Verified
Complaint filed Feb. 5, 2025, related filings, and Feb. 8 affidavit of Dr. Jane Doe.;
Wieder research pauc]kag(e lunuclhuudllunlg Wieder Dossier v.o, National Press Foundation
pro file research, McClatchy/Miami Herald author materials, 1t<e:ll<ep]huo»1nue and email
artifacts, and ]Pnreselr\ve(dl screenshots.. A\pp///[oaz/t/[@/m source support for the discussion

under H. Te)nnqpnonralll Rail. a Fetuorn

[FN 131] The Florida Bar, Member Profile and Discipline Documents for Jay Lewis
Farrow, Bar No. 625213, <caqp)1t1unre<dl Sept. 2026.

https:// \V\V\W\v\Vdﬂ[«o»Jrl‘i(dlaﬂbvaumourg/ ]'P)ll,l[]b\l[ ic/ aucaqp/ disc-

docs/?icn=202z50622& member=62=21%; Preserved media and derivai thVeﬂP)lU[]b) lcation
artifacts, including April 2, 2024 @benbwieder post, Miami Herald author/profile
captures, mcclatchydc.com email presentation, Proton tips address,
PPPFraudChronicle Jr(e]pnuﬂb)llﬁg]hli‘umg,» ‘Swindler Barbie’ glraqp)]hlfucy and article-
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distribution screenshots.. Application: publication as a terminal authority rail.

retuorn

[FN 132] H ﬁ§1t<o>1rft<calll ][Jnnl]PxO)SsUb)Ulfuty of the Purported Permanent-Disbarment Path: A
Sowrce-First ega , Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(eplt 14, 2(0»2(6))) PPp- 2-10; 18=31, 43-74, 82-92, 102-116,; Strenger v. RMC
Consulting, Inc., No. 2:23-cv-01226 (M.D. Fla.), orders dated Feb. 18, Mar. 19, May 23,
and Sept. 30, 2025, ]hlltltpm/ /ect flond.uscourts.gov/cgi-bin/show _public_doc?2023-

01226=40Q=2-CV=. A\pp///[@ﬁ//t/[@/m: 1t<emnqpxo>1raﬂl authority and event-availability analysis.

retuorn

[FN 133] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an Evol Vftlnlg Threat ((Seplt 2400‘_'6)) PP 4-18; 22-46, 68-106.; Jay Lewis Farrow,
Civil Cyber-Infrastructure Disruption Litigation: Historical Development,
Operational Durability, Adversarial Adaptation, and the Tni tegrity of Trusted
Legal-Technical Control Planes (Sept. 10, 2026), pp. 6-12, 23-32, 55-96, 124-136..
Application: transition to the templated cAPTure authority sequence. . retunrn

[FN 134] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Conul tauunuunug an EVO»]Vlunug Threat ((S@]P)lt 2400_'6)) PP 4-18, 2_2=4u6>,« 68-106.; Cyber-N.E.T.
Foremsics, Anatony of the Slt]r@ﬂt@glt@ cAPTure-to-Kill (O)]Pne:]rantfuonm:: ][1n11t<eg1rautedl e-
Forensic Report (<(O)(Clt\« 22, 2(0»25)% PP- 1-24, 69-203, 238-267, and (aqplpnelnudl[i(ce&

https://cyberlawlibrary.org/reports/cyber-n-e-t-forensics-expert-report/.
A\pp///[@&/t/[@/m‘:‘ lte)nnl]pl[ante(dl cAPTure authority-avatar sequence. a Feturn

[FN 135] Cyber-N.E.T. Forensics, Anatomy of the Strategic cAPTure-to-Kill Operation:
][Jnnteg]raut(e(dl e-Forensic Report (<(O)(c £, 22, 2(0»25,) PP- 1-24, 69-203, 238-267, and aqpqpne]nl(dl[i(ce&
]hlltlt]Db //cyberlawlibrary. 1o>1rg/ reports s/ cyber-n-e-t-forensics =tex1lpne‘1r1t=1rep'oumt/ .

A\pp///zrca/tw/m‘. source support f for the discussion under A. Reconnaissance and Target
Maqpqpfunt@ Fetunrn

[]FN 136] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, A\ltltlfiilb)lU[ltftlﬂl'gf and
Containing an EVO»]Vlunug Threat ((S@]P)lt 240)9_16)) PP- 4-18, 22-46, 68-106.. Application:
source support for the discussion wnder A. Reconnaissance and Target Mapping.

retuorn

[FN 137] Historical lmpossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(@]P)l& 14, 2(0»2(6’)% Pp: 2-10, 18-31, 43-74, 82-92, 102-116.. A\pp///f@ﬁ//t/[@/m: source

support for the discussion uwnder A. Reconnaissance and Target Mapping. Feturn

[FN 138] MITRE ATT&CK, Ti585, Establish Accoumts.
]hlltlt]Db / /attack.mitre.o FQF/ t<e<c]hunuuq ues/ Tis8=/ . A\Fp[ﬂcataalm source support for the

discussion uwnder B. Persona or Role Seedi ng. . retuorn

[FN 139] Florida Bar letters and Notices of Assignment attributed to John D. Womack
and transmitted Oct. 15-18, 2024, ﬁ(dl1eln11tftifyiilnlg Richard Jay Weiss as 17F Chaiur and
using varying investigating-member language, typography, name presentation,
and signature placement.. Application: source support for the discussion under B.

Persona or Role Se(e(dliilnlgo rFeturn
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[]FN 140] O.R.A.C.L.E. ] OglLSltlL(CS Tean, Online ] Reputation and Credential ]Lanuunudl(elrlunvg
Exposure Expert Report, Version 30 ()[aunh 20, 240)2_'6))) comntroll lunug first-dirraft baseline..
A )/[D)///Zrca/t/z"on: source support for the discussion under B. Persona or Role Seedl ngr.

retuorn

[]FN 14,1] MITRE ATT&CIK, T]LtO»j/S Valid Accounits.
]hlltlt][)b / /attack.mitre.o FQF/ 1t<e<c]hunuuq ues/ Tio78/ . A\pp///zcaz/tw/m source support f for the

discussion under C. Credential Acquisition or ]&tellaltluonms]hqu) Substitution. . Feturn

[]FN 142] ]&«esp@1nudl1elnnt’s Motion for Order to Show Cause, SC2024-1681 (( eb. 27, 91(0»‘25)%
lunuclhundllunlg embedded Feb. 26 Weiss Serota conmunnumnication (dllur@(ctlunlg future
conmumunications to Patricia Amnn Toro Savitz at ]P)Sal\VlthZ@ floridabar. 0L
Application: source support for the discussion wnder C. Credential Acquisition or

Rel[antﬁ(onnlg]hl[L]p> Substitution. . retuorn

[FN 143] Cyber-N.E.T. Forensics, Cryptographic-Counterfeit Defense Group Report
((]Felbn 25, 2(0»2(6’)),« pPp- 2-8, 21-29, 40-48.. Application: source support for the discussion
under D. Trusted-Channel lnsertion. & retuorn

[FN 144] The Florida Bar, Member Profile and Discipline Documents for Jay Lewis

Farrow, Bar No. 625213, captured Sept. 2026.
]hlltlt]lp>§i/ / \V\V\W\\\Vjﬂl«onrl‘i(dlallbmumourg/ pludb)ll ic/ aucaqp/ dlisc=

docs/licn=202570622&member=62521z. Application: source support for the
PP PP

discussion wnder D. Trusted-Channel Insertion. . retuorn

[FN 145] Cyber-N.E.T. Forensics, Anatomy of the Strategic cAPTure-to-Kill Operation:
Integrated e-Forensic Report (Oct. 22, 2025), pp. 1-24, 69-203, 238-267, and appendices.
]hlltlt][)b //cyberlawlibrary. 1o>1rg/ 1r<e1p)<o'1r1ts/ cyber-n-e-t-forensics ~experit-) repnoumt/ MITRE
ATT&CK, Ty, Enmail Collection. ]hlltltpm/ /attack. ot rneuourg/ t<etc]hunuuq[1u es/ Ty /.

A\pp///i}ca/t/[om:‘ rel[aut[Uounls]hl[L]P>=<c<e;1nnter(e(dl reconmnalssance. rFeturn

[FN 146] Florida Bar letters and Notices of Assignment attributed to John D. Womack
and transmitted Oct. 15-18, 2024, ﬁ(dl1eln11tftfyiilnl<g Richard Jay Weiss as 17F Chair and
using varying investigating-member language, typography, name presentation,
and signature placement.; Respondent’s Motion for Order to Show Cause, SC2024-
1681 (Feb. 27, 2025), including embedded Feb. 26 Weiss Serota commumnication
directing future communications to Patricia Ann Toro Savitz at
psawlutz@ loridabar. org; MITRE ATT&CK, Ti656, Inmpersonation.

]hlltlt]p)b / /attack.mitre.o FQF/ 1t<e<c]hunuuq ues/ T166/ . A\/[Dp///zcaz/zf/m]m documentary amnd

relational role §e1e(dllunugo rFetunrn

[]FN 14/7] MITRE ATT&CIK, 7['][(0»7/8,« Valid Accounts.
]hlltlt]lp>§i/ / antltauck«mml‘ilt]reuonrg/ 1t<e<c]hunliiq[1unes/ Tio78/; MITRE ATT&CK, Tugg, Trusted
Rel[antfuonnlg]hl[L]p> ]h11t1t1|:>>§°/ /attack.mitre. tourg/ lt«e(c]hunlihqnuu%/ Tiigg/; Microsoft Threat

Intell igence, De F(e]nl(dlltlﬂl'g Against Evol ving ][(dhe]nntluty Attack Techniques ((Maly 209,

2(0@5,)) ]hlltlt]p)b / /www.microsoft.com/en-us/security/blog/202=/0s/209/defending-

agrains 1t=neV<o»llV iner=identity-attack-techniques/. A rp lication: credential acquisition

and Jrel[ant[i(onnls]h[ip substitution, Feturn
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[FN 148] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(G)]P)lto 14, 202(6’)))\ Pp: 2-10, 18-31, 43-74, 82-92, 102-116.. A\/[D)/p///[aaz/t/[roum‘:‘ source

support for the discussion wnder E. State Transittion. a Feturn

[]FN 149] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(G)]P)lto 14, 202(6’)))\ Pp: 2-10, 18-31, 43-74, 82-92, 102-116.. A\/[D)/p///[aaz/t/[roum‘:‘ source
support for the discussion under E. State Transition. a return

[FN 150] Report of Referee, The Florida Bar v. Farrow, SC2024-1681 / SC2025-0863,
Filing No. 235057778 (Nowv. 4, 2025), pp- 17, 13-24.. Application: source support for the
discussion uwnder F. Institutional Reliance. a return

[FN 151] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation: Historical
]D)<e\vell(o>plnnle]num <O)]p>(elrallt[Ltonnlalll Durability, Adversarial A\(dLalpltantfuonnL,« and the Integrity of
Trusted Legal-Technical Control Planes ((Se]pnu 10, 2(0»2(6»)),« PP: 6-12, 23-32, 55-96, 124-136..
Application: source support for the discussion under F. Institutional Reliance. @
return

[]FN 152] Report of Referee, The Florida Bar v. Farrow, SC2024-1681 / SC2025-0863, ]F[[llii]nlg
No. 235057778 (Nowv. 4, 2(0»25)),« PP- =7 13-24.. Application: souwrce support for the

discussion wnder G. Recursive Alnnlpll[Ufihcant[i(onnu a rFetunrn

[FN 153] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an Evolving Threat (Sept. 2026), pp. 4-18, 22-46, 68-106.. A\p%///[ca/t/[rmm:

source support for the discussion under G. Recursive Alnnlpl[[‘Lifihcautfuounb

[]FN 154] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Maqpqpfuntgi Altlt]rftlbnuntfumg,« and
Containing an Evolving Threat (Sept. 2026), pp. 4-18, 22-46, 68-106.. Application:

retuorn

source support for the discussion wnder H. A(dlallp)ltantii(onm and Persistence. a FetunEn

[FN 155] National Institute of Standards and Technology, Incident Response
Recommendations and Considerations for Cybersecurity Risk Managenent, NIST
SP 800-61 Rev. 3 ((A\]P)]R 2025))\\ https:// <dl(0vil\«<o'1r<g/ 10.6028/ NIST.SP.800-61rz. A\/[D)/lo)///[zaaz/t/[roum‘:‘

source support for the discussion wnder H. ./’\\(dlal]pltalltiho»lnl and Persistence. a Fetulrn

[]FN 156] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: M[aqpqpihntg A\ltlt]ﬁ“bﬂuﬂtft]ﬂlg,« and
<C(o>1n11ta[[1nlii1mg an ]EV<0»1[Vfunlg Threat ((Sepl& 240)26)); PP- 4-18, 22-46, 68-106.; Historical
Iopossibility of the Purported Permanent-Disbarment Path: A Source-First Legal,
Public-Record, and Forensic Reconstruction of SC2024-1681 and SC2025-0863 (Sept.
14, 2026), pp- 2-10, 18=31, 43-74, 82-92, 102-16.. Application: accepted state as the

¢o>]pne]ralltii(onnlall[ (O»lb»j@(Clt[[V@A a retuorn

[FN 157] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation: Historical
]D)@\V@][(O)]P)]Dnl(e‘]ﬂllt; <O)]p>(elrallt[Ltonnlalll Durability, Adversarial A\(dLalpltantfuonnL,« and the ][1n11t<e:g1rfuty of
Trusted ]Legalllﬂﬂe(c]hunlfucall Control Planes (Sept. 10, 2(0»2(6»)% pPp- 6-12, 23-32, 55-96, 124-136.;
Affidavit of John Berrena supporting the June 18, 2025 Petition for Emergency
Suspension, paragraphs 4-19 and Composite Exhibits A-1 through A-u.. Application:

honest tnstitutional reliance as an attack surface. a retuorn
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[]FN 158] Report of Referee, The Florida Bar v. Farrow, SC2024-1681 / SC2025-08673, ]Fiil[[ilnlg

No. 235057778 (Nov. 4, 2(0»25)),« PP- -7 13-24.; Strenger v. RMC Consulting, Inc., No.
2:23-cv-01226 (M.D. Fla.), orders dated Feb. 18, Mar. 19, May 23, and Sept. 30, 2025,
heeps://ecf flond.uscourts. Q’O\V/ cgi- bin/show_public_doc?2023-01226-49-2-cv=;

Preserved media and derivative- ]P)lU[]b) lcation (aurltldfauctb nelud.i ng April 2, 2024
@benbwieder post, Miami Herald author/profile captures, mcclatchydc.com email
presentation, Proton tips address, PPPFraudChronicle republ [is]hlfumg ‘Swindler
Barbie’ glraqp]huuc and article-distribution screenshots.. Application: recursive

institutional authority amplification. 5] Iretunrn

[FN 159] The Florida Bar, Member Profile and Discipline Documents for Jay Lewis

Farrow, Bar No. 625213, captured Sept. 2026.

]hlltlt]D>§‘Z/ / www . flo ri‘L(dlallb»aur«onrg/ pludb)ll ic/acap/disc=
(dl(o)(Cb /licn=202z70622&menn buelr_@lq,l]lz,, Natitonal Institute of Stamdards and

Technology, Incident Response Recommendations and Considerations for
Cybersecurity Risk Management, NIST SP 800-61 Rev. 3 (Apr. 2025).
]hlltlt]p)b / /doi. «ourrgf/ 10,6028/ NIST.SP.800-611r%. A\/pp///zcaz/tm/m institutional persistence

after technical access ends. . Feturn

[]FN 160] MITRE ATT&CK, Ti585, Establish Accoumnts.

https:/ /attackamitre.ore/techniques/Tis8=/; Adimiunistrative Office of the ULS.
Courts, Cybersecurity Measures S1t1r<e;1nlglt]huelnuewdl unt ]qug]hut of Attacks on Judiciary’s
Case Managrement Systen ((A\ug\« 7 2025))\\ https:/ /www.uscourts.orov/ data-

news/ judiciary-news/202=/08/07/cybersecurity-measures=-s trengt thened-I l‘ig]hl t=

attacks-judiciarys-case-nmanagemnment-systemnl. A\pp///zcaz/sz]m transition to the

external (C(O)]Dﬂl]P)@l]FGllt(O)]F record. a Iretunrn

[]FN 161] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mappmg Altlt]rftlbnmt[i]nug and

Containing an Evolving Threat (Sept. 2026), pp. 4-18, 22-46, 68-106.; National
Institute of Standards and Tec]hunu@lho»gy,\ Incident Response Recommendations and
Considerations for Cybersecurity Risk Management, NIST SP 8oo-61 Rev. 3 (Apr.
2025). https://doi.org/10.6028/NIST.SP.800-61r3. Application: purpose and

boundaries of the external comparator record. Feturn

[FN 162] ULS. Department of Justice, Justice Department Announces Coordinated

Nationwide Actions to Combat North Korean Remote I'T Worker Schemes (June 30,

2(0»25))\« https://www.justice.gccov/opa/ pr/justice-department-announces=
coordinated-nationwide-actions-combat-north-korean-remote; Federal Bureau of

][1n1V<e§1tlug@tltlu@n DPRK Leverages ULS. -Based Individuals to Defraud ULS. Businesses
and Generate Revenue ((Maty 16, 2 (0»24)«
]hlltlt][)b / / www. fbi. QF(O)V/ unves ltlugfaute/ cyber/alerts/2024/denoc rautluc~p<e«o>plles=1r<e1pnudbwll ic=

of- ]L(O]ﬁﬁ‘)al ll(e\welraugf(e s-us-based- lunudllt\wudhutalll -to-defraud-us-businesse <=aunl<dl=rgmeJnue]ra te-

revenue, A\pp///zca/tw]m‘. source support f for the discussion under A. Government=

Documented False-Worker and Stolen-Ildentity Operations. & return

[FN 163] KnowBe4, How a North Korean Fake IT Worker Tried to Infiltrate Us (July 23,

2(0»24}))\« ]hutttps::/ /blogr knowbey4.com/how-a-north-korean-fake-it-worker-tried-to-

0.R.A.C.L.E. July 7, 2026 Authority-Rail Compromises Report ® Page 124




ORACLE AUTHORITY-RAIL REPORT

infiltrate-us A\/pp///zca//t/uoum source support for the discussion under A. Governnment-
Documented False-Worker and Stolen-Identity Operations. B eturn

[]FN 164] Federal Bureau of Investigation, North Korean IT Workers <C<0)1nudhu[<01t[ilnvg Data
Extortion (Jan. 23, 2025).
]hlltlt][)b / /www . fbi. QF(O)V/ unves ltlugfaute/ cyber/alerts/202=/north-korean=it-workers-

<c<o»1n1<dhuuc1t|L1n1<gf=<dlalltal=nex tortion. A\/Dp///zca//tw/m source support for the discussion wnder A.

Government-Docunented False-Worker and Stolen-Identity Operations. . retuorn
[]FN 165] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attri bnunt[unugf and

Containing an Evol Vftln1<g Threat ((Seplt ®00‘_t6)>) PP: 4-18, 22-46, 68-106.; MITRE ATT&CK,
Tio78, Valid Accoumnts. ]hntlt]p)s / /attack.mitre. (O)JFQF/ ltte<c]hnnuuqnuue /Tio78/. Ap, p///zca//t/zoun/

source support for the (dlll§<ClU[§SlL(O)]nl under A. (G<0»V(elr1nnnnue1n11t~]D><0)<CIu[1nnuelnl ted False-Worker
and Stolen-Identity Operations. Feturn

[]FN 166] Federal Bureau of I ]1n1\v<esltltgantluonnl \waurlnuunlg <c<0)1nuc<er1nuumg criminals’ use of
ge]nue]rautlt\ve Al, voice <cl[<o>1nuunlg and video to impersonate i trusted ]Pne(o»]p) le and
organizations. https:// wwwfbi.orov/contact-us/field-

offices/sanfrancisco/news/fbi-warns-of-increasing-threat-of-cyber-criminals-

1untiilll‘iZhnth@urltfdfii<ciialll=i[1nut«elllll‘igelnuce;: Matthew ]E(dl\waur(dlspelt al,, ]D)ee]p]P’]hiig]hl:: Measmnr[ilmg
Users’ Vulnerability to Artificially Generated Social Media Profiles, USENIX
Security Sy]nnl]puogihuunnl (('2(0»22))

]hlltlt][)b / / Www.usenix. (onr@/ conference/usenixsecurity22/ pres sentation/edwards.

A\/pp///zcaz/tw/m source support for the discussion wnder E. Al-Assisted ] Imnpersonation,
Deep fakes, and Scalable Persona Maintenance. . retuorn

[]FN 167] Federal Bureau of Investigation / Internet Crime <C(0)1nn1]P>1[aliilnllt Center, Senior
ULS. Officials Impersonated in Malicious Messaging Campaign (May 15, 2025).
]hlltlt]p>§‘:/ / WWW, ﬂb)l‘LQF(O)V/ l‘i]nl\veﬂtiigaute/ cyber/alerts/202=/senior-us-officials-

U persona ted- lL]Dl~]Uﬂlal]lIL(CIL(O>1U[D=]DD1(6 aglunugmcaunnup)allugﬂnt Kely Gonzaga et t al,, Al-Powered
Social Engineering: Emerging Attack Vec tors, \Vlu[l[]nuelrallb)ldllutlues and Multi-Layered
Defense Strategies, Computers 15, no. 2 (2026).

]hlltlt][)b / /doi. «ourrgf/ 10.2200/ CO) D putersi5o20128. A\pp///[rcva//[/[@/m: source support for the

(d[llSClU[SSlL(Oi]nl 1unnudl<e1r E. Al-Assisted Impersonation, ]Dhe:(e]pdfalk(e& and Scalable Persona
Maiuntenance. Ferunrn

[FN 168] ULS. Department of Justice, Justice Department Announces Coordinated
Nationwide Actions to Combat North Korean Remote I'T Worker Schemes (June 30,
2(0»25))\« https://www.justice.gccov/opa/ pr/justice-department-announces=

coordinated-nationwide-actions-combat-north-korean-remote; KnowBey, How a
North Korean Fake IT Worker Tried to Infiltrate Us (July 23, 2024).
]hutlt]lps::/ /blogr knowbey.com/how-a-north-korean-fake-it-worker-tried-to-infiltrate-

us. Application: source support for the discussion under E. Al-Assisted
Impersonation, ]D)ee]pdf(al]kes,« and Scalable Persona Maintenance. retuorn

[]FN 169] Scott Rose et al., National Institute of Standards and Technol ogry, Zero Trust
Architecture, NIST SP 800-207 ((A\ug 9_<o>2<0))) hiti tps: //doi. (O)JFQF/ 10.6028 / NIST.SP.800-
207; National Institute of Standards and Technol ogy, ]D)ltglutal Identity Guidelines,
NIST SP 800-63-4 ((Jhudly 9__¢o»?__5,))¢ ]hntltp s://do ILAO']Fg/ 10.6028 / NIST.SP.800-6%=4. A\/[Dp///zaaz/zfmfm
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source support for the discussion wnder E. Al-Assisted Imnpersonation, ]D)eepifakegi
and Scalable Persona Mauntenance. retuorn

[FN 130] ULS. Department of Justice, Justice Department Announces Coordinated
Nationwide Actions to Combat North Korean Remote I'T Worker Schemes (June 30,
2(0»25))\« https://www . justice.orov/opa/pr/justice-departmen t-announces-

coordinated-nationwide-actions-combat-north-korean-remote; Federal Bureau of
][1n1V<e§1tlug@tltlu@n DPRK Leverages ULS. -Based Individuals to Defraud ULS. Businesses
and Generate Revenue ((Maty 16, 2 (0»'24))

]hlltlt]p)b / / www. fbi. QF(O)V/ unves ltlugfaute/ cyber/alerts/2024/denoc ralltluc=1p)<e«o>plles=1r<e1pnudbwl[ ic=

of- ]LQO']F@B[ ll(e\ve]raugme s-us-based- lunudllt\wudhutalll ~-to-defraud-us-businesse <=aunudl~rgmeJnue]ral te-
revenue; CISA, ]F]B)][ and partners, Guidance on the North Korean IT Worker Threat
((Maly 16, 2022, up(d aute(dl))\ https://www.cisa.oov/news-events/cybersecurity-

advisories/aa22-110a. A\pp///[aa//t/[mm: g<0)\we;lmnunnlen1t=<dl<o»<cmnnnuem11tte(dl remote I'T worker
schemes. return

[FN 171] KnowBe4, How a North Korean Fake I'T Worker Tried to Infiltrate Us (July 23
')_024)) hteps:// b)lhongf knowbe4.com/how-a-north-korean-fake-it-worker-tried-to-

infiltrate-us. A\pp///zoaz/t/lon.:‘ enterprise false-worker case. . retuorn

[]FN 172] Recorded Futuwre Insikit Growup, Synithetic Identities: A Dual Threat to
]E]nutelrprﬁses ((‘O)(Clt\« 1, 240)25)% PP- 1=6.
]hutlt]lps::/ /www.recordedfuture.com/research/synthetic-identities-dual-threat-
enterprises. Application: synthetic identities converted into enterprise footholds.

retuorn

[FN 173] Matthew Edwards et al., DeepPhish: Measuring Users’ Vulnerability to
Artificially Generated Social Media Profiles, USENIX Security Symposiumm (2022).
hteps:// \W\W\WJU[&G)]DL[[X¢(O)]Fgf/ conference/usenixsecurity22/presentation/edwards; A
Novel Deep Synthesis-Based Insider Intrusion Detection Model for Malicious
Insiders and Al-Generated Threats, Scientific Reports (2025).

]hlltlt]p)b //www.nature.com/articles/s41598-025-85352-4; Kely Gonzaga et al,, Al-

]P’(O)\we]re(dl Social E]nuglunue(e]rlunvg ]E]nnuelrglumg Attack Vectors, Vulnerabilities, and Multi-
Layered Defense Strategies, Computers 15, no. 2 (2026).
https://doi.ore/10.2290/ computersiso20128. Ap, p///z'aa//[m/m: ]P>@@]F=]F®V[UeWW@d evidence

on synthetic ]P)r(odﬁilles and Al-enabled social engineering:. . retuorn

[]FN 174] Federal Bureau of Investigation / Internet Crione (C<o»lnnl]p>1[a1ii]n11t Center, Senior
ULS. Officials Impersonated in Malicious Messaging Campaign (May 15, 2025).
]hlltlt]p>§‘:/ / WWW., Hbﬁ«‘QF(O)V/ ﬁ]ﬂlV@'ﬂtﬁQ%lltl@/ cyber/alerts/202=/senior-us-officials-

U persona ted-in-malicious-mes aglunugmcaunnup)alugﬂnl Federal Bureau of Inves:i tlug@ﬂtlumnt

\w(aumnuunug (C(onnuce]r]nuunlg criminals’ use of ge]nue]rautlt\ve Al voice (cl[(onnuunvg and video to
Umpersonate trusted ]P’@‘O’]P’] e and (Ob]ﬁg(c]l]nllLZHlltlUOblﬂlS ]hltlt]D)b / / www . fbi. QF(O)\V/ contacit=

us/ field-offices/sanfrancisco/news/fbi-warns-of-uncreas lL]ﬂl'Q’~ threat-of-cybeir-

criminals-utilizing-artifictal-intelligence. Ap, p///zaa//[/m/m A][-assu@lbed Umpersonation of

trusted officials. return
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[]FN 175] MITRE ATT&CK, T1o78, Valid Accounts.
]hutlt]lps::/ / alltltal(c]l\(\«]f]ﬂlﬁlt]ﬁeuonfg’/ 1t<e<c]hunlii<q[1unes/ Tiro78/ . A\pp///ica/t/[om: source support for the

discussion under A. Credential Theft and Valid Accoumnts. rFetuorn

[FN 136] Microsoft Threat Intelligence, Defending Against Evolving Identity Attack
Tetc]hum[i(q[luueg ((Maly 209, 2025)% ]hntltps::/ /www.miicrosofit.com/en-=

us/ security / bll«owgf/ 2025/ 05/2q/defend ii]nugmagal‘i]n1§1t=e\\7(o>l[\vl‘i]nugm identity-attack-

techniques/; Microsoft Threat Intell igrence, Microsoft ]D)ltglutal Defense Report 2025
and related identity-threat research. ]hlltlt]p)b / /www.microsoft.con/en-

us/ security/security-=insider/ lunut@llllltrgme]nuce -reports s/ MilCroso F1t=<dllugﬂutalll~<dlne fense-

report-2025. A\Fplucataalm source support for lt]hue discussion under A. Credential
Theft and Valid Accounts. . Feturn

[FN 137] Cyber-N.E.T. Forensics / Bridge-Gate E.S.S., Restricted Access Portal
Solutions materials, as integrated in the September 2026 cAPTure and Civil Cyber-
Infrastructure reports.; National Institute of Standards and Tewc]hunuodhougy; ]D)iigfutall
Identity Guidelines, NIST SP 800-63-4 (July 2025).
]hutlt]lps::/ / (dl<o>l‘iuourrg/ 10,6028/ NIST.SP.800-6<=4. App lication: source support for the

discussion under A. Credential Theft and Valid Accounts. rFetuorn

[FN 138] Cybersecurity and Infrastructure Security Agency, Cloud Identity and
Access Maumalgelnnuelm t: Recommended Best Practices for Administrators (May 2025).
]hlltlt]p)b / / www.cisa. QF(O)\V/ resources-tools/resources/ cloud-identity-and-access-

]nnlaumaugmeJnnuelnut~1r<e<connnunnueJnudhed best- D)]Fal(CtIUCteb=<al(dl]f]ﬂlltlnlltb strators; Cybersecurity and

Infrastructure Security Agency, Use Logging on Business Systemnns.
https://www.cisa.orov/audiences/small-and-mediunm-businesses/ secure-youir=

business/ use-logroringr-on-business-systemns. A\pp///i}aaut/[@/m: source support for the

discussion wnder A. Credential Theft and Valid Accoumnts. rFetuorn

[]FN 179] National Institute of Standards and Te(c]hunm)ll(o»gy,\ ]D>iig[iltaﬂ[ Identity Guidelines,
NIST SP 8(o»<0)=(6)3=4 (uly 2025). https://doi.org/10.6028/NIST.SP.800-63-4; Microsoft
Threat Intelligence, Defending Against Evol ving Identity Attack Techniques (May

209, 240)9__5))) ]hlltlt]p)b / /www.microsoft.com/en-us/security/ bwll(owgf/ 202=z/0s/2q9/del F(elnudllurug~

alQﬁalﬁ]ﬂl§lt=leV<O']lVIL]D1<QF=IL(d[<elDl tity-attack-techniques/. A\/[Dp///zaaz/zf/z@um source support for 1t]hue;

discussion wnder B. Session, OAuth, Token, and Maillbox Persistence. retuorn

[]FN 180] Microsoft Threat ][1nnt<elUlftgemuce,\ ]D)eiﬁelnudl[ilnlg Agaiﬁmst ]E\V(O)l[\viilnlg Identity Attack

Tetc]hum[i(q[luueg ((Maly 209, 2025)% https:/ / www.microsoft.conn/en-
us/security/blog /2025 /0s/2q/defending-against-evolvineg-identity-attack-

ltne(c]hunlihg[luues/ s ]B))]he‘@][))ﬁ]ﬂl‘g"COHDﬂl]PﬂU[IUG‘]F,« Russian Hackers ]Explho»[[lt ]Exc]hlaumge OWA Zero-
Day for Long-Tern Mailbox Access ((Jhudly 20, 2(0»26»))\\
]h11t1t1p>s~:/ / \\>\V\‘>\V\\\V~lb1]l(e)(€)]p) funugmco' pu iter.com/news/security/russian-hackers =ex1p)ll<o>|11t¢

16X(C]h1allﬂlQ’<E‘)~(O>\‘>\V«’c]l Zle]F(O)=(dL’cll V= F<o»1r~ll(onnlg~lttelrlnnl mailbox-access/ . A\pp//wazﬂ@n source

support for the discussion under B. Session, OAwth, Token, and Mailbox
Persistence. . retuorn

[]FN 181] Cyber-N.E.T. Forensics, Cryptographic-Counterfeit Defense Group Report
((]Ftelbn 25, 2(0»2(6’)),« pPp- 2-8, 21-29, 40-48.; Microsoft Security Response Center, Results of
Major Technical Investigations for Storm-o558 Key Acquisition (Sept. 6, 2023).
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]hutltps*/ /www.microsoft.com/en-us/security/ bﬂl(ongf/ 202z /00q/ 06/ results-of-miajor=

1te<c]hunuucalll unves ltlL‘Q’altlL(O)]ﬂlb~1F(O)]F¢§IE(O>JF]DD1=101l§§8 ke v=auc<qnuutslutluo»lrn/ A\/[DP//IZCE'H[/UO/]M source

support for the (d[lLStCIU[§SlL(Oi]n1 under B. Session, (O)Alunth Token, and Mailbox
Persistence. . retuorn

[FN 182] Microsoft Threat Intelligence, Defending Against Evolving Identity Attack
Te(c]hunuuq[luue ((Maly 209, 09_5,)) T ttps: / /www.microsoft.con/en-

us/ security/ bll«owgf/ 202/ 05/ 2@)/ def F«e1nudl1unvgf=@ugmt unis lt=te\\7(O>l[\VlL]ﬂlQF~ identity-attack-
techniques/; Cy bne]rS(eounmuty and Infrastructure Security A\g«emucy Cloud Identity
and Access M anagenment: Recommended Best Practices for Administrators ((Maly

2<0>25,>) ]hlltlt]p)b // wWww.cisal. QFO\V/ resources-tools/resources/ cloud-identity-and-acces

manage nnue]nut~Jre@onnnunnueJnudhedl besit- -praci tices-administrators. Ap, p///zca//[w/m source
support for the discussion wnder B. Session, OAuth, Token, and Mailbox

Persistence. . retuorn

[FN 183] Amazon Web Services, Route 535 API: ChangeResourceRecordSets and IAM
service-authorization documentation.
https://docs.aws.amazon.com/Routesz/latest/ APIReference/APl ChangeResounrc

eRecordSets.htnnl. A\pp///[@ﬁ//t/i@/m: source support for the discussion wnder C. DNS,

MX, Cloud, and Trusted Relay Control. retunrn

[]FN 184] Cybersecurity and Infrastructure Security Agency, Cloud Identity and
Access Management: Recommended Best Practices for Administrators (May 2025).
https://www.cisa.orov/ resources-tools/ resouwrces/ cloud-identity-and-access-

management-recomumended-best-practices-administrators; Amazon Web Services,

Route 53 API: ChangeResourceRecordSets and IAM service-authorization
documentation.
]hlltlt]p)b / /docs.aws.amazon.com/Routesz/latest/ APIReference/API (C]hlanmrgme]&e SOurFC

eRecordSets.hitonl. A\/pp///zoamf/zon source support for the discussion under C. IDNS,
MX, Cloud, and Trusted Relay Control. . retunrn

[]FN 185] Cyber-N.E.T. Forensics, Anatomy of the Strategic cAPTure- to-Kill Operation:
Integrated e-Forensic Report (Oct. 22, 2025), pp. 1-24, 69-203, 238-267, and appendices.
]hlltlt]p)b //cyberlawlibrary. 10)Jr(gf/ reports s/ cyber-n-e-t-forensics ~experit-) rnep«ourlt/ MITRE
ATT&CK, Ti557, A\(le(e]rbaury— in-the-Middle.
]hlltlt]lp>§i/ /attack.mitre.ol rrg/ 1t<e<c]hunuuq“1u< s/ Tisz7/ . A\pp///[oaz/zf/[@/m: source support for the
discussion under C. DNS; MX, Cloud, and Trusted Relay Control. Feturn

[FN 186] Cyber-N.E.T. Forensics, cAPTuire-to-Kill APT: Mapping, Attributing, and
Containing an Evolving Threat (Sept. 2026), pp. 4-18, 22-46, 68-106; Jay Lewis Farrow,

Civil Cyber-Infrastructure Disruption Litigation: Historical Development,
Operational Durability, Adversarial Adaptation, and the Integrity of Trusted
Legal-Technical Control Planes (Sept. 10, 2026), pp. 6-12, 23-32, 55-96, 124-136..
Application: source support for the discussion wnder C. DNS, MX, Cloud, and

Trusted Relay Control. L 8 recurn

[FN 187] Cyber-N.E.T. Forensics / Bridge-Gate E.S.S., Restricted Access Portal
Solutions materials, as lunutegral ted un the S(elp)1t1elnnﬂb)<e1r 2026 cAPTure and Civil Cyber-
Infrrastructure 1 reports.; A Administrative Office of the ULS. Courts, CM/ECEF and
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PACER historical and technical materials. ]hlltlt]p)b / / WWW. UISCOUIFLS. QF(O)\V/ Ccoulrt-

records/ electronic-1 Fltll|L1n1<gf=<01r]n1=<e<c A\/[DP//IZCE'H[/Z/O/]M source support for the discussion

under D. Portal Identity and Restricted Workflow Access. . Feturn

[]FN 188] Team B, Florida Bar ]E]nnqp) oyee Portal, Florida Bar Mem bue]rglhliip Portal, and
MyFLCourtAccess e-Fili ung Portal datasets ((2(0»24 -202E )) ]P’]F(O)J]@(Clt artifacts..
A\/pp///zcaz/tw/m source support for the discussion under D. Portal Identity and

Restricted Workflow Access. . return

[]FN 189] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Altlt]r[ilbnuntfumg,« and
Containing an Evol Vftln1<g Threat ((Seplt ®00‘_t6)>) PP- 4-18, 22-46, 68-106.; Cyber-N.E.T.
Forensics / Brid ge-Gate E.S.S., Res tricted Access Portal Solutions materials, as
integrated in the September 2026 cAPTure and Civil Cyber-Infrastructure reports..
Application: source support for the discussion under D. Portal Identity and
Restricted Workflow Access. return

[FN 190] Cyber-N.E.T. Forensics / Bridge-Gate E.S.S., Restricted Access Portal
Solutions materials, as integrated in the September 2026 cAPTure and Civil Cyber-
Infrastructure reports.; Cybersecurity and Infrastructure Security Agency, Use

Loggring on Business Systemns. hitt D)§‘I/ / WWW.C i[s‘alwgﬂow/ audiences/small-and-=
medium-businesses/ secure-your= bnu siness/ use- ]l(OﬂQFQFlL]ﬂl‘gF=(O>]ﬂl~ business-systems.

A\/pp///zcaz/tw/m source support for the discussion under D. Portal Identii ty and
Restricted Workflow Access. . rFetunn

[FN 191] Microsoft Threat Intelligence, Defending Against Evolving Identity Attack
Te(c]hunuuq[luue ((Maly 209, 0')_5,)) ]hlltlt]p)b / /www.microsoft.con/en-

us/ security / bll«owgf/ 202/ 05/ 2@)/ ded F«e1nudl1unvgf=@ugmt unis lt=te\\7(O>l[\VlL]ﬂlQF~ identity-attack-

techniques/; Cy b’@]t’S(@(CIU[]FlUtY and Infrastructure Security A\g«emucy Cloud Identity
and Access Managenent: Recommended Best Practices for Administrators ((Maly

2<0>25,>) ]hlltlt]p)b // wWww.cisal. QF(O'\V/ resources-tools/resources/ cloud-identity-and-access-
manage nnue]nut~JﬁeOO)]nnunnueJnudhedl besit- 1p>1rauctlucteb=al<dhnnuunutb strators. A\/Dp///zca//[w/m source

support for the discussion under D. Cloud, Token, and Valid-Account Abuse. &
return

[FN 192] Microsoft Security Response Center, Results of Major Technical
Investigations for Storm-o558 Key Acquisition (Sept. 6, 2023).
]hlltlt][)b / /www.microsoft.com/en-us/security/ bﬂl(ongf/ 202z /00q/ 06/ results-of-major=

1te<c]hunlluc&lhlumwe 1tlt<gmal tions-for-storm-o=s=8-ke v=auc<qnuutslutluonrn/ R A\/[Dp///zraaz/zf/z@/m. source

support for the discussion under D. Cloud, Tokemn, and Valid-Account Abuse. &
return

[FN 193] Microsoft Security, Storm-ogo1: Ransomware Attacks Expanding to Hybrid
Cloud Environments ((S(e]plté 26, 2 09_4)) it tps: / /www.microsoft.com/en-

us/security/blog/2024/09/26/storm-o R,'O)]l=]ﬁal]ﬂl§<O']f]ﬂl\‘>\Val]F4E‘)=«’cllltltal(C]L(b =(ex1lp>aunl<dliilnlrg=1t(0)=
hybrid-cloud-environments/; Sysdﬁg Threat Research Teann, SCARILETEEL:
Operation ]L«e:velraugihmg Terraform, Kubernetes, and AWS for Data Theft ((]F(elbu 28,

2<0>23,>) https://www. <\vb<dlltg com/ bwll(ongf/ cloud-breach-terraform-data-theft.

A\/pp///zcaz/tw/m source support for the discussion under D. Cloud, Token, and Valid-

Account Abuse. . Feturn
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[]FN 194] Microsoft Threat Intell igence, Defend.i ing Against Evol ving Identity Attack
Te(c]hunuuq[luue ((Maly 209, _<00__5,)) T ttps: / /www.microsoft.conn/en-
us/ security / bll«o»g/ 2025/ 05/2q / ded F«emudluunxg%ga unis 1t=(e\\7(o>l[\vu1nlg= identity-attack-
1te<c]hunliig[1unes/ s ]B’)lle(ep[i]nlg(C(o>1nn1]p>1ut1t<e\1r,« Russian Hackers ]Explhoﬂilt ]Exc]hlaunlge OWA Zero-
Day for Long-Term Mailbox Access (July 29, 2026).

]hlltlt]p)b / / WWwW, bvlle<e1p)lunl<gmc<o' mputer. com/news/security/russian=hacke Fb=le}\(]D)u(O’lUt~

<eX(c]h1aunugﬂe~(o>wa Z<G]F(O)¢(dl«’c]l V= F<O'1F~][(O)]ﬂl@~ltte]F][]ﬂl mailbox-access/ . A\FP///ICH[K/Z(O)]M source

support for the discussion under D. Cloud, Token, and Valid-Account Abuse. &b
return

[FN 195] MITRE ATT&CK, Tro58, Valid Accounts.
]hlltlt]p)b / /attack.mitre.o FQF/ 1t<ewc]hunuuq ues/T1078/; MITRE ATT&CK, Ti565, Data
Maunutplu[ ation. ]hlltlt]p)b / /attack. mitre. <o»1rg/ 1t<e<c]hunuuqnu s/Ti565/; MITRE ATT&CK, Ti557,
A(dl\welrsaury:|un1=1t]hue-Mludl(dll[@ ]hlltlt]P)m/ /attack.mitre.o) rrg/ 1t<e‘c]hunlii<ql[1unes/ Tiss7/; MITRIE
ATT&CK, Tigg, Trusted Rel[antfuo>1nl§]h1iqpx ]hutltps::/ / antltauc]k&nml‘ilt]redourg/ 1t<e<c]hunlii(q[1uues/ Tugg/;
MITRE ATT&CK, Ty, Email Collection.
]hlltlt]p)b / /attack.mitre.o FQF/ 1t<ewc]hunuuq ues/Tig/; MITRE ATT&CK, Ti583, Acquire
][Jndflral§lt1r1ut<c tuore, hit tps: s/ /attack.mitre. (O)]FQ”/ lt(e(c]hunuuqnuues/ T8z /. A\/[Dp///uca//tm/n/ MITRIE

techniques relevant to authority-rail operations. . Iretunrn

[FN 196] Microsoft Threat Intelligence, Defending Against Evolving Identity Attack
Te(c]hunuuq[luue ((Maly 209, 202_5,)) T ttps: / /www.microsoft.con/en-
us/ security/ b)lhowgf/ 2025/ 05/2q / ded F«eJnudllunugmaugfa unis lt=te\V(O>l[\VlL]ﬂlQF= identity-attack-
techniques/; Microsoft Threat Intell igrence, Microsoft ]D)llglutal Defense Report 2025
and related identity-threat research. ]hlltlt]p)b / /www.microsoft.con/en-

us/ security/security-=insider/ lunntellllltrgme]nuce -reports s/ microsof t=<dllt<gﬂutalll~<dl<e fense-
report-2025; Microsoft Security, Slt<0)1rlnn1=(o»5)(o>n Ransomware Attacks Expanding to
Hybrid Cloud Enviromments ((Steplt\« 26, 2 (0»24)) hitiy ps: / /www.microsoft.com/en-
us/ security / bll«o»g/ 2024/ 00q/26/ stornm=0 q,'oul=1ranms<o'1r1n1waur<e=a1t1tat<c]L<b =(ex1lp>aunl<dl1L1n1g=1t<0)=

hybrid-cloud-environments/. A\pp///[aaut/[@n: modern identity and hybrid-cloud
persistence. return

[FN 197] Microsoft Security Response Center, Results of Major Technical
Investigations for Storm-o558 Key Acquisition (Sept. 6, 2023).
https:// www.microsoft.com/en-us/security/blog/202z/0q/ 06/ results-of-miajor=

technical-investigations-for-storm-oss8-kev-acquisition/. A\pp///[aaut/[@]m: 1F¢ourge<dl
tokens auc<c<e;1p>1t<edl 1t]hur<o»1utg]hl trusted signing unfrastructuwre. retuorn

[FN 198] Cybersecurity and Infrastructure Security Agency, Cloud Identity and
Access Management: Recommended Best Practices for Administrators (May 2025).
]hlltlt]p)b / / www.cisa. QFO\V/ resources-tools/resources/ cloud-identity-and-access-

JnnlaunlaugmeJnnuelnut~1r<e<c<onnnunnueJnudhed bes t~]D)]Fal(CtIUCteb=<al(dllﬂﬂlltlnlltb strators; Cybersecurity and

Infrastructure Security Agency, Use Logging on Business Systems.
https://www.cisa.orov/audiences/small-and-mediunm-businesses/ secure-youir=

business/ use-logroringr-on-business-systemns. A\pp///z’(aaut/ira/m: cloud identity controls
and event ll@«gg[hmg a retuorn

[]FN 199] Amazon Web Services, Route 53 API: (C]hhaunuge][{eg<o>1uur<ceR<e<C(0)r(dlSe1t§ and TAM
service-authorization documentation.
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]hutltps::/ /docs.aws.amazon.com/Routesz/latest/APIReference/API (C]hlannlrge]&es(onunmc
eRecordSets.htnnl; Sysdftg Threat Research Tean, SCARILETEEL: <O)]Pne\1r(autiiblnl
Leveraging Terraform, Kubernetes, and AWS for Data Theft (Feb. 28, 2023).
]hlltlt]p)b / / WWW.SYS (dlltg con/ b)lho»fgf/ cloud-=breach-terraform-data-theft; Infoblox Threat

Intelligence, Vacant Viper: Slttltlunug Ducks, Cobalt Strike and Malspam (July 30, 2024).
]hlltlt]p)b / /www.infoblox.com/ b)lho»fgf/ thireat=in t<elllllt<gmelnuc<e‘/ vacant-viper-sit t|L1n1<9F=<dl1U[(ckb~

CcO bnatll strike-and- nnlalllﬂp)annnl/ A\pp///zcaz/sz]m cloud and DNS (C(O)lnnt]r(o»l[ t]hur(onu[g]hl

lhe:g[iltlunnlaute administrative interfaces. . retuorn

[FN 200] BleepingComputer, Russian Hackers Exploit Exchange OWA Zero-Day for
Long-Term M [ailbox Access (()hu[l[y 29, ’2_09’_(6)))«
]hlltlt]p)b / / WWw, bvlle@]p)lunugmc<o' mputer. com/news/security/russian=hacke rb=tex1p)ll<o>lut~

16X(C]h1allﬂlQ’<E‘)~(O>\‘>\V«’c]l Znelr<0)¢<dla V= F<o»1r~ll(onnlg~lttelrlnnl mailbox-access/ . A\pp//wazﬂ@n S@]F\V<elf=§ll(d[(e‘
mailbox persistence surviving e]nudlp(onunnt remediation. . rFetunrn

[]FN 201] Federal Bureau of Invesi t[igantfuonm Business Emadil Compromiise:.
]hlltlt]p)b / / www. fbi. QF(O)V/ how-=-we-can- ]huelhpwvonur/ conmnon-frauds-and-=scans/busines

<eJnntalldl~<C(0)1nnup)1r<onnnlltse A\/pp///zcaz/tw/m source support for the discussion uwnder B.

Business Email (C(OHDDl]P)]F(O)]DﬂlilS(E‘) and Account ][Jnnl]puelrsonnhant[uonnu . rFerunrn

[]FN 202] Federal Bureau of ]hnl\vestlugatluonnl / Internet Crime (C(onnnlpllauunnt Center, Senior
ULS. Officials Impersonated in Malicious Messaging Caunnl]p)auug]m (May 15, 2025).
]hlltlt]p)b / /www. fbi. QF(O)V/ lnves ltlugfaute/ cyber/alerts/202s/senior-us-officials-

lL]Dﬂl]D)(e]FSOJDlal ted- lL]Dl~]Uﬂl<al]llL(CIL(O>1U[b=]Dﬂl(6 augflunvgmcaunnup)alugﬂnl A\prﬂcaKMO/m source support t for

t]hue discussion wnder B. Business ]Elnnlalltll (C(O']Uﬂl]P)]l’(O)][]nlllb e and Account Impersonation.
retugrn

[]FN 203] Cyber-N.E.T. Forensics, Cryptographic-Counterfeit Defense Group Report
(Feb. 25, 2026), pp. 2-8, 21-29, 40-48.; Federal Bureau of Investigation, Business Email

Compromise. ]hlltlt]p)b / / www. fbi. QF(O)V/ how-we-can- ]huelhpwvonut/ conmnon-=frauds-and-=
scams/ bus IL]DUC§§=(6][]nlallL]l~‘C(O>]DD11D>]F(O)]UDIILS(C‘ A\//)p///zcaz/tw/m source support for the discussion

wnder B. Business Email Compromise and Account Impersonation. . retuorn

[]FN 204] Ra]p]hlaue‘l[ Satter, Hackers-for-Hire Taurgelte(dl Lawyers and Law Furnns, Reuters
((Jhunnue; 29, ’2'0)9‘_3)) hitt p>§~*/ /wWww.reuters.comn/ i[]nl\veﬁltl‘bgﬁant@ﬁ spe(ciialll=1r«e1p><o»1r1t/ usa-hackers-

litigation/; United Kingdom National Cyber S(@(Clunrluty Centre, Cylbuelr Threat

Report: UK ]Legat Sector. hiti tps: / / WWW.ncsc. goV. wulk /'y r(en:»tourlt/ cyber- lt]hur(eant~1r<e1pno» Fit-

1U[]L<~ll(e<gfalll~beclt«onr A\pp//wazﬂ@n source support for the (dlllSClU[SSlL(O)]DL under C. ]H[auck@rs-
for-Hire Targeting ]Lega Professionals. . retuorn

[FN 205] U.S. Department of Justice, Justice Department Charges 12 Chinese Contract
Hackers and Law-Enforcement Officers in Global Computer Intrusion (Callnﬂllp)alft‘g]ﬂlS
((Maur 5, 100_5,)) ]hntlt]p) s/ WwWw, ||1U[b tice. QF(O)V/ (O)]D)al/ ]p)lr/ just tluce~(dl<e]p)aur1tlnnue1nut=(c]h1aurg(e S=12-

chinese-coni t]ral<01t=]hlauc]l\<<erb =anrn<dl llal\w=<eJndF(ouﬂceJnnue]m1t¢0 fficers ggll@ bal. Ap P p///zca//t/m/m source

support for the discussion wnder C. Hackers-for-Hire Taurgeltlunlg ]Legal
Professionals. . retuorn

[]FN 206] Reuters, Dechert Resolves Clainns (Cfounuce]rlnuunlg Hired Hackers in ]Llthng@lltluOﬂnl-
Related Operations ((9_(02 )) it tps: //www.reuters.con/ 1[@@311[/ lllthngantluounl/ dechert-
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resolves-claums-over-hired-hackers-2025-04-28/. A\/[Dp///zcaz/zf/m]m source support for the

discussion under C. Hackers-for-Hiure Targeting ]Legat Professionals. . return

[FN 207] Administrative Office of the ULS. Courts, Cybersecurity Measures
Strengthened in Light of Attacks on Judiciary’s Case Management System (Aug. 7,
2<0>25,>) ]hlltlt]p)b / / WWW.USCOUIFLS. QF(O)V/ data-news/| ju diciary-

news/ 'ZfO»’lr;,/ 08/ 07/ cybersecurity-measures-stre Jnvgﬂt]hue ned-=1 ltgh t-attacks-judiciarys-

case-management-systen; Administrative Of Fifluce of the UL S Courts, Jud ges Outline

Accelerated Modernization of Case Mana igremient System (Mar. 10, 2026).
]hlltlt]p)b / / WWW . USCOUIFLS. Qﬂo»\\// data-news/ ||1uudllucuaurvﬂnue\v\vb /2026/0%/10/ ||1uudl<9ﬂeb=(onuntllFunue

auc<c«ell<elraut(e<dl ][]ﬂl(O)(dlte]F]ﬂllLZ@lltlL<O']ﬂl=4cal§(€) -INanagrenmen t-systemn. A\/Dp///zca//sz/m source support

for the discussion under E. Court and Case-Man: igrement Infrastructure Attacks.
return

[FN 208] Administrative Office of the ULS. Courts, Cybersecurity Measures
Strengthened in Light of Attacks on Judiciary’s Case Management System (Aug:. 7,
2<0>25,>) ]hlltlt]p)b / / WWW.USCOUIELS. QF(O)V/ data-news/]| ju dicilary-

news/ 'ZfO»’lr;,/ 08/ 07/ cybersecurity-measures-strengthened-light-attacks-judiciarys-

case-nanagenmen t-systemn. A\pp///zoaz/twn.:‘ source support for the discussion wnder E.
Court and Case-Mana Lgrement Infrastructure Attacks. retunrn

[]FN 209] Administrative Office of the ULS. Couwrts, CM/ECF and PACER historical and
technical materials. ]hlltlt]p)b / / WWW.USCOUIFLS. QF(O)V/ court-records/electronic-1 Fltlllt1n1<gf~

cmi=ecf. A\/pp///zcaz/t/lon source support for the discussion under E. Court and (C:cnse
Management Infrastructure Attacks. . retuorn

[FN 210] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation: Historical
]D)1@\\7(6‘1[(0)][))][](1[@]01lt)\ <O)]pnelralt[L(O)lnlalll Durability, Adversarial A\(dl&]l]PHtGllt[hOﬂﬂl; and the ][1nuteg1rfuty of
Trusted ]Legal[ﬂﬂec]humiucalll Control Planes (Sept. 10, 2(0»26»)); pPPp- 6-12, 23-32, 55-96, 124-136.;
Administrative Office of the U.S. Courts, Highly Sensitive Documents guidance
and post-2025 sensitive-document handling materials.

]hlltlt]p)b / / WWW . USCOUIFLS. Qﬂo»\\// court-records/electronic-f IL][IL]UL‘QF=(C][]D[=(6“C f/h ltrgf]hlll

sensitive-documents. A\/[Dp///zcaz/tm/m source support for the discussion under E. Court

and Case-Management Infrastructure Attacks. . retuorn

[]FN 211] Federal Bureau of lhm\vesttlugaltluonnl Business Ennail Compromise.

https:/ / wwwfbi. QF(O)V/ how-=-we-can- ]huelhpwvonur/ conmnon-frauds-and-=scans/busines

16‘]0[1[6[Ul=‘C(O)]UDI]D)]ﬁO)]UnllLS@‘,« Federal Bureau of Investigation, Spoo ﬁumg and ] P’]huts]huunvgé
https://www fbi.oov/how-we-can=help-you/common-frauds-and-scans/spoofingr-

and-=phishingr. A\pp///[rca/t/[on: BEC and §]P)<o»<0)1ffun1<g as Jrel[autii(onnls]hlfL]P) @xpll@[‘utautihonnu Fetuirn

[]FN 212] Ratp]hlaue Satter, Hackers-for-Hire Taurgelte(dl Lawyers and Law Furms, Reuters
((Jhunnue 29, 09_3,) it ps: //www.reuters.con/ i lL]anle)SltlL‘gFallt(e s/ s1pne<cuatll r«e]pno»lrlt/ usa-hackers-

litigation/; United Kingdom National Cyber S(@(Clunrluty Centre, Cylbuelr Threat

Report: UK ]Legal Sector. hiti tps: / / WWW.ncsc. goV. ik /'y r(en:)nourlt/ cyber- lt]hur(eant~1r<e1pno» Fit-

uk-legal-sector; Microsoft, ]Ex]p)allnl(dlltln1g Cy bwelrsecwﬂuty Services for Attorneys
Taurgeltte(dl by Nation-State Actors (()hunnue 12, 9__10»24)) ]hlltlt]p)b // b)lhongfb s.miicrosoft.com/on-

the-issues/2024/06/12/cybersecurity-services-for-attorneys / . Ap, p///z(aa/ tlon:
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ﬁ1n1(dl<e]P>e]nudhe]nl1t reporting and gto»\ve]rlnunnuelm1t/ ]Pnr(o»\Vi(dle]r recognition of 1l<egalll=s<e<c1t(onr
targeting. returrn

[FN 213] U.S. Department of Justice, Justice Department Charges 12 Chinese Contract
Hackers and Law-Enforcement Officers in Global Computer Intrusion (Callnﬂllp)alft‘g]ﬂlS
((Maun 5, 2(0»25,)) ]hntlt]p) s/ S WwWw, ||1U[b tice. QF(O)V/ (O)]D)al/ ]p)lr/ just tluce~(dl<e]p)aur1tlnnue1nut=(c]h1aurg(e S=12-

chilnese-con t]ral<01t=]h1<auc]l\<<elrb=anrn<dl ]lal\‘>\V=<e]ﬂliF(O)]F(C@]Uﬂl(e]ﬂl1t=(0)FFIL(C<e]Fb=<QFHtO> bal; Reuters, Dechert

Resolves Clainns <C(0)1nuc<e1r1nuunlg Hired Hackers un ]Llutlugautluonm -Related Operations ((9.( 25)«
]hlltlt]p)b // www.reuters.con/ lle‘gﬁalll/ l[lthlUQFalltlUOi]ﬂl/ dechert-resolves-claims-over-hired-

]hlauckte]r -2025-04-28/. A\FP//IZOHM/Z(OUM.‘ ]hlauc]k@Jrs=1ftonr=]h1lume and | lutltgautluo»1nl=1r(ellaut(e(dl cyber

(O)]P>(6‘]Fallt[[(0)]ﬂl§\\ Iretuorn

[FN 214] Administrative Office of the ULS. Courts, Cybersecurity Measures
Strengthened in Light of Attacks on Judiciary’s Case Management System (Aug. 7,
9__<0>25,>) ]hlltlt]p)b / / WWW.USCOUIFLS. QF(O)V/ data-news/| ju diciary-

news/ 9_(0»2;,/ 08/ 07/ cybersecurity-measures-stre Jnvgﬂt]hue ned-=1 ltgh t-attacks-judiciarys

case-management-systen; Administrative Of Fifluce of the UL S Courts, Jud ges O 1llun1<e

Accelerated Modernization of Case Management System (Mar. 10, 2026).
]hlltlt]p)b / / WWW . USCOUIFLS. Qﬂo»\\// data-news/ ||1uudl iclary=news/2026/0z/10/ ||1uudl<9ﬂeb=(onuntllFunue

auc<c«ell<elraut<e<dl ][]ﬂl(O)dte]F]ﬂllLZ@lltlL<O']ﬂl=<Cal§(€) -Inanagrenen t-systemn; A\(dhnnuum1L§1t1rantw<e~ Office of the

ULS. Courts, Judiciary Approves Funding for Case Management and Public Access
Modernization (}[lumnue; 26, 9__09_(6))) ]hlltlt]p)b / / WWW.USCOUIFLS. QF(O)V/ data-news/| ju diciary-

news/2026/06/26/ ju dici lary-approves- FlunnudllL]nL(gF=(cal§<e\ -mnanage: nnue]nut=aunudl pu blic-
aucoe%=1nnuo>(dl<elrlnl|L7Aa1tluonnl PACER / A\(dhnnuum1L§1t1rantw<e Office of lt]hue LS. (C(onuurlts
Multifactor Authentication Coming Soon (May 2, 2025), and subsequent NextGen

CM/ECF lunnlp lementation notices.

https:/ / pacer.uscourts.orov/announcements/ multifactor-authentication-coning=
soomn; PACER, Additional Security Enhancements Comiing Soon ((jhuunue: 27, 240)25))\«

https:/ / pacer.uscourts.orov/announcements/202=/06/27/additional-security-
enhancements-coming-soon; Administrative Office of the ULS. Cowrts, Counrt

(O)]Pnelratﬁ<0)1n1s—}\\1n11n11u[alll Report 2025, https:/ /www.uscourts.orov/ data-

news/reports/annual-reports/directors-annual=report/annual-report-202/ court=-

operations-annual-report-202«, A\pp///[oami@/m: official auckmuomwﬂ[edlglnnue;lnnt and

remediation of j]lu[<dlft<c[ialll case-managenent risk. retuorn

[FN 215] Microsoft Digital Crimes Unit, Fortra, Health-ISAC, and sworn declarations in
Microsoft Corp. et al. v. John Does 1-2, No. 1:23-cv-02447 ((]E D.N. Y)) toget ther with
the Sept. 8, 2025 permanent injunction. https://blogs.microsoft.com/on-the-

issues/202z/04/06/fortra-microsoft-health-isac-cobalt-strike-cracked-copies/;

Administrative Office of the ULS. Cowrts, H fug]hlly Sensitive Documents glutii(dla]nuce
and post-2025 sensitive-document handli ungr materials.
]hlltlt]p)b / / Www. uscourts. Qﬂo»\\// court-records/ <ell(e<c1t1r(onnlluc~1flLlllL1n1<gF=(CJUnl=<e<c £/ ]huugf]hlll

sensitive-documents. A\/[Dp///uaa//tm/m‘. controlled fili g and 1c<o»1u[1r1t=anm1t]huouru74<e<dl technical
comntanonent. . rFetunrn

[]FN 216] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Ati t]rldbnuntlunlg and
Containing an Evol ving Threat ((S@]P)lt 2400_16)) PPp- 4-18, 22-46, 68-106.; Historical
Iopossibility of the Purported Permanent-Disbarment Path: A Source-First Legal,
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Public-Record, and Forensic Reconstruction of SC2024-1681 and SC2025-0863 (Sept.
14, 2(0)2‘6»)),~ PP- 2-10;, 18-31, 43-74, 82-92, 102-116.. Application: transition from external

mechanisms to field validation. a retuorn

[]FN 217] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863 ((S@‘]P)lto 14, 210»2(6’)); PPp- 2-10, 18-31, 43-74, 82-92, 102-116.; Farrow et al. v. IOA
Group, LLC et al,, No. 1:25-cv-20544 (S.D. Fla.), Verified Complaint filed Feb. 5, 2025,
related filings, and Feb. 8 affidavit of Dr. Jane Doe.. Application: reason the Florida

record functions as a ll(O»]nl'g’iltluttdlﬁ]ﬂlal][ field case. a rFetunrn

[]FN 218] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863 ((Sepnto 14, 210»2(6’)); PPp- 2-10, 18-31, 43-74, 82-92, 102-116.; Marlin Tec]hunuo»ll@g[‘ue&
Expert Network and ]E]nudllpuo»[i]nut Report ((]Dhe«c\« 5 2(0»24))\«;: Team B, Florida Bar ]E]nnqpll@yee
Portal, Florida Bar Me]nnllb)e]rs]hliip Portal, and MyFLCourtAccess (@=]F[L1lft1n1g Portal
datasets (2024-2025), Project artifacts.. Application: field-case selection based on

(C(O']['Jﬂlpll(elt@ S(O)1U[]F(C(e=lt(O'=(C(O'1DlS(€)(q[1U[<€)]ﬂl(C@ S<€‘,‘(q[1U[1€‘/‘]Dl(C1€‘,\« a Iretuorn

[FN 219] Cyber-N.E.T. Forensics, Anatomy of the Strategic cAPTure-to-Kill Operation:
Integrated e-Forensic Report (Oct. 22, 2025), pp. 1-24, 69-203, 238-267, and appendices.
]hlltlt][)b //cyberlawlibrary. 1o>1rg/ repol rts/cyber-n-e-t-forensics ~expe r1t~1rne1p>1o>1r1t/
Historical Impossibility of the ]P’lunrlp)(onr ted Permanent-Disbarment Path: A Source-
First ]L<egal ; Public-Record, and Forensic Reconstruction of SC2024-1681 and SC2025-
08673 ((Sepln 14, 2(0»2‘6»)))\ PP- 2-10;, 18-31, 43-74, 82-92, 102-116.; Maurlion Tec]hunuoﬂl(ogfues,« Expert
Network and ]E]nudhpxoﬁi]ntlt Report ((]Dhewc\\ 5, 2024))\\;: Team B, Florida Bar ]E]nnqplhoyee Portal,
Florida Bar Memnﬂbne]rg]hlii]p Portal, and MyFLCourtAccess (e=]Fftllii1n1g Portal datasets
((2'0)244(0»25)% Project artifacts.; Direct FBI comununnications and Tel[e]p)(onrltelr records,

Sept. 2024, concerning meetings, evidence uploads, contemplated computer-
analysis Jr<e§]P><o>1nls<e -team review of telephones, and continuing review of submitted
material. A\/pp///zca//t/zon contenmporaneous docunmentation ]P)]me(ced ungr | termiunal
consequences. B ciurn

[FN 220] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Conul tauunuunug an Evol Vlurng Threat ((S@]P)lt 240)9_16)) PP- 4-18, 22-46, 68-106.; His torical
Impossibility of the Purported Permanent-Disbarment Path: A Source-First Legal,
Public-Record, and Forensic Reconstruction of SC2024-1681 and SC2025-0863 (Sept.
14, 2026), pp- 2-10, 18-31, 43-74, 82-92, 102-16.. Application: mapping the field case to all

authority rails. a Ireturn

[]FN 221] O.R.A.C.L.E. Logistics Teamn, Omnline Reputation and Credential Laund ering
Exposure Expert Report, Version 30 ()Laum 20, 240)2_'6))» comntroll lunlg first-dirraft baseline.;
Historical Impossibility of the Purported Permanent-Disbarment Path: A Source-
First ]LegaﬂL Public-Record, and Forensic Reconstruction of SC2024-1681 and SC2025-
08673 ((Sepln 14, 2(0»2‘6»)))\ PP- 2-10;, 18-31, 43-74, 82-92, 102-116.. A\pp///[raa//t/ion: ]P)llalftlnwllaunlgluu e

anunt]huonrs]hﬂip and participant disclosure. a retuorn

[]FN 222] Historical ][Jnnl]pnoss[ilb)[Ll[[ilty of the ]P‘lunqpuonrlte(dl Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
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SC2025-08673 ((Sepnu 14, 2026)% PP 2-10; 18=31, 43-74, 82-92, 102-116.; Direct FBI
comumumnications and Teleporter records, Sept. 2024, concerning meetings,
evidence up loads, con tte)][’]nllp)l ated «co1nnllpnur1ter=ann1allysng response-team review of
telephones, and continuing review of submitted material.; Farrow et al. v. IOA
Group, LLC et al,, No. 1:25-cv-20544 (S.D. Fla.), Verified Complaint filed Feb. 5, 2025,
related filings, and Feb. 8 affidavit of Dr. Jane Doe.. Application: evidentiary

treatment of (clllU[lt]hl(O)]l“ﬂP)al]Fltitc[L]P)Gl]ﬂllt statemnents. . Iretuorn

[FN 223] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((Sepnu 14, 2(0»2(6’)); Pp: 2-10, 18-31, 43-74, 82-92, 102-116.. A\pp///i}ca/t/[@/m: scope

boundary for field validation. retuorn

[]FN 224] The Florida Bar, Lawyer D fLSCﬁPM]ﬂUE‘):I A R(O)audhnnlalp to Florida’s Lawyer
Regulation System, and Rules Regulating The Florida Bar.
]hlltlt]lp>§i/ / \W\W\\\V\~ﬂ[@]r[L(dlallbwllﬂ(o)]F‘gf/ 1t]hue=1ﬂl<o»1rl‘i(dlal=1bwallr=l|] ouwrnal/lawyer-disc fLP]lﬁ]ﬂl@=(dl=]t’©>(al(dl][]ﬂl«alllp)g

to-floridas-lawyer-regulation-systen/; Brian D. Burgoon, Lawyer ]D>[ischpl[[hnue—A

Roadmap to Florida’s Lawyer Regulation System, ¢8 Fla. B.J. 8 (May/June 2024).
]hlltlt]lp>§i/ / \W\W\\\V\~ﬂ[@]r[L(dlallbwllﬂ(o)]F‘gf/ 1t]hue=1ﬂl<o»1rl‘i(dlal=1bwallr=l|] ouwrnal/lawyer-disc fLP]lﬁ]ﬂl@=(dl=]t’©>(al(dl][]ﬂl«alllp)g

to-floridas-lawyer-regulation-systenn/ . A\pp///[aa//t/[roum: transition to the Florida

(dliisc[ipl[iilnue process primer. retuorn

[FN 225] Brian D. Burgoon, Lawyer Discipline—A Roadmap to Florida’s Lawyer

Regulation System, 98 Fla. B.J. 8 (May/June 2024). https://www floridabar.org/the-
florida- bnaumi«o»u rnal/ l[awvmmdiis(cii]p)lliilnue~a 1r<o»al<dllnn1a1p)~1t<o' ﬂlto)]t’lud[alb~]L’cll\WVV(6]F~]F(G‘QFIU[“B[tlL(O>]ﬂl~

system/. A\/pp///zca//tw/m purpose of the Florida dlLS(ClL]P) ine primer. . Feturn

[FN 226] The Florida Bar, Lawyer Discipline: A Roadmap to Florida’s Lawyer
Regulation System, and Rules Regulating The Florida Bar.
]hlltlt]lp>§i/ / \W\W\\\V\~ﬂ[@]r[L(dlallbwllﬂ(o)]F‘gf/ 1t]hue=1ﬂl<o»1rl‘i(dlal=1bwallr=l|] ouwrnal/lawyer-disc fLP]lﬁ]ﬂl@=(dl=]t’©>(al(dl][]ﬂl«alllp)g

to-= fll«ourfudlalb=llal\w\\1<elr=1ﬁe<gﬂutllal1tii<o'1nt=s\\ls1t<e /3 Birian D. Burgoon, Lawyer ]D>[ischpl[[hnue—A

Roadmap to Florida’s Lawyer Regulation System, ¢8 Fla. B.J. 8 (May/June 2024).
]hlltlt]lpm/ /www floridabar. (onrg/ the-florida-! bwaur=1| jounrnal / lLal\W\Vne]mdlii§<ciip]lii]nl«e=al=1r(o>‘audhnnlan'pw

1tt0>=1ﬂl<o»1rii<dlalb=llal\\\V\v<eJr=theQﬂudlal1tlL<o'1nL=s\vs1t<eJnn1/ . A\pp///[aa//t/[roum: institutional allocation of

authority in Florida lawyer (dliig(ciilp>llftln1<ex retuorn

[FN 227] The Florida Bar, Lawyer Discipline: A Roadmap to Florida’s Lawyer
Regulation System, and Rules Regulating The Florida Bar.

]hlltlt]p)b / /www floridabar.ore/ the-florida-bar-jouwrnal/lawyer-discipline-a-roadnmap-=
& 7 T T
to-= fll«o»lrludlalb=llal\w\\1<elr=1ﬁe<gﬂutllal1tii<o'1nt=s\\ls1t<e /3 Birian D. Burgoon, Lawyer ]D>[ischpl[[hnue—A

Roadmap to Florida’s Lawyer Regulation System, ¢8 Fla. B.J. 8 (May/June 2024).
]hlltlt]lpm/ /www floridabar. (onrg/ the-florida-bar-j - ounrnal / lLal\W\Vne]mdlii§<ciip]lii]nl«e=al=1r(o>‘audhnnlan'pw

1tt0>=1ﬂl<o»1rii<dlalb=llal\\\V\v<eJr=theglutllal1tlL<o'1nL=s\vs1t<eJnn1/ . A\pp///[aa//t/[roum: ACAP intake and branch

investigation. Fe e

[]FN 228] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863, ((Sepnu 14, 2(0»2(6’)); PP- 2-10, 18=31, 43-74, 82-92, 102-116.; The Florida Bar,
Grievance Committees (<<c1u[1r1r<e1nut public roster and committee overview, accessed
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Sept. 16, 2400_16)) ]hlltlt]p)b / /www . floridabar <o'1r<gf/ about/cmtes/con tes-gn /s Brian D.

Burgoon, Lawyer Discipline—A R(O)audhnm.al]p to Florida’s Lawyer Reglu[l ation Systenn,
98 Fla. BJ. 8 ((Maty/ Juone 240»24))\« https:/ / www . floridabair.o rg/ the-florida-bar-
journal/lawyer-discipline-a-roadnn ap- to-floridas =l[al\w\\1«@1F=the;<gﬂutllal tion=systemnm/ .

Application: file identity and committee suffix as authority-bearing information.
Ire tunrn

[]FN 229] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(eput 14, (0»2(6’)) PP 2-10; 18=31, 43-74, 82=92, 102-116.; Briamn D. Burgroon,
Lawyer ]D)1L§<cup ine—A Road map to Florida’s Lawyer &egu atiom Systenn, 98 Fla. B.J.

8 ((Maly/) unee 9__02_4))\\ ]hntltp s:/ /www floridal bnaumourrg/ the-florida-| b)@11r=J|<onuur1rnalll/ lawyer-

discipline-a-roadimap-to-floridas-lawyer-reoulation-systen/. A prp lication: response
notice, receipt, deficiency, and nonresponse states. . retuorn

[FN 230] The Florida Bar, Grievance Committees (current public roster and committee
overview, accessed Sept. 16, 2(0»%6»)) ]hlltlt]p)b / /www . floridabair. <0)1r<gf/ about/cmtes/cotes-

glr/ Brian D. Burgoon, Lawyer ]D)ll§<Cll]P) ine—A Road map to ]Flhourludlal s Lawyer

Reglud atiom Systemnn, 98 Fla. B.J. 8 ((May/}huunue 9_(0»24)) ]hltlt]D)b / /www floridabair. tour(gf/ the-
florida- b)aur~||<o»1unr1nlall/ l[al\\\V\\I<eJr=<dl|Lb(Clup)lllunue~a ]ﬂOu’cll(d[]Uﬂl(c]l]D)~1t<0' ﬂl(OJ]FIL(dlalb~]L’cll\‘>\VV(e]F~]F@QﬂudlaltlL(O>]ﬂl~

S_\Y§ltte‘][]ﬂl/ N A\Pp///[@:&’[/[/]@]ﬂ[f g]r[uevaunuce conumittee (C(O)][']['Il]P)(O)S[thlUOb]ﬂl and function. . retuorn

[FN 231] The Florida Bar, Lawyer Discipline: A Roadmap to Florida’s Lawyer
Regulation System, and Rules Regulating The Florida Bar.
https:// \\AV\W\\\VJﬂl«o»Jrl‘i(dlallbmum(onrg/ 1t]hue=1ﬂl<o»1rl‘i(dlawlbwaurglﬁ ouwrnal/lawyer-disc i‘upllii]nl«e=al=1r(o>audhnntaqu

to-floridas-lawyer-reoulation-systemn/; The Florida Bar, Grievance Comumittees

((CllJ[]F]F(e‘]nllt ]pnuﬂb) ic roster and comumittee overview, accessed Sept. 16, 9’_@2(6»))\

]hlltlt]p)b / /www floridabair. (onr@/ about/cmtes/ coi t<e<=<gﬂr/ Brrian D. Burgoon, Lawyer
]D)ltscupl ine—A Road map to Florida’s Lawyer Regu atiom Systenn, 98 Fla. B.J. 8
((May/) une '2400_4)) ]hntlt]p) / /www floridabar. (ourrgf/ the-florida-bar- ||<0>1uur1mall/ lawyer-

disc lL]p)ll lunue~a1~1r<o'al<dhnmaup>~1t(0)~ Hl(ourludlalb~1Lal\W\\ne1r~Jﬁegﬂudlal1tluo»1nl=S\vb tem/ . Ap, p///ucaz/t/z@/m chair

and investigating-member authority. 5] Iretunrn

[FN 232] Brian D. Burgoon, Lawyer Discipline—A Roadmap to Florida’s Lawyer
Regulation System, 98 Fla. B.J. 8 (May/June 2024). https://www floridabar.org/the-

florida-bar-journal/lawyer-discipline-a-roadmap-to-floridas-lawyer-regulation-
: E E g
systemnn/. A\pp///[oam[on: dlesﬁgmtal&edl reviewer and Board (O)Ve]rsiig]hnu retuorn

[FN 233] The Florida Bar, Lawyer Discipline: A Roadmap to Florida’s Lawyer
Regulation System, and Rules Regulating The Florida Bar.
https:// \\AV\W\\\VJﬂl«o»Jrl‘i(dlallbmum(onrg/ 1t]hue=1ﬂl<o»1rl‘i(dlawlbwaurglﬁ ouwrnal/lawyer-disc i‘upllii]nl«e=al=1r(o>audhnntaqu

to-= ﬂl«ouri&dlatb=1lal\W\v<eJr=1r@<gﬂudl@11tii<o»1nl=s\vs1t<elnnl/ s Brian D. Burgoon, Lawyer ]D>[ischpl[[hnue—A

Roadmap to Florida’s Lawyer Regulation System, ¢8 Fla. B.J. 8 (May/June 2024).

https:/ / www floridabair. (onr@/ the-florida-bar-journal /lawyer-discipline-a-roadmnnap-

lt(o>=1ﬂl<o»1rl‘[<dlalb=llal\\\V\v<eJr=Jﬁe<gﬂutllalltlt<o>1nl=s\\lb tenn/. A\pp///[aa//é'/[@/m: formal <c<o»lnnqp>l[aiimut and referee
appointment. retugrn

[FN 234] The Florida Bar, Lawyer Discipline: A Roadmap to Florida’s Lawyer
Regulation System, and Rules Regulating The Florida Bar.
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]hlltlt]lp>§i/ / \V\V\WV\\\VJﬂl«onrl‘i(dlallbmum(onrg/ 1t]hue=ﬂ<o»1rl‘i(dlal=1bwallr=l|] ouwrnal/lawyer-disc ftpllii]nl«e=al=1r(o>‘audhnnlan'pw

to-floridas-lawyer-reoulation-systen/; Brian D. Burgoon, Lawyer ]D>[ischpl[[hnue—A

Roadmap to Florida’s Lawyer Regulation System, ¢8 Fla. B.J. 8 (May/June 2024).
]hlltlt]p)b / /www floridabair. (onrg/ the-florida- bnaur~||10>1uur1nt@1]l/ lawvyer-disci D)lllunue —a=roadl majp
to-= ﬂl«o»lrludlalb=1lal\\\V\v<eJr=JﬁeQﬂudlal1tlL<o'1nL=S\Vb sten /. A\/Dp///zca//tw/n/ referee 1f1uunuctluonnl and Slqunr(e]nnue

Court funal authority. . retunrn

[FN 235] Historical Impossibility of the Purported Permanent-Disbarment Paths A

Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863 ((Sepnu 14, 2(0»2(6’)); PP- 2-10, 18=31, 43-74, 82-92, 102-116.; The Florida Bar,
Lawyer Discipline: A Roadmap to Florida’s Lawyer Regulation System, and Rules

]&eglu[l antlunlg The Florida Bar. ]hlltlt]p)b / /www floridabair. (O)JFQF/ the-florida-bar-

journal/lawyer-discipline-a-ro al<dllnnlal1p>= to-floridas =l[a1\\\V\v<eJr=the orulation=-system/ .

A\pp///i}ca/t/[om:‘ case management, notice, and comnsolidation. a retuorn

[FN 236] Historical lmpossibility of the Purported Permanent-Disbarment Path: A

Sowrce-First ]L(egalll,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
§C2025-08673 (Sept. 14, 2026), pp. 2-10, 18-31, 43-74, 82-92, 102-16.; Affidavit of John
Berrena §1qu)lp)<o>1r1t[ilnlg the June 18, 2025 Petitiomn for ]E]nnuelrgelnucy Slutspe]msihonm,\
paragraphs 4-19 and Composite Exhibits A-1 through A-u; The Florida Bar, Lawyer
Discipline: A Roadmap to Florida’s Lawyer ]&eglut ation Systemn, and Rules

]&eglu[l antlunlg The Florida Bar. ]hlltlt]p)b / /www floridabair. (O)JFQF/ the-florida-bar-
journal/lawyer-disc upll lne=-a=ro audhnnhaulpw to-floridas =l[a1\\\V\v<eJr=the u llation-systen/.

A\pp///i}ca/t/[om‘ <dl[is<chp)1[iilnlauqv evidence and source-layer distinctions. Feturn

[FN 237] Historical Inmpossibility of the Purported Permanent-Disbarment Path: A

Sowrce-First ]L(egalll,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
§C2025-0863 (Sept. 14, 2026), pp. 2-10, 18-31, 43-74, 82-92, 102-16.; Referee Case
Management Order entered Aug. 11, 2025; wiritten Motion to Consolidate and
comsolidation orders entered Aug. 12, 2025; Report of Referee, The Florida Bar v.
Farrow, §C2024-1681 / SC2025-0863, Filing No. 235057778 (Nov. 4, 2025), pp. 1=7, 13-24..

Application: default and its antecedent authority requirements. 5] retunrn

[FN 238] Brian D. Burgoon, Lawyer Discipline—A Roadmap to Florida’s Lawyer

Regulation System, 98 Fla. B.J. 8 (May/June 2024). https://www floridabar.org/the-
ﬂ(ourﬁ(dlal=1b)allr=ji<o»1unr1nualll/ llal\\\V\\l<6‘]F=(d[fLS(C(Lp“fL]ﬂl<6‘=«’cll=]F<Ou’cll(d[][]ﬂl@l]lp)=1t<0'=ﬂlt0)]f"ﬁ(d[&ilb=]L’cll\WVV(E‘)]F=]F(6“gFIU[lLalltﬁ(0>]ﬂl=

systemnn/. A\pp///[oaz/t/[@/m: agrgravation, mitigation, and sanction reconmmendation.
return
[FN 239] Florida Rules of General Practice and Judicial Administration, Florida Courts

E-Fil lunug Portal standards, and Rules &e«gu anttunug The Florida Baur, operative
historical and current versions. hi ttps: / /www floridabair. rourg/ rules/rrtfb/; The

Florida Bar, Count Amends Rules Concerning Emergency SlU[§]P)<e]nlSlL(O>]nl§ When
Lawyers Are Charged with a Felony (Sept. 5, 2023), reproducing Rule 3-5.2
procedures then governing petitions, formal-complaint status, answers, referee

appointment, and @,X]p)(e(d ited ]p>1r<o><c<e<e(d ngrs. ]hntlt]p)s / /www floridabair. «ourrgf/ the-florida-
bar-news/count-amends-rules-concerning-emergency-suspens sions-when-lawvers-
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are-charged-with-a-felony/. Application: historical Rule 3-5.2 emergency-

suspension standard and authority. B cturn

[FN 240] Florida Rules of General Practice and Judicial Administration, Florida Courts
]E=]Fiill[i1n1g Portal standards, and Rules Re«glud[autﬁ]nlg The Florida Baur, operative
historical and current versions. ]hutlt]‘p)s::/ / \W\W\WJH[(O)]Ff[dlath@ur&@]ﬁg/ rules/rrcfb/; The

Florida Bar, Count Amends Rules Concerning Emergency Suspensions When
Lawyers Are Charged with a Felony (Sept. 5, 2023), reproducing Rule 3-5.2
procedures then governing petitions, formal-complaint status, answers, referee
appointment, and @,xp(e(d ited ]p>1r<o><c<e<e(d ngrs. ]hntlt]p)s / /www floridabair. (ourrgf/ the-florida-

bar-news/count-amends-rules-concern lunugme Mergency-suspens sions-when-lawyers

are=chay rrgmedl with-a-felony/. A\/[DP///zca//t/er)/n/ petition as 1F(o>1r1nn1al[ (C(O)]Unl]P) laint, answer
]P)(G]FIL(O)(dl and prompt referee appointment. . retugrn

[FN 241] Florida Rules of General Practice and Judicial Administration, Florida Courts
]E=]Fiill[i1n1g Portal standards, and Rules Re«glud[autﬁ]nlg The Florida Baur, operative
historical and current versions. ]hutlt]‘p)s::/ / \W\W\WJH[(O)]Ff[dlath@ur&@]ﬁg/ rules/rrcfb/; The

Florida Bar, Count Amends Rules Concerning Emergency Suspensions When
Lawyers Are Charged with a Felony (Sept. 5, 2023), reproducing Rule 3-5.2
procedures then governing petitions, formal-complaint status, answers, referee

appointment, and @,xp(e(d ited ]p>1r<o><c<e<e(d ngrs. ]hntlt]p)s / /www floridabair. (ourrgf/ the-florida-
bar-news/count-amends-rules-concern lunvgwe Mergency-suspens sions-when-lawvyers

are-charged-with-a-felony/. Ap, p///uaa//t/zroum‘. motion to (dlltssollve and <ex]p<e<dllut<e(dl 1r<eif<e1r<ee

]P)]F(O)(C@(dllU[]ﬁ& retuorn

[FN 242] Affidavit of John Berrena supporting the June 18, 2025 Petition for
Emergency Suspension, paragraphs 4-19 and Composite ]EX]hlleb>[[lt§ A-1 through A-u;
The Florida Bar, Lawyer Discipline: A Roadmap to Florida’s Lawyer Regulation
System, and Rules ] &egu autlunug The Florida Bar. hit tps: / /www floridabar.o FQF/ the-
florida-bar- joun rnal/lawyer-disc ip line-a ~]t°tOu’cll(d[][]ﬂlal]P)=1t<0' floridas-lawvyer-re gludlal tilomn-=

systemnn/. A\pp///[oaz/t/i}oum: source provenance inside emergency-suspension affidawvits.

retuorn

[FN 243] Historical Inmpossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]L(egalll,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863, ((Sepnu 14, 2(0»2(6’)); pPp- 2-10, 18-31, 43-74, 82-92, 102-116.; The Florida Bar,
Lawyer ]D)[i§<cii]pllfunue:: A Rtonaudllnmalp to Florida’s Lawyer R(eglud[autihonm System, and Rules
Reglu[l[antfunug The Florida Bar. ]hlltlt]p)S‘I/ /www.flo rl‘hdlallbvaurwourg/ the-florida-bar-
journal/lawyer-disc 1L1p>ll Une=-a=ro audhnntaup>~ to-floridas =1lal\W\v<e r-regu lation=systenn/;
Florida Rules of General Practice and Judicial A\(dl]nnuunutsltraltluonnl Florida Courts E-

Fill ing Pori tal standards, and Rules Regﬂu[ ating The Florida Bar, operative historical
and current versions. hti tps: / /www floridabar.o FQF/ rules/rrefb /. A\/pp///uca//tw/m

Slqu)re]nnue Court review and (C(O)]ﬂllt@Slt@(dl/ umcontested ]P)(O'§IUU[]F1€‘,\« . Iretuormn

[]FN 244] Historical Iimpossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]L(egalll,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863, ((Sepnu 14, 2(0»2(6’)); PPp- 2-10, 18-31, 43-74, 82-92, 102-116.; Supreme Court of
Florida, May 21, 2026 disposition in SC2024-1681 / SC2025-0863 approving the referee
report and funnqposfunlg permanent disbarment and costs.; Brian D. Burgoon, Lawyer
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Di lL§(CIL]P) line—A Road map to Florida’s Lawyer R@gu atiom Systenn, 98 Fla. B.J. 8
((Mrcuy/) une 2‘0’9—4)) ]hltlt]D)b / /www floridabar. 10)JFQF/ the-florida-bar-j joun nenal/ lawyer-
dlLSClL]D>lllL]Dlte~<al~]F<O'al<dl][]ﬂlal]D>~lt(0)~ HllOﬂFlL(dlalb~ual\\>\V\Vle]F~]F(6Q’1U lation-systen/. A\/[Dp///zrcaz/[/zom fiunal

disciplinary authority and permanent disbarment. . Iretunrn

[FN 245] The Florida Bar, Member Profile and Discipline Documents for Jay Lewis
Farrow, Bar No. 625213, <caqpnt1unre<dl Sept. 2026.
https:// \V\V\W\Wdﬂl«onrl‘i(dlallbvaumourg/ ]'PﬂU[]b\l[ ic/ aucaqp/ disc-

docs/?icn=202z50622&menmber=62=21z; The Florida Bar, Instructions to View
D ﬁ§<cii]p)llftln1te Documents. https://www . floridabar.org/public/acap/instructions/.

Application: terminal order, costs, and publication as professional identity.
retuirn

[]FN 246] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Legalh Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863 ((Sepnu 14, 2(0»2(6’)); PP: 2-10; 18=31, 43=74, 82-92, 102-116.; Brian D. Burgoon,
Lawyer Discipline—A Roadmap to Florida’s Lawyer Regulation System, 98 Fla. B.J.
8 (May/June 2024). https://www floridabar.org/the-florida-bar-journal/lawyer-
disc ip line-a=ro a1<dllnn1aqp>= to-flor (Ldlal§=1[@1\W\vnelr=1r(eg1udl ation-systenm/. A prp lication:

transition from ordinary process to field deviations. retuorn

[]FN 247] Historical ][Jnnqpuo»ssftlb)lellety of the ]P’luur]pnonrlte(dl Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
§C2025-0863 (Sept. 14, 20@% PP 2-10, 18-31, 43-74, 82-92, 102-116.. Application: purpose

of Field Validation One. Feturn

[]FN 248] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(@]P)l& 14, 2(0»2(6’)% Pp: 2-10, 18-31, 43-74, 82-92, 102-116.. A\pp///f@ﬁ//t/[@/m: source

support for the discussion wnder A. The ul Control Baseline. retuorn

[]FN 249] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(@]P)l& 14, 2(0»2(6’)% Pp: 2-10, 18-31, 43-74, 82-92, 102-116.. A\pp///f@ﬁ//t/[@/m: source

support for the discussion wnder A. The ul Control Baseline. retuorn

[FN 250] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(@]P)l& 14, 2(0»2(6’)% Pp: 2-10, 18-31, 43-74, 82-92, 102-116.. A\pp///f@ﬁ//t/[@/m: source

support for the discussion wnder A. The ul Control Baseline. retuorn

[FN 251] Email attributed to John Derek Womack to Jay Lewis Farrow (Sept. 17, 2024),
with chain and signature block identifying J. Derek Womack, Senior Litigation
Attorney.. Application: source support for the discussion uwnder B. The September

17 Base-File Comununication. retuorn

[FN 252] Email attributed to John Derek Womack to Jay Lewis Farrow (Sept. 17, 2024),
with chain and signature block identifying J. Derek Womack, Senior Litigation
Attorney.. Application: source support for the discussion uwnder B. The September

17 Base-File Comununication. retunrmn
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[FN 253] Email attributed to John Derek Womack to Jay Lewis Farrow (Sept. 17, 2024),
with chain and signature block identifying J. Derek Womack, Senior Litigation
Attorney.. Application: source support for the discussion under B. The September

17 Base-File Comununication. a retunrn

[FN 254] Historical Inmpossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
§C2025-0863 (Sept. 14, 202%),« PP 2-10, 18-31, 43-74, 82-92, 102-116.. Application: nlL matter

as ]P>1r<e;=ii1nuc[L(dlte;]nut comntrol, return

[FN 255] Email attributed to John Derek Womack to Jay Lewis Farrow (Sept. 17, 2024),
with chain and signature block identifying ‘J. Derek Womack, Senior Litigation

Attorney.. Application: September 17 represented file and response state. a
retuorn

[FN 256] Historical lmpossibility of the Purported Permanent-Disbarment Path: A
Source-=First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
§C2025-0863 (Sept. 14, 2026), pp. 2-10, 18-31, 43-74, 82-92, 102-16.; Email attributed to
John Derek Womack to Jay Lewis Farrow (Sept. 17, 2024), with chain and signature
block identifying ‘J. Derek Womack, Senior Litigation Attorney.. Application:

source-state <c]hue;(ckp<onunnt and r(eq[lunur(e;(dl transition records. a Fe tunEn

[FN 257] Florida Bar letters and Notices of Assignment attributed to John D. Womack
and transmitted Oct. 15-18, 2024, ﬁ<dl1eln1tftfyiilnl<g Richard Jay Weiss as 17F Chaiur and
using varying investigating-member language, typography, name presentation,
and signature placement.. Application: source support for the discussion wnder D.

The 17F Referral and Womack Role Vartants. a retuorn

[FN 258] The Florida Bar, Lawyer Discipline: A Roadmap to Florida’s Lawyer
Regulation System, and Rules Regulating The Florida Bar.
]h11t1t1p>§~*/ /www floridabar (O)JFQF/ the-florida-! bwallr=ﬁto>IU[1r1n1all/ lawvyer-disci D)lliilnlne=al= rtOnaudhnnl.aqu

to-1 ﬂl@ ridas-lawyer- regu ]L’c]lltlt<0']ﬁl=§\\/'b tenn/. Ap, p///zca//t/uaz/n/ source support for the
discussion wnder D. The 17F Referral and Womack Role Variants. a retuorn

[FN 259] Florida Bar letters and Notices of Assignment attributed to John D. Womack
and transmitted Oct. 15-18, 2024, ﬁ(dl1eln11tftifyiilnlg Richard Jay Weiss as 17F Chaiur and
using varying investigating-member language, typography, name presentation,
and signature placement.. Application: source support for the discussion under D.

The 17F Referral and Womack Role Vartants. a retuorn

[FN 260] Email attributed to Johmn Derek Womack to Jay Lewis Farrow (Sept. 17, 2024),
with chain and signature block identifying ‘J. Derek Womack, Senior Litigation
Attorney.; Jay Lewis Farrow consolidated response transmitted Oct. 14, 2024, and
Christine Mitchell acknowledgment dated Oct. 15, 2024 (‘We have received the
email that you sent last night at 3:20pm. Thank you.’).. Application: souwrce support

for the discussion under D. The 17F Referral and Womack Role Variants. a retuorn

[]FN 261] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((Sepnto 14, 2026)% PP: 2-10;, 18=31; 43-74, 82=92, 102=116.; Cyber-N.E.T.
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Forensics, Second SlU[]P)]P)][(e‘]Dnl@]ﬂlltfclll[ Expert Avatar Report (()[aum 15, 2(0»2(6»)))\ treated as a
source reservoir only where supported by primary evidence.. Application: source

support for the discussion under E. Weiss Chair Provenance. a retuorn

[]FN 262] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(G)]P)lto 14, 202(6’)))\ Pp: 2-10, 18-31, 43-74, 82-92, 102-116.. A\/[D)/p///[aaz/t/[roum‘:‘ source

support for the discussion under E. Weiss Chair Provenance. a retuorn

[FN 263] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((Sepnto 14, 210»2(6’)); PP: 2-10; 18=31; 43-74, 82=92, 102=116.; Responnudlelm1t"s Motiomn
for Order to Show Cause, SC2024-1681 (Feb. 27, 2025), including embedded Feb. 26
Weiss Serota conumuinicaktion (dllL][’“(eCltlUl’]l(g future commumniications to Patricia Amnin
Toro Savitz at ]P)SalVlthZ@ floridabar.org.. Application: source support for the

discussion under E. Weiss Chair Provenance. a retuorn

[FN 264] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
§C2025-0863 (Sept. 14, 2026), pp: 2-10, 18-31, 43-74, 82-92, 102-16.; Florida Bar letters and
Notices of Assigmment attributed to John D. Womack and transmitted Oct. 15-18,
2024, identifying Richard Jay Weiss as 17F Chair and using varying ll]an4e§ltltgalltlllnlg—
member language, typography, name presentation, and signature placement..

Application: source support for the discussion wnder E. Weiss Chair Provenance. @
return

[FN 265] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863, ((S@‘]P)lto 14, 210»2(6’)); pPp- 2-10, 18-31, 43-74, 82-92, 102-116.; The Florida Bar,
Petition for Contempt and Order to Show Cause and Possible Venue filing, Filing
No. 211689379 (Nov. 25, 2024), SC2024-1681.. Application: source support for the

discussion wnder G. The 17F-to-17A Transition. a retuorn

[]FN 266] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(G)]P)lto 14, 202(6’)))\ Pp: 2-10, 18-31, 43-74, 82-92, 102-116.. A\/[D)/p///[aaz/t/[roum‘:‘ source

support for the discussion under G. The 17F-to-17A Transition. a retuorn

[]FN 267] Historical Iimpossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863 ((S@‘]P)lto 14, 210»2(6’)); pPPp- 2-10, 18-31, 43-74, 82-92, 102-116.; The Florida Bar,
Lawyer Discipline: A Roadmap to Florida’s Lawyer Regulation System, and Rules
Regﬂu[ altlunlg The Florida Bar. ]hlltlt]p)b / /www floridabair. 'O)JFQF/ the-florida-bar-
journal/lawyer-disc ip line-a-ro audl map- to-floridas =1lal\W\v<e r-regu llation-systen/.

A\pp///[@&’//t/f@/m‘:‘ source support for the discussion wnder G. T]hue; 17F-to-17A Transition.

a retuorn

[FN 268] Florida Bar letters and Notices of Assignment attributed to John D. Womack
and transmitted Oct. 15-18, 2024, ﬁ(dl<eln11tftifyiilnl<g Richard Jay Weiss as 17F Chaiur and
using varying investigating-member language, typography, name presentation,
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and signature ]P)llaucemnue]nutgz The Florida Bar, Lawyer ]D>[is<chp1[[i1nue:: A R(O)@l(dhnnlalp to
Florida’s Lawyer Reglutllautfuonnl System, and Rules Reglu[llaut[ilnug The Florida Bar.
]h11t1t1p>§~:/ /www . floridabar «(O)]FQF/ the-flo rii<dlat=1bwaur=ﬁtO)lU[]F]ﬂlalll/ lawvyer-disci D)lliilnlne=al= road map-

to-1 ﬂl@ ridas-lawyer- regu ]L’c]lltlt<0']ﬁl=§\\/'b tem/ . Ap, p///zca//t/uaz/n/ comumiittee ludl@]mltlt ty amnd lrolhe; as
au t]huonrlthbiueaurlunlg state. a rFetuorn

[FN 269] Florida Bar letters and Notices of Assignment attributed to John D. Womack
and transmitted Oct. 15-18, 2024, ﬁ(dl1eln11tftifyiilnlg Richard Jay Weiss as 17F Chaiur and
using varying investigating-member language, lty]p)(ongraqp]hly name presentation,
and signature placement.; The Florida Bar, Lawyer Discipline: A Roadmap to
Florida’s Lawyer Reglu[ ation System, and Rules Regu ating The Florida Bar.

https:// www floridabar.ore/ the-florida-bar-jouwrnal/lawyer-discipline-a-roadnmap-=
LY L= 7 T T

to-floridas-lawyer-reoulation-systenm/. A pp// ication: different role-ass igmment
narratives within the same document series. a Feturn

[]FN 270] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((Sepnto 14, 2(0»2(6’)); PP: 2-10; 18=31; 43-74, 82=92, 102=116.; Reglpuonnudlelm1t"s Motiomn
for Order to Show Cause, SC2024-1681 (Feb. 27, 2025), including embedded Feb. 26
Weiss Serota conunuuinication (dllL][’“(eCltlUl’]l(g futuwre communications to Patricia Amn
Toro Savitz at psawtutz@ floridabar.org.; Cyber-N.E.T. Forensics, Second
Slu[pp lemenital Expert Avatar Report ()Launh 15, 2_(0@(6»)))\ treated as a source reservoir
only where supported by primary evidence.. Application: chair-roster conflict and

overlapping adverse law-firm activity. a Iretunrn

[]FN 271] Historical Iimpossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863, ((Se]pnu 14, 2(0»2(6’)); pPp- 2-10, 18-31, 43-74, 82-92, 102-116.; The Florida Bar,
Petition for Contenmpt and Order to Show Cause and Possible Venue 1fftllii1n1g,\ ]F[[llft]nlg
No. 211689379 ((NO'\\A 25, Z(O)Zgl); SC2024-1681.. Application: 17F-to-15A transition amnd

missing transfer lb)r[i(dlg‘ex return

[FN 272] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
§C2025-0863 (Sept. 14, 2026), pp: 2-10, 18-31, 43-74, 82-92, 102-16.; Florida Bar letters and
Notices of Assigmment attributed to John D. Womack and transmitted Oct. 15-18,
2024, identifying Richard Jay Weiss as 17F Chair and using varying ll]an4e§ltltgalltlllnlg—
member language, typography, name presentation, and signature placement..

Application: synthesis and transition to response/nonresponse. a Ireturn

[FN 273] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((Sepnto 14, 2(0»2(6))); Pp: 2-10, 18-31, 43-74, 82-92, 102-116.; Jay Lewis Farrow
consolidated response transmitted Oct. 14, 2024, and Christine Mitchell
acknowledgment dated Oct. 15, 2024 (‘We have received the email that you sent last

night at 7:20pm. Thank you.).. Application: purpose of Field Validation Two. @

retuorn
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[]FN 274] Jay Lewis Farrow consolidated response transmitted Oct. 14, 2024, and
Christine Mitchell acknowledgment dated Oct. 15, 2024 (‘We have received the
email that you sent last night at 3:20pm. Thank you.’).. Application: souwrce support

for the discussion under C. October 14 Response and October 15 Receipt. a Iretunrn

[FN 275] Historical Inmpossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
§C2025-08673 (Sept. 14, 2026), pp: 2-10, 18-31, 43-74, 82-92, 102-116.; Jay Lewis Farrow
consolidated response transmitted Oct. 14, 2024, and Christine Mitchell
acknowledgment dated Oct. 15, 2024 (‘We have received the email that you sent last
night at 7:20pm. Thank you.).. Application: source support for the discussion wnder

C. October 14 Response and October 15 Receipt. a retuorn

[]FN 276] Historical Iimpossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863 ((S@‘]P)lto 14, 210»2(6’)); PPp- 2-10, 18-31, 43-74, 82-92, 102-116.; The Florida Bar,
Petition for Contempt and Order to Show Cause and Possible Venue fil g, JFil ng
No. 211689379 (Nov. 25, 2024), SC2024-1681.. Application: source support for the

discussion under C. October 14 Response and October 15 Receipt. B cturn

[]FN 277] Historical Iimpossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(G)]P)lto 14, 202(6’)))\ Pp: 2-10, 18-31, 43-74, 82-92, 102-116.. A\/[D)/p///[aaz/t/[roum source

support for the discussion under C. October 14 Response and October 15 Receipt. @
return

[FN 298] Jay Lewis Farrow consolidated response transmitted Oct. 14, 2024, and
Christine Mitchell acknowledgment dated Oct. 15, 2024 (‘We have received the
email that you sent last night at j:20pm. Thank you.').. Application: institutional

receipt as (c<o»1nnt1r<o»ll1l[Umg source state. a Feturn

[]FN 279] Historical Iimpossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
§C2025-0863 (Sept. 14, 2026), pp: 2-10, 18-31, 43-74, 82-92, 102-116.; Jay Lewis Farrow
consolidated response transmitted Oct. 14, 2024, and Christine Mitchell
acknowledgment dated Oct. 15, 2024 (‘We have received the email that you sent last
night at 7:20pm. Thank you.).. Application: separation of response receipt from

sufficiency. a rFeturn

[FN 280] Oct. 31, 2024 letters in Florida Bar File Nos. 2025-70,132(15F) and 2025-70,140(17F),
each setting Nov. 12, 2024 as the deadline before forwardi ing to the grievance
comumittees (c<o>1nn1]P>aume\<dl witth <c¢o>1r1nunn1ﬁ1t1t<e(e:=lnnl<e<e\ltii]nlg materials and the Nowv. 25 petition.;
The Florida Bar, Petition for Contenmpt and Order to Show Cause and Possible
Venue filing, Filing No. 21689379 (Nov. 25, 2024), SC2024-1681.. Application: source
support for the discussion under F. November 12 Deadline and M eeting Collision.

a @ reltuirn

[]FN 281] Historical Iimpossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863 ((S@‘]P)lto 14, 210»2(6’)); PPp- 2-10, 18-31, 43-74, 82-92, 102-116.; Oct. 31, 2024 letters in
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Florida Bar File Nos. 2025-70,132(17F) and 2025-70,140(17F), each setting Nov. 12, 2024 as
the deadline before 1F<onrwaur(dllunug to the grievance committee; compared with
committee-meeting materials and the Nov. 25 petition.. Application: source
support for the discussion under F. November 12 Deadline and M eeting Collision.

a @ reltwuirn

[FN 282] Jay Lewis Farrow consolidated response transmitted Oct. 14, 2024, and
Christine Mitchell acknowledgment dated Oct. 15, 2024 (‘We have received the
email that you sent last night at 7:20pm. Thank you.’); Oct. 31, 2024 letters in Florida
Bar File Nos. 2025-70,132(17F) and 2(0»'15-7/0«]l4|,10)(<]l7/]F>)« each setting Nov. 12, 2024 as the
deadline before forwarding to the grievance committee; compared with
committee-meeting materials and the Nov. 25 petition.. Application: source
support for the discussion under F. November 12 Deadline and Meeting Collision.

a retuorn

[FN 283] Oct. 31, 2024 letters in Florida Bar File Nos. 2025-70,132(15F) and 91100’_5=7/(o»«114po>((117/]F))y
each se tting Nowv. 12, 2024 as the deadline before forward.i ing to the grievance
committee; compared with committee-meeting materials and the Nov. 25 petition.;
The Florida Bar, Petition for Coni tempt and Order to Show Cause and Possible
Venue filing, Filing No. 21689379 (Nov. 25, 2024), SC2024-1681.. Application: deadline

and comumittee-date collision. a retuorn

[]FN 284] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
§C2025-0863 (Sept. 14, 2026), pp: 2-10, 18-31, 43-74, 82-92, 102-16.; Direct FBI
comununications amnd T(e;lhe]p(o»]rlte]r records, Sept. 2024, <C(0)1nuc<elrln1ii]nlg ]Dﬂl@@lt[[]ﬂlg&
evidence uploads, contemplated computer-analysis response-team review of
telephones, and continuing review of submitted material.; Farrow et al. v. IOA
Group, LLC et al,, No. 1:25-cv-20544 (S.D. Fla.), Verified Complaint filed Feb. 5, 2025,
related filings, and Feb. 8 affidavit of Dr. Jane Doe.. Application: physical delivery

as aul:lte]nnl]pnt(e(d out-of-band verification. a retuorn

[FN 285] National Institute of Standards and Technologry, Incident Response
Recommendations and Considerations for Cybersecurity Risk Management, NIST
SP 800-61 Rev. 3 ((A\]P)]R 2(0»25))\\ heeps:// <dl(0)i1¢<o'1r«g/ 10.6028/ NIST.SP.800-611r73;
<Cy1bnelrse<01ut1rftlty and Infrastructuwre Security Age]nucy; Use ]L(O»ggihnlg on Busuness

Systems. h ttps: / / WwWw.C l‘isaugmov\\// audiences/small-and-medium-businesses/secure=

vour-business/ use- ll@gglunvgwonnr business-systemns. A\/DP///UCBHUZOM evidentiary functiomn
of out-of-band delivery. a Iretunrn

[]FN 286] Historical Iimpossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863 ((Se]pnu 14, 2(0»2(6’)); pPp- 2-10, 18-31, 43-74, 82-92, 102-116.; The Florida Bar,
Petition for Contenmpt and Order to Show Cause and Possible Venue 1fftllii1n1g,\ ]F[[llft]nlg
No. 211689379 (Nov. 25, 2024), SC2024-1681.. Application: aggregated nonresponse

petition and omitted response state. a retuorn

[]FN 287] Historical ][mnqp@sgiilb)iil[[ilty of the ]P’luquxonrlte(dl Permanent-Disbarment Paths A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
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§C2025-0863 (Sept. 14, 2026), pp: 2-10, 18-31, 43-74, 82-92, 102-116.; Jay Lewis Farrow
consolidated response transmitted Oct. 14, 2024, and Christine Mitchell
auc]kJnuo»wlhexdlglnnl<eln11t dated Oct. 15, 2024 ((*‘\We have received the email that you sent last
1n1iig]hnt at F:2opm. Thank y<onu[f))¢;: The Florida Bar, Petition for Contenmpt and Order to
Show Cause and Possible Venue filing, Filing No. 21689379 (Nov. 25, 2024), SC2024-

1681.. Application: response-to-nonresponse authority conversion. a Ireturn

[]FN 288] Historical Iimpossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863, ((S(G)]P)lto 14, 202(6’)))\ PPp- 2-10, 18-31, 43-74, 82-92, 102-116.. Application: bounded

1F[L1n1<dlft1n1<g on missing response-state transition. a Feturn

[]FN 289] March 12-20, 2025 Berman/Berrena/Farrow commumnications amd 1f[illii1nlgs,«
funuclhuudlfunlg ]P>1r<o»]p(o>§<exdl dismissal terns, re]Pnuudliiant[honmi Berrena’s statement that an email
‘was not the email I sent you’ and ‘has been changed,” and the request for physical
source reconciliation.. Application: transition to commumnications-authorship

failure. a retuorn

[]FN 290] Cyber-N.E.T. Forensics, <Clqv]p)1t<o>g1rallp)]h1ii<c=(C(onunnuterifelet Defense Group Report
((]Felbn 25, 2(0»2(6»)),« pPp- 2-8, 21-29, 40-48.; March 12-20, 2025 Berman/Berrena/ Farrow
comununications amnd ﬁtllfl]ﬂlg& funuclhundlfunlg ]ano»lpno»se(dl dismissal ternns, ]F(@)]P)lU[(dl[ialltﬁto)]nly
Berrena’s statement that an email ‘was not the email I sent you' and ‘has been
changed,” and the request for physical source reconciliation.. Application: purpose

of Field Validation Three. a Feturn

[]FN 291] March 12-20, 2025 Berman/Berrena/Farrow commumnications amnd iFfL]UL]DlgS;
funuclhuudlfunlg ]P>1r<o»]p(o>§<exdl dismissal terns, re]Pnuudliiant[honmi Berrena’s statement that an email
‘was not the email I sent you’ and ‘has been changed,” and the request for physical
source reconciliation.. Application: source support for the discussion under A. The

Berman Message and Repluudliiant[‘uonm a rFetuorn

[FN 292] Affidavit of John Berrena supporting the June 18, 2025 Petition for
Emergency Suspension, paragraphs 4-19 and Composite Exhibits A-1 through A-u.;
March 12-20, 2025 Berman/Berrena/Farrow commnunicatiomns amnd fftllft]ﬂlg& [i]nl<cll1u[<dlii1nlg
]pnr(oqp)(og(e(dl dismissal ternns, ]F(G‘]P)lU[(dlfLalltii(Ob]Dl? Berrena’s statenment that an email ‘was not
the email I sent you’ and ‘has been changed,” and the request for physical source
reconciliation.. Application: source support for the discussion under A. The

Berman Message and Repluudliiant[‘uonm a rFetuorn

[FN 293] Report of Referee, The Florida Bar v. Farrow, SC2024-1681 / SC2025-0863,
Filing No. 235057778 (Nov. 4, 2025), pp. 17, 13-24.; March 12-20, 2025
Berman/Berrena/ Farrow commuunications and fftllft]ﬂlg& funuclhuudlfunlg ]Pnr(o»]pn@se(dl
dismissal ternns, Jr(e;]pluudl[iautihonnl,\ Berrena’s statement that an email ‘was not the email I
sent you’ and ‘has been changed,” and the request for physical source
reconciliation.. Application: source support for the discussion under A. The

Berman Message and Repluudliiant[‘uonm a rFetuorn

[]FN 294] March 12-20, 2025 Berman/Berrena/Farrow commuunications and filings,
funuclhuudlfunvg ]P>1r<o»]p(o>§@<dl dismissal terns, re]Pnuudliiant[honnl,« Berrena’s statenment that an email
‘was not the email I sent youw and ‘has been changed,” and the request for physical
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source reconciliation.. Application: source support for the discussion under C.
March 18-20 Candor and Physical Reconciliation Request. &8 return

[FN 295] Historical lmpossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(e‘plu 14, 2(0»2(6))),« PP: 2-10;, 18=31; 43-74, 82=92, 102=116.; March 12-20, 2025
Berman/Berrena/ Farrow commumnications and ﬁt][ft]ﬂlg& funuclhuudlfunlg ]Pnr(o»]p@g@(dl
dismissal ternos, Jr(e;]pluudl[‘Lautii(onnl,\ Berrena’s statenment that an email ‘was not the email I
sent you’ and ‘has been changed,” and the request for physical source
reconciliation.. Application: source support for the discussion under C. March 18-20

Candor and Physical Reconciliation Request. a retuorn

[]FN 296] Federal Bureau of ][1n1\vesltiigantfuonnu Business Ennail Compromise:.
]hlltlt][)b / / www . fbi. QF'O)V/ how-=-we-can- ]huelhpwv(onm/ conmnon-frauds-and=scans/busines

<6]DﬂlallL]l~4C1O)]UDI]D>]F(O']UﬂllL§<6‘ Cybersecurity and Infrastructure Security Agency, Use

Logrgring on Business Systemns. it ps: s:/ /www.cis ‘awgf@\v/ audiences/small-and-=

medium-businesses/ secure-your= bnu siness/ use- ll@gglunvgmounr business-systems.

A\pp///ucaz/tw/m source support f for the discussion 1unn1<dl(e1r C. March 18-20 Candor and
Physical Reconciliation Request. o J—

[]FN 297] March 12-20, 2025 Berman/Berrena/Farrow commumnications amd 1f[ill[i1n1gs,«
funuclhuudlfunvg proposed dismissal terms, repudiation, Berrena’s statement that an email
‘was not the eomail I sent you’ and ‘has been <c]htaun1g<ed > and the request for physical
source reconciliation.. Application: chronol ogy and candor { F(O)thO)\\\VIunlg repudiation.

a @ reltuirn

[]FN 298] Historical Iimpossibility of the Purported Permanent-Disbarment Path: A
Sounrce=First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(e‘plu 14, 2(0»2(6))),« PP: 2-10;, 18=31; 43-74, 82=92, 102=116.; March 12-20, 2025
Berman/Berrena/ Farrow commumnications and ﬁt][ft]ﬂlg& funuclhuudlfunlg ]Pnr(o»]p@g@(dl
dismissal ternos, Jr(e;]pluudl[‘Lautii(onnl,\ Berrena’s statenment that an email ‘was not the email I
sent you’ and ‘has been changed,” and the request for physical source
reconciliation.. Application: intent and mitigation sigmil ficance of seekiﬁmg

reconciliation. . Feturn

[]FN 299] March 12-20, 2025 Berman/Berrena/Farrow commumnications amd 1fftll(i1n1gs,«
funuclhuudlfunvg proposed dismissal terms, repudiation, Berrena’s statement that an email
‘was not the eomail I sent you’ and ‘has been <c]hlaunlg<e(dl’ and the request for physical
source reconciliation.. Application: source support for the discussion wnder B.

Berrena's “Has Been Chaumg@d |’ Statement. . Ferunrn

[]FN 300] Cyber-N.E.T. Forensics, Clryp1t¢o>g1raqp]huuc- Counterfeit Defense Group Report
((]F<elbn 25, 240»2(6»)),« pPp- 2-8, 21-29, 40-48.; March 12-20, 2025 Berman/Berrena/ Farrow
comununications amnd 1fftll[i1n1gs,« funuclhundlfunlg ]P)1r<o»lpno>se<dl dismissal ternns, Jr(e;pluudl[ia1tfuo>1n1,~
Berrena’s statenment that an email ‘was not the email I sent you' and ‘has been
changed,” and the request for physical source reconciliation.. Application: source

support for the discussion wnder B. Berrena's “Has Been C]hl@l]ﬂlg@dl” Statement. a
retugrn
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[FN 301] Federal Bureau of Investigation, Business Email Comprommise.
https:/ / wwwfbi. QF'O)V/ how-=-we-can- ]huelhpwv(onm/ conmunon-frauds-and-scans/business-

e]nnlallUl=<c'O)Jr]nup)]r(o']nnl|L§<ex The Florida Bar, Scam Alert: Fake Emails Claum to Be firom the

Bar’'s Executive Director ((No»\v 5, 240»119))) ]hutlt]pm / /www floridabar (onﬁgf/ the-florida-bar-
news/scam-alert-fake-emails-claim-to-be- F]FO m-the-bars-executive-director/.

A\pp///irca/t/z'ons‘ source support f for the discussion wnder B. Berrena's “Has Been
<C]h1<aunug1e\<dl” Statement. retuorn

[FN 302] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((Sepl& 14, 2(0»2(6))),« Pp: 2-10, 18-31, 43-74, 82-92, 102-116.; Report of Referee,
The Florida Bar v. Farrow, SC2024-1681 / SC2025-0863, Filing No. 235057778 (Nov. 4,
2025), pp: 1=7; 13-24.. Application: source support for the discussion under D. Missing

Forensic Attribution ]BJrii(dlg@\« Feturn

[FN 303] Affidavit of John Berrena supporting the June 18, 2025 Petition for
Emergency Suspension, paragraphs 4-19 and Composite Exhibits A-1 through A-u;
March 12-20, 2025 Berman/Berrena/Farrow communications and filings, including
]P)]F(O)]P>(O)§1e(dl dismissal ternns, ]F(E‘,]P)lU[(dllLalltlUOb]ﬂl)\ Berrena’s statenment that an email ‘was not
the email I sent you’ and ‘has been changed,” and the request for physical source
reconciliation.. Application: source support for the discussion under D. Missing

Forensic Attribution ]B\]Fll(d[g@ a Fetunrn

[FN 304] Historical Inmpossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((Sepl& 14, 2(0»2(6))),« Pp: 2-10, 18-31, 43-74, 82-92, 102-116.; Report of Referee,
The Florida Bar v. Farrow, SC2024-1681 / SC2025-0863, Filing No. 235057778 (Nov. 4,
2025), pp: 1=7; 13-24.. Application: source support for the discussion under D. Missing

Forensic Attribution ]BJrii(dlg@\« a Feturn

[FN 305] March 12-20, 2025 Berman/Berrena/Farrow communications and filings,
funuclhut(dlfunlg ]P>1r<o»]p(o>s<e<dl dismissal terns, 1r<e~1pnuudliiant[honnl,« Berrena’s statement that an email
‘was not the email I sent you’ and ‘has been changed,” and the request for physical
source reconciliation.. Application: institutional acknowledgment of changed

email content. . Fetuorn

[FN 306] Historical lmpossibility of the Purported Permanent-Disbarment Path: A
Source-=First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((Sepl& 14, 2(0»2(6))),« Pp: 2-10, 18-31, 43-74, 82-92, 102-116.; Report of Referee,
The Florida Bar v. Farrow, SC2024-1681 / SC2025-0863, Filing No. 235057778 (Nov. 4,
2025), pp: 1=7; 13-24.; Cybersecurity and Infrastructure Security Agency, Use
Logging on Business Systems. htips://www.cisa.gov/audiences/small-and-

medium-businesses/secure-your-business/ use-logoring-on-business-systenns.

Application: missing forensic evidence for authorship atoribution. return

[FN 307] Historical Inmpossibility of the Purported Permanent-Disbarment Paths A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863, ((Seplu 14, 2(0»2(6’)); PPp- 2-10, 18-31, 43-74, 82-92, 102-116.; Report of Referee,
The Florida Bar v. Farrow, SC2024-1681 / $C2025-0863, Filing No. 235057778 (Nowv. 4,
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2(0»25),« PP- =75 13-24- March 12-20, 2025 Berman/Berrena/Farrow commnumnicatiomns amnd
ffdlfunlg& [i]n1<c1[1ut<dl[ilnlg ]Pumo»lpnose(dl dismissal terns, replu[(dl[Lant[‘uonnli Berrena’s statenment that
an email ‘was not the email I sent you’ and ‘has been <c]hlalln1g<e<dl;* and the request for
physical source reconciliation.. Application: bounded determination on the

fabrication 1F[i1n1<dl[i1nlgx rFetuorn

[FN 308] Federal Bureau of Investigation, Business Email Compromise.
]hlltlt][)b / /www. fbi. QF(O)V/ how-we-can-hel D>=VtOJ1U[/ conmumon-frauds-and-scams/busines

<6]DﬂlallL]l~4C(O)]DDI]D)]F(OUUH1lLS(G‘ Cybersecurity aunudl Infrastructure Security Agency, Use

]Ltowgglumg on Business Systems. htt ps: // www.cisa. QﬂO)\V/ audiences/small-and-=

medium-businesses/ secure-your= bnu siness/ use- ll@gglunvgmonnr business-systems.

A\/pp///ucaz/tw/m contaunoent obl ugautluounl after institutional communication in t«eglmuty
failure. . rFetunrn

[FN 309] Affidavit of John Berrena supporting the June 18, 2025 Petition for
Emergency Suspension, paragraphs 4-19 and Composite Exhibits A-1 through A-.

Application: transition to affidavit authority amplification. 5] Iretunrn

[FN 310] Affidavit of John Berrena supporting the June 18, 2025 Petition for
mergency Suspension, paragraphs 4-19 and Composite Exhibits A-1 through A-u;
E gency Susp paragraphs 4-19 and Composite Exhibits A-1 th oh A-11
The Florida Bar, Count Amends Rules Concerning Emergency Suspensions When
Lawyers Are Charged with a Felony (Sept. 5, 2023), reproducing Rule 3-5.2
procedures then governing petitions, formal-complaint status, answers, referee
appointment, and @,xp(e(d ited ]p>1r<o><c<e<e(d ngrs. ]hntlt]p)s / /www floridabair. (ourrgf/ the-florida-

bar-news/count-amends-rules-concern lunugme Mergency-suspens sions-when-lawvyers

are=chay rrgmedl with-a-felony/. A\/pp///[@ﬁ//t/[@/m purpose of Field Validation Fouur. .

retuorm

[FN 311] Affidavit of John Berrena supporting the June 18, 2025 Petition for Emergency
Suspension, p(auralg]raqp)]hlg 4-19 and Composite Exhibits A-1 lt]hur(onu[g]hl A-11; The Florida
Bar, Lawyer Discipline: A Roadmap to Florida’s Lawyer Regulation Systemn, and
Rules Regu altlunlg The Florida Bar. ]hlltlt]p)b / /www floridabar 01@9?/ the-florida-bar-

journal/lawyer-disc 1L1p>ll une-a-] FtO)al(dl]Hﬂlal]D>~ tto>~1ﬂl<o>1rludlalb =l[al\\>\V\V<e]F=]Fte<QﬂU ]lalltlL<Ol]ﬂl=§Vb temn/ .

A\pp///i}ca/tw/m‘. source support f for the (dlltS«Clu[§§lL<o»1n1 under A. Berrena Affidavit Source
Layers. Ferunrn

[FN 312] Affidavit of John Berrena supporting the June 18, 2025 Petition for
Emergency Suspension, paragraphs 4-19 and Composite Exhibits A-1 through A-u..
Application: source support for the discussion wnder A. Berrena Affidavit Source

Layers. Ire Cunrn

[FN 313] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]L(egalll,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
§C2025-08673 (Sept. 14, 2026), pp. 2-10, 18-31, 43-74, 82-92, 102-16.; Affidavit of John
Berrena supporting the June 18, 2025 Petition for Emergency Suspension,
]pnauralglraqp)]hlb 4-19 and Composite Exhibits A-1 lt]humonutg]h A-11.. Application: source

support for the discussion under A. Berrena Affidavit Source Layers. . Feturn
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[FN 314] Affidavit of John Berrena supporting the June 18, 2025 Petition for
Emergency Suspension, paragraphs 4-19 and Composite Exhibits A-1 through A-u..

Application: source-layer separation within the affidavit. B return

[FN 315] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(e‘plto 14, 202(6))),« PP: 2-10; 18=31; 43-74, 82=92, 102=116.; Affidavit of Johmn
Berrena §1qu)lp)<onr1t[hnlg the June 18, 2025 Petitiomn for ]E]nnue;lrg(elnucy Slutspe]msihonm,\
paragraphs 4-19 and Composite Exhibits A-1 through A-u.. Application: method for

evalhumntfunug affidavit propositions. a retunrn

[FN 316] Affidavit of John Berrena supporting the June 18, 2025 Petition for
Emergency Suspension, paragraphs 4-19 and Composite Exhibits A-1 through A-u..
Application: source support for the discussion wnder B. Direct FBI

Connunmuunnications. a retuorn

[FN 317] Direct FBI commumications and Teleporter records, Sept. 2024, concerning
meetings, evidence uploads, contemplated computer-analysis Jr(es]pnonmse-1t<eaunnl
review of telephones, and continuing review of submitted material.. Ap, /g lication:

source support for the discussion wnder B. Direct FBI Comummunications. return

[FN 18] Historical lmpossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(e‘plto 14, 202(6))),« PP: 2-10;, 18=31; 43-74, 82=92, 102=116.; Affidavit of Johmn
Berrena §1qu)lp)<onr1t[hnlg the June 18, 2025 Petitiomn for ]E]nnue;lrg(elnucy Slutspe]msihonm,\
paragraphs 4-19 and Composite Exhibits A-1 through A-u.. Application: source

support for the discussion under B. Direct FBI Conumumnications. a Feturn

[FN 319] Affidavit of John Berrena supporting the June 18, 2025 Petition for
Emergency Suspension, ]P)auralglrap]hlg 4-19 and Composite Exhibits A-1 through A-u;
Direct FBI comunmumications and Tel eporter records, Sept. 2024, <c<o»1n1<c<e\1r1n1funl<g
meetings, evidence uploads, contemplated computer-analysis ]F(@S]P)(O)]HLS(G‘ -teamn
review of telephones, and continuing review of submitted material.. Application:

source support for the discussion wnder B. Direct FBI Comummunications. a return

[FN 320] Affidavit of John Berrena supporting the June 18, 2025 Petition for
Emergency Suspension, paragraphs 4-19 and Composite Exhibits A-1 through A-u.;
March 12-20, 2025 Berman/Berrena/Farrow commnunicatiomns amnd fftllft]ﬂlg& [i]nl<cll1u[<dlii1nlg
]pnr(oqp)(og(e(dl dismissal ternns, ]F(G‘]P)lU[(dlfLalltii(Ob]Dl? Berrena’s statenment that an email ‘was not
the email I sent you’ and ‘has been changed,” and the request for physical source
reconciliation.. Application: source support for the discussion under C. Omitted

( >1utatllfdfy[i1nug Evidence. a retuorn

[FN 321] Cyber-N.E.T. Forensics, Cryptographic-Counterfeit Defense Group Report
((]Felbn 25, 2(0»2(6»)),« pPp- 2-8, 21-29, 40-48.; March 12-20, 2025 Berman/Berrena/ Farrow
comununications amnd ﬁtllfl]ﬂlg& funuclhundlfunlg ]ano»lpno»se(dl dismissal ternns, ]F(@)]P)lU[(dl[ialltﬁto)]nly
Berrena’s statement that an email ‘was not the email I sent you' and ‘has been
changed,” and the request for physical source reconciliation.. Application: source

support for the discussion wnder C. Omitted ¢ humtl[iifyfunlg Evidence. a retuorn
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[FN 322] March 12-20, 2025 Berman/Berrena/Farrow communications and filings,
lunuclhuudllunlg ]P>1r<o»lpno>§<e<dl dismissal terns, 1r<e~1pnuudliiant[honnl,« Berrena’s statement that an email
‘was not the email I sent you’ and ‘has been changed,” and the request for physical
source reconciliation.. Application: source support for the discussion under C.

Omiitted Qualifying Evidence. 5] Iretunrn

[FN 323] Affidavit of John Berrena supporting the June 18, 2025 Petition for
Emergency Suspension, ]P)auralglrap]hlg 4-19 and Composite Exhibits A-1 through A-u;
Direct FBI comumumications and Tel <e;1puo»1rlt(elr records, Sept. 2024, <c<o»1n1<c<emmfunug
meetings, evidence uploads, contemplated computer-analysis ]F(@S]P)(O)]HLS(E) -teamn
review of telephones, and continuing review of submitted material.. Application:

direct comparison between affidavit sunumary and FBI communications. B eturn

[FN 324] Historical Inmpossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
§C2025-08673 (Sept. 14, 2026), pp. 2-10, 18-31, 43-74, 82-92, 102-16.; Affidavit of John
Berrena supporting the June 18, 2025 Petition for Emergency Suspension,
]pnauralglraqp)]hlb 4-19 and Composite Exhibits A-1 lt]humonung]h A-11; Direct FBI
comununications and Tel <e]P)(O']l‘lt<e]F ]F@(CO)]r(dls,« Sep . 2(0»24].; (C(O»]nucelr]nllunlg Jnnue@ltii]nlg&
evidence uploads, contemplated computer-analysis 1r<e§]P><o»1nls<e=1t<ea11nn1 review of
telephones, and continuing review of submitted material.. Application: bounded

FBI finding and rejection of categorical no-investigation summary:. a Iretunrn

[FN 325] Affidavit of John Berrena supporting the June 18, 2025 Petition for
]E]nnu@]rge]nucy Suspension, paragraphs 4-19 and Composite Exhibits A-1 through A-u;
March 12-20, 2025 Berman/Berrena/Farrow communications and filings, including
proposed (d[llS][]ﬂlll§§al]l terms, repudiation, Berrena’s statement that an email ‘was not
the email I sent you’ and ‘has been <c]h1auntge<d and the request for physical source
reconciliation.. Application: omitted qualifying evidence affecting interpretation.

a @ reltwirn

[FN 326] The Florida Bar, Lawyer Discipline: A Roadmap to Florida’s Lawyer
Regulation System, and Rules Regulating The Florida Bar.
]hlltlt]P)Si/ / \V\V\W\»\Vdﬂhonrl‘i(dl.aﬂbvaumonrg/ 1t]h1e=1ﬂ[<o»1rii(dlal=1bvallr=ﬁ ouwrnal/lawyer-disc ftpllii]nlne=al=1rto>altd|mm.aqu

to-floridas-lawyer- regu lation=system/; Florida Rules of General Practice and

Judicial Administration, Florida Courts E-Filing Portal standards, and Rules
Regulating The Florida Bar, operative historical and current versions.

]hlltlt]p)b / /www floridabar tonﬁgf/ rules/rrtfb/. A\/[Dp///zrcaz/zfmlm source support for the
discussion under D. Emergency Petition as Authority Amplifier. a Iretunrn

[FN 327] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(e‘plto 14, 202(6))),« PP: 2-10; 18=31, 43-74, 82-92, 102-116.; Report of Referee,
The Florida Bar v. Farrow, SC2024-1681 / SC2025-0863, Filing No. 235057778 (Nov. 4,
2025), pp: 1=7; 13-24.. Application: source support for the discussion wnder D.

Emergency Petition as Authority Amplifier. B rcturn

[FN 328] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
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§C2025-08673 (Sept. 14, 2026), pp. 2-10, 18-31, 43-74, 82-92, 102-16.; Affidavit of John
Berrena supporting the June 18, 2025 Petition for Emergency Suspension,
paragraphs 4-19 and Composite Exhibits A-1 through A-u.. Application: source

support for the discussion wnder D. Emergency Petition as Authority A]nnlp lifier. .
retugrn

[FN 329] Historical lmpossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Legalh Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((Sepl& 14, 2(0»26))% PP: 2-10; 18=31, 43-74, 82-92, 102-116.; Report of Referee,
The Florida Bar v. Farrow, SC2024-1681 / SC2025-0863, Filing No. 235057778 (Nov. 4,
2(0»25),« PP =7> 13-24- The Florida Bar, Count Amends Rules (C<o»1n1(c<elr1n1ftlnlg Emergency
Suspensions When Lawyers Are Charged with a Felony (Sept. 5, 2023), reproducing
Rule 3-5.2 ]Pnr(o»tce(dhunres then g(@\vermt&ng petitions, 1F<o»1rlnnla11l=<c<o»Jnnlpllalii]nnt status, answers,
referee appointment, and exped itted ]Pumo»(cee(dliilnlgs« ]hutlt]p»s:/ /www.flo rl‘hdlallbvaur«(ourg/ the-

florida-bar-news/count-amends-rules-concern lunlrgme Mergency=-suspens LoInis =\w]h1 en-=

lawvers-a rne~tc]hhaurrgme<dl~\w1L1t]h1=al felony/. A\/[Dp///zcaz/szm emergency alifFlLd’cll\VlUt to

comnqp laint, default, and sanction sequence. . Fetunrn

[FN 330] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Legalh Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863 ((Sepnu 14, 2(0»2(6’)); PP- 2-10, 18=31, 43-74, 82-92, 102-116.; Affidavit of Johmn
Berrena supporting the June 18, 2025 Petition for Emergency Suspension,
paragraphs 4-19 and Composite Exhibits A-1 through A-u; March 12-20, 2025
Berman/Berrena/Farrow comummunications and fili ungs, lunuclhuudllunvg proposed
dismissal terms, repudiation, Berrena’s statement that an email ‘was not the email I
sent you’ and ‘has been changed,” and the request for physical source
reconciliation.. Application: bounded findi g on affidavit provenance and

authority aunnlp ification. . rFetuorn

[FN 331] Florida Appellate Case Information System docket exports for SC2024-1681
and SC2025-0863, (Cal]P)IUU[]De‘(dl Sept. 2026. ]hntlt]p)s*/ /acis. flcourts. QF(o'\V/ s Referee Case

Management Order entered Aug. 11, 2025; written Motion to Consolidate and
consolidation orders entered Aug. 12, 2025; Report of Referee, The Florida Bar v.
Farrow, SC2024-1681 / SC2025-0863, Filing No. 235057778 (Nowv. 4, ?,_(0@5,)),« PP: 1=75 1324

A\pp///i}ca/t/[om: transition to (cll(dljilU[(dl[[<CallthV1e‘=§ltallt1e‘ <c]h1aunl<g<eso Feturn

[FN 332] The Florida Bar, Lawyer Discipline: A Roadmap to Florida’s Lawyer
Regulation System, and Rules Regulating The Florida Bar.
]hlltlt]“[)@::/ / \V\V\W\Wdﬂl«onrl‘i(dlallbvaumourg/ 1t]hue=ﬂ<o»1rl‘i(dlal=1bwallr=j ouwrnal/lawyer-disc ftpllii]nlne=al=1rto>‘audhnm.aulpw

to-= FlltO'JFﬁ(dlalb=l[al\\>\V\V<e‘]F=]F@<QFIU lation=systenm/; Brian D. Burgoon, Lawyer ]D>[ischpl[[hnue—/\\

Roadmap to Florida’s Lawyer Regulation System, ¢8 Fla. B.J. 8 (May/June 2024).
]hlltlt]“[))m/ /www floridabar (O)JFQ/ the-florida-! bwallr=J\1o>1unr1ruall/ llal\W\\lnelr=(dliisciip]lii]nlne=al=1rto>altdllnnl.au’pw

ltto>=1fll<o»1rii<dl.alb=1lal\\AV\\l<elr=the<g1u ]L’cllltlt<0']ﬁl=§\vb tenn/. A\pp///[aa//zf/[@/m: purpose and role of the

referee ]p]moncee(dliilnlg a retuorn

[FN 333] Florida Appellate Case Information System docket exports for SC2024-1681
and $C2025-0863, captured Sept. 2026. https://acis.flcowrts.gov/. Application: source
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support for the discussion wnder A. August 8 Conference Without a Located
Notice. a return

[FN 334] Referee Case Management Order entered Aug. 11, 2025; written Motion to
Comnsolidate and consolidation orders entered Aug. 12, 2025.. Application: source
support for the discussion under A. August 8 Conference Without a Located

Notice. a retuorn

[FN 335] Historical Inpossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863, ((Se]pnu 14, 2(0»2(6’)); PPp- 2-10, 18-31, 43-74, 82-92, 102-116.; Florida A\p]pnellllante Case
Information System docket exports for SC2024-1681 and SC2025-0863, captured Sept.
2026. https:// aucils*1Fl[<c<o»1unr1ts¢g(0)\v/ . Application: source support for the discussion

wnder A. August 8 Conference Without a Located Notice. a Feturn

[FN 336] Florida Appellate Case Information System docket exports for SC2024-1681
and $C2025-0863, captured Sept. 2026. https://acis.flcourts.gov/; Referee Case

Managenment Order entered Aug. 11, 2025; written Motion to Consolidate and
consolidation orders entered Aug. 12, 2025.. Application: source support for the
discussion under B. August 11 Order and August 12 Motion Sequence. a e tunrmn

[FN 337] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(G‘]P)lto 14, 2(0»2(6’)% Pp: 2-10, 18-31, 43-74, 82-92, 102-116.. A\pp///[@ﬁz/t/[@/m: source
support for the discussion under B. August m Order and August 12 Motion
Sequence. a return

[FN 338] Florida Appellate Case Information System docket exports for SC2024-1681
and $C2025-0863, captured Sept. 2026. https://acis.flcourts.gov/; Supreme Court of

Florida, Aug. 4, 2025 Emergency Suspension Order as later presented in a
‘CORRECTED ORDER’ version with a Sept. 30 footnote adding 2025-
7/<0),J6»22(<117/A\))((]F]ES)),« 1t<0)g<e;1t]hue]r with the Bar's Aug. 7 correction motion and Sept. 30 clerk
order.. Application: source support for the discussion under B. August 11 Order and

Alu[glutst 12 Motion Se(q[luuemuce\\ a Fetuirn

[FN 339] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863 ((Se]pnu 14, 2(0»2(6’)); PPp- 2-10, 18-31, 43-74, 82-92, 102-116.; Florida A\p]pnellllante Case
Information System docket exports for SC2024-1681 and SC2025-0863, captured Sept.

2026, https:/ /acisflcourts.ocov/. A\pp///[@ﬁ//t/[@]ﬁ/: source support for the discussion
wnder B. Augrust 1l Order and August 12 Motion Sequence. a rFeturn

[FN 340] Report of Referee, The Florida Bar v. Farrow, SC2024-1681 / SC2025-08673,
]Fiil[ii]nlg No. 235057778 ((N(O)\\h 4 2(0»25)% PP- -7 13-24.. Application: souwrce support for the

discussion under C. Default and Case-Identity Correction. 5] Iretunrn

[FN 341] The Florida Bar, Member Profile and Discipline Documents for Jay Lewis
Farrow, Bar No. 625213, <caqpnt1unre<dl Sept. 2026.

]hlltlt]lp@i/ / \V\V\W\»\Vdﬂhonrl‘i(dlaﬂbvaumourg/ ]'P)ll,l[]b\l[ ic/ aucaqp/ dlisc=

docs/?icn=202z50622& menmber=6221x; Supreme Court of Florida, Aug. 4, 2025
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Emergency Suspension Order as later presented in a ‘CORRECTED ORDER’
version with a Sept. 30 footnote adding 2025-70,622(17A )(FES), together with the
Bar’s Aug. 7 correction motion and Sept. 30 clerk order.. Application: source

support for the discussion under C. Default and Case-Identity Correction. a Ire tunrn

[FN 342] Historical Inmpossibility of the Purported Permanent-Disbarment Paths A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(G‘]P)lto 14, 2(0»2(6’)% Pp: 2-10, 18-31, 43-74, 82-92, 102-116.. A\pp///[@ﬁz/t/[@/m: source

support for the discussion under C. Default and Case-Identity Correction. 5] Ire tunrn

[FN 343] Florida Appellate Case Information System docket exports for SC2024-1681
and SC2025-08673, <ca1]p>1t1uur<e<dl Sept. 2026. ]hntlt]p)s / /acisflcourts. QF(o'\V/ Referee Case

Management Order entered Aug. 11, 2025; written Motion to Consolidate and
comsolidation orders entered Aug. 12, 2025.. Ap p///zaa//t/zom August 8-12 docket and
order sequence. a Ireturn

[FN 344] Historical Impossibilicy of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863 ((Se]pnu 14, 2(0»2(6’)); PPp- 2-10, 18-31, 43-74, 82-92, 102-116.; Florida Appellate Case
Information System docket exports for SC2024-1681 and SC2025-0863, captured Sept.
2026. hiti tps: / /acis.flcourts. ‘QF(O)\V/ Referee Case Management Order entered Aug. 1,

2025; written Motion to Consolidate and consolidation orders entered Aug. 12, 2025..
Application: notice as antecedent to default. a Iretuirn

[FN 345] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(e‘plto 14, 2(0»26))% Pp: 2-10, 18-31, 43-74, 82-92, 102-116.; Referee Case
Management Order entered Aug. 11, 2025; written Motion to Consolidate and
consolidation orders entered Aug. 12, 2025.. Application: legal consequences of

consolidation tioning:. a retuorn

[FN 346] Florida Appellate Case Information System docket exports for SC2024-1681
and SC2025-0863, captured Sept. 2026. https://acis.flcourts.gov/; Report of Referee,
The Florida Bar v. Farrow, SC2024-1681 / SC2025-0863, Filing No. 235057778 (Nov. 4,
2(0»25),« PP- -7 13-24.; Supreme Court of Florida, Aug. 4, 2025 Emergency Suspension
Order as later presented in a ‘CORRECTED ORDER’ version with a Sept. 30
footnote adding 2025-70,622(17A)(FES), together with the Bar's Aug. 7 correction
motion and Sept. 50 clerk order.. Application: default and later case-identity

correction. a Ire tuorn

[FN 347] Report of Referee, The Florida Bar v. Farrow, SC2024-1681 / SC2025-08673,
Filing No. 235057778 (Nov. 4, 2025), pp- 17, 13-24.; Strenger v. RMC Consulting, Inc.,
No. 2:23-cv-01226 (M.D. Fla.), orders dated Feb. 18, Mar. 19, May 23, and Sept. 30, 2025.
]hlltlt]lp@i/ / te‘(Cf«ﬂ[][]nl(dLIU[S(C(O'IU[]FIE&‘gﬁO)\V/ <cgl‘i=1bwim/ show 1pnudb%[ibc doc?202z-01226-40-2-CV=.

A\pp///[@&/t/f@/m: source support for the discussion wnder D. S(e]pnte]nnﬂb)e]r 30 / October 1
Te]nnqpuonrall Insertion. a Feturn

[FN 348] Report of Referee, The Florida Bar v. Farrow, SC2024-1681 / SC2025-08673,
Filing No. 235057778 (Nov. 4, 2025), pp- 17, 13-24.; Strenger v. RMC Consulting, Inc.,
No. 2:23-cv-01226 (M.D. Fla.), orders dated Feb. 18, Mar. 19, May 23, and Sept. 30, 2025.
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https:/ /ectfliondauscourts.orov/ ceri=bin/show public doc?202z-01226-409-2-cv=.

A\pp///[@&/t/[@/m: source support for the discussion wnder D. S(e]pnte]nnﬂb)e]r 30 / October 1
Te]nnqpuonrall lnsertion. a Fetuirn

[FN 349] Report of Referee, The Florida Bar v. Farrow, SC2024-1681 / SC2025-08673,
]Fiil[ii]nug No. 235057778 ((N(O)\\h 4 2025)% PP- =75 13-24-. A\Pp///[@é’l/t/[@]ﬂls‘ source support for the

discussion wnder D. Se]plte]nnllbne]r 30 / October 1 Temmqpnonrall[ Insertion. rFeturn

[FN 350] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((Sepl& 14, 2(0»2(6))),« Pp: 2-10, 18-31, 43-74, 82-92, 102-116.; Report of Referee,
The Florida Bar v. Farrow, SC2024-1681 / SC2025-0863, Filing No. 235057778 (Nov. 4,
2025), pp: 1=7; 13-24.. Application: source support for the discussion wnder D.
September 30 / October 1 Temporal Insertion. return

[]FN 351] Report of Referee, The Florida Bar v. Farrow, SC2024-1681 / SC2025-086%, ]F[Ul[i]rng
No. 235057778 (Nov. 4, 2(0»25)),« PP: 1=7s 13-24.; Strenger v. RMC (Ctonnlslud[ltii]nlg Inc., No.
2:23-Cv=01226 ((MJDL ]Fl[ag)); orders dated Feb. 18, Mar. 19, May 23, and Sept. 30, 2025,
]hlltlt]lp@i/ / te‘(Cf«ﬂ[][]nl(dLIU[S(C(OHU[]FIE&‘g@\\// <cgii=lbwilml/ show 1Pnudb)1[ii'c doc?2027-01226-409-2-CV=.

A\pp///[@&/t/[@/m: IUG‘)]['J['II]P)(O)]Falll Pl[auc(e;lnnue\lnnt of the S@pltemmlbuelr 30 collateral order. a retuorn

[FN 352] Report of Referee, The Florida Bar v. Farrow, SC2024-1681 / SC2025-08673,
Filing No. 235057778 (Nowv. 4, 2025), pp- 1=, 13-24.. Application: admitted-exhibit list

and J|1uudlii<cﬁaﬂbmuo»ltibce use. retuorn

[FN 353] Historical Inpossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((Sepl& 14, 2(0»2(6))),« Pp: 2-10, 18-31, 43-74, 82-92, 102-116.; Report of Referee,
The Florida Bar v. Farrow, SC2024-1681 / SC2025-0863, Filing No. 235057778 (Nov. 4,
2(0»25)),« PP: =7 13-24.; Strenger v. RMC (C<0)1n1s1udl1t[i1mg,« e, No. 2:23-cv=-01226 ((MJDL ]Fl[a\«)),«
orders dated Feb. 18, Mar. 19, May 23, and Sept. 30, 2025,

]hlltlt]lp@i/ / te‘(Cf«ﬂ[][]nl(dLIU[S(C(OHU[]FIE&‘g@\\// <cgii=lbwilml/ show 1Pnudb)1[ii'c doc?202z-01226-409-2-CV=.

Application: notice and opportunity consequences of one-day temporal insertion.
a return

[FN 354] Report of Referee, The Florida Bar v. Farrow, SC2024-1681 / SC2025-0863,
]Fiil[ii]nlg No. 235057778 ((N(O)\\A 4 2(0»25% PP- -7 13-24.. Application: transition to source-
to-derivative allnn1]p>llftifii<cal1tfuounu retuirn

[FN 355] Historical Inpossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((Sepl& 14, 2(0»2(6))),« Pp: 2-10, 18-31, 43-74, 82-092, 102-116.; Report of Referee,
The Florida Bar v. Farrow, SC2024-1681 / SC2025-0863, Filing No. 235057778 (Nov. 4,

2025), pp: 1=7; 13-24.. Application: purpose of source-to-derivative analysis. a return

[FN 356] Report of Referee, The Florida Bar v. Farrow, SC2024-1681 / SC2025-08673,
Filing No. 235057778 (Nov. 4, 2025), pp. 17, 13-24.; Funal Judgment for Plaintiffs,
Insurance Office of America, Inc. et al. v. Farrow et al,, No. 2020-CA-000725 ((]Fll(ah 18th
Jud. Cir. Dec. 26, 2024)% PP- 3-16.. Application: source support for the discussion

under E. Source-Order Expansion in the November 4 Report. returmn
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[FN 357] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(e‘plto 14, 202(6))),« PP: 2-10; 18=31, 43-74, 82-92, 102-116.; Report of Referee,
The Florida Bar v. Farrow, SC2024-1681 / SC2025-0863, Filing No. 235057778 (Nov. 4,
2025), pp: 1=7; 13-24.. Application: source support for the discussion under E. Source-

Order Expansion in the November 4 Report. a return

[FN 358] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(e‘plto 14, 202(6))),« PP: 2-10; 18=31, 43-74, 82-92, 102-116.; Report of Referee,
The Florida Bar v. Farrow, SC2024-1681 / SC2025-0863, Filing No. 235057778 (Nov. 4,
2025), pp: 1=7; 13-24.. Application: source support for the discussion wnder E. Source-

Order Expansion in the November 4 Report. a return

[FN 359] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(e‘plto 14, 202(6))),« PP: 2-10; 18=31, 43-74, 82=92, 102-116.; Report of Referee,
The Florida Bar v. Farrow, SC2024-1681 / $C2025-0863, Filing No. 235057778 (Nov. 4,
2025), pp: 1=7; 13-24.. Application: source support for the discussion wnder E. Source-

Order Expansion in the November 4 Report. a return

[FN 360] Report of Referee, The Florida Bar v. Farrow, SC2024-1681 / SC2025-0863,
Filing No. 235057778 (Nov. 4, 2025), pp. 17, 13-24.; Funal Judgment for Plaintiffs,
Insurance Office of America, Inc. et al. v. Farrow et al,, No. 2020-CA-000725 ((]FlLan 18th
Jud. Cir. Dec. 26, 2024)% PP- 3-16.. Application: exact source-to-derivative comparison

un the Semiunole sequence. a Feturn

[FN 361] Historical Impossibility of the Purported Permanent-Disbarment Paths A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(e‘plto 14, 202(6))),« PP: 2-10;, 18=31, 43-74, 82-92, 102-116.; Report of Referee,
The Florida Bar v. Farrow, SC2024-1681 / SC2025-0863, Filing No. 235057778 (Nov. 4,
2(0»25),« PP- -7 13-24.; Final Jhuudlglnnuelnut for Plauntiffs, Insurance Office of America, Inc.
et al. v. Farrow et al,, No. 2020-CA-000725 (Fla. 18th Jud. Cir. Dec. 26, 2024), pp. 3-16..

Application: downstream effect of expanding draft conduct into filed conduct. &8

Iretuorn

[FN 362] Historical lmpossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(e‘plto 14, 202(6))),« PP: 2-10; 18=31, 43-74, 82-92, 102-116.; Report of Referee,
The Florida Bar v. Farrow, SC2024-1681 / SC2025-0863, Filing No. 235057778 (Nov. 4,
2(0»25)),« PP: =7 13-24.; Strenger v. RMC (C<0)1n1s1udl1t[ilnlg,« e, No. 2:23-cv=01226 ((M\«]DL ]Fl[a\«)),«
orders dated Feb. 18, Mar. 19, May 23, and Sept. 30, 2025,

]hutlt]lps::/ / te‘(Cf«ﬂ[lnﬂudLIU[S(C(O'IU[]FIE&‘g@\\// <cgii=lbwii}m/ show 1Pnudb)1[ii'c doc?202z-01226-409-2-CV=.

A\p/[o)///[rc,a’//t/[r()/m‘:‘ Middle District sowrce-order comparison. a retuorn

[FN 363] Report of Referee, The Florida Bar v. Farrow, SC2024-1681 / SC2025-08673,
]Fiil[ii]nug No. 235057778 ((N(O)\\A 4 2(0»25)% PP- -7 13-24.; Strenger v. RMC (C(OHDISIU[HltiUnng Inc.,
No. 2:23-cv=01226 ((MJDL ]Fl[a\«)),« orders dated Feb. 18, Mar. 19, May 23, and Sept. 30, 2025,
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https:/ /ectfliondauscourts.orov/ ceri=bin/show public doc?202z-01226-409-2-cv=.

Application: judicial authority transferred to an expanded proposition. & return

[FN 364] Historical Iimpossibility of the Purported Permanent-Disbarment Path: A

Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863 ((Seplu 14, 2(0»2(6’)); PPp- 2-10, 18-31, 43-74, 82-92, 102-116.. A\pp///i‘zcatli‘om source

support for the discussion wnder A. Source Proposition to Derivative Finding.
return

[FN 365] Historical Impossibility of the Purported Permanent-Disbarment Path: A

Sowrce-First ]Legalh Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((Sepl& 14, 2(0»26))% PP: 2-10; 18=31, 43-74, 82-92, 102-116.; Report of Referee,
The Florida Bar v. Farrow, SC2024-1681 / SC2025-0863, Filing No. 235057778 (Nov. 4,
2025), pp: 1=7; 13-24.. Application: source support for the discussion under A. Source

]P’]r<0)]p)(0)sfutihonrn to Derivative ]Ffunudl[‘umg\\ et

[FN 366] Report of Referee, The Florida Bar v. Farrow, SC2024-1681 / SC2025-0863,

]Fiil[ii]nlg No. 235057778 ((NO\\A 4 2025)% PP- =75 13-24- The Florida Bar, Member Profile
and Discipline Documents for Jay Lewis Farrow, Bar No. 625213, captured Sept. 2026.
heeps://www . floridabar.org/public/acap/disc-

docs/?icn=202570622& member=62=s21z. A\pp///[raazt/i@/m: source support for the

discussion under A. Source Proposition to Derivative ]Fii]nudl[i]mg return

[FN 367] Historical lmpossibility of the Purported Permanent-Disbarment Path: A

Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(@]P)l& 14, 2(0»2(6’)% Pp: 2-10, 18-31, 43-74, 82-92, 102-116.. A\pp///f@ﬁ//t/[@/m: source

support for the discussion wnder A. Source Proposition to Derivative Finding.
return

[FN 368] The Florida Bar, Member Profile and Discipline Documents for Jay Lewis

Farrow, Bar No. 625213, <caqpnt1unre<dl Sept. 2026.
]hlltlt]lp>§i/ / \V\V\W\Wdﬂl«onrl‘i(dlallbvaumourg/ ]'PﬂU[]b\l[ ic/ aucaqp/ dlisc=

docs/?icn=202z50622&menmber=62=21z; The Florida Bar, Instructions to View

D ﬁ§<cii]p)llftln1te Documents. https://www.floridabar.ore/public/acap/ instructions/.
A\pp///i}ca/t/[om: source support for the discussion wnder B. Derivative ]Fﬁ]nl(dliilnl<g to

Official Public Record. retuorn

[FN 369] The Florida Bar, Member Profile and Discipline Documents for Jay Lewis

Farrow, Bar No. 625213, captured Sept. 2026.

]hlltlt]lp>§i/ / \V\V\W\Wdﬂl«onrl‘i(dlallbvaumourg/ ]'PﬂU[]b\l[ ic/ aucaqp/ dlisc=

docs/?icn=202z70622& member=62=s21z; Supreme Court of Florida, May 21, 2026
disposition in SC2024-1681 / SC2025-0863 approving the referee report and imposing
permanent disbarment and costs.. A\pp///[@ﬁ//t/i@/m;‘ source support for the discussion

wnder B. Derivative ]F[i]n1<dl[i1nvg to Official Public Record. Fetunrn

[FN 370] Historical Inmpossibility of the Purported Permanent-Disbarment Path: A

Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(@]P)l& 14, 2(0»2(6’)% Pp: 2-10, 18-31, 43-74, 82-92, 102-116.. A\pp///f@ﬁ//t/[@/m: source
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support for the discussion wnder B. Derivative ]Fftlnl(dlii]nl(g to Official Public Record.
retugrn

[FN 371] The Florida Bar, Member Profile and Discipline Documents for Jay Lewis
Farrow, Bar No. 625213, captured Sept. 2026.
https://www floridabar.org/public/acap/disc-
docs/?icn=202z50622&menmber=62=21z; The Florida Bar, Instructions to View

D fL§<cii]P)llfL1nLte; Documents. https://www . floridabar.org/public/acap/instructions/.

Application: source support for the discussion under B. Derivative Finding to
Official Public Record. & return

[FN 372] The Florida Bar, Member Profile and Discipline Documents for Jay Lewis
Farrow, Bar No. 625213, captured Sept. 2026.

]h11t1t1p>§°/ /www floridabar. (O)JFQF/ 1p)1udb>1[il<c/ aucauo/ disc-
<dl(0)<cb /?icn=20270622& niemnn bue F=62521%; ]P’]ﬂese]r\we(dl media and derivad twe-]pluﬂb) lcation

artifacts, including April 2, 2024 @benbwieder post, Miami Herald author/profile
captures, mcclatchydc.com email presentation, Proton tips address,
PPPFraudChronicle ]F(e]P)lU[lb)]lﬁ§]hlii]ﬂlg; ‘Swindler Barbie’ glraqp)]hlfucy and article-
distribution screenshots.. Application: souwrce support for the discussion under C.

Public Record to Media and Search. rFetunrn

[FN 373] Strenger v. RMC Consulting, Inc., No. 2:23-cv-01226 (M.D. Fla.), orders dated
Feb. 18, Mar. 19, May 23, and Sept. 30, 2025, https://ecf flmd.uscourts.gov/cgi-

bin/show pu iblic doc?202z-01226-40-2-CV=3 ]P’]ﬁese]r\we(dl media and derivative-

]Pnurlb lcation artifacts, tncludi ngr A\prll 2, 2024 @benbwieder post, Miamnni Herald
author/ pro file captures, mcclatchydc.com email presentation, Proton tips address,
PPPFraudChronicle Jr(e]pnuﬂb) 1L§]huun1g,» ‘Swindler Barbie’ glraqp)]hlfucy and article-
distribution screenshots.. Application: souwrce support for the discussion under C.

Public Record to Media and Search. rFetunrn

[FN 374] MITRE ATT&CK, Ti565, Data Manipulation.
]hlltlt]p)b / /attack.mitre.o FQF/ 1t<e<c]hunuuq ues/ Tis65/; ]&al]p]hlauel Satter, Hackers-for-Hire

Taurgelt(e(d Lawyers and Law Firms, Reuters (lune 29, 2023).
]hlltlt]p)b // www.reuters.con/ lunl\VteSItlugfant«eb/ wpne‘cualllqrten:)nourt/ usa-hackers ]lfiltf[‘gfalltﬁ10>]ﬂl/

A\/pp///ucaz/tw/m source support f for lt]hue (d[llStClU[§§lL(O)]ﬂl 1unn1<dl(e1r C. Public Record to Media and
Search. . retunrn

[FN 375] Historical Impossibilicy of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863, ((S(E‘)]P)l& 14, 2(0»2(6’)% PP 2-10; 18=31, 4374, 82-92, 102-116.. A\pp///f@ﬁz/t/[@/m: source

support for the discussion wnder C. Public Record to Media and Search. retuorn

[FN 376] Strengrer v. RMC Consulting, lnc.,, No. 2:23-cv-01226 (M.D. Fla.), orders dated
Feb. 18, Mar. 19, Mayy 23, and Sept. 30, 2025. https://ecf flmd.uscourts.gov/cgi-

bin/show pu iblic doc?202z-01226-49-2-cv=; The Florida Bar, Member Profile and

Discipline Documents for Jay Lewis Farrow, Bar No. 625213, captured Sept. 2026.
]hlltlt]p)b / /www floridabair. (O)JFQF/ 1p)1udb>1[|uc/ aucauo/ disc-

<dl(0)<cb /?icn=20270622& nmiemnn bue F=62521%; ]P’]ﬂese]r\we(dl media and derivad twe-]pluﬂb) lcation

artifacts, including April 2, 2024 @benbwieder post, Miami Herald author/profile
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captures, mcclatchydc.com email presentation, Proton tips address,
PPPFraudChronicle Jr(e]pnuﬂb)llﬁg]hli‘unlg,» ‘Swindler Barbie’ ‘glfal]P)]hlftCy and article-
distribution screenshots.. Application: multi-institution recursive amplification.
return

[FN 377] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863 (Sept. 14, 2026), pp- 2-10, 18-31, 43-74, 82-92, 102-16.. Application:

independence and dependency in authority stacks. 5] Iretuorn

[]FN 378] Scott Rose et al., National Institute of Standards and Te(c]hunuoﬁhougy,« Zero Trust
Aurchitecture, NIST SP 800-207 (Aug. 2020). https://doi.org/10.6028/ NIST.SP.800-
207; Cybersecurity and Infrastructure Security Agency, Use Logging on Business

Systems. ]hlltlt]p)b / / wWwww.cisal. ‘gFtO)\V/ audiences/small-and-mediunm-businesses/secure=

vour=business/use- ll(ongﬂgflunvgwonnr business-systemns. A\Fp/ﬂcataalm source fidelity as

protection of institutional authority. e Iretunrn

[FN 379] The Florida Bar, Member Profile and Discipline Documents for Jay Lewis
Farrow, Bar No. 625213, <caqpnt1unre<dl Sept. 2026.

]hlltlt]“[)@::/ / \V\V\W\\\Vdﬂhonrl‘i(dlallbmumourg/ ]'PﬂU[]b)l[ ic/ aucaqp/ dlisc=

docs/?icn=202z50622& member=62=21%; Preserved media and derivai thVeﬂP)lU[]b) lcation
artifacts, including April 2, 2024 @benbwieder post, Miami Herald author/profile
captures, mcclatchydc.com email presentation, Proton tips address,
PPPFraudChronicle ]F(e]P)lU[lb)]lﬁ§]hlii]ﬂlg; ‘Swindler Barbie’ glraqp)]hlfucy and article-

distribution screenshots.. Application: transition to publication and media rails.
return
[FN 380] The Florida Bar, Member Profile and Discipline Documents for Jay Lewis

Farrow, Bar No. 625213, captured Sept. 2026.
]h11t1t1p>§°/ /www floridabar. (O)JFQF/ pludb)l[ihc/ aucauo/ disc-

<dl(0)<cb /2icn=202550622&men bue F=62=21%; ]P’]ﬂeselr\ve(dl media and derivai twe-]pluﬂb) lcation

artifacts, including April 2, 2024 @benbwieder post, Miami Herald author/profile
captures, mcclatchydc.com email presentation, Proton tips address,
PPPEraudChronicle republishing, ‘Swindler Barbie’ graphic, and article-
distribution screenshots.. Application: publication and media systems as authority

rails. . retuorn

[FN 381] Historical lmpossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]L(egalll,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863, ((Sepnu 14, 2(0»2(6’)); PP- 2-10, 18=31, 43-74, 82-92, 102-116.; The Florida Bar,
Member Profile and Discipline Documents for Jay Lewis Farrow, Bar No. 625213,
captured Sept. 2026. https://www floridabar.org/public/acap/disc-

docs/?icn=202z70622& member=62=s21z. A\pp///[@azt/i@/m: source support for the

discussion under D. The Terminal-Order Publication Anomaly. & return

[FN 382] The Florida Bar, Member Profile and Discipline Documents for Jay Lewis
Farrow, Bar No. 625213, <caqpnt1unre<dl Sept. 2026.
heeps://www . floridabar.org/public/acap/disc-

docs/?icn=202z70622& member=62=s21z; Supreme Court of Florida, May 21, 2026
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disposition in SC2024-1681 / SC2025-0863 approving the referee report and imposing
permanent disbarment and costs.. A\pp///[@ﬁ//t/[@/m;‘ source support for the discussion

umnder D. The Termiunal-Order Publication Anonmaly. & retuorn

[FN 383] Historical Impossibilicy of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863 ((Seplu 14, 2(0»2(6’)); PPp- 2-10, 18-31, 43-74, 82-92, 102-116.; The Florida Bar,
Member Profile and Discipline Documents for Jay Lewis Farrow, Bar No. 625213,
captured Sept. 2026. https://www floridabar.org/public/acap/disc-

docs/?icn=202z706228& member=6221z. Application: source support for the
PP PP

discussion under D. The Terminal-Order Publication Anomaly. & return

[FN 384] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863 ((Seplu 14, 2(0»2(6’)); PPp- 2-10, 18-31, 43-74, 82-92, 102-116.; The Florida Bar,
Member Profile and Discipline Documents for Jay Lewis Farrow, Bar No. 625213,
captured Sept. 2026. https://www floridabar.org/public/acap/disc-

docs/?icn=202z50622& menmber=62=21x; Supreme Court of Florida, May 21, 2026

disposition in $C2024-1681 / SC2025-0863 approving the referee report and imposing
permanent disbarment and costs.; Supreme Court of Florida, Aug. 4, 2025
Emergency Suspension Order as later presented in a ‘CORRECTED ORDER’
version with a Sept. 30 footnote adding 2025-70,622(17A )(FES), together with the
Bar’'s Aug. correction motion and Sept. 30 clerk order.; The Florida Bar,
Instructions to View ]D>[Ls<chpl[iimue Documnents.

hteps:// \V\V\W\v\Vdﬂ[«o»Jrl‘i(dlaﬂbvaumourg/ public/acap/instructions/. Application: terminal

]Pnurlbllihc status and WIrong su[pp(onrltﬁ1n1<g=(dl(0)(Clunnnue;lnllt ]P)ant]hk a Fetunrn

[FN 385] The Florida Bar, Member Profile and Discipline Documents for Jay Lewis
Farrow, Bar No. 625213, captured Sept. 2026.

https:// www floridabar.ore/public/acap/disc-
docs/?icn=202z50622&menmber=62=21z; The Florida Bar, Instructions to View

D fL§<cii]p)llfL1n1te; Documents. https://www . floridabar.org/public/acap/instructions/.

Application: public document path as professional identity infrastructuire.

Iretuorn

[FN 386] Historical lmpossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
§C2025-0863 (Sept. 14, 2026), pp. 2-10, 18-31, 43-74, 82-92, 102-116.; Supreme Court of
Florida, May 21, 2026 disposition in SC2024-1681 / SC2025-0863 approving the referee
report and imposing permanent disbarment and costs.; Supreme Court of Florida,
Aug. 4, 2025 Emergency Suspension Order as later presented in a ‘CORRECTED
ORDER’ version with a Sept. 30 footnote adding 2025-70,622(17A)(FES), together
with the Bar's Aug. 7 correction motion and Sept. g0 clerk order.. Application:

downstream Sft(glnlﬁifii<callnl<01e of a terminal-document mismatch. a rFetuorn

[]FN 387] Preserved media and <dl(e:1rft\\7a11tfLV<e=]P>1u[1b)1[ii(ca11t[[(0)1n1 artifacts, funuclhundlfunvg A\]pnriil[ 2, 2024
@benbwieder post, Miami Herald author/profile captures, mcclatchydc.com email
resentation, Proton tips address, PPPFraudChronicle republishing, ‘Swindler
P P P g
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Barbie’ gralp]hlihc,« and article-distribution screenshots.. A\pp///[raaz/t/[@/m source support
for the discussion under A. Byline and Publication Identity. B ccumn

[]FN 388] Farrow et al. v. IOA Group, LLC et al., No. 1:25-cv-20544 ((SJDL ]Fl[(ak)),« Verified
Complaint filed Feb. 5, 2025, related fil ungs, and Feb. 8 affidavit of Dr. Jane Doe.;
Wieder research pauc]kag(e lunuclhuudllunlg Wieder Dossier v.o, National Press Foundation
profile research, McClatchy/Miami Herald author materials, telephone and email
artifacts, and ]Pnr(eselr\ve(dl screenshots.. Ap, p///zoaz/zf/z@/m source support t for the discussion

under A. Byline and Publication Identity. 5] Iretunrn

[]FN 389] Wieder research ]P»auc]k(alge; ii]nuclhuudlfumg Wieder Dossier v.a0, National Press
Founndation ]Pnr(odﬁill(e research, McClatchy/Miami Herald author materials, ltel[e]p)]huonnue
and email artifacts, and preserved screenshots.; Preserved media and derivative-
publication artifacts, including April 2, 2024 @b><e1n1 bwieder post, Miami Herald
author/ pro file captures, mcclatchydc.com email presentation, Proton tips address,
PPPFraudChronicle Jre]pnuﬂb)llﬁg]hli‘umg,\ ‘Swindler Barbie’ glraqp)]hlfuc,» and article-
distribution screenshots.. Application: sowrce support for the discussion wnder A.

Byline and Publication Identity. 5] Iretunrn
[FN 390] Preserved media and derivative-publication artifacts, including April 2, 2024
@benbwieder post, Miami Herald author/profile captures, mcclatchydc.com email

presentation, Proton tips address, PPPFraudChronicle repu bl lLs]huunlg ‘Swindler
Barbie’ glraqp]huuc and article-distribution screenshots.. A\/DP///UCBHUZOM source support

for the discussion under A. Byline and Publication Identity. e Iretunrn
[FN 391] National Institute of Standards and Technology, Digital Identity Guidelines,
NIST SP 800-63-4 ( Ohu{ Y 2(0»25,)) it ps: / /doi.o FQF/ 10.6028/ NIST.SP.800-67-4; MITRIE

ATT&CK, T10738, Valid Accoumnts. ]hlltlt]Db / /attack.mitre.o rg/ 1t<e<c]hunuuq ues/ Tro78/ .
Application: souwrce support for the (d[llStClU[§§lUO)]ﬂl under B. (CMS; SY]nl(d[lUCGltlL(Oﬂnl,« and

Republished Authority. 5] Ire tunrn

[FN 392] Preserved media and derivative-publication artifacts, including April 2, 2024
@benbwieder post, Miami Herald author/profile captures, mcclatchydc.com email
presentation, Proton tips address, PPPFraudChronicle repu bl lLS]hllL]ﬂlg,« ‘Swindler
Barbie’ g]rap]hlihc,« and article-distribution screenshots.. A\pp///[raaz/t/[@/m source support
for the discussion under B. CMS, Syndication, and Republished Authority. @
return

[FN 393] Preserved media and derivative-publication artifacts, including April 2, 2024
@benbwieder post, Miamnni Herald author/ ]p)lr(odﬁille captures, micclatchydc.com email
presentation, Proton tips address, PPPFraudChronicle 1r<e;1pnudb>l[[is]hl[‘umg,« ‘Swindler
Barbie’ g]rap]hlihc,« and article-distribution screenshots.. A\pp///[raaz/t/[@/m source support
for the discussion under B. CMS, Syndication, and Republished Authority. @
return

[FN 394] Preserved media and derivative-publication artifacts, including April 2, 2024
@benbwieder post, Miami Herald author/ pro file captures, micclatchydc.com email
presentation, Proton tips address, PPPFraudChronicle 1r<e;1pnudb>l[[is]hl[‘umg,« ‘Swindler
Barbie’ g]rap]hlihc,« and article-distribution screenshots.. A\pp///[raaz/t/[@/m source support

0.R.A.C.L.E. July 7, 2026 Authority-Rail Compromises Report ® Page 160




ORACLE AUTHORITY-RAIL REPORT

for the discussion under B. CMS, Syndication, and Republished Authority.
return

[FN 395] National Institute of Standards and Technology, Digital Identity Guidelines,
NIST SP 800-63-4 (O[lud[y 2(0)25))\\ ]hlltlt]'P)S::/ / <dl(0)i1¢<o'1r«g/ 10,6028/ NIST.SP.800-6%-4; Recorded
Future Insikt Group, Synthetic Identities: A Dual Threat to Enterprises ((‘O)(Clt\« 1,

0

2(0»25)),« pp- 1-6- https:/ / www.recordedfuture.com/research/synthetic-identities-dual

threat-enterprises. A\pp///[aa//t/i@/m: source support for the discussion uwnder C

Professional Profiles and Credential ]Lauunnudlelrfunlgé . Feturn

[FN 396] O.R.A.C.L.E. Logistics Team, Online Reputation and Credential Laundering
Exposure Expert Report, Version 30 (()Launh 20, 240)2‘6))% <c<0)1nut1r(o>1U[funug first-dirraft baseline.;
Recorded Future Insikt Group, Synthetic Identities: A Dual Threat to Enterprises

(((Ohctn 1, 2(0»25)),« pp- 1-6. https://www.recordedfuture.com/research/synthetic-

identities-dual-threat-enterprises. A\pp///[@ﬁz/t/[@/m: source support for the discussion
wnder C. Professional Profiles and Credential ]Lanuunudlerimvg . Fetuorn

[FN 397] O.R.A.C.L.E. Logistics Team, Online Reputation and Credential Laundering
Exposure Expert Report, Version 30 (()Launh 20, 240)2‘6))% <c<0)1nut1r(o>1U[[i1n1g first-dirraft baseline.;
Cybersecurity and Infrastructure Security Agency, Use Logging on Business
Systems. ]hlltlt]p)b / / wWww.cisal. ‘gFtO)\V/ audiences/small-and-mediunm-businesses/secure=

yvour-business/ use- ll(ongﬂgflunvgwonnr business-systemns. A\lop///zraaz/t/m/m, source support for

the discussion vwnder C. Professional Profiles and Credential ]Lanuunudle]rfunlg retuorn
[FN 398] The Florida Bar, Member Profile and Discipline Documents for Jay Lewis

Farrow, Bar No. 625213, <caqpnt1unre<dl Sept. 2026.

]hlltlt]lp>§i/ / \V\V\W\\\Vdﬂhonrl‘i(dlallbmumourg/ ]'PﬂU[]b)l[ ic/ aucaqp/ dlisc=

docs/?icn=202z50622& menmber=62=21%; Preserved media and derivai thVeﬂP)lU[]b) lcation

artifacts, including April 2, 2024 @benbwieder post, Miami Herald author/profile
captures, mcclatchydc.com email presentation, Proton tips address,
PPPFraudChronicle ]F(e]P)lU[lb)]lﬁ§]hlii]ﬂlg; ‘Swindler Barbie’ glraqp)]hlfucy and article-
distribution screenshots.. Application: souwrce support for the discussion under D.

Search-lIndex Authority Sltauc]k[hmg . Feturn

[FN 399] Strenger v. RMC Consulting, Inc., No. 2:23-cv-01226 (M.D. Fla.), orders dated
Feb. 18, Mar. 19, May 23, and Sept. 30, 2025, https://ecf flmnd.uscourts.gov/cgi-

bin/show pu iblic doc?202z-01226-40-2-CV=3 T]hue Florida Baur, Member Profile and

Discipline Documents for Jay Lewis Farrow, Bar No. 625213, captured Sept. 2026.
]h11t1t1p>§°/ /www floridabar. (O)JFQF/ pludb)ll ic/ aucauo/ disc-

<dl(0)<cb /2icn—=202570622&nnen b)(e F—62=21%. A\FP///UCH[K/ZOIHI source support for the

discussion wnder D. Search-Index Authority Sltauc]kiunlgo Feturn

[]FN 400] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863 ((S(E‘)]P)l& 14, 2(0»2(6’)% PP 2-10; 18=31, 4374, 82-92, 102-116.. A\pp///f@ﬁz/t/[@/m: source

support for the discussion under D. Search-Index Authority Sltauc]k[‘umg\\ . Feturn

[]FN 401] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Altlt]rldbnuutlunlg and
Cont tauunuunug amn Evol Vlurng Threat ((S@]P)lt 240)9_16)) PP: 4-18, 22-46, 68-106.; Jay Lewis Farrow,
Civil Cyber-Infrastructure Disruption Litigation: Historical Development,
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Operational Durability, Adversarial Adaptation, and the Integrity of Trusted
Legal-Technical Control Planes ((Sepl& 10y 202(6% Pp- 6-12, 23-32, 55-96, 124-136..
Application: source support for the discussion wnder D. Search-Index Authority

Sltauc]k[ilnug a Feturn

[]FN 402] Farrow et al. v. IOA Group, LLC et al., No. 1:25-cv-20544 ((S\«]DL Fla.), Verified
Complaint filed Feb. 5, 2025, related fil ungs, and Feb. 8 affidavit of Dr. Jane Doe.;
Wieder research pauc]kag(e lunuclhuudllunlg Wieder Dossier v.o, National Press Foundation
profile research, McClatchy/Miami Herald author materials, telephone and email
artifacts, and preserved screenshots.; Preserved media and derivative-publication
artifacts, including April 2, 2024 @benbwieder post, Miami Herald author/profile
captures, mcclatchydc.com email presentation, Proton tips address,
PPPFraudChronicle Jre]pnuﬂb)llﬁg]hli‘umg,\ ‘Swindler Barbie’ fglraqp)]hlfucy and article-

distribution screenshots.. Ap, p///zcaut/zroum event ]Pne(ClLFlL(C media authority analysis. a
retugrn

[FN 403] Preserved media and derivative-publication artifacts, including April 2, 2024
@benbwieder post, Miami Herald author/profile captures, mcclatchydc.com email
presentation, Proton tips address, PPPFraudChronicle repu bl lLS]hllL]ﬂlg,« ‘Swindler
Barbie’ glraqp]hlihc and article-distribution screenshots; MITRE ATT&CK, Tio38, Valid
Accounts. ]hlltlt]p?b / /attack.mitre.o rtgf/ techy niques s/ Tio78/ . A\/[Dp///zcaz/tmlm CMS

compromise and (dl(e]ﬂl\valltILV(G)~\\’\V]FE11]P)]P)(6]F mechanisons. a Fetur

[]FN 404] Preserved media and (dle]r[want[LV(e=]P>1utlb> lcation artifacts, [L]nuclhuudlihnlg A\]p)rfd[ 2, 2024
@benbwieder post, Miami Herald author/profile captures, mcclatchydc.com email
presentation, Proton tips address, PPPFraudChronicle 1r<e;1pnudb>l[[is]hl[‘umg,« ‘Swindler
Barbie’ graphic, and article-distribution screenshots.. Application: authority

transclusion lt]humonutg]hl derivative Jrepludb)llii(cant[honm a Feturn

[]FN 405] Strengrer v. RMC Consulting, Inc., No. 2:23-cv-01226 ((M D. Fla.), orders dated
Feb. 18, Mar. 19, May 23, and Sept. 30, 2025. https://ecf flmd.uscourts.gov/cgi-

bin/show | pu iblic doc?202z-01226-40-2-cv=; Preserved media and derivative-

]Pnu[lb) lcation artifacts, tncludi ngr A\prll 2, 2024 @benbwieder post, Miamnni Herald
author/ pro file captures, mcclatchydc.com email presentation, Proton tips address,
PPPFraudChronicle ]F(C]P)IU[]b) 1L§]huumg,~ ‘Swindler Barbie’ glraqp)]hlfucy and article-
distribution screenshots.. Application: media authority converted into J]IU[(dl[[(CfLal][

authority. a return

[FN 406] The Florida Bar, Member Profile and Discipline Documents for Jay Lewis
Farrow, Bar No. 625213, <caqpnt1unre<dl Sept. 2026.
heeps://www . floridabar.org/public/acap/disc-

docs/?icn=202z50622& menmber=62=21%; Preserved media and derivai thVeﬂP)lU[]b) lcation

artifacts, including April 2, 2024 @benbwieder post, Miami Herald author/profile
captures, mcclatchydc.com email presentation, Proton tips address,
PPPEraudChronicle republishing, ‘Swindler Barbie’ graphic, and article-
distribution screenshots.. Application: search-index authority stacking and

correction s trategy. a re twaen
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[FN 407] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation:
Historical ]D)(e\vell(o»pmnle]nuty <O)]P>(elral1t[i<0)1nlalll Durability, Adversarial A\(dlrculp) tation, and the
Integrity of Trusted Legal-Technical Control Planes (Sept. 10, 2026), pp. 6-12, 23-32,

55-96, 124-136.. Application: transition to the Clean Adjudicative Environment. a
retuorn

[FN 408] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation:
Historical ]D)(e\vell(o»pmnle]nuty <O)]P>(elral1t[i<0)1nlalll Durability, Adversarial A(dlallpntaut[itonnl,\ and the
][1n11t<eg1r[i1ty of Trusted ]Legaﬂlﬂﬂetc]humfL<calll Control Planes ((S(e]plté 10, 2(0»2(6»)% pp- 6-12, 23-32,
55-96, 124-136.; Historical Impossibility of the Purported Permanent-Disbarment
Path: A Sowrce-Furst ]L@galll,« Public-Record, and Forensic Reconstruction of SC2024-
1681 and SC2025-08673 ((qun& 14, 2@»2(6»)))\ PP- 2-10, 18=31, 43-74, 82-92, 102-116.. A\pp///[rca/t/[@/m:

circularity of proving compromise through the disputed channel. a Ire tunrn

[FN 409] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation:
Historical Development, Operational Durability, Adversarial Adaptation, and the
Integrity of Trusted Legal-Technical Control Planes (Sept. 10, 2026), pp. 6-12, 23-32,
55-90, 124-136,; Microsoft Digital Crimes Unit, Fortra, Health-ISAC, and sworn
declarations in Microsoft Corp. et al. v. John Does 1-2, No. 1:23-cv-02447 (E.D.N.Y.),
together with the Sept. 8, 2025 permanent injunction.

]hlltlt]p)b // b>ll(ongfs muicrosoft.com/on-the-issues/202z/04/06/fortra-microsoft-health-

ltbal<c=(C(0vlb)all[1t=s1t1r|L]L<te~<crauc]L<ne<dl=<oo>1p>lues/ A\pp//waz/tw/m source support f for the discussion
umnder A. The Civil Cyber-Infrastructure Model. a retuorn

[FN 410] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation: Historical
Dewvel (0)]P)Jnnue‘1nut Operational Durability, Adversarial Adaptation, and the Integrity of
Trusted 1L (ega -Technical Control Planes (Sept. 10, 2(0»2f6»)) pp- 6-12, 23-32, 55-96, 124-136..
Application: source support for the discussion under A. The Civil Cyber-

Infrastructure Model. a retuorn

[FN 411] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation: Historical
Dewvel (0)]P)Jnnue‘1nut Operational Durability, Adversarial Adaptation, and the Integrity of
Trusted 1L e«ga -Technical Control Planes (Sept. 10, 2(0»2(6»)),« pPPp- 6-12, 23-32, 55-96, 124-136.;
Administrative Office of the U.S. Courts, Highly Sensitive Documents guidance
and post-2025 sensitive-document handling materials.

]hlltlt]p)b / / WWW . USCOUIFLS. QF@\V/ court-records/ <ell(e<c1tlr'0)1n1luc#FlLlllL]nL<gF=(c1r]nl=<e<c f/ ]huugf]hlll
sensitive-documents. A\/[Dp///zrcaz/zflzom source support for the discussion under A. The

Civil Cyber-Infrastructure Model. a Iretunrn

[FN 412] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation: Historical
Dewvel (0)]P)Jnnue‘1nut Operational Durability, Adversarial Adaptation, and the Integrity of
Trusted 1L (ega -Technical Control Planes (Sept. 10, 2(0»2f6»)) pp- 6-12, 23-32, 55-96, 124-136..
Application: source support for the discussion under A. The Civil Cyber-

Infrastructure Model. a retuorn

[FN 413] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation: Historical
Dewvel (0)]P)Jnnue‘1nut Operational Durability, Adversarial Adaptation, and the Integrity of
Trusted 1L (ega -Technical Control Planes (Sept. 10, 2(0»2(6»)),« pPp- 6-12, 23-32, 55-96, 124-136.;
Administrative Office of the U.S. Courts, Highly Sensitive Documents guidance
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and post-2025 sensitive-document ]hmunudlllfunvg materials.
https:/ / www.uscourts.oov/court-records/electronic-filing-cm-ecf/highly-

sensitive-documents. A\pp///[@ﬁz/t/[@/m: definition and lumits of a Clean }\\(le]IU[(dlii<callt[LV<e

Envurononenit. . Fetuirn

[FN 414] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation: Historical
Dewvel (0)]P)Jnnue‘1nut Operational Durability, Adversarial Adaptation, and the Integrity of
Trusted Legal-Technical Control Planes (Sept. 10, 2026), pp. 6-12, 23-32, 55-96, 124-136.;
Microsoft Digital Crimes Unit, Fortra, Health-ISAC, and sworn declarations in
Microsoft Corp. et al. v. John Does 1-2, No. 1:23-cv-02447 ((]E D.N. Y)) toget ther with
the Sept. 8, 2025 permanent injunction. https://blogs.microsoft.com/on-the-

issues/202z/04/06/fortra-microsoft-health-isac-cobalt-strike-cracked-copies/;

Administrative Office of the U.S. Courts, Highly Sensitive Documents guidance
and post-2025 sensitive-document handling materials.
]hlltlt]Db / / WWW . USCOUIFLS. Q«o»\\// court-records/electronic-f lLlllL]nl<gF=(C]Unl=(e‘C f/h ltrgf]hlll

sensitive-documents. A\/[Dp///zrcautmlm anal <0ngy to civil (d[llS]ﬂU[]P)tlL(O)]nl Jr(elnnuedlueb and ]huug]hll

sensitive document ]P>1r<o~ce(dhuur<es . Fetur

[FN 415] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation: Historical
Dewvel (0)]P)Jnnue‘1nut Operational Durability, Adversarial Adaptation, and the Integrity of
Trusted 1L (ega -Technical Control Planes (Sept. 10, 9_(0»2(6»)),« PP: 6-12, 23-32, 55-96, 124-136..

Application: source support for the discussion wnder B. S.D. Florida Field Test.
Iretuirn

[FN 416] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation: Historical
Dewvel (0)]P)Jnnue‘1nut Operational Durability, Adversarial Adaptation, and the Integrity of
Trusted 1L (ega -Technical Control Planes (Sept. 10, 9_(0»2(6»)),« PP: 6-12, 23-32, 55-96, 124-136..

Application: source support for the discussion wnder B. S.D. Florida Field Test.
return

[FN 417] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an Evol ving Threat ((Ste]plu 240)2_'6)),« PP- 4-18, 22-46, 68-106.. Application:

source support for the discussion under B. S.D. Florida Field Test. retuorn

[FN 418] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation: Historical
Devel (0)]P)Jnnue‘1nut Operational Durability, Adversarial Adaptation, and the Integrity of
Trusted 1L (ega -Technical Control Planes (Sept. 10, 9_(0»2(6»)),« PP: 6-12, 23-32, 55-96, 124-136..
Application: source support for the discussion wnder C. E.D.N.Y. Field Test.
return

[FN 419] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation: Historical
Dewvel (0)]P)Jnnue‘1nut Operational Durability, Adversarial Adaptation, and the Integrity of
Trusted 1L (ega -Technical Control Planes (Sept. 10, 9_(0»2(6»)),« PP: 6-12, 23-32, 55-96, 124-136..

Application: source support for the discussion wnder C. E.D.N.Y. Field Test.
retuirn

[]FN 420] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation:
Historical Development, Operational Durability, Adversarial Adaptation, and the
Integrity of Trusted Legal-Technical Control Planes (Sept. 10, 2026), pp. 6-12, 23-32,
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55-96, 124-136.. Application: source support for the discussion under C. E.D.N.Y.
Field Test. a Ire o

[FN 421] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation: Historical
Dewvel (0)]P)Jnnue‘1nut Operational Durability, Adversarial Adaptation, and the Integrity of
Trusted 1L <e<gal -Technical Control Planes (Sept. 10, 2(0»2(6»)),« PP: 6-12, 23-32, 55-96, 124-136..

A\pp///[@&’//t/l@/m‘:‘ source support f for the discussion wnder D. D.ID.C. Field Test. a rFetunrn

[FN 422] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation: Historical
Dewvel (0)]P)Jnnue‘1nut Operational Durability, Adversarial Adaptation, and the Integrity of
Trusted Legal-Technical Control Planes (Sept. 10, 2026), pp. 6-12, 23-32, 55-96, 124-136..

A\pp///uca’z/tw/m source support f for the discussion wnder D. D.ID.C. Field Test. a rFetunrn

[FN 423] Historical Inmpossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863 ((Sepnto 14, 2026)% PPp- 2-10, 18-31, 43-74, 82-92, 102-116.. Application: source
support for the discussion under E. Florida Supreme Court Original-Writ and

S<e<01uur<e=]H[aunudlllﬁ1n1<g Field Test. a rFetunrn

[]FN 424] Historical Iimpossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
§C2025-0863 (Sept. 14, 2026), pp: 2-10, 18-31, 43-74, 82-92, 102-16.. Application: source
support for the discussion under E. Florida Supreme Court <O)1rluglunlal ~Writ and

Secure-Handl lurng Field Test. a rFetunrn

[FN 425] Historical Inmpossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(G)]P)lto 4, 202(6’)))\ Pp: 2-10, 18-31, 43-74, 82-92, 102-116.. A\/[D)/p///[aaz/t/[roum‘:‘ source
support for the discussion under E. Florida Supreme Court Original-Writ and
Secure-Handling Field Test. a retuorn

[FN 426] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation: Historical
Dewvel (0)]P)Jnnue‘1nut Operational Durability, Adversarial Adaptation, and the Integrity of

Trusted Legal-Technical Control Planes (Sept. 10, 2026), pp. 6-12, 23-32, 55-96, 124-136..
Application: source support for the discussion under F. Cross-Jurisdiction

Synithesis. a retuen

[]FN 427] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Altlt]riilbnuntfunlg,« and
Containing an Evol ving Threat ((S@]P)lt 240)9_16)) PP- 4-18, 22-46, 68-106.. A\pp///[ca/t/[rmm
source support for the discussion under F. Cross-Jurisdiction Synthesis. a Iretuir

[FN 428] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation: Historical
Dewvel (0)]P)Jnnue‘1nut Operational Durability, Adversarial Adaptation, and the Integrity of
Trusted 1L <e<gal -Technical Control Planes (Sept. 10, 9_(0»26»)) pp- 6-12, 23-32, 55-96, 124-136..
Application: source support for the discussion under F. Cross-Jurisdiction

Synithesis. a Iretunrn

[FN 429] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation: Historical
Dewvel (0)]P)Jnnue‘1nut Operational Durability, Adversarial Adaptation, and the Integrity of
Trusted 1L <e<gal -Technical Control Planes (Sept. 10, 2(0»2(6»)),« pPPp- 6-12, 23-32, 55-96, 124-136.;
Historical Impossibility of the Purported Permanent-Disbarment Path: A Source-
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First ]LegaﬂL Public-Record, and Forensic Reconstruction of SC2024-1681 and SC2025-
0863 (Sept. 14, 2026), pp. 2-10, 18-31, 43-74, 82-92, 102-116.; Farrow et al. v. [OA Group,
LLC et al,, No. 1:25-cv-20544 (S.D. Fla.), Verified Complaint filed Feb. 5, 2025, related
filings, and Feb. 8 affidavit of Dr. Jane Doe.. Application: cross-jurisdiction attempts

to obtain controlled technical review. . retuorn

[FN 430] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation:
Historical ]D)(e\velho»pmme]nuty <O)]P>(elral1t[i<0)1nlalll Durability, Adversarial A\(dlal]P)ltallt[L(O)]nly and the
][Jnnteg]riilty of Trusted ]Legaﬂlﬂﬂewc]humfL<calll Control Planes ((S(e]plté 10, 2(0»2(6»)),\ pp- 6-12, 23-32,
55-96, 124-136.; Historical Impossibility of the Purported Permanent-Disbarment
Path: A Sowrce-Furst ]L@gaﬂh Public-Record, and Forensic Reconstruction of SC2024-
1681 and SC2025-08673 ((Sepln 14, 2@»2(6»)))\ PP- 2-10, 18=31, 43-74, 82-92, 102-116.. A\pp///[rca/t/z"@/m

cr<o»ss=j]1umr[isdlii<c1tii<onn1 clean-channel fatlure. . Fetunrn

[]FN 431] Scott Rose et al., National Institute of Standards and T@(c]hunuo’lltougy,\ Zero Trust
Aurchitecture, NIST SP 800-207 (Aug. 2020). https://doi.org/10.6028/ NIST.SP.800-
207; National Institute of Standards and T(ec]hunu@lhogyi Incident Response

Recommendations and Considerations for Cybersecurity Risk Managenent, NIST
SP 800-61 Rev. 3 (Apr. 2025). https://doi.org/10.6028/ NIST.SP.800-61r3. Application:

institutional integrity escalation as a security control. & return

[FN 432] Cyber-N.E.T. Forensics, cAPTuire-to-Kill APT: Mapping, Attributing, and
Containing an Evolving Threat ((Ste]pnu 240)26)),« PP- 4-18, 22-46, 68-106.; Cybersecurity
and Infrastructure Security Agency, Use Logging on Business Systemms.
]hlltlt][)b / / www.cisa. QF(O)\V/ audiences/small-and-medium-businesses/ secuire-your-

bnursumu%s/ use-= l[<ougﬂgflL]nugF=<o»1nl=1b>IU[slunue -systems. Ap, p///uaa//t/zroum‘. transition to <0)]Pnelraut|L<o»1n1a11l

detection method. . return

[FN 433] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an Evol ving Threat ((S@]P)lt 2400_'6)) PP- 4-18, 22-46, 68-106.; National
Institute of Standards and Technology, Incident Response Recommendations and
Considerations for Cybersecurity Risk Management, NIST SP 8oo-61 Rev. 3 (Apr.
9_(0>25,>) ]hlltlt]p)b //doi. 'O)JFQF/ 10.6028 / NIST.SP.800-611r%. A\/Dp///zca//t/zmm purpose of the

Authority-Provenance Detection Method. . Feturn

[FN 434] Historical Impossibilicy of the Purported Permanent-Disbarment Paths A
Sowrce-First ]Legalh Public-Record, and Forensic Reconstruction of SC2024-1681 and
§C2025-0863 (Sept. 14, 2026), pp: 2-10, 18-31, 43-74, 82-92, 102-116.; Cybersecurity and
Infrastructure Security Agency, Use Logging on Business Systems.

https://www.cisa.orov/audiences/small-and-mediuwm-businesses/ secure-youir=
business/use-logroriingr-on-business-systems. A pp// ication: baseline establishment

O

before anomaly analysis. . Fetuorn

[FN 435] National Institute of Standards and Technology, Digital Identity Guidelines,
NIST SP 800-63-4 ( (Jhu{ Y 2(0»25,)) Jhui trps: / /doi.o FQF/ 10.6028/ NIST.SP.800-6%-4; David
Temoshok et al., National Institute of Standards and Techmnol ogy, Digital Identity
Guidelines: Identity Proofing and Enrollment, NIST SP 800-63A-4 (July 2025).
]hlltlt]“[)@i/ / (dl<o»l‘i¢(o>1rg/ 10.6028/ NIST.SP.800-6% A-4. A\pp///i}aaz/t/[rmm: <eV<eln11t=s]P)<e<cii1Ffuc identity

and role verification. retuorn
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[FN 436] Microsoft Threat Intelligence, De F@]ﬂl(dllt]ﬂl'g Against Evolving Identity Attack
T1e<c]hunuuq[1uue ((Maly 209, ,02_5,)) ]hlltlt]p)b / /www.microsoft.conn/en-

us/ security / blbo»g/ 202/ 05/ 2@)/ ded F«elnudllumg=aga unis lt=te\VlO>l[\VlL]ﬂlg= identity-attack-

techniques/; Cybersecurity and Infrastructure Security Agency, Cloud Identity
and Access M anagenment: Recommended Best Practices for Administrators ((Maly
9_(0>25,>) ]hlltlt]p)b / / www.cisal. Qf(o'\V/ resources-tools/resources/ cloud-identity-and-acces

manage nnue]nut~1r<e<oonnnunnueJnudl(edl best- 1p>1rauctluctewaudhnmlunutb strators; David Temoshok et alll,

l\antluonnlall[ Institute of Standards aunudl Technol ogy, Di Lglutal Identity Guidelines:
Authentication and Authenticator Management, NIST SP 800-63B-4 (July 2025).
]hlltlt][)b / /doi. «ourrgf/ 10.6028/ NIST.SP.800-63B-4; Justin Richer et al,, National Institute
of Standards and Technol ogy, Digital Identity Guidelines: Federation and
Assertions, NIST SP 800-63C-4 (July 2025). https://doi.org/10.6028/NIST.SP.800-63C-

4 A\pp///i@&/t/f@/m: credential and auunt]huonrftzantﬁ<0)1n1=(0)1b)j]<e;<01t analysis. rFeturn

[FN 437] Cyber-N.E.T. Forensics, Cryptographic-Counterfeit Defense Group Report
((]Felbn 25, 2(0»2(6’)% pPp- 2-8, 21-29, 40-48.; Cyber-N.E.T. Forensics / Blrii(dlge=(6rallt(e E.S.S.,
Restricted Access Portal Solutions materials, as [L]nllt<eg1rallt<e(dl un the Seplt(e]nnﬂbuer 2026
cAPTure and Civil Cyber-Infrastructure reports; Cybersecurity and Infrastructure
Security Agency, Use Logging on Business Systemns.

]hlltlt][)b / / www.cisa. QF(O)\V/ audiences/small-and-medium-businesses/ secure-youur-

bnurstunu%s/ use- ~l[<ougﬂgflL]nugF=<o»1nl= business-systemms. Ap, p///uaa//t/zroum‘. native evidence
preservation and copy <Ctonnn1paur[is(onnu . return

[FN 438] March 12-20, 2025 Berman/Berrena/Farrow communications and filings,
including ]Pnr(o»lpuose(dl dismissal terms, repudiation, Berrena’s statement that an email
‘was not the email I sent you’ and ‘has been changed,” and the request for physical
source reconciliation,; Cybersecurity and Infrastructure Security Agency, Use

]Ltowgglumg on Business Systems. htt ps: / / www.cisa. QFO\V/ audiences/small-and-=
medium-businesses/ secure-your= bnu siness/ use- ll@gglL]nLQF=(o>1nl~ business-systems.

A\/pp///ucaz/tw/m version comyparison and preservation adf ter (c]hlaumg(e(d ~email statement.
. &d retuorn

[FN 439] Historical Iimpossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]L(egalll,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863 ((Sepnu 14, 2026)% PPp- 2-10, 18-31, 43-74, 82-92, 102-116.; Report of Referee,
The Florida Bar v. Farrow, SC2024-1681 / SC2025-0863, Filing No. 235057778 (Nov. 4,
2(0»25))« PP- =75 13-24- Funal Jud gnent for Plauntiffs, Insurance Office of America, lnc.
et al. v. Farrow et al,, No. 2020-CA-000725 (Fla. 18th Jud. Cir. Dec. 26, 2024), pp. 3-16:
Strenger v. RMC Comnsul ltlL]ﬂlg,« Inc,, No. 2:23-cv=01226 ((IM JD. ]Fl[au)),« orders dated Feb. 18,
Mar. 19, May 23, and Sept. 30, 2025. https://ecfflmd.uscourts.gov/cgi-
bin/show ]Pnudb)llii(c doc?2027-01226-409-2-CV=. A\pp///[raa//t/[ra/m: source-to-derivative

comparison method. rFeturn

[]FN 440] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-086% ((Sepuu 14, 2(0»26)),« PP: 2-10;, 18=31; 43-74, 82=92, 10210 A\pp///i}ca/t/[roum: source=

state transition lle(dlgelh rFetuorn
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[FN 441] The Florida Bar, Member Profile and Discipline Documents for Jay Lewis
Farrow, Bar No. 625213, <caqpnt1unre<dl Sept. 2026.

]hlltlt]lp>§i/ / \V\V\W\\\Vjﬂl«onrl‘i(dlallbmumourg/ pludb)ll ic/ aucaqp/ dlisc=

docs/?icn=202z50622& menmber=62=21%; Preserved media and derivai thVeﬂP)lU[]b) lcation
artifacts, including April 2, 2024 @benbwieder post, Miami Herald author/profile
captures, mcclatchydc.com email presentation, Proton tips address,
PPPFraudChronicle ]F(e]P)lU[lb)]lﬁ§]hlii]ﬂlg; ‘Swindler Barbie’ glraqp)]hlfucy and article-

distribution screenshots.. Application: dependency and propagation mapping.
retuorn

[]FN 442] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: M[aqppfunvg« Altlt]rftlbnuntihmg,« and
Containing an ]EV(O)lVlurng Threat ((S(C]P)lt 2400_'6)) PP- 4-18, 22-46, 68-106.; Historical
Iopossibility of the Purported Permanent-Disbarment Path: A Source-First Legal,
Public-Record, and Forensic Reconstruction of SC2024-1681 and SC2025-0863 (Sept.
14, 2026), pp- 2-10, 18=31, 43-74, 82-92, 102-16.. Application: confidence discipline and

correction before ]pne]rifect atoribution. Feturn

[FN 443] Federal Bureau of Investigation, Business Email Compromise.
]hlltlt][)b / / www. fbi. QF(O)V/ how-=-we-can- ]huelhpwvonur/ comnon-frauds-and-=scans/busines

<e]DﬂlallL]l~4C(O)]DDI]D)]F(O)]UﬂllLS(G‘ Federal Bureau of ][]an4e§ltng’(dlltlUO)]nl Spoo flunlg and ] P’]huts]huunvg
]hlltlt][)b / / www . fbi. QF(O)V/ how-=-we-can- ]huelhpwvonur/ comnon-frauds-and-=scanns / spoo Flunlrgm

and- ]D)]hllt§]hllt]ﬂl@’ A\/pp///zrcaz/tw/m known-clean out-of-band verification. . Fetuorn

[]FN 444] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an Evolving Threat (Sept. 2026), ]P)]P’ 4-18, 22-46, 68-106.; The Florida Bar,
Member Profile and Discipline Documents for Jay Lewis Farrow, Bar No. 625213,
captured Sept. 2026. https://www floridabar.org/public/acap/disc-

docs/?icn=202z50622& menmber=62=21z; National Institute of Standards and

Technology, Incident Response Recommendations and Considerations for
Cybersecurity Risk Management, NIST SP 800-61 Rev. 3 (Apr. 2025).
]hlltlt]p)b / /doi. «ourrgf/ 10.6028/ NIST.SP.800-61r%. A\/pp///zca//tw/m institutional-state

containment un addition to technical remediation. . Feturn

[FN 445] National Institute of Standards and Technology, Incident Response
Recommendations and Considerations for Cybersecurity Risk Management, NIST
SP 800-61 Rev. 3 (Apr. 2025). https://doi.org/10.6028/ NIST.SP.800-61r3; American Bar
Association Formal Opinion 483, Lawyers’ Obligations After an Electronic Data
Breach or Cyberattack (<(O)tClt~ 17, 1(0)118))«

]hlltlt]p)b / /www.americanbair. 1o>1r<gf/ content/dam/aba/administrative/ prof fessional res

ponsi bility/ (e‘lt]hllL(Cb=10>]D)1UﬂllL(O)]ﬂlb / aba-1 F(O)]F]Uﬂl«’cll"~(O>]D>=4L81\ |:>><d f. A\/pp///uca//tw/m transition to

meaningfully timed response. B rcturn

[FN 446] Cyber-N.E.T. Forensics, Anatomy of the Strategic cAPTure-to-Kill
Operation: Integrated e-Forensic Report (Oct. 22, 2025), pp- 1-24, 69-203, 238-267, and

al]P)]P)e]nl(d lces. ]hntlt]p)s //cyberlawlibrary. 01@9?/ reports s/ cyber-n-e-t-forensics -experit-
report/; National Institute of Standards and Technol ogy, Incident Response
Recommendations and Considerations for Cybersecurity Risk Managenent, NIST
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SP 800-61 Rev. 3 (Apr. 2025). https://doi.org/10.6028/ NIST.SP.800-61r3. Application:
meaningfully timed relief and containment before complete atoribution. B ctun

[]FN 447] National Institute of Standards and Te(c]hunuollt@gyy Incident Response
Recommendations and Considerations for Cybersecurity Risk Management, NIST
SP 800-61 Rev. 3 ((A\]P)]R 2025))\\ ]hlltlt]lp)s::/ / dl(O)iL(O']Fg/ 10.6028/ NIST.SP.800-611r%;
Cybersecurity and Infrastructure Security A\ge]nucy Use ]Lto»ggihnug on Business

Systems. ]hlltlt]p)b / / wWwww.cisal. QF(O)\V/ audiences/small-and-mediunm-businesses/secure=

vour=business/use- llogglunvgmonnr business-systems. Ap p p///zca//[/z@/m source support for

the discussion wnder A. Furst Six Howurs. . retuorn

[FN 448] Scott Rose et al., National Institute of Standards and Technology, Zero Trust
Architecture, NIST SP 800-207 ((A\ug\« 240»20))\\ i tps\«/ /doi.org/10.6028/NIST.SP.800-
207; Federal Bureau of Investigation, Business Emnail Compromise:.

https:// www bi.ogov/how-we-can=help-you/common-frauds-and-scans/business-

enmail-compromise. A\pp///[@&//t/[@/m.:‘ source support for the discussion uwnder A. First

Six Howrs. Fetuirn

[]FN 449] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation:
Historical Development, Operational Durability, Adversarial Adaptation, and the
][1n11t1e\g1rluty of Trusted ]Lega [-Technical Control Planes ((S(e]pnt\\ 10, 240»2(6»)),\ pp- 6-12, 23-32,
55-00, 124-136.; American Bar Association Fornmal (O)]P>ftln1ﬁ<0)1nl 483, Lawyers’ Obl ltgautluonnls
After an Electronic Data Breach or Cyberattack (((O)<c1t¢ 17, 2(0»118)}
hteps:// \\KV\‘?\V\\’\V@UDH[@]FfUCFcll]le@l]ﬂ(O>]F‘g°/ content/dam/aba/administrative/professional res

pons ibility/ethics =(O>]P)ﬁ]ﬂlﬁ(0)]ﬂl§/ aﬂb>at=1f0Jrlnnlalll=(o>1|p>=4L8?w1lp><dHﬁ A pp///[oa/ tion: source support for

the discussion wnder A. Furst Six Howrs. retuorn

[]FN 450] National Institute of Standards and Te(c]hunuoﬂltO)gyy ]D>[igiiltaﬂ[ Identity Guidelines,
NIST SP 800-63-4 ((Jhudly 2025))\\ ]hlltlt]'P)S:I/ / <dl(0)i1¢<o'1r<g/ 10,6028/ NIST.SP.800-67=-4;
Cybersecurity and Infrastructure Security Agency, Cloud Identity and Access

Management: Recommended Best Practices for Administrators (May 2(0»25))\«
]hlltlt]p)b / / www.cisa. QF(O)\V/ resources-tools/resources/ cloud-identity-and-acces

]nnlaumaugmeJnnuelnut~1r<e<connnunnueJnudl(ed besi st-prac tices-administrators. Ap, p///zca//[/zalm source
support for the discussion wnder A. Furst Six Howrs. rFeturn

[FN 451] National Institute of Standards and Technology, Incident Response
Recommendations and Considerations for Cybersecurity Risk Managenent, NIST
SP 800-61 Rev. 3 ((A\p]ﬂ 2(0»25))\\ https://doi.org/10.6028/ NIST.SP.800-611r%;
(Cylbw(elr§<e<01ut1rftlty and Infrastructuwre Security A\ge]nucy; Use ]Lto»ggihmg on Busuness

Systems. https://www.cisa.gov/audiences/small-and-mediuwm-businesses/secuire-

vour=business/use-=logoring-on-business-systems. A pp// ication: furst=-six=houor

preservation ]P)auc]k(alge,« a rFetuorn

[FN 452] Federal Bureau of Investigation, Business Email Compromise.
https:// www fbi.gov/ how-we-can-help-you/common-frauds-and-scans/business-

email-compromise; American Bar Association Fornmal (O)]p)fum[i(onm 477R, S@(Cluur[i]nlg

Comumunication of Protected Client Information (May w1, 2017).

https:// www.americanbar.orge/content/dam/aba/administrative/professional res

ponsibility/aba formal opinion 457 pdf; American Bar Association Fornmal Opinion
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483, Lawyers’ Obligations After an Electronic Data Breach or Cyberattack (Oct. 17,
2(0»][8))\«
https:// www.americanbar.orge/content/dam/aba/administrative/professional res

pons ibility/ethics -opinions / xallb)«’clhf(o)]F]Uﬂl«’c]l"=(0>]‘P>=4L8?\\«]IP><C]HF\« A pp// ication: clean-contact

roster and continuity commumnications. . re tuoen

[FN 453] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation: Historical
]D)16\\7(61[(0)][))][][1[@](]1lt; <O)]Pnelrallt[itonnlalll Durability, Adversarial A\(dl&]l]PHtGllt[hOHﬂl; and the ][1nut<e:g1rfuty of
Trusted ]Legal[ﬂﬂec]humfucalll Control Planes (Sept. 10, 2(0»26»)); pp- 6-12, 23-32, 55-96, 124-136.;
American Bar Association Formal Opinion 483, Lawyers’ Obligations After an
Electronic Data Breach or Cyberattack (Oct. 17, 2018).

]hlltlt]p)b / /www.americanbair. tonrg/ content/dam/aba/administrative/ prof fessional res

ponsi bility/ (e‘lt]hllUCb=(O>]D)1UﬂllUO)]ﬂlb / aba-1 F(O)]F]Uﬂlfc]l"~(O>]D>=4L82\ 1|:>><dF A\/pp///zcaz/tm/m critical egal and

]Pnutlb tcation clocks. . retuorn

[FN 454] Historical Impossibilicy of the Purported Permanent-Disbarment Paths A
Sowrce-First ]Legalll,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
§C2025-0863 (Sept. 14, 2026), pp: 2-10, 18-31, 43-74, 82-92, 102-116.; Cybersecurity and
Infrastructure Security Agency, Use Logging on Business Systems.

]hlltlt]p)b~/ / \V\V\W\\\Wcusalwgmom\// audiences/small-and-medium-businesses/secure-youur-

bnwstunu%s/ use-= l[<ougﬂgfu]nugm«o»lnr business-systemms. Ap, p///ica//tm/n/ s source support for the

discussion wnder B, Six- -to-Twenty=-Founr-Howor A t]huonrluty Matp . retuorn

[]FN 455] Cyber-N.E.T. Forensics, Cryp t(onglraqp)]hl1L<c=(C¢onu[1n11t<e1r1f<elut Defense Group Report
((]Ftelbn 25, 2_(0»?__(6’)),« pp- 2-8, 21-29, 40-48; MITRE ATT&CK, Tio38, Valid Accounts.
]hutlt]lps::/ / antlt(auck«]nnll‘ilt]reuonrg/ 1t<e<c]humiiqpunes/ Tiro78/ . A\pp///izca/t/[om: source support for the

discussion wnder B. Siix=1t(o>=TW<e‘1n11ty=]F(onunr=]H[fonuur A\mnt]huonr[ilty Maqpu . rFetuirn

[FN 456] National Institute of Standards and Technology, Incident Response
Recommendations and Considerations for Cybersecurity Risk Management, NIST
SP 800-61 Rev. 3 ((A\]P)]R 2025))\\ heeps:// d(O)iL(O']Fg/ 10.6028/ NIST.SP.800-611r73;
(Cylb)(elr§<e<01ut1rftlty and Infrastructuwre Security A\ge]nucy; Use ]Ltouggihnug on Busuness

Systems. https://www.cisa.gov/audiences/small-and-mediuwm-businesses/secuire-
vour-business/use-logrgriing-on-business-systems. A\pp///[raaz/[/[@/m: source support for

)

the discussion wnder B. Six-to-Twenty-Four-Hour Authority Map. retuorn

[FN 457] Federal Bureau of Investigation, Business Email Compromise.
]hlltlt][)b / / www. fbi. QF(O)V/ how-=-we-can- ]huelhpwvonur/ conmnon-frauds-and-=scans/busines

(e]DﬂlallL]l~4CfO)]Unl]D)]F(O)]UﬂllLS@‘ A\/pp///zca//t/zon source support for the discussion wnder D. (O)lutlt-¢odf=
Band Verification and Evidence Preservation. . retuorn

[]FN 458] Cybersecurity and Infrastructure Security Agency, Use Logging on Business
Systems. ]hlltlt]p)b / / wWww.cisal. ‘gFtO)\V/ audiences/small-and-mediunm-businesses/secure=

vour=business/use- llogglunvgwonnr business-systemns. A\lop///zraaz/[/m/m, source support for

the discussion vnder D. Out-of-Band Verification and Evidence Preservation.
return

[FN 459] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation:
Historical ]D)e\velho»pmnle]nutf (O)]pnelraut[LtO)lnlalll Durability, Adversarial }\\dlapltautii(onm and the
Integrity of Trusted Legal-Technical Control Planes ((Seplt\\ 10, 2(0»2(6») pp- 6-12, 23-32,
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55-96, 124-136.; Administrative Office of the ULS. Courts, Highly Sensitive
Documents glu[[idlaunuce and post-2025 sensitive-document ]hlaunudll[ii]nlg materials.
https:/ / www.uscourts.oov/court-records/electronic-filling-cn-=ect/highly-
sensitive-documents. A\pp///i}aa//t/z"ra/m: source support for the discussion wnder D. Ouit-

of-Band Verification and Evidence Preservation. rFetunrn

[]FN 460] Historical Iimpossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]L(egall[« Public-Record, and Forensic Reconstruction of SC2024-1681 and
§C2025-0863 (Sept. 14, 2026), pp: 2-10, 18-31, 43-74, 82-92, 102-116.; Cybersecurity and
Infrastructure Security Agency, Use Logging on Business Systems.

]hlltlt]p)b~/ / \V\V\W\\\Wcusalwgmom\// audiences/small-and-medium-businesses/secure-youur-

bnwstunu%s/ use-= l[(OHQFQ’lL]ﬂlQ’=<O'1Dl~ business-systemms. A\pp///f@ﬁ//t/[@/m: authority map structuire.

. @b retuorn

[]FN 4,61] National Institute of Standards and Tewc]hunuo»lhogy Incident Response
Recommendations and Considerations for Cybersecurity Risk Management, NIST
SP 800-61 Rev. 3 ((A\]P)]R 2025))\\ heeps:// d(O)iL(O']Fg/ 10.6028/ NIST.SP.800-611r73;
Cybersecurity and Infrastructure Security Agency, Cloud Identity and Access
Management: Recommended Best Practices for Administrators (May 2025).

]hlltlt]p)b / / wWww.cisal. QF(O)\V/ resources-tools/resources/cloud-identity-and-access-

managrenment-reconmmended-best-practices-administrators; Cybersecurity and

Infrastructure Security Agency, Use Logging on Business Systems.
]hlltlt][)b / / www.cisa. QF(O)\V/ audiences/small-and-medium-businesses/secure-youur-

bnwstunu%s/ use-= l[(OHQFQ’lL]ﬂlQ’=<O'1Dl~ business-systemms. A\pp///f@ﬁ//t/[@/m: spe(ciiifihc preservation

]l’1€‘,‘<C|[1U[1€‘)§ItS\« . retuorn

[FN 462] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation: Historical
Dewvel (0)]pnnnue‘1nut\ Operational Durability, Adversarial Adaptation, and the Integrity of
Trusted Legal-Technical Control Planes (Sept. 10, 2026), pp. 6-12, 23-32, 55-96, 124-136.;

Federal Bureau of Inves ltlugautluonnl Business Ennail Compromise.
https:/ / wwwfbi. QF(O)V/ how-=-we-can- ]huelhpwvonur/ conmnon-frauds-and=scans/busines

enmail-compromise. A\pp///ioamion: NAETOW iunnteg]r[uty notice. . returmn

[FN 463] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]L(egalll,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863, ((Sepnu 14, 2026)% PPp- 2-10, 18-31, 43-74, 82-92, 102-116.. Application: source
support for the discussion under C. Twenty-Four-to-Seventy-Two-Hour Source-

State Reconstruction. Fetunrn

[]FN 4,64] Cyber-N.E.T. Foremnsics / Brid ge-Gate E.S.S., Restricted Access Portal
Solutions materials, as lunutegral ted un the S(elp)1t1elnnﬂb)<e1r 2026 cAPTure and Civil Cyber-
Infrastructure reports.. A\/pp///zrcaz/tw/m source support for the discussion wnder C.

Twenty-Four-to-Seventy-Two-Hour Source-State Reconstruction. . Ire e

[FN 465] The Florida Bar, Member Profile and Discipline Documents for Jay Lewis
Farrow, Bar No. 625213, <caqpnt1unre<dl Sept. 2026.
]hlltlt]D>§‘Z/ / www. flo ri‘L(dlallb»aur«onrg/ 1p)1udb>1[ii<c/ aucaup»/ disc-

(dl(o)(Cb /2icn=20270622&niemnn buelr—(é)lq,l]lz,, ]P’1r<e§<elr\we(dl media and derivad twe-]pluﬂb) lcation
artifacts, including April 2, 2024 @benbwieder post, Miami Herald author/profile
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captures, mcclatchydc.com email presentation, Proton tips address,
PPPFraudChronicle Jr(e]pnuﬂb)llﬁg]hli‘unlg,» ‘Swindler Barbie’ ‘glfal]P)]hlftCy and article-
distribution screenshots.. A\pp///f@ﬁ//t/[@/m: source support for the discussion under C.

Twenty-Four-to-Seventy-Two-Hour Source-State Reconstruction. Ire e

[FN 466] National Institute of Standards and Technology, Incident Response
Recommendations and Considerations for Cybersecurity Risk Managenent, NIST
SP 800-61 Rev. 3 ((A\p]ﬂ 2025)} https://doi.ore/10.6028/NIST.SP.800-61rz; American Bar
Association Formal Opinion 437R, Securing Commuunication of Protected Client

Information (May w1, 2017).

https:// www.americanbar.orge/content/dam/aba/administrative/professional res

]pnonnls(ﬂbw ity /aba_formal opinion 4L7/7/¢]p><dHF¢ A\pp///[rc,a//t/[on: source support for the

discussion wnder E. Busuness, Client, Litigation, and R(@}Pnuntal1tii<onn1(alll Continuity.
return

[]FN 4,67] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: M apping, Ati t]rldbnu[ltlunug and
Containing an Evol ving Threat ((S@]P)lt 2400_'6)) PP 4-18; 22-46, 68-106.; Jay Lewis Farrow,
Civil Cyber-Infrastructure Disruption Litigation: Historical Development,
(O)]pnmmntlL(O)lnlalll Durability, Adversarial Ad aptation, and the ot teglru ty of Trusted
]Legalllilﬂe:(c]hum[L(C@ll[ Comntrol Planes ((Selpnu 10y 20)2(6))),« PPp- 6-12, 23-32, 55-96, 124-136..
Application: source support for the discussion wnder E. Business, Client, Litigation,

and Reputational Continuity. . Iretunrn

[]FN 4,68] Cyber-N.E.T. Forensics, Anatomy of the Strai tegluc cAPTure-to-Kill
Operation: Integrated e-Forensic Report (Oct. 22, 2025), pp- 1-24, 69-203, 238-267, and
aqpqpnemudhuces ]hntlt]p)s / /cyberlawlibrary. 01@9?/ reports s/ cyber-n-e-t-forens ics-experi-

report/; National Institute of Standards and Technol ogy, Incident Response
Recommendations and Considerations for Cybersecurity Risk Management, NIST
SP 800-61 Rev. 3 (Apr. 2025). https://doi.org/10.6028/ NIST.SP.800-61r3. Application:
source support for the discussion under E. Busine ss, Client, Litigation, and

Repluntal1t[uonn1alll <C<0)1nut[unllu[[uty . Fetuirn

[]FN 4,69] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]L(egall[« Public-Record, and Forensic Reconstruction of SC2024-1681 and
§C2025-0863 (Sept. 14, 2026), pp. 2-10, 18-31, 43-74, 82-92, 102-16.; National Institute of
Standards and Techmnol ogy, Incident Response Recommendations and
Considerations for Cybersecurity Risk Management, NIST SP 80o-61 Rev. 3 (Apr.

9_(0>25,>) https://doi. tourg/ 10.6028/ NIST.SP.800-61r3. Application: y2-howr source-state
led er. . & retuorn

[]FN 4/70] American Bar Association Formal Opinion 477R, Securing Conmunuumnication of
Protected Client Information (May u, 2017).
]hlltlt]p)b / /www.americanbair. 1o>1r<gf/ content/dam/aba/administrative/ prof fessional res

ponsibility/aba formal opinion_477. 1p><le Aumnerican Bar Association Fornmal Opinion

483, Lawyers’ Obligations After an Electronic Data Breach or Cyberattack (Oct. 15,
2(0»][8))\«
https:// www.americanbar.orge/content/dam/aba/administrative/professional res
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pons ibility/ethics -opinions /ab .al=1F(0)Jrlnnlalll=(o>1lp>=48i\«]lpwdliﬁ A pp// ication: business, client,

litigation, and reputational continuity. return

[FN 471] The Florida Bar, Member Profile and Discipline Documents for Jay Lewis

Farrow, Bar No. 625213, captured Sept. 2026.
]hlltlt]lp>§i/ / \V\V\W\\\Vjﬂl«onrl‘i(dlallbmumourg/ pludb)ll ic/ aucaqp/ dlisc=

docs/?icn=202z50622& menmber=62=21%; Preserved media and derivai thVeﬂP)lU[]b) lcation

artifacts, including April 2, 2024 @benbwieder post, Miami Herald author/profile
captures, mcclatchydc.com email presentation, Proton tips address,
PPPFraudChronicle Jr(e]pnuﬂb) 1L§]huun1g,» ‘Swindler Barbie’ tglraqp)]huucy and article-

distribution screenshots.. Application: souwrce-first correction strategy. & retuurn

[FN 472] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and

Containing an EV(O)lVlunlg Threat ((S@]P)lt 2400_'6)) PP- 4-18, 22-46, 68-106.; National
Institute of Standards and Technology, Incident Response Recommendations and
Considerations for Cybersecurity Risk Management, NIST SP 8oo-61 Rev. 3 (Apr.
2025). https://doi.org/10.6028/NIST.SP.800-61r3. Application: post-72-hour

reconciliation and versioned 1Fii1n1<dl[i1n1g§¢ . retuorn

[FN 473] Microsoft Threat Intelligence, Defending Against Evolving Identity Attack

Tec]hurn[iq[luues ((Maly 209, 2025)% https:/ / www.microsoft.conn/en-
us/security/blog /2025 /0s/2q/defending-against-evolvineg-identity-attack-

1te<c]hunlii<(_:][1unes/ ; Cybersecurity and Infrastructure Security Agency, Cloud Identity
and Access M anagenment: Recommended Best Practices for Adiministrators ((Maly
9_(0>25,>) ]hlltlt]p)b // wWww.cisal. Qf(o'\V/ resources-tools/resources/ cloud-identity-and-acces

manage []ﬂlte]nllt~]F@(C'O)]Dﬂl][]ﬂlte]ﬂl(dl@(dl best- ]D)]FBI(CtIUCleb=al(dl]DﬂllL]DllLb strators. A\/Dp///zca//tw/m <o»1n1<g¢o»lunvg

re-entry and authority-state monitoring. & return

[FN 474] Cyber-N.E.T. Forensics, Anatomy of the Strategic cAPTure-to-Kill

Operation: Integrat ted e-Forensic Report (<(O><01t 22, 2(0»25)) Pp- 1-24, 69-203, 238-267, and
al]p)pe]nud lces. ]hntlt]p)s / /cyberlawlibrary. 01@9?/ reports s/ cyber-n-e-t-forens ics-experi-

repos re/s ‘I\autluonnlalll Institute of Standards aunudl Technol ogy, Incident Res sponse
Recommendations and Considerations for Cybersecurity Risk Managenent, NIST
SP 800-61 Rev. 3 (Apr. 2025). https://doi.org/10.6028/ NIST.SP.800-61r3. Application:

transition to tnstitutional recommendations. Feturn

[FN 475] Cyber-N.E.T. Forensics, cAPTuire-to-Kill APT: Mapping, Attributing, and

Containing an ]EV(O)lVlurng Threat ((S@]P)lt 2400_'6)) PP 4-18; 22-46, 68-106.; Jay Lewis Farrow,
Civil Cyber-Infrastructure Disruption Litigation: Historical Development,
(O)]pnerantlL(O)lnlalll Durability, Adversarial Ad aptation, and the ot teglru ty of Trusted
Legrcu Technical Control Planes (<§<eplt 10y 2‘0)916))) PPp- 6-12, 23-32, 55-96, 124-136..

A\/pp///ucaz/tw/m distributed tnstitutional responsi bility. . Feturn

[]FN 4/76] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation:

Historical ]D)(e\velho»pmme]nuty (O)]pnelraut[LtO)lnlalll Durability, Adversarial A\(dlal]P)ltallt[L(O)]nly and the
Integrity of Trusted Legal-Technical Control Planes (Sept. 10, 2026), pp. 6-12, 23-32,
55-90, 124-136.; Administrative Office of the ULS. Courts, Highly Sensitive
Documents guidance and post-2025 sensitive-document handling materials.

h ttps: si/ / wWww.uscourts \g«o»\\// court-records/electronic=fili luntg=(c1nnl=<e<c f/h ltg]hlll\\l=
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sensitive-documents. A\pp///z’}aa//t/[ra/m: source support for the discussion wnder A.

Courts and Clerks. Feturn

[]FN 4/77] Historical ][mnqpnosgiilbwiil[iilty of the ]P’IU[]F]P)(O)]Flte(dl Permanent-Disbarment Paths A

Sowrce-First ]Legalll,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
§C2025-0863 (Sept. 14, 2026), pp: 2-10, 18-31, 43-74, 82-92, 102-116.; Cybersecurity and
Infrastructure Security Agency, Use Logging on Business Systems.

]hlltlt][)b / / www.cisa. QF(O)\V/ audiences/small-and-medium-businesses/ secure-youur-

bnwstunu%s/ use-= l[<ongﬂgfu]nugm«o»lnr business-systems. A\pp///f@ﬁ//t/[@/m: source support for the

discussion wnder A. Courts and Clerks. . retuorn

[]FN 4/78] National Institute of Standards and T1e<c]hunu0)lhongy,« ]D)[ifgfutaﬂl Identity Guidelunes,

NIST SP 800-63-4 (O[lud[y 2025))\\ ]hlltlt]'P)S:I/ / <dl(0)i1¢<o'1r<g/ 10.6028/ NIST.SP.800-6%-4; PACER /
Administrative Office of the ULS. Courts, Multifactor Authentication Coming Soomn
(May 2, 2025), and subsequent NextGen CM/ECF implementation notices.
https://pacer.uscounr tmg@\V/ annoumncenments / multifactor-au lt]hueJnutlucantluonnwconnmii]nlg=

soon. Application: source support for the discussion wnder A. Courts and Clerks.

retuorm

[]FN 4/79] Historical Iimpossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Legalll,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-086%, ((Seput 14, 2026), pp- 2-10, 18-31, 43-74, 82-92, 102-116.; The Florida Bar,
Lawyer Discipline: A Roadmap to Florida’s Lawyer ]&egu ation Systenn, and Rules
]&eglu[l antlunlg The Florida Bar. ]hlltlt]p)b / /www floridabair. (O)JFQF/ the-florida-bar-
journal/lawyer-disc 1L1p>ll Une=-a~-Iro audhnnl ap-to- floridas =l[al\\\V\v<eJr=the u lation=systen/.

A\/pp///zcaz/tw/m source support for the (d[ILStCIU[§§lUO)]D1 under B. Bar aunud Regu atory Bodies.

. retuorn

[FN 480] Cybersecurity and Infrastructure Security Agency, Cloud Identity and
Access Management: Recommended Best Practices for Administrators (May 2025).
https://www.cisa.orov/ resources-tools/ resouwrces/ cloud-identity-and-access=-

managrenment-reconmmended-best-practices-administrators; Cybersecurity and

Infrastructure Security Agency, Use Logging on Business Systems.
]hlltlt][)b / / www.cisa. QF(O)\V/ audiences/small-and-medium-businesses/secure-youur-

bnwstunu%s/ use-= l[<ougﬂgfu]nugm«o»lnr business-systemms. A\pp///f@ﬁ//t/[@/m: source support for the

discussion wnder B. Bar and ] &egu atory Bodies. . retuorn

[FN 481] The Florida Bar, Member Profile and Discipline Documents for Jay Lewis
Farrow, Bar No. 625213, captured Sept. 2026.

hteps:// \‘&V\‘KV\\\V\~ﬂ[@]rf[dlalbﬁ]ﬂ@ﬂf‘\gﬁ/ public/acap/disc-
docs/?icn=202z50622&menmber=62=21z; The Florida Bar, Instructions to View
Discipline Documents. hittps:// \V\V\V\vw\ﬂ(onrii(dla]bnaumourg/ public/acap/instructions/.

A\pp///z‘?ca/t/[on: source support for the discussion uwnder B. Bar and R'eglud[aut(onry Bodies.
retugrn

[FN 482] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation: Historical
]D)16\\7(61[(0)][))][](][(@]01lt)\ <O)]Pnelrallt[itonnlalll Durability, Adversarial A\(dl&]l]PHtGllt[hOHﬂl; and the ][1nut<e:g1rfuty of
Trusted ]Legatl[ﬂﬂedhumfucatll Control Planes (Sept. 10, 2(0»2(6»)% pPp- 6-12, 23-32, 55-96, 124-136.;
Administrative Office of the U.S. Courts, Highly Sensitive Documents guidance
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and post-2025 sensitive-document handling materials.
]hlltlt]p)b / / WWW . USCOUIFLS. Qﬂo»\\// court-records/electronic-f IL][IL]UL‘QF=(C][]D[=(6“C f/h ILQF]hlll\\F

sensitive-documents. A\/[Dp///zcaz/t/m/m court lunllt<eg1rluty=(e§<caﬂ[ atilon ]P>1r(o>1t¢0)<c<o' . re tunrn

[FN 483] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Legalll,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
§C2025-0863 (Sept. 14, 2026), pp: 2-10, 18-31, 43-74, 82-92, 102-116.; Cybersecurity and
Infrastructure Security Agency, Use Logging on Business Systems.
https://www.cisa.gov/audiences/small-and-medium-businesses/secure-your-

business/use-logroriingr-on-business-systems. A\pp///iaaut/z'@/m: provenance for corrected

and §1qu)<elrs<e‘<dl<e\<dl COUrt states. retuorn

[]FN 4,84] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Legalll,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863 ((Sepnt\\ 14, 2(0»2(6’)); PPp- 2-10, 18-31, 43-74, 82-92, 102-116.; The Florida Bar,
Member Profile and Discipline Documents for Jay Lewis Farrow, Bar No. 625213,
‘calputlunmed Sept. 2026. ]hltlt]D)b / /www floridabair. 10)JF‘Q°/ pu blic/ aucaup)/ disc-

docs/?icn=202z50622&member=62=21z; The ]Fl[(onrludla Bar, Lawyer ]D>lLs<Cle une: A

Roadmap to Florida’s Lawyer Regulation System, and Rules Regulating The

Florida Bair. ]hlltlt]P)m/ /www floridabar. (O)JFQF/ the-florida-! bwaur=1||(o>1uur1nlalll/ ual\\KV\\/le]F=(dlIL§<CIL'P)]l[[]ﬂl<€)=

a=-roadmap-to-floridas-lawwyer-reou llalltll<0']nl¢§Vb temn/; The Florida Bar, Instructions to
View ]D>[LS(ch]P)l[[i1nL<e Documents.
https:/ / www floridabar.ore/public/acap/instructions/. A Pp//lz‘,c,a,/n[@/m; 1reg1U[lLant<oury

state authentication and publication integrity. . Iretunrn

[]FN 4,85] National Institute of Standards and Te(c]hunuoll(o»gyy ]D>[‘Lg[i1t<aﬂ[ Identity Guidelines,
NIST SP 800-63-4 ((Jhudly 2025))\\ ]hlltlt]'P)S:I/ / <dl(0)i1¢<o'1r<g/ 10,6028/ NIST.SP.800-67=-4;
Cybersecurity and Infrastructure Security Agency, Cloud Identity and Access

Management: Recommended Best Practices for Administrators (May 2(0»25))\«
]hlltlt]p)b / / www.cisa. QF(O)\V/ resources-tools/resources/ cloud-identity-and-access

]nnlaumaugmeJnnue]nut~JﬁeoonnnunnueJnudhed besit- purauctluclewaudhnnuumltb strators. A\prﬂcataalm source

support for the discussion wnder C. Law Firnns and ]Legal Departments. . Feturn
[]FN 4,86] Aumerican Bar Association Formal Opinion 477R, Securing Commnuunication of

Protected Client Information (May 11, 2017).

]hlltlt]p)b / /www.americanbair. tonrg/ content/dam/aba/administrative/ prof fessional res

ponsi bility/aba formal opinion_477.] p><le Aumnerican Bar Association Fornmal Opinion
483, Lawyers’ Obligations After an Electronic Data Breach or Cyberattack (Oct. 17,
2(0»][8))\«

hteps:// \\KV\‘?\V\\’\V@UDH[@]FfUCFcll]le@l]ﬂ(O>]F‘g°/ content/dam/aba/administrative/professional res

pons ibility/ethics =(O>]P)ﬁ]ﬂlﬁ(0)]ﬂl§/ aﬂb>at=1f0Jrlnnlalll=(o>1|p>=4L8?w1lp><dHﬁ A pp///[oa/ tion: source support for

the discussion wnder C. Law Furons and ]Legaﬂl Departments. rFetunrn

[]FN 4,87] Cy ber-N.E. T. Forensics, <C1ry]p1t<o»g1ra1]p]h1luc=(Ctonuun11t1elrifelut Defense G]F(OHU[]P) ]&@]puonﬂt
((]F(elb) 25, 9__(0»?_(6’)) pp- 2-8, 21-29, 40-48.; Federal Bureau of I Investigation, Business Email

Compromise:. ]hlltlt]p)b / / www. fbi. QF(O)V/ how-we-can- ]huelhpwvonut/ conmnon-=frauds-and-=
scams/ bus IL]ﬂl<e§§=(6][]nlallL]l~‘C(O>]Dﬂl]D>]F(O)][]ﬂlILS(e\« A\/pp///zca/t/zom. source support f for the discussion

wnder C. Law Furnos and ]Legall[ Departments. . retuorn
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[]FN 4,88] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Altlt]rldbnuutlunlg and
Comnui tauunuumg an Evol Vlurng Threat ((Sept& 2400__16)» PP 4-18, 22-46, 68-106.; Jay Lewis Farrow,
Civil Cyber-Infrastructure Disruption Litigation: Historical Development,
(O)]pne;lrantfL(O)lnlalll Durability, Adversarial A\(dlaqpntautihonm and the ][1n11t<etglriilty of Trusted
Legal-Technical Control Planes (Sept. 10, 2026), pp. 6-12, 23-32, 55-96, 124-136..
Application: souwrce support for the discussion wnder D. (Cylb)e]r&e(muuriilty and

MDR /IR Providers. return

[FN 489] Microsoft Threat Intelligence, Defending Against Evolving Identity Attack
Te(c]hum[i(q[luueg ((Maly 209, 2025)% ]hutltps::/ /www.miicrosofit.com/en-

us/ security / bll«o»g/ 2025/ 05/2q/ <dleif«elnudlii]nlgmalgall‘i]n1§tt=e\\7(o>l[\v{i1mg= identity-attack-
1te<c]hunlii<(_:][1uues/ ; Cybersecurity and Infrastructure Security Agency, Cloud Identity
and Access Managenent: Recommended Best Practices for Administrators ((Maly
2(0»25))\« https://www.c l‘igaug(o'\\// resources-tools/resources/cloud-identity-and-access-

managrement-recommended-best-practices-administrators. Application: source

support for the discussion under D. Cybersecurity and MDR/IR Providers.
retuorn

[]FN 490] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Ma]pplumg At t]rllenu[ltlunlg and
Conul tauunuumg an Evol Vlurng Threat ((S@]P)l& 2400__16)),« PP 4-18; 22-46, 68-106.. A\pp///zca/tm]m‘.
source support for the discussion under D. Cybersecurity and MIDR /IR Providers.

retuorn

[]FN 4,91] Cybersecurity and Infrastructure Security Agency, Cloud Identity and
Access Management: Recommended Best Practices for Administrators (May 2025).
https://www.cisa.orov/ resources-tools/ resouwrces/ cloud-identity-and-access-

management-recommended-best-practices-administrators; Anmerican Bar

Association Formal Opinion 437R, Securing Commuunication of Protected Client
Information (May w1, 2017).
]hlltlt]p)b / /www.americanbair. tonrg/ content/dam/aba/administrative/ prof fessional res

ponsi bility/aba_formal opinion_477. pdlf Aumerican Bar Association Foronal Opinion
483, Lawyers’ Obligations After an Electronic Data Breach or Cyberattack (Oct. 17,
'2(0»][8))\

]hlltlt]p)b / /www.americanbair. tonrg/ content/dam/aba/administrative/ prof fessional res

ponsi bility/ (e‘lt]hllUCb=(O>]D)1UﬂllUO)]ﬂlb / aba-1 F(O)]F]Uﬂlfc]l"~(O>]D>=4L82\ 1p><d f. A\/pp///zcaz/tm/m 1[31W—1Fluﬂnnl authority

inventory and continuity planning:. . Iretuirn

[]FN 4,92] Federal Bureau of ][1n1V<e§1t[igautii¢o»1n1\ Business Ennail Compromise.
]hlltlt][)b / /www. fbi. QF(O)V/ how-we-can-hel p>=V(onur/ comumon-frauds-and-scams/busines

(e]DﬂlallL]l~4CfO)]Unl]D)]F(O)]UﬂllLS@‘ Federal Bureau of ][1n1V<e§1tlug@tltlu@]m Spoo ﬁumg and ] P’]huts]huunvg

https://www fbi.oov/how-we-can=help-you/common-frauds-and-scans/spoofingr-

and-=phishingr. A\pp///[rca/t/[om: authority-anonmaly training:. Feturn

[FN 493] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an Evol ving Threat ((S@]P)lt 2400_16)) PP 4-18; 22-46, 68-106.; Jay Lewis Farrow,
Civil Cyber-Infrastructure Disruption Litigation: Historical Development,
(O)]pnelrantlL(O)lnlalll Durability, Adversarial Ad aptation, and the ot teglru ty of Trusted
Legal-Technical Control Planes (Sept. 10, 2026), pp. 6-12, 23-32, 55-96, 124-136.;
Cybersecurity and Infrastructure Security Agency, Use Logging on Business
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Systems. ]hlltlt]p)b / / wWwww.cisal. ‘gFtO)\V/ audiences/small-and-mediunm-businesses/secure=

yvour-business/ use- ll(ongﬂgflunvgwonnr business-systemns. A\lop///zraaz/t/m/m, egat <c<0)1nu|:1r(0)1[=pllaunue

incident response as a complementary specialllty Iretunrn

[]FN 4,94] Preserved media and (dl(e]FfLVGlltfLV@ﬂP)lU[lb)llfL(CBllth(O']ﬂl artifacts, [L]n1<0111U[(dlii]nlg A\]P)]r[il[ 2, 2024
@benbwieder post, Miami Herald author/ ]pnr(oﬂﬁille captures, micclatchydc.com email
presentation, Proton tips address, PPPFraudChronicle 1r<e]pnudb»lliis]h1funlgf ‘Swindler
Barbie’ graphic, and article-distribution screenshots.; Cybersecurity and
Infrastructure Security Agency, Use Logging on Business Systems.

]hlltlt][)b / / www.cisa. QF(O)\V/ audiences/small-and-medium-businesses/secure-youur-

bnurslunue§s/ use-= l[(OHQFQ’lL]ﬂl‘Q”=<O']Dl~ business-systemms. Ap, p///uaa//t/zroum‘. source support for the
discussion under E. Media and Public-Record Publishers. retuorn

[FN 495] Preserved media and derivative-publication artifacts, including April 2, 2024
@benbwieder post, Miami Herald author/profile captures, mcclatchydc.com email
presentation, Proton tips address, PPPFraudChronicle 1r<e]pnudb»lliis]h1funlgf ‘Swindler
Barbie’ g]ralplhlihc,« and article-distribution screenshots.. A\pp///[raaz/t/[@/m: source support

for the discussion under E. Media and Public-Record Publishers. . retuorn

[]FN 4,96] Strenger v. RMC Consulting, Inc., No. 2:23-cv-01226 ((MJDL ]Fl[aL)); orders dated
Feb. 18, Mar. 19, May 23, and Sept. 30, 2025, https://ecf flmd.uscourts.gov/cgi-

bin/show pu iblic doc?202z-01226-40-2-CV=3 ]P’]ﬁese]r\we(dl media and derivative-

]Pnurlb lcation artifacts, tncludi ngr A\prll 2, 2024 @benbwieder post, Miamnni Herald
author/ pro file captures, micclatchydc.com email presentation, Proton tips address,
PPPFraudChronicle Jr(e]pnuﬂb) 1L§]huun1g,» ‘Swindler Barbie’ glraqp)]hlfucy and article-
distribution screenshots.. Application: sowrce support for the discussion wnder E

Media and Public-Record Publishers. retuorn

[]FN 4,97] National Institute of Standards and Te(c]hunuolhogy,« ]D)[igiiltaﬂl Identity Guidelunes,
NIST SP 800-63-4 (O[lud[y 2(0)25))\\ ]hlltlt]'P)S::/ / <dl(0)i1¢<o'1r<g/ 10.6028/ NIST.SP.800-67=-4;
Cybersecurity and Infrastructure Security Agency, Cloud Identity and Access

Management: Recommended Best Practices for Administrators (May 2025).
]hlltlt][)b / / www.cisa. QF(O)\V/ resources-tools/resources/ cloud-identity-and-access

manage nnue]nut~1r<e<oonnnunnueJnudl(edl best- 1p>1rauctluctewaudhnmlunutb stIrators. A\/Dp///zca//tw/m source

support for the discussion under F. Professional Identity and Credential Systems.
B ecumn

[]FN 498] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]L(egalll,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863, ((Sepnu 14, 2026)% PPp- 2-10, 18-31, 43-74, 82-92, 102-116.. Application: source
support for the discussion under F. Professional Identity and Credential Systems.

retuorn

[]FN 4,99] Recorded Futuwre Insikit Growup, Synithetic Identities: A Dual Threat to
]E]nutelr]p)]rﬁses ((‘O)(Clt\« 1 20)25)); PP- 1=6.

https:// www.recordedfuture.com/research/synthetic-identities-dual-threat-
enterprises; Cybersecurity and Infrastructure Security Agency, Use Logging on
Business Systems. https://www.cisa.gov/audiences/small-and-mediumnm-

businesses/secure-your-business/use-logoring-on-business-systems. A pp// ication:
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source support for the discussion wnder F. Professional Identity and Credential
Systems. a retugrn

[]FN 500] Strenger v. RMC Consulting, Inc., No. 2:23-cv-01226 ((M D. Fla. )))« orders dated
Feb. 18, Mar. 19, Mayy 23, and Sept. 30, 2025. https://ecf.flmd.uscourts.gov/cgi-

bin/show | pu iblic doc?202z-01226-40-2-cv=; Preserved media and derivative-

publication artifacts, including April 2, 2024 @benbwieder post, Miami Herald
author/ pro file captures, mcclatchydc.com email presentation, Proton tips address,
PPPFraudChronicle Jr(e]pnuﬂb) 1L§]huumg,» ‘Swindler Barbie’ ‘glfal]P)]hlftCy and article-

distribution screenshots.. Application: media versioning and byline provenance. Q
return

[]FN 501] Preserved media and (dl(e‘]FfLVaHtf[VeﬂpﬂU[b][[[(C@llth(O)]ﬂl artifacts, funuclhundlfunlg A\]pnriil[ 2, 2024
@benbwieder post, Miami Herald author/profile captures, mcclatchydc.com email
presentation, Proton tips address, PPPFraudChronicle republ [[s]hfunug ‘Swindler
Barbie’ glraqp]huuc and article-distribution screenshots.. Application: derivative

]P)llJ[]b) Lcation 1t1raunlspaume]nucy and correction. . retugrn

[]FN 502] National Institute of Standards and Techmnol ogy, ]D>[Lgiiltal[ Identity Guidelines,
NIST SP 800-63-4 (Ohu{][y 2(0»25))\\ ]hlltlt]'P)S::/ / <dltO)iL<O']F1g/ 10.6028/ NIST.SP.800-67-4;
Cybersecurity and Infrastructure Security Agency, Cloud Identity and Access

Management: Recommended Best Practices for Administrators (May 2025).
]hlltlt][)b / / www.cisa. QF(O)\V/ resources-tools/resources/ cloud-identity-and-access-

]nnl.aumaugmeJnnue]nut~JﬁeOO)]nnunnue1nudl(e<dl best- ]pnrauctlucewaudhnmlunutb1t1rant«o» FS. A\/Dp///zca//twn separation

of stable identity from event-specific authority. a Iretunrn

[FN 503] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an ]EV<0>1[Vfunlg Threat ((Sepl& 240)26)% PP- 4-18, 22-46, 68-106.; Jay Lewis Farrow,
Civil Cyber-Infrastructure Disruption Litigation: Historical Development,
Operational Durability, Adversarial Adaptation, and the Integrity of Trusted
Legal-Technical Control Planes ((Seplu 10y 202(6)% Pp- 6-12, 23-32, 55-96, 124-136..
Application: transition to integrated determinations. return

[]FN 504] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Altlt]riilbnuntfunvg,« and
Containing an ]EV<0>1[Vfunlg Threat ((Sepl& 240)26)% PP- 4-18, 22-46, 68-106.; Historical
Impossibility of the Purported Permanent-Disbarment Path: A Source-First Legal,
Public-Record, and Forensic Reconstruction of SC2024-1681 and SC2025-0863 (Sept.
14, 2026»)),\ PPp- 2-10;, 18-31, 43-74, 82-92, 102-116.. Application: synthesis orientation.
return

[FN 505] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an EVO»]Vlunug Threat ((S@]P)lt 240)9_16)) PP- 4-18, 22-46, 68-106.. Application:
source support for the discussion under A. Identity Is an Operational Control
Layer. Ire e

[FN 506] O.R.A.C.LL.E. Logistics Team, Online Reputation and Credential Laundering
Exposure Expert Report, Version 30 (()Launu 20, 240)2‘6))),» <c<0)1nut1r(o>1Ulfunug first-dirraft baseline..

A\pp///[@&/t/[@/m: source support for the discussion under A. Identity Is an (O>]p><e;1rantfuonnhall[

Control Layer. & return
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[FN 507] Historical Inmpossibility of the Purported Permanent-Disbarment Paths A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(@]P)l& 14, 2(0»2(6’)% Pp: 2-10, 18-31, 43-74, 82-92, 102-116.. A\pp///f@ﬁ//t/[@/m: source
support for the discussion under B. Real People and Real Systems Can Carry
Counterfeit Authority. return

[FN 508] MITRE ATT&CK, Tu656, lmpersonation.
]hlltlt]p)b / /attack.mitre.o FQF/ t<e<c]hunuuq ues/ Ti166/ . A\/[Dp///zcaz/szm source support 1 for the

(d[llStC1U[§SlL(O)]nl under B. Real ]Pheop e aunudl Real Systenns Can Carry Counterfeit
Authority. . retuorn

[FN 509] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Conul tauunuumg an Evol Vlurng Threat ((S(G]P)l& 240)2_'6)); PP- 4-18, 22-46, 68-106.; His torical
Iopossibility of the Purported Permanent-Disbarment Path: A Source-First Legal,
Public-Record, and Forensic Reconstruction of SC2024-1681 and SC2025-0863 (Sept.
14, 2026), pp- 2-10, 18=31, 43-74, 82-92, 102-116.; National Institute of Standards and
Technology, Digital Identity Guidelines, NIST SP 800-63-4 (July 2025).

]hlltlt]Db / /doi. (o>1rrgf/ 10,6028/ NIST.SP.800-6<=4. A\/pp///zca//tw/m authority as cyber

infrastructure. M

[FN 510] Cyber-N.E.T. Forensics, Cryptographic-Counterfeit Defense Group Report
(Feb. 25, 2026), pp- 2-8, 21-29, 40-48,; MITRE ATT&CK, Ti656, Impersonation.
]hlltlt]p)b / /attack.mitre.o FQF/ t<e<c]hunuuq ues/T1656/; MITRE ATT&CK, Tugg, Trusted
Rel[antluonnlg]hutp ]hlltlt]p)b / /attack.mitre. tourg/ lt«e(c]hunuuqnunes/ Tiigq/ . Ap, p///zca//t/zroz/n/ g«elnuuuunue

components <ca11r1rylunlg a false 1r<el[antluonnlglhmp . retuorn

[]FN 511] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, A\ltlt]ﬁilb’lU[lthﬂlg; and
Containing an ]EV<0>1[Vfunlg Threat ((S(@]P)l& 240)26)% PP- 4-18, 22-46, 68-106.. A\pp///ica/t/[rmm:
source support for the discussion wnder C. The A<c<c<e]p>1t(e(dl State Is the <O)]P)<elra11tiito»lnlalll
(O)lb)JLe(cltiiV(& rFeturn

[FN 512] The Florida Bar, Member Profile and Discipline Documents for Jay Lewis
Farrow, Bar No. 625213, <caqpnt1unre<dl Sept. 2026.
]hutltps::/ /www floridabar (O)JFQ/ pludb)ll ic/ aucauo/ disc-

docs/?icn=202570622&men bue F=62521%, A\Fp[ﬂcataalm source support for the

discussion under C. The A\<c<ce]p)lte(dl State Is the <O)]p>(elrautluonnlalll O b)Jlte;(ctlL\w& . return

[FN 513] Affidavit of John Berrena supporting the June 18, 2025 Petition for
Emergency Suspension, paragraphs 4-19 and Composite Exhibits A-1 through A-u..
A\pp///[@&/t/[@/m‘:‘ source support for the discussion under D. Honest Institutional
Reliance Can Be \)\Vea]p(onm[ize(dL . return

[]FN 514] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Altlt]rftlbnuntfumg,« and
Containing an ]EV<0>1[Vfunlg Threat ((S(@]P)l& 240)26)% PP- 4-18, 22-46, 68-106.. A\pp///ica/t/[rmm:
source support for the discussion under D. Honest Institutional Reliance Can Be
\V\V(e;aqpuo»]nl[ize(dh . returnt

[FN 515] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an Evol ving Threat ((S@]P)lt 240)9_16)) PP- 4-18, 22-46, 68-106.; Historical
Iopossibility of the Purported Permanent-Disbarment Path: A Source-First Legal,
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Public-Record, and Forensic Reconstruction of SC2024-1681 and SC2025-0863 (Sept.
14, 2026), pp- 2-10, 18=31, 43-74, 82-92, 102-16.. Application: accepted state as the

decisive <o»]p>(elral1t[i(oun1alll Odbj@@lt[[\l@\« a retunrn

[FN 516] Historical Impossibility of the Purported Permanent-Disbarment Paths A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-086%3 ((Se]pnu 14, 2(0»2(6’)); PPp- 2-10, 18-31, 43-74, 82-92, 102-116.; Oct. 31, 2024 letters in
Florida Bar File Nos. 2025-70,132(17F) and 2025-70,140(17F), each setting Nov. 12, 2024 as
the deadline before forwarding to the grievance committee; compared with
committee-meeting materials and the Nov. 25 petition.; Strenger v. RMC
Consulting, Inc., No. 2:23-cv-01226 (M.D. Fla.), orders dated Feb. 18, Mar. 19, May 23,
and Sept. 30, 2025, ]hlltltpm/ / ecf flind.uscoun Fltmg’@\v/ <cglt= bin/show pu iblic doc?202z-

01226-40Q=2-CV—=. A\pp///[@ﬁ//t/[@/m: time as an authority rail. a Feturn

[FN 517] Historical lmpossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(e‘plto 14, 2(0»2(6))),« Pp: 2-10, 18-31, 43-74, 82-92, 102-116.; Report of Referee,
The Florida Bar v. Farrow, SC2024-1681 / $C2025-0863, Filing No. 235057778 (Nov. 4,
2(0»25),« PP- =75 13-24- Preserved media and <dl(e:1r[i\vantfLV<e=]P>1u[1b)1[ii<callt[[(0)1n1 artifacts, funuclhu[(dl[ilnlg
A]Pnr[ill 2, 2024 @benbwieder post, Miani Herald author/ p]ﬁoﬂﬁille captures,
micclatchydc.com email presentation, Proton tips address, PPPFraudChronicle
1r<e]Pnudbw1lfLs]h1[‘umg,« ‘Swindler Barbie’ g]rap]hlihc,« and article-distribution screenshots..

A\pp///[@&/t/f@/m: recursive aunnqpl[[if[L<ca11tft<0)1nl and (dlep(e;]nudle]nucy a retuorn

[FN 518] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an Evolving Threat (Sept. 2026), pp. 4-18, 22-46, 68-106.. Application:
source support for the discussion under E. Authority-Rail Manipulation Is a

Distinctive cAPTure-to-Kill Capability. B ccurn

[FN 519] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an EVO»]Vlunug Threat ((S@]P)lt 240)9_16)) PP- 4-18, 22-46, 68-106.. Application:
source support for the discussion under E. Authority-Rail Manipulation Is a

Distinctive cAPTure-to-Kill Capability. e Ire tunrn

[FN 520] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attri bnuttfunvg and
Containing an Evol ving Threat ((S@]P)lt 2400_'6)) PP 4-18; 22-46, 68-106.; Jay Lewis Farrow,
Civil Cyber-Infrastructure Disruption Litigation: Historical Development,
Operational Durability, Adversarial Adaptation, and the Integrity of Trusted
Legal-Technical Control Planes (Sept. 10, 2026), pp. 6-12, 23-32, 55-96, 124-136.; Cyber-
N.E.T. Forensics, Anatony of the Slt]r@tlt@gii@ cAPTure-to-Kill Operation: ]llnuteglrant@dl
e-Forensic Report (Oct. 22, 2025), pp. 1-24, 69-203, 238-267, and appendices.

]hutlt]lp@::/ /cyberlawl iﬂbv]raur\monrg/ 1r<ewlp)<o'1r1t§/ cyber-n-e-t-forensics =tex1lpnelr1t=1rep'oumt/ .

Application: integrated Authority-Rail capability within cAPTure-to-Kill. @
retuirn

[FN 521] Cyber-N.ET. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an Evolving Threat (Sept. 2026), pp. 4-18, 22-46, 68-106.; Recorded Future
Insikt Group, Synthetic Identities: A Dual Threat to Enterprises (Oct. 1, 2025), pp. 1-
6. https://www.recordedfuture.com/research/synthetic-identities-dual-threat-
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enterprises; Raqp)]hhauell Satter, Hackers-for-Hire Taurgeted Lawyers and Law Furns,
Reuters (()[unnue 29, 9‘_(0»‘23))« hi t]D)S‘I/ /wWww.reuters.com/ inves tiirgfallt(es/ <1|:)>e<ciialll=1r<e1p)<our1t/ usa-

]hlauckme]rylllttltrgmautluonm/ A\/[Dp///zcaz/tm]m bounded statement of the report's contri bution.
. &b retuorn

[FN 522] National Institute of Standards and Technology, Incident Response
Recommendations and Considerations for Cybersecurity Risk Management, NIST
SP 800-61 Rev. 3 ((A\]P)]R 2025). hteps:// d(O)iL(O']Fg/ 10.6028/ NIST.SP.800-611r3;
Cybersecurity and Infrastructure Security Agency, Use Logging on Business

Systems. ]hlltlt]p)b / / wWww.cisal. ‘gFtO)\V/ audiences/small-and-mediunm-businesses/secure=

vour=business/use- ll(ongﬂgflunvgwonnr business-systems; American Bar Association Formal

Opinion 483, ]Lalwy(elrg Obl igrations }\\flt(e]r an Electronic Data Breach or Cyberattack
(<(O)<Clt\« 17, 20118))\«
https:// www.americanbar.orge/content/dam/aba/administrative/professional res

pons ibility/ethics -opinions /ab .al=1F(0)Jrlnnlalll=(o>1lp>=48i\«]lpwdliﬁ A pp// ication: operat tonal

determination on contalmnent. Iretuorn

[FN 523] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation: Historical
Dewvel (0)]pnnnue‘1nut\ Operational Durability, Adversarial Adaptation, and the Integrity of
Trusted 1L e«ga -Technical Control Planes (Sept. 10, 2(0»2(6»)% pPPp- 6-12, 23-32, 55-96, 124-136.;
Administrative Office of the U.S. Courts, Highly Sensitive Documents guidance
and post-2025 sensitive-document handling materials.

]hlltlt]lp>§i/ / W\W\WJU[sconunrlt&g«o»\v/ court-records/ ellte;(cmrtounlfuc=1fi[ll(ilntg=(c1nnl=<e<cif/ ]hlftg]hlll\\/=

sensitive-documents. A\pp///i}aa//t/z"ra/m: final tnstitutional deternmination. retuorn

[FN 524] O.R.A.C.L.E. Logistics Team, Online Reputation and Credential Laundering
Exposure Expert Report, Version 30 (()Launh 20, 240)2‘6))% <c<0)1nut1r(o>1U[[i1n1g first-drraft baseline.;
Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an ]EV(O)lVlurng Threat ((S(eplt 2‘0)9_6)) PP- 4-18, 22-46, 68-106.. Application:

transition to conclusion. Iretunrn

[FN 525] O.R.A.C.L.E. Logistics Team, Online Reputation and Credential Laundering
Exposure Expert Report, Version 30 ()[aunh 20, 240)2_'6))) controll lunug first-dirraft baseline.;
Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Ma]pplumg Attri b)lU[ltlL]Dlg,\ and
(C(onnutaiilnlihmg an ]EV(O)l[Vfunlg Threat ((Seplu 20)2(6))),« PP- 4-18, 22-46, 68-106.; Recorded Futwre
Insikt Growp, Synithetic Identities: A Dual Threat to Enterprises (<(O)tClt¢ 1, 2(0»25)% Pp- 1-

6. https://www.recordedfuture.com/ research/synthetic-identities-dual-threat-
e]nut«elq‘[_)nriise& A\pp///[raa//t/[roum: conclusion: evolution firom avatar-persona [i]nuq[lu[ﬁ]ry to

authority-rail inquiry. e Iretunrn

[]FN 526] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Ma]ppﬁlmg,\ Altlt]r[ilbnunt[ing,« and
Containing an ]EV(O)l[Vfunlg Threat ((S@‘]P)lb 2400216))« PP 4-18; 22-46, 68-106.; Jay Lewis Farrow,
Civil Cyber-Infrastructure Disruption Litigation: Historical Development,
Operational Durability, Adversarial Adaptation, and the Integrity of Trusted
]Legal [-Technical Control Planes ((Sepl& 10y 20)2(6))),« PPp- 6-12, 23-32, 55-96, 124-136.;
Administrative Office of the ULS. Cowrts, CM/ECF and PACER historical and
technical materials. https://www.uscourts.gov/court-records/electronic-filing-
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cm-ecf. Application: conclusion: authority as attack surface and trust-conversion
chaiin. &4 retuorn

[FN 527] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Source-=First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863 ((Sepnu 14, 2026)% PPp- 2-10, 18-31, 43-74, 82-92, 102-116.; Cyber-N.E.T.
Forensics, Cryptographic-Counterfeit Defense Group Report (Feb. 25, 2026), pp. 2-8,
21-29, 40-48.; National Institute of Standards and Technology, Digital Identity
Guidelines, NIST SP 800-63-4 (July 2025). https://doi.org/10.6028/ NIST.SP.800-63-4.

A\pp///[@&/t/[@/m: conclusion: official appearance and lumits of authentication. Fetuirn

[]FN 528] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Maqpqpﬁng A\ltlt]r[ilbnuntfumg,« and
<C(o>1n11ta[i1nlii1mg an ]EV<0>1[Vfunlg Threat ((S(@]P)l& 240)26)); PP 4-18; 22-46, 68-106.; Historical
Iopossibility of the Purported Permanent-Disbarment Path: A Source-First Legal,
Public-Record, and Forensic Reconstruction of SC2024-1681 and SC2025-0863 (Sept.
14, 2026), pp- 2-10, 18=31, 43-74, 82-92, 102-16.; MITRE ATT&CK, T1656, Inmpersonation.
]hlltlt]p)b / /attack.mitre.o FQF/ t<e<c]hunuuq ues/T1656/; MITRE ATT&CK, Tugg, Trusted
Rel[antluonnlg]hutp ]hlltlt]p)b //al tltauc]k nitre. tourg/ lt«e(c]hunuuqnunes/ Tugq/. A\pp///zca//tw/m conclusion:

genuine components and false Jrellal1tlu0)1n1§]h1lqp>& . retuorn

[FN 529] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an ]EV<0>1[Vfunlg Threat ((S(@]P)l& 240)26)); PP- 4-18, 22-46, 68-106.; National
Institute of Standards and Technology, Digital Identity Guidelines, NIST SP 8oo-
63-4 ((Jhudly 2(0»25))\» ]hutlt]lp)s::/ / <dlt0)ii¢(onrg/ 10.6028 / NIST.SP.800-67-4; Federal Bureau of
][anestftgautiitonnl / Internet Crime <C<0)1nn1]p)llalfunnt Center, Senior ULS. Officials

Impersonated in Malicious Messaging Campaign (May 15, 2025).
]hutlt]pw/ /www. fbi. QF'O)V/ f[]ﬂlV(ﬁ‘)SltﬁQ%lltl@/ cyber/alerts/202=/senior-us-officials-

lunnupnelr&onnla1t<e(dl~ lunmnnlallllucluonutb=Jnn1<essaglunvgmcaunnup)alugﬂnt A\PP/MC&[KOJM conclusion: matural

P@]F&O)]ﬂl yersus (O)]P)(e]l“al tor and event. . retuorn

[FN 530] Cyber-N.E.T. Forensics, cAPTuire-to-Kill APT: Mapping, Attributing, and
Containing an Evol ving Threat ((S(C]P)lt 2400_'6)) PP 4-18; 22-46, 68-106.; Jay Lewis Farrow,
Civil Cyber-Infrastructure Disruption Litigation: Historical Development,
Operational Durability, Adversarial Adaptation, and the Integrity of Trusted
Legal-Technical Control Planes (Sept. 10, 2026), pp. 6-12, 23-32, 55-96, 124-136.; Cyber-
N.ET. Forensics / Bridge-Gate E.S.S., Restricted Access Portal Solutions materials,
as integrated in the September 2026 cAPTure and Civil Cyber-Infrastructure

reports.. Application: conclusion: recap of eight authority rails. . Iretunrn

[FN 531] Historical Iimpossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863, ((Sepnu 14, 2(0»2(6’)); pPp- 2-10, 18-31, 43-74, 82-92, 102-116.; The Florida Bar,
Lawyer Discipline: A Roadmap to Florida’s Lawyer Regulation System, and Rules
Reglu[l[antfumg The Florida Bar. ]hutlt]p»y/ /www . floridabar. 'O)JFQF/ the-florida-bar-

journal/lawyer-disc 1L1p>ll ne-a- FtO)al(dl]Dﬂlal]D>~ to-floridas =l[al\\>\V\V<e]F=]FteQﬂU lation=systen /; Brian

D. Burgoomn, Lawyer Di iscipline—A R(O)aud map to Florida’s ]Lal\wy(elr Regu atiomn
Systemn, ¢8 Fla. B.J. 8 (May/June 2024). https://www floridabar.org/the-florida-bar-
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journal/lawyer-discipline-a-roadnap-to-floridas-lawyer-regulation-systenn/ .

A\pp///i}ca/t/[om: comnclusion: rails mnlalppe(dl to l[(egall[ process. retuorn

[FN 532] Historical Impossibility of the Purported Permanent-Disbarment Paths A
Sowrce-First ]Legalh Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863 ((Sepnu 14, 2026)% PPp- 2-10, 18-31, 43-74, 82-92, 102-116.; Cyber-N.E.T.
Forensics, Cryptographic-Counterfeit Defense Group Report (Feb. 25, 2026), pp. 2-8,
21-29, 40-48; Cyber-N.E.T. Forensics / Bridge-Gate E.S.S., Restricted Access Portal
Solutions materials, as integrated in the September 2026 cAPTure and Civil Cyber-
Infrastructure reports; Cybersecurity and Infrastructure Security Agency, Use

Logrgring on Business Systemns. https:/ /www.cisa.oov/audiences/small-and-

medium-businesses/secure-your-business/ use-logoring-on-business-systenns.

Application: conclusion: source-first method and separate evidence states.

retuorn

[FN 533] Historical Inpossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Legalh Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-086%3 ((Seplu 14, 2(0»2(6’)); PPp- 2-10, 18-31, 43-74, 82-92, 102-116.; Oct. 31, 2024 letters in
Florida Bar File Nos. 2025-70,132(17F) and 91‘00‘_5=7/(o>qup@»((nj/]F))\ each setting Nov. 12, 2024 as
the deadline before forwarding to the grievance committee; compared with
committee-meeting materials and the Nov. 25 petition.; Strenger v. RMC
Consulting, Inc., No. 2:23-cv-01226 (M.D. Fla.), orders dated Feb. 18, Mar. 19, May 23,
and Sept. 30, 2025, ]hlltlt]p)b / / ectflond.auscourts. Q’O\V/ <CQFIL~ bin/show pu iblic doc?202z-

01226-4Q-2-CV=. A\/pp///zrcaz/tw/m conclusions (c]humonnuo ogy and state-transition method.

retuorn

[FN 534] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an Evol ving Threat ((S@]P)lt 240)9_16)) PP- 4-18, 22-46, 68-106.; Historical

Iopossibility of the Purported Permanent-Disbarment Path: A Source-First Legal,
Public-Record, and Forensic Reconstruction of SC2024-1681 and SC2025-0863 (Sept.
14, 2(0)2‘6»)),~ PPp- 2-10, 18-31, 43-74, 82-92, 102-116.; March 12-20, 2025
Berman/Berrena/Farrow commuunications and ffdl[‘unlgs,« funuclhuudlfunlg ]Pnr(o»]pn@se(dl
dismissal ternns, Jr(e;pluudl[‘Lautii(onnl,\ Berrena’s statenment that an email ‘was not the email I
sent you’ and ‘has been changed,” and the request for physical source
reconciliation.. Application: conclusion: event-mechanism-attribution discipline.

retuorn

[FN 535] Scott Rose et al., National Institute of Standards and Technology, Zero Trust
Architecture, NIST SP 800-207 ((A\ug 'Z(O>'Z<O)>) hiti tps: //doi. (O)JFQF/ 10.6028 / NIST.SP.800-
207; National Institute of Standards and Technol ogy, Digital Identity Guidelines,
NIST SP 800-63-4 ( (Jhu{ Y 2025,))\\ ]hltltpm/ /doi.oi Fg/ 10.6028 / NIST.SP.800-6%-4; ULS.
Department of Justice, Justice Department Announces Coordinated Nationwide
Actions to Combat North Korean Remote IT Worker Schemes (June 30, 2025).
]hlltlt]“[)@::/ / \W\W\\KwﬂlU[SltléL(C@\«gf(O'\V/ (oqp.al/ pr/ jiusltfuc«e=<dlepaurltlnnlelm1t=annunuo»uJnuceb -coordinated-

nationwide-actions-combat-north-korean-remote; Federal Bureau of ][1n1\vesltiigantfuonm,«
DPRK Leverages ULS.-Based Individuals to Defraud ULS. Businesses and Generate
Revenue (May 16, 2024).

]hutlt]lp@::/ / \W\W\WJHbLgOV/ l‘i]nl\vegltiigaute/ cyber/alerts/2024/ <dl«elnn1<o><01ralltfuc=p<ewo>1“p)lles=1r<e1'pnudb)llibc=
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of-korea- ll(e\ve]ravgme s-us-based-individuals-to-defraud-us-businesse <=aunl<dl~tgmeJnue]ral te-

revenue; Microsoft Threat Intell igence, Defending Against Evolving <dl1elnntluty

Attack T<e<c]hnnuuq[lunes ((Maly 29, 09_5,) Jhui ttps: / /www.microsoft.com/en-

us/ security/ blho»fgf/ 2025/ 0=/2q/de Fnelnudl ung-aga unis lt=te\VlO>l[\VlL]Dlg= identity-attack-
techniques/; Administrative Office of the LS. Cours ts, Cybersecurity Measures
Strengthened in Light of Attacks on Judiciary’s Case Management System (Aug. 7,
9_(0>25,>) ]hlltlt]p)b / / WWW.USCOUIFLS. QﬂO)\V/ data-news/| ju diciary-

news/ 2(0»%;,/ 08/ 07/ cybersecurity-measuires- tlmelnugﬂt]hueJnuedl 1 L<gf]h11t=allt1tal'c]kb~i]luudlfuc larys-

case-management-systen. A\/pp///zca//tw/m conclusiomn: und <e]P)<elnudl<elnut <caqpaﬂb>ttltuty

corroboration. . retuorn

[FN 536] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
<C(o>1n11ta[i1nlii1mg an ]EV<0>1[Vfunlg Threat ((S(@]P)l& 240)26)); PP 4-18; 22-46, 68-106.; Jay Lewis Farrow,
Civil Cyber-Infrastructure Disruption Litigation: Historical Development,
(O)]pnerantE(O)lnlalll Durability, Adversarial A\(dLaantautiUonnL and the ][1n11t<efglriilty of Trusted
Legal-Technical Control Planes (Sept. 10, 2026), pp. 6-12, 23-32, 55-96, 124-136.;
Historical Impossibility of the Purported Permanent-Dis b)@l]ﬂﬂﬂl@]ﬂlt Path: A Source-
First ]LegaﬂL Public-Record, and Forensic Reconstruction of SC2024-1681 and SC2025-
0863 (Sept. 14, 2026), pp. 2-10, 18-31, 43-74, 82-92, 102-116.. Application: conclusion:

separation and convergence of field and external sources. . Feturn

[FN 537] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
§C2025-0863 (Sept. 14, 2026), pp: 2-10, 18-31, 43-74, 82-92, 102-16.; Direct FBI
commnumications and Teleporter records, Sept. 2024, concerning meetings,
evidence uploads, contemplated computer-analysis response-team review of
telephones, and continuing review of submitted material; Farrow et al. v. [OA
Group, LLC et al,, No. 1:25-cv-20544 ((S\«]Dk ]Fllau))y Verified <C<0)1nn1]p)llalfunnt filed Feb. 5, 2025,
related filings, and Feb. 8 affidavit of Dr. Jane Doe.. Application: conclusion: author-
participant disclosure and source controls. e tunrmn

[FN 538] Historical Impossibilicy of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
§C2025-0863 (Sept. 14, 202% PP 2-10, 18-31, 4374, 82-92, 102-116.. Application:
conclusion: 1l baseline. return

[FN 539] Cyber-N.E.T. Forensics, Anatomy of the Strategic cAPTure-to-Kill Operation:
][Jnnteg]raute(dl e-Forensic Report (<(O)(ct 22, 2:0»25)« PP- 1-24, 69-203, 238-267, and aqpqpne]nl(dl[i(ce&
]hlltlt]Db //cyberlawlibrary. 1o>1rg/ reports s/ cyber-n-e-t-forensics ~experit-) rnep'oumt/

Historical Impossibility of the Purported Permanent-Dis barment Path: A Source-
First ]Lega ; Public-Record, and Forensic Reconstruction of SC2024-1681 and SC2025-
08673, ((Seplu 14, 2(0»2(6»)))\ PP 2-10; 18-31, 43-74, 82-92, 102-116.; Direct FBI commumnicatiomns
and "Jﬂe;llelpuonrltelr records, Sept. 2024, (Ctonnuce]rlnlii]nlg Jnnue(elt[i]mgs)\ evidence 1qull<o»audlsi
contemplated computer-analysis response-team review of telephones, and
continuing review of submitted material.; Farrow et al. v. IOA Group, LLC et al.,
No. 1:25-cv-20544 (S.D. Fla.), Verified Complaint filed Feb. 5, 2025, related filings, and
Feb. 8 affidavit of Dr. Jane Doe.. Application: conclusion: preexisting cyber-

integrity record. & return
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[FN 540] Email attributed to John Derek Womack to Jay Lewis Farrow (Sept. 17, 2024),
with chain and signature block identifying ‘J. Derek Womack, Senior Litigation
Attorney.; Jay Lewis Farrow consolidated response transmitted Oct. 14, 2024, and
Christine Mitchell acknowledgment dated Oct. 15, 2024 (‘We have received the
email that you sent last night at 7:20pm. Thank you.’).. Application: conclusion:

Septem ber commumnication and October receipt comntrol, a rFeturn

[FN 541] Historical lmpossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863 ((S@‘]P)lto 14, 210»2(6’)); pPPp- 2-10, 18-31, 43-74, 82-92, 102-116.; Florida Bar letters and
Notices of Assignment attributed to John D. Womack and transmitted Oct. 15-18,
2024, identifying Richard Jay Weiss as 17F Chair and using varying investigating-
menmber llaumglutagey ltY]P)(Obg]Fal]P)]hly,« name presentation, and sftglnlantluure ]P)llauce]nnue]nutg The
Florida Bar, Lawyer Discipline: A Roadmap to Florida’s Lawyer Regulation System,
and Rules &egu antlunug The Florida Bar. hitt) ps: / /www floridabair. 1o>1rg/ the-florida-bar-

journal/lawyer-disc 1L1p>ll tne-a-road) majp- tto>=1ﬂlto>1rludl.alb -lawvyer-re u llation-systen/s

Cyber-N.E.T. Forensics, Second Supplemental Expert Avatar Report ()Lannl 15, 2_02(6)))
treated as a source reservoir only where supported by primary evidence..

A\p/[o)///[rc,a’//t/[r()/m‘:‘ conclusion: comumittee and role provenance. a retuorn

[FN 542] Historical Inmpossibility of the Purported Permanent-Disbarment Paths A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(e‘plto 14, 2026})% Pp: 2-10, 18-31, 43-74, 82-92, 102-116.; Oct. 31, 2024 letters in
Florida Bar File Nos. 2025-70,132(17F) and 2025-70,140(17F), each setting Nov. 12, 2024 as
the deadline before forwarding to the grievance committee; <c<0)1nn1]p>anr(e(dl with
committee-meeting materials and the Nov. 25 petition; The Florida Bar, Petition
for Contempt and Order to Show Cause and Possible Venue filing, Filing No.
21689379 (Nov. 25, 2024), SC2024-1681.. Application: conclusion: deadline collision,

physical delivery, and aggregated nonresponse. B ctun

[FN 543] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S@‘]P)lto 14, 210»2(6’)); PP 2-10; 18=31, 43-74, 82-92, 102-116; Jay Lewis Farrow
consolidated response transmitted Oct. 14, 2024, and Christine Mitchell
acknowledgment dated Oct. 15, 2024 (‘We have received the email that you sent last
1n1iig]hnt at F:2opm. Thank yonu[f))g The Florida Bar, Petition for Contempt and Order to
Show Cause and Possible Venue filing, Filing No. 21689379 (Nowv. 25, 2024), SC2024-
1681.. Application: conclusion: response-to-nonresponse conversion. B ecurn

[FN 544] March 12-20, 2025 Berman/Berrena/Farrow communications and filings,
funuclhuudlfunvg ]P>1r<o»]p(o>§@<dl dismissal terns, re]Pnuudliiant[honnl,« Berrena’s statement that an email
‘was not the email I sent you’ and ‘has been changed,” and the request for physical
source reconciliation.. Application: conclusion: Berman message, repudiation, and
candor. a Ire unrn

[FN 545] Historical Impossibility of the Purported Permanent-Disbarment Paths A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
§C2025-0863 (Sept. 14, 2026), pp. 2-10, 18-31, 43-74, 82-92, 102-16.; Report of Referee,
The Florida Bar v. Farrow, SC2024-1681 / §C2025-0863, Filing No. 235057778 (Nowv. 4,
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2(0»25),« PP- =75 13-24- March 12-20, 2025 Berman/Berrena/Farrow commnumnicatiomns amnd
fiillftlnlg& ["unuclhuudl[ilnlg ]ano»lpno»se(dl dismissal terns, relpnuudl[Lant[‘uonnli Berrena’s statenment that
an email ‘was not the email I sent you’ and ‘has been <c]hlaunlg<e‘<dlf and the request for
physical source reconciliation.. Application: conclusion: changed-email statement

and Jnnutssunlg attribution brid ge. a rFeturn

[FN 546] Affidavit of John Berrena supporting the June 18, 2025 Petition for
Emergency Suspension, ]P)auralglrap]hlg 4-19 and Composite Exhibits A-1 through A-u;
Direct FBI comumumications and Tel <e;1puo»1rlt(elr records, Sept. 2024, <c<o»1n1<c<emmfunug
meetings, evidence uploads, contemplated computer-analysis ]F(@S]P)(O)]HLS(E) -tean
review of telephones, and continuing review of submitted material.. Application:

conclusion: affidavit-FBI comparison. a rFetunrn

[FN 547] Affidavit of John Berrena supporting the June 18, 2025 Petition for
Emergency Suspension, paragraphs 4-19 and Composite Exhibits A-1 through A-u.;
March 12-20, 2025 Berman/Berrena/Farrow commnunicatiomns amnd fftllft]ﬂlg& [i]nt<cll1u[<dl[i]ntg
]pnr(oqp)(og(e(dl (dlits10n1i§salll ternns, ]F(G‘]P)lU[(dlfLalltii(Ob]Dl? Berrena’s statenment that an email ‘was not
the email I sent you’ and ‘has been changed,” and the request for physical source

reconciliation.. Application: conclusion: omitted qualifying evidence. B recurn

[FN 548] Florida Appellate Case Information System docket exports for SC2024-1681
and SC2025-0863, <ca1]p>1t1uur<e<dl Sept. 2026. ]hntlt]p)s*/ /acis. flcourts. QF(o'\V/ s Referee Case
Management Order entered Aug. 11, 2025; written Motion to Consolidate and
comsolidation orders entered A\lutg 12, 2025.; Supreme Court of Florida, Aug. 4, 2025
Emergency Suspension Order as later presented in a ‘CORRECTED ORDER’
version with a Sept. 30 footnote adding 2025-70,622(17A)(FES), together with the
Bar’s Aug. 7 correction motion and Sept. 30 clerk order.. Application: conclusion:

notice, consolidation, default, and correction. a return

[FN 549] Report of Referee, The Florida Bar v. Farrow, SC2024-1681 / SC2025-0863,
Filing No. 235057778 (Nov. 4, 2025), pp- 17, 13-24.; Strenger v. RMC Consulting, Inc.,
No. 2:23-cv-01226 (M.D. Fla.), orders dated Feb. 18, Mar. 19, May 23, and Sept. 30, 2025.
https:// te‘(Cf«ﬂ[lnﬂudLIU[S(C(O'IU[]FIE&‘gﬁO)\V/ <cgl‘i=1bwiilm/ show 1pnudb%[ibc doc?202z-01226-40-2-CV=.

Application: conclusion: September 30/October 1 temporal insertion. 5] Iretunrn

[FN 550] Historical Inmpossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]Leg‘all[,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-08673 ((S(e‘plto 14, 202(6))),« PP: 2-10; 18=31, 43-74, 82-92, 102-116.; Report of Referee,
The Florida Bar v. Farrow, SC2024-1681 / SC2025-0863, Filing No. 235057778 (Nov. 4,
2(0»25))« PP- =7, 13-24.; Final J[luudl«g]nnuelnut for Plauntiffs, Insurance Office of America, Inc.
et al. v. Farrow et al,, No. 2020-CA-000725 (Fla. 18th Jud. Cir. Dec. 26, 2024), pp. 3-16:
Strenger v. RMC Consul lt[umg,« e, No. 2:23-cv=01226 ((IM D. ]Fllau)),« orders dated Feb. 18,
Mar. 19, May 23, and Sept. 30, 2025. https://ecfflmd.uscourts.gov/cgi-
bin/show | pu iblic doc?202z-01226-40-2-CV=. A\pp///[raa//t/[ra/m: conclusion: source-to-

derivative @X]P)annls[uonm a retwuorn

[FN 551] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863 ((S@‘]P)lto 14, 210»2(6’)); pPp- 2-10, 18-31, 43-74, 82-92, 102-116.; The Florida Bar,
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Member Profile and Discipline Documents for Jay Lewis Farrow, Bar No. 625213,
captured Sept. 2026. htips://www.floridabar.org/public/acap/disc-

docs/?icn=202570622& member=62=21z; Supreme Court of Florida, May 21, 2026
disposition in $C2024-1681 / SC2025-0863 approving the referee report and imposing
permanent disbarment and costs.; Supreme Court of Florida, Aug. 4, 2025
Emergency Suspension Order as later presented in a ‘CORRECTED ORDER’
version with a Sept. 30 footnote adding 2025-70,622(17A)(FES), together with the
Bar’s Aug. 7 correction motion and Sept. 30 clerk order.; The Florida Bar,
Instructions to View Discipline Documents.

heeps://www floridabar.org/public/acap/instructions/. Application: conclusion:

terminal ]Pnudb»ll[hc ]p)r(odﬁille and §1qu)]p)(0)1r1tfL]nug=(dl(o>(01U[Jnnle]mlt muismatch. return

[FN 552] MITRE ATT&CK, Ti656, lmpersonation.
]hlltlt]D>§‘Z/ /attack.mitre.ol FQF/ 1t<ewc]hunli[<q ues/T1656/; MITRE ATT&CK, Tio78, Valid
Accounts. hi ttps: / /attack.mitre. <o»1rtgf/ 1t<e<c]hunnuq ues/ T1o078/; ULS. Department o f Justice,

Justice Department Announces Coordinated Nationwide Actions to Combat North
Korean Remote IT Worker Schemes (June 30, 2025).
https://www.justice.orov/opa/ pr/justice-department-announces-coordinated-

nationwide-actions-combat-north-korean-remote; Recorded Future Insikt Growup,
Synthetic Identities: A Dual Threat to Enterprises (<(O)<Clt\« 1, 2025)))« pPp- 1-6-

https:// www.recordedfuture.com/research/synthetic-identities-dual-threat-
enterprises; Microsoft Threat ][Jnnt«e;lll[iig‘e‘lnuce‘,« ]D><eif<emudlii1mg Against ]E\woﬂl\\f[i]nug Idemntity
Attack T<e<c]hun1iiq[1unes ((Maly 20, @09‘_5))\ ]hlltlt]D)q‘I/ /www.miicrosofit.com/en-=

us/ security / b)lhowgf/ 2025/ 05/2q/del F«eJnudllunugmaugfa unis lt=te\\7(O>l[\VlL]ﬂlQF~ identity-attack-

techniques/; Administrative Office of the LS. Cours ts, Cylbuersecumrtuty Measures
Strengthened in Light of Attacks on Judiciary’s Case Management System (Aug. 7,

202 5,)) h ttps: / / WWW.USCOUIFLS. QF(O)V/ data-news/| ju diciary-
news/ 2_(0»2;,/ 08/ 07/ cybersecurity-measures-strengthened-light-attacks-judicilarys=-

case-managenment-systen; Raqphauel[ Satter, Hackers-for-Hiure Taurgelte(dl Lawyers and
Law Furnas, Reuters (()hunnue 20, 2(0»23)\« https://www.reuters.con/ investigates/special-

report/usa-hackers-litigation/. A\pp///z’}aa//t/[ra/m: conclusion: ﬁ]nl(dl<e]p)e1nudl<e1n11t component

<caqp>aﬂbﬂillfut[ies* Feturn

[FN 553] Federal Bureau of Investigation, Business Email Compromise.

https:// www fbi.gov/how-we-can=help-you/common-frauds-and-scans/business-

enmail-compromise; ULS. ]D)e]paurlt]nnue;]mlt of Justice, Justice ]DNE‘)]P)@UFIK]DHL@]Dllt Aununouinces
Coordinated Nationwide Actions to Combat North Korean Remote IT Worker
Schemes (}[lut]nue; 30, 2025))\\ https://www.justice.orov/opa/pr/justice-departmeni-

announces-coordinated-nationwide-actions-combat-north-korean-remote; Federal

Bureau of Investigation, DPRK Leverages ULS.-Based Individuals to Defraud ULS.
Businesses and Generate Revenue (May 16, 2024).
]hlltlt]D>§‘Z/ / WWW, Hbﬁ«‘QF(O)V/ ﬁ]ﬂlV@'ﬂtﬁQ%lltl@/ cyber/alerts/2024/denoc ralltfuc=1p)<ewo>plles=1r<e1pnudbwl[ ic=

of- ]LQO']F@B[ ll(e\ve]raugme s-us-based- lunudllt\wudhutalll -to-defraud-us-businesse <=aunudl~rgmeJnue]ral te-

revenue; ][\(]ﬂUO)\V\V]Bl(ez]L, How a North Korean Fake IT Worker Tried to Infiltrate Us

((Jlu[lly 23, 240»24;))« ]hlltlt]p)b~/ /1 b>l[<0'<9f«k]ﬂl(0)\\\‘7 be4.com/how-a-north-korean-fake-it-worker-
tried-to-infiltrate-us. A\Pp///zcaz/sz]m conclusion: genuine enterprise authority issued

to \\\V]F(O)]ﬂlg’ (0)]Puelrant<o>1r . retuorn
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[FN 554] Microsoft Threat Intelligence, Defending Against Evolving Identity Attack
Te(c]hunuuq[luue ((Maly 209, ,02_5,)) ]hlltlt]p)b / /www.microsoft.conn/en-

us/ security / bl[«o»g/ 202/ 05/ 2@)/ ded F«elnudllumg=aga unis 1t=(e\v‘o>l[\vu1nlg= identity-attack-
1te<c]hunlii<(_:][1unes/ ; Microsoft Security Response Center, Results of Major Technical
Investigations for Storm-o558 Key Acquisition (Sept. 6, 2023).

]hutlt]lps::/ /www.microsoft.com/en-us/security/ 1b>ll(0)<g/ 202z /00q/ 06/ results-of-miajor=

technical-investigations-for-storm-o558-key-acquisition/; Cybersecurity and

Infrastructure Security Agency, Cloud Identity and Access Management:
Recommended Best Practices for Administrators (May 2025).
]hlltlt][)b / / wWwww.cisal. QF(O)\V/ resources-tools/resources/cloud-identity-and-access-

manage nnuelnut~Jﬁe@onnnunnueJnudl(edl besit- 1p>1rauctlucteb=audhnnnunutb strators; Amazon Web Services,

Route 53 API: (C]hlallnlge]&«es<onuurtc<eR<e<c<onr<dl§<elts and ITAM service-authorizatiomn
documentation.
https://docs.aws.amazon.com/Routesz/latest/ APIReference/ APl ChangeResounrc

eRecordSets.htnnl. A\pp///[aa//t/i@/m: conclusions persistence beyond ]p)alssw(onr(dl and

1e~1nudl]Pno»[Unut¢ retuorn

[FN 555] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation: Historical
Dewvel (0)]P)Jnnue‘1nut\ Operational Durability, Adversarial Adaptation, and the Integrity of
Trusted 1L ega -Technical Control Planes (Sept. 10, 2(0»2(6»)% pPp- 6-12, 23-32, 55-96, 124-136.;
Rap]hlaue[ Satter, Hackers-for-Hire Taurgelte(dl awyers and Law Firons, Reuters (()[u]nue
209, 240)9’_3,))« ]hlltlt]DS‘I/ / Www.reuters.com/ funl\vemtii@al tes/ <1D)<e\<ciiall[= Fte‘]D)(O)]Flt/ usa-hackeirs=-

Lt tlug@ntlt@nm/ Microsoft, ] Ex]Pmunud ing Cy bne]rs(eouumt ty Services 1F<o»1r Attorneys Taurgelte(dl
by Nation-State Actors ((Jhumnue 12, 0’°—4L)) hit tps: s:// 1b)l[<owgfb microsoft.com/on-the-=

issues/ 2024/ 06/12/ cybersecurity-service <~1f<o'1r=a ttornevys/. Ap p p// ication: conclusions:

llegaﬂ -sector anpli lification. . retuorn

[FN 556] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]L(egalll,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-0863 ((Sepnu 14, 2(0»2(6’)); PP- 2-10, 18=31, 43-74, 82-92, 102-116.; The Florida Bar,
Member Profile and Discipline Documents for Jay Lewis Farrow, Bar No. 625213,
captured Sept. 2026. https://www floridabar.org/public/acap/disc-

docs/?icn=202z50622& menmber=62=21z; Preserved media and derivai thVeﬂP)lU[]b) lcation

artifacts, including April 2, 2024 @benbwieder post, Miami Herald author/profile
captures, mcclatchydc.com email presentation, Proton tips address,
PPPFraudChronicle ]F(e]P)lU[lb)]lﬁ§]hlii]ﬂlg; ‘Swindler Barbie’ glraqp)]hlfucy and article-
distribution screenshots.. Application: conclusion: authority stacking and

dependency mapping. & return

[FN 557] Cyber-N.E.T. Forensics, cAPTunre-to-Kill APT: Mapping, Attributing, and
Containing an Evolving Threat ((S(@]P)l& 240)2'6))i PP- 4-18, 22-46, 68-106.; Cyber-N.E.T.
Forensics, Anatomy of the Strategic cAPTure-to-Kill Operation: Integrated e-
Forensic Report (Oct. 22, 2025), pp- 1-24, 69-203, 238-267, and appendices.

https://cyberlawlibrary.org/reports/cyber-n-e-t-forensics-expert-report/;
National Institute of Standards and Technology, Incident Response
Recommendations and Considerations for Cybersecurity Risk Managenent, NIST
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SP 800-61 Rev. 3 (Apr. 2025). https://doi.org/10.6028/ NIST.SP.800-61r3. Application:
conclusion: wrgrency and containment before complete attribution. & return

[FN 558] National Institute of Standards and Technology, Incident Response
Recommendations and Considerations for Cybersecurity Risk Managenent, NIST

SP 800-61 Rev. 3 (Apr. 2025). https://doi.org/10.6028/ NIST.SP.800-61r3;
Cybersecurity and Infrastructure Security Agency, Cloud Identity and Access

Management: Recommended Best Practices for Administrators ((Maty 2(0»25,))
]hlltlt][)b / / www.cisa. QF(O)\V/ resources-tools/resources/ cloud-identity-and-access-

managenment-reconmmended-best-practices-administrators; Cybersecurity and

Infrastructure Security Agency, Use Logging on Business Systems.
]hlltlt][)b / / www.cisa. QF(O)\V/ audiences/small-and-medium-businesses/ securre-your=

bnwstunu%s/ use-= l[<owgﬂgflunugmo»lnr business-systems; American Bar Association ]F<o»1rlnnla11l

Opinion 483, ]Lalwy(elrg Obligations After an Electronic Data Breach or Cyberattack
(((O)<c1t\« 17, 20118))\«
https:// www.americanbar.orge/content/dam/aba/administrative/professional res

ponsibility/ethics-opinions/aba-formal-op-48z.pdf. A\pp///[@&//t/[@/m: conclusion: furst-
howrs preservation and continuity. retuorn

[FN 559] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Source-First Legal, Public-Record, and Forensic Reconstruction of SC2024-1681 and
§C2025-0863 (Sept. 14, 2026), pp. 2-10, 18-31, 43-74, 82-92, 102-16.; National Institute of
Standards and Techmnol ogy, Incident Response Recommendations and
Considerations for Cybersecurity Risk Management, NIST SP 8oo-61 Rev. 3 (Apr.
2(0»25))\« https:// <dl1o>ii¢(our<gf/ 10.6028 / NIST.SP.800-61r3; Cybersecurity and Infrastructure

Security A\g(elnucy Ulse Logging on Business Systemns.
]hlltlt][)b / / www.cisa. QF(O)\V/ audiences/small-and-medium-businesses/secure-youur-

bnwstunu%s/ us te=ll<ougﬂgf iner-on-=business-systemns. A pp// ication: conclusion: authority map

and narrow ]pnme\ger\vautiito»]nl ]F(G(C'[MUG‘SIKS\« . retuorn

[FN 560] Cyber-N.ET. Forensics / Bridge-Gate E.S.S., Restricted Access Portal
Solutions materials, as integral ted in the September 2026 cAPTure and Civil Cyber-
Infrastructure reports; The Florida Bar, Member Profile and Discipline Documents

for Jay Lewis Farrow, Bar No. 625213, captured Sept. 2026.
]h11t1t1p>s~:/ / www. flo rl‘hdlallb»aur\(onrg/ ]D)lU[bl[ ic/ ucaup»/ dlisc=

(dl(o)(Cb /licn=202z70622&menn buelr—@lq,l]lz,, Natitonal Institute of Stamdards and

Technology, Incident Response Recommendations and Considerations for
Cybersecurity Risk Management, NIST SP 800-61 Rev. 3 (Apr. 2025).
]hlltlt][)b //dol. «ourrgf/ 10.6028/ NIST.SP.800-61r%. A\/pp///zcaz/tm/m conclusion: state

reconstruction and dual-track correction. . retuorn

[FN 561] Cyber-N.E.T. Forensics, Anatomy of the Strategic cAPTure-to-Kill Operation:
Integrated e-Forensic Report (Oct. 22, 2025), pp. 1-24, 69-203, 238-267, and appendices.
]hlltlt][)b //cyberlawlibrary. 1o>1r(gf/ reports s/cyber-n-e- lt~1FfO)]F(6]nl§lUCb=@X]D)(6]Flt~ rnep(ourtt/

National Institute of Standards and Technol ogy, Incident Response
Recommendations and Considerations for Cybersecurity Risk Management, NIST
SP 800-61 Rev. 3 (Apr. 2025). https://doi.org/10.6028/ NIST.SP.800-61r3; American Bar
Association Formal Opinion 483, Lawyers’ Obligations After an Electronic Data
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Breach or Cyberattack (<(O)tClt¢ 17, 2(0)118))\«
https:// www.americanbar.orge/content/dam/aba/administrative/professional res

ponsibility/ethics-opinions/aba-formal-op-48z.pdf. A pp// ication: conclusion:
meaningfully timed relief. & return

[FN 562] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation: Historical
Dewvel (0)]P)Jnnue‘1nut\ Operational Durability, Adversarial Adaptation, and the Integrity of
Trusted Legal-Technical Control Planes (Sept. 10, 2026), pp. 6-12, 23-32, 55-96, 124-136.;
Historical Impossibility of the Purported Permanent-Disbarment Path: A Source-
First ]Lega ; Public-Record, and Forensic Reconstruction of SC2024-1681 and SC2025-
0863 (Sept. 14, 2026), pp. 2-10, 18-31, 43-74, 82-92, 102-116.. Application: conclusion: cross-

J]lur]rii§<dlft<01tii<o»1n1 curcularity. . retunrn

[FN 563] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation: Historical
Dewvel (0)]P)Jnnue‘1nut\ Operational Durability, Adversarial Adaptation, and the Integrity of
Trusted 1L ega -Technical Control Planes (Sept. 10, 2(0»2f6»)) pp- 6-12, 23-32, 55-96, 124-136.;
Administrative Office of the U.S. Courts, Highly Sensitive Documents guidance
and post-2025 sensitive-document handling materials.

https:/ / www.uscourts.oov/court-records/electronic-filing-cm-ecf/highly-

sensitive-documents. A\pp///i}aaut/z"rmm conclusion: Clean A(le]lU[(dl[i(C@llthV<e Enviurononent.

retuorm

[FN 564] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]L(egalll,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
§C2025-0863 (Sept. 14, 2026), PP 2-10, 18-31, 43-74, 82-92, 102-116.; The Florida Bar,
Member Profile and Discipline Documents for Jay Lewis Farrow, Bar No. 625213,
captured Sept. 2026. https://www floridabar.org/public/acap/disc-

docs/?icn=202570622&member=625213; Cybersecurity and Infrastructure Security

Agency, Cloud Identity and Access Management: Recommended Best Practices for
Administrators ((Maly ?_(0>25)>) ]hlltlt][)b // www.cisal. QF(O)\V/ resources-tools/resources/ cloud-=

identity-and-acces $S-Irnanagenmen t-reconume nded- best-j praci tices-administrators;

Cybersecurity and Infrastructure Security Agency, Use Loggring on Business
Systems. ]h11t1t1p>s~:/ / WWW.C l‘isaugmo\V/ audiences/small-and-mediunm-businesses/secure=

yvour-business/ use- ll(O)Qf‘Qflunvgmolnr business-systemns. A\pp///[raaz/t/[@/m: conclusions

institutional responsi bilities. . retuorn

[FN 565] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an ]EV(O)lVlurng Threat ((S@]P)lt 2400_'6)) PP 4-18; 22-46, 68-106.; Jay Lewis Farrow,
Civil Cyber-Infrastructure Disruption Litigation: Historical Development,
Operational Durability, Adversarial Adaptation, and the Integrity of Trusted
Legal-Technical Control Planes (Sept. 10, 2026), pp. 6-12, 23-32, 55-96, 124-136.; Scott
Rose et al., National Institute of Standards and Technology, Zero Trust
Architecture, NIST SP 800-207 ((A\ug 'Z(OVZO)) hiti tps: //doi. (O)JFQF/ 10.6028 / NIST.SP.800-

207 A\/pp///zca//tw/m conclusions ]P)Jr(onUeCItlunlg institutions and honest actors. . rFetuorn

[]FN 566] Cyber-N.E.T. Forensics, Cryp t(onglraqp)]hl1L<c=(C<o»1unn11t<elr1f<elut Defense Group Report
((]F<elbn 25, 240»2(6»)),« pPp- 2-8, 21-29, 40-48.; Scott Rose et al., National Institute of Standards
and Te(c]hunuoﬁltogyf Zero Trust Architecture, NIST SP §00-207 ((A\IU[go 240)20))\«

]hlltlt]lp>§i/ / d@ﬁd@]ﬁ%’/ 10,6028/ NIST.SP.800-207; National Institute of Standards and
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Technology, Digital Identity Guidelines, NIST SP 800-63-4 (July 2025).
]hlltlt]lp>§i/ / d@ﬁd@]ﬁ%’/ 10,6028/ NIST.SP.800-6<=4. A\pp///[oaz/t/[@/m: conclusion: linmits of

conventional security controls. & return

[FN 567] O.R.A.C.L.E. Logistics Team, Online Reputation and Credential Laundering
Exposure Expert Report, Version 30 (()Launh 20, 240)2‘6))% <c<0)1nut1r(o>1U[[i1n1g first-dirraft baseline.;
Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: M[a]ppii]mgy Altlt]r[ilbnuntﬁ]nlg,\ and
<C(o>1n11ta[i1nlii1mg an ]EV(O)l[Vfunlg Threat ((Seplt; 2‘0)2t6)>)i PP 4-18; 22-46, 68-106.; MITRE ATT&CK,
T1656, Inpersonation. ]hutlt]lp@::/ / autltauckmml‘iltlmeao»]rg/ 1t<e<c]hunlil<q[1une§/ Ti66/s MITRIE
ATT&CK, T10738, Valid Accoumnts. ]hlltlt]lp>§i/ / .autltauck«]nnll‘ilt]reaonrg/ lte‘c]hunlihqpunes/ Tiro78/;
MITRE ATT&CK, Ti565, Data Manipulation.

]hlltlt]p)b / /attack.mitre.o FQF/ 1t<e<c]hunuuq ues/ Tis6s/ . A\PplacataOJM conclusion: mature

avatar threat. . return

[FN 568] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Conul tauunuunlg an EV(O)]VIUDlg Threat ((Ste]plu 240)2_'6)» PP- 4-18, 22-46, 68-106.; His torical
Iopossibility of the Purported Permanent-Disbarment Path: A Source-First Legal,
Public-Record, and Forensic Reconstruction of SC2024-1681 and SC2025-0863 (Sept.
14, 2(0)216»))y PP- 2-10;, 18-31, 43-74, 82-92, 102-116.. Application: conclusion: accepted state

as (O)]b)J]@(CltflV(& rFeturn

[FN 569] Historical Impossibility of the Purported Permanent-Disbarment Path: A
Sowrce-First ]L(egalll,« Public-Record, and Forensic Reconstruction of SC2024-1681 and
SC2025-086%3 ((Seplu 14, 2(0»2(6’)); PPp- 2-10, 18-31, 43-74, 82-92, 102-116.; Oct. 31, 2024 letters in
Florida Bar File Nos. 2025-70,132(17F) and 2025-70,140(17F), each setting Nov. 12, 2024 as
the deadline before forwarding to the grievance committee; compared with
committee-meeting materials and the Nov. 25 petition; Report of Referee, The
Florida Bar v. Farrow, SC2024-1681 / SC2025-08673, Fil lunlg No. 235057778 (Nov. 4, 2025),
PP 175 13-24 Strenger v. RMC (C<0)1nL§1u[lhtfumg,« Inc,; No. 2:23-cv=01226 ((M D. Fla. )),« orders
dated Feb. 18, Mar. 19, May 23, and Sept. 30, 2025. htips://ecf flond.uscou rltmg@\V/ cgi-

bin/show public doc?202z-01226-4q-2-Ccv=. A\pp///[raa//t/[ra/m: conclusion: tiune and

derivative authority. & retuorn

[FN 570] Cyber-N.E.T. Forensics, cAPTuire-to-Kill APT: Mapping, Attributing, and
Containing an Evol ving Threat ((S@]P)lt 2400_'6)) PP 4-18; 22-46, 68-106.; Jay Lewis Farrow,
Civil Cyber-Infrastructure Disruption Litigation: Historical Development,
Operational Durability, Adversarial Adaptation, and the Integrity of Trusted
Legal-Technical Control Planes (Sept. 10, 2026), pp. 6-12, 23-32, 55-96, 124-136.; Cyber-
N.E.T. Forensics, Anatomny of the Slt]rautegibc cAPTure-to-Kill Operation: ]llnuteglrant@dl
e-Forensic Report (Oct. 22, 2025), pp. 1-24, 69-203, 238-267, and appendices.

]hlltlt]p)b //cyberlawlibrary. 1o>1rg/ 1r<e1p)<o'1r1ts/ cyber-n-e-t- 1F‘O)]F(e]ﬂl§|L‘Cb=(eX]D)(e]flt” rnepnoumt/ MITRE
ATT&CK, Ti585, Establish Accounts. ]hntlt]p)s / /attack.mitre.o rg/ ltte<c]hnnuuqnuues/ Tis8=/;
MITRE ATT&CK, Ti656, [mnqpne]rsonmal1t:|uonnu

]hutlt]pw/ /attack.mitre.ol FQF/ 1t<e<c]hunli[(q ues/T1656/; MITRE ATT&CK, T1o78, Valid
Accounts. ]hlltlt]p)b / /attack.mitre.ol FQ’/ 1t<e<c]hnnuuq ues/T1078/; MITRE ATT&CK, Ti565,
Data M annqunutl ation. hit tps: //al tltauc]k ntre. tourg/ lt«e(c]hunuuqnuu%/ Tis6s/; MITRE ATT&CK,
Tugg, Trusted Rel[autluoums]hllqp) Jhui ttps: / /attack.mitre. 01@9?/ 1t(e<c]hnnuuqnuneb /Tgg/.

Application: conclusion: distinctive capability. e Iretunrn
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[FN 571] National Institute of Standards and Technology, Incident Response
Recommendations and Considerations for Cybersecurity Risk Management, NIST
SP 800-61 Rev. 3 ((A\]P)]R 2025). hteps:// d(O)iL(O']Fg/ 10.6028/ NIST.SP.800-611r73;
Cybersecurity and Infrastructure Security Agency, Cloud Identity and Access

Management: Recommended Best Practices for Administrators (May 2(0»25))\«
]hlltlt][)b / / www.cisal. QF(O)\V/ resources-tools/resources/cloud-identity-and-access

manage ment-recommended-best- -praci tices-administrators; Cybersecurity aunudl
Infrastructure Security Agency, Use Logging on Business Systems.
]hlltlt][)b / / www.cisa. QF(O)\V/ audiences/small-and-medium-businesses/secure-youur-

bnurstunu%s/ IU[ble=l[(O>QFQFlL]ﬂlQ”=<O'1Dl= business-systems; American Bar Association Formal

Opinion 483, Lawyers’ Obligations After an Electronic Data Breach or Cyberattack
(((Onc t. 17, 20118))«
]hlltlt]p)b / /www.americanbair. 1o>1r<gf/ content/dam/aba/administrative/ prof fessional res

ponsi bility/ (e‘lt]hllL(Cb=10>]D)1UﬂllL(O)]ﬂlb / aba-1 F(O)]F]Uﬂl«’cll"~(O>]D>=4L81\ |:>><d f. A\/pp///uca//tw/m <c¢onn1<clhu[b silon:

response determination. . retuorn

[FN 572] Jay Lewis Farrow, Civil Cyber-Infrastructure Disruption Litigation: Historical
Dewvel (0)]P)Jnnue‘1nut\ Operational Durability, Adversarial Adaptation, and the Integrity of
Trusted Legal-Technical Control Planes (Sept. 10, 2026), pp. 6-12, 23-32, 55-96, 124-136.;
Administrative Office of the U.S. Courts, Highly Sensitive Documents guidance
and post-2025 sensitive-document handli g terials.

https:/ / www.uscourts.oov/court-records/electronic-filling-cm-=ect/highly-
sensitive-documents. Application: conclusion: need for controlled integrity path.

retuorn

[FN 573] Cyber-N.E.T. Forensics, cAPTure-to-Kill APT: Mapping, Attributing, and
Containing an EV(O)lVlunlg Threat ((S@]P)lt 240)9_16)) PPp- 4-18, 22-46, 68-106.; Historical

Impossibility of the Purported Permanent-Disbarment Path: A Source-First Legal,
Public-Record, and Forensic Reconstruction of SC2024-1681 and SC2025-0863 (Sept.
14, 2026), pp- 2-10, 18=31, 43-74, 82-92, 102-16.. Application: conclusion: final synthesis.

retuorn

[FN 574] Cyber-N.E.T. Forensics, cAPTuire-to-Kill APT: Mapping, Attributing, and
Containing an EV(O)lVlunlg Threat ((S(C]P)lt 2400_'6)) PP- 4-18, 22-46, 68-106.; Historical
Iopossibility of the Purported Permanent-Disbarment Path: A Source-First Legal,
Public-Record, and Forensic Reconstruction of SC2024-1681 and SC2025-0863 (Sept.
14, 2(0,9;16,))y PPp- 2-10, 18-31, 43-74, 82-92, 102-116.. Application: conclusion: governing final

]P)]Fﬁ]ﬂl(Cﬁ]P)]l(& retuorn
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